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Abstract

The complexity of modern military operations causes challenges with the processes of information analysis and coordination.  The difficulty inherent in dealing with factions (ubiquitous in organizations and the political realm) epitomizes these challenges.  Over-simplification and neglect of distinctions and alternatives are risks in the analysis of complex phenomena.  Coordination with multiple agents is a method for performing complex work in general and in particular for mitigating the cognitive challenges of analysis of complex phenomena.  However, lack of common ground between agents hampers coordination, especially in unpredictable and ambiguous situations.  We propose a concept for an analytic support tool based on organizing representations in a framework designed to foster exploration, preventing individual analysts from overly narrow and reductive analysis.  As a collaborative tool, it can serve as a virtual open workspace, mitigating shortages in common ground by allowing analysts to be informed by one another’s explorations in the framework.
1
Challenge of Complexity

The changes in the modern world that affect the nature of military operations do not do so in a simple manner; they interact with one another, creating situations where differences of geography, culture, disposition, and expectations are the norm rather than the exception.  

The straightforward model of nation fighting nation has been overtaken by the rise of non-state agents.  Examples include: multi-national political and trade organizations; terrorist and rebellion forces; and news media.  Just as other national military forces are no longer the only other parties, control of military threat in no longer the only aim.  Effects-based operations recognize the importance of cultural, social, and economic impacts from courses of action.

Unlike impacts to military infrastructure or equipment, impacts to social and cultural matters are influenced by the historical and cultural relations between the parties.  The impacts are usually indirect, disproportionate, and dependent on the prior relationship of the parties.  In other words, with cultural, social, and political factors, relationships between parties are complex.

When confronted with the cognitive challenge of dealing with complexity, there is a tendency to reduce it by simplifying aspects that concur in creating it, e.g. considering elements of the system as homogeneous when they are heterogeneous, as independent when they are interrelated, etc. These reductions are often a necessary process because of the infeasibility of encompassing the whole range of complex phenomena.  Reductions in complexity can be quite useful for generating practical applications.  However, there is a risk of oversimplification—reducing so much of the complexity that we produce misconceptions or faulty applications [9-10].

Moreover, these misconceptions can be tenacious, due to what Feltovich, Coulson, and Spiro [8] term knowledge shields—tendencies to maintain the reductions we are relying on, thus avoiding any reconceptualization or questioning of our understanding of the complex phenomenon we are studying. These mechanisms can affect all levels of expertise, but are especially present during learning phases. Indeed, one facet of expertise is the capacity to revise assessments, conceptions or plans in the face of new elements in the world (researched in the medical field [18] and the information analysis domain [16]).  (The difficulty of recognizing the need for revision is a reason why expertise is so valued, and why the design of tools and processes must take these challenges into account.)  
The dynamics of revision constitute a basic process in information analysis.  Elm et al. [7] provide a model of intelligence analysis which emphasizes two converse functions:  broadening and narrowing.  The phases of Down-Collect, Conflict and Corroboration, and Hypotheses Exploration all involve narrowing in (on data samples, accurate interpretations, and coherent explanations, respectively).  Broadening occurs at the intersections of these phases, making sure that different options have been fully explored, and assessments do not become final prematurely. 

2
Collaboration to Manage Complexity

A useful set of tactics for overcoming reductive tendencies and fostering the capacity to revise relies on the power of collaboration [11].

2.1
Multiple perspectives

Collaboration offers multiple perspectives, each point of view providing a potentially unique point of view on the situation of interest, a particular way of accounting for the complex phenomenon. A complex phenomenon cannot be encompassed from a single point of view (ibid), and multiple perspectives allow the account of multiple facets of the phenomenon, therefore a richer picture. As Bartlett stated in his 1932 book [1] about memory (p4), “We may consider the old and familiar illustration of the landscape artist, the naturalist, and the geologist who walk in the country together. The one is said to notice and recall beauty of scenery, the other details of flora and fauna, and the third the formations of soils and rocks. In this case, no doubt, the stimuli being selected in each instance from what is present, are different for each observer, and obviously the records made in recall are different also. Nevertheless, the different reactions have a uniformity of determination, and in each case spring from established interests.” 

Bartlett’s insightful image suggests that the reality of the phenomenon observed is partially captured at the intersection of the different accounts, which are all incomplete and limited, as well as equally valuable and legitimate.  In the realm of collaborative work across cultural and geopolitical groups, differences in points of view are commonplace, often problematic (even contradictory), yet potentially beneficial.  If they make it harder to find a consensus among parties involved, they simultaneously offer a much richer account of the situation.  Bruner’s work on the multiplicity of stories in a legal context [3] captures the same idea through the portrayal of a system designed to reconcile (in a fair way) the diversity of perspectives.

2.2
A mindset for dealing with complexity

Collaboration, in addition to offer a richer set of accounts of complex phenomena, allows individuals to adopt a new and fruitful mindset by giving individuals the possibility to experience in a team the dynamics generated by the multiple concurring explanations [11].  This way to approach problems by acknowledging their complexity and the potential for multiple, potentially contradicting, explanations is harder to acquire without participating in collaborative effort, and is a direct answer to reductive tendencies.

Successful collaboration can foster analysis of complex phenomena by allowing for the “synergetic balance” [11] between individuals and groups or sub-groups.  Individuals offer a way to question and revise the team’s understanding of a situation, at the same time as teams provide alternative perspectives to individuals, enhancing their capacity to question their own assessments while acknowledging a more complex picture. The importance of this mutually beneficial cross-scale cycle has been shown at the cognitive level, through studies of learning mechanisms [11], as well as at a larger socio-psychological level in working situations, through studies of empowerment type of processes in the dynamics between styles and genres studied by Clot and Faïta [5] and the use of their methodological framework by Mollo and Falzon [14] to enhance individual expertise in the medical field.

3
Collaboration Challenges

Maintaining synchronized, structured interaction across organizations in ambiguous, rapidly changing, and/or uncertain situations is hard.  When the multiple parties each have their own perspectives, histories, and expectations, coordination is even more difficult.  The inevitable presence of factions in organizations, social movements, and other complex social structures makes synchronization of effort a challenge.  

Factions provide important diversity within an organization [12], but make inter- and intra-organization coordination more difficult by increasing the number of relationships upon which coordination depends.  In the case of a NATO peacekeeping operation, there is the relationship between NATO and the region in which the intervention takes place.  There are relationships between the various factions in the region, and relationships between the different nations in NATO.  Particularly important for issues of adaptability in coalition teamwork, there are interactions between all of these relationships.  For example, the UK and Turkey may have different assessments of political and cultural events in Egypt.  Egypt’s relationship with the UK is different than its relationship with Turkey, both of which are different than its relationship with NATO.  And factions within Egypt have their own versions of these relationships.  

Common ground results from working together and developing familiarity [4].  With it, participants can anticipate certain responses from one another, even if situations are ambiguous and fast-paced [13].  However, maintaining common ground is not without cost [13], nor is it always feasible, even among allies, especially when circumstances are difficult to predict [6].

Differences in perspectives and expectations limit common ground between groups.  They make it more difficult for one group to infer the intention and mind-set of the other group, and to anticipate behaviors, in novel circumstances.  Not being able to perceive the stance of another agent, or to anticipate the other agent’s behavior, impairs coordination [25]. 

Technology offers some promising directions for methods to mitigate these coordination challenges, but no complete solutions. High-bandwidth communication channels are of obvious benefit for coordination among distributed agents.  However, in the absence of prior understanding about an agent’s stance, perspectives, and expectations, there will be a greater need for real-time communication.  This need for communicating (articulating and listening to descriptions of situations) will be highest at the same time the agent is most inundated with other cognitive demands.  For high-demand, fast-tempo situations, communication channels are not a sufficient substitute for an a priori understanding of other parties’ dispositions.

For many factors important to coalition teamwork, information systems offer straightforward tools to enable shared understanding of other parties’ status and capabilities.  Automated tools can easily keep track of physical location, personnel and equipment, fiscal resources, etc.  However, the status and trends of “fuzzier” factors (e.g., cultural, social, and political) are not as easily managed. There are many sophisticated analytic models that do address some of these factors.  Examples relevant for factions include social network analysis [15] (see also [2] and [23]), and AI-driven game theory models [20].  These models can provide useful aids to understanding situations, but they should not be seen as stand-alone substitutes for human intelligence analysis.  

Firstly, any given model provides a limited view about a situation.  For example, social network models focus on lower-level structural components, rather than higher-level top-down factors, or functional analyses of behavior.  Secondly, the validity of this view to the particular situation depends on the limitations of the model and the nature of its assumptions.  Unlike the more straightforward information processing tools (equipment or finance tracking, for example), the inner workings of these models are hidden.  Without intimate knowledge of the limits of the model, it is impossible to know how well or poorly the situation fits the validated range of the model.

These two caveats present a risk in the (mis)use of these analytic tools.  If the output of the model is seen as a complete and correct representation of the situation, the analyst will fail to look at other relevant facets of the situation.  The analyst may be trapped, viewing the situation only through the narrow ‘keyhole’ of the model [24].  Furthermore, computer output for decision aiding can trigger an anchoring bias in decisions makers, particularly in challenging cases (which often confront the limits of the software as well as the human) [19, 22].
4
A Concept for Analytic Support

The solution to the problem of how to develop an understanding of other parties’ stances and dispositions involves exploring the nature and circumstances of the parties from a variety of perspectives—including detailed and broad, formal and informal, snapshots‑in‑time and long trends.   This does not mean immersing an analyst in a sea of raw data.  Rather, it means supporting the analytic functions of broadening and narrowing through the use of visual analytic methods and perceptually–grounded approaches to information overload [26].

Representations of a set of information (such as aggregations of data, visualizations of patterns, or narrative interpretations of events) can be arranged along dimensions to make difference in their nature or orientation more readily available for consideration and exploitation [21].  Organizing representations to support comparison and contrast is a widely used tactic.  Zelik, Patterson & Woods [28] describe an analyst arranging technology forecasts based on each author’s general level of optimism or pessimism regarding technology.  This helps the analyst sample a balanced range of forecasts.  By way of illustration, multiple forecasts of a different kind, from analytic models of hurricanes, are organized (along the obvious dimensions of latitude, longitude, and time) to enable comparison (see Figure 1), thus providing a type of sensitivity analysis important for analytic models. 

Figure 1:  NOAA plot of multiple hurricane forecast models
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A set of multiple dimensions, each capturing a fundamental dimension in the analysis process for that domain, can be used as a framework for organizing representations in a multi-dimensional space.  In the case of faction analysis, one framework we have explored consists of: time, level of analysis, and characterization.  Time naturally organizes events, and providing a time dimension cues analysts to explore histories and dynamic patterns.  Level of analysis connects sub-groups and parent groups, details and broader views.  It encourages analysts to zoom in to see where groups are heterogeneous, and to zoom out to see the larger-scale factors influencing a group.  The characterizations dimension ensures that multiple facets of factions are explored in the space, cuing the analyst to look at a range of views, from formal analytic models of faction operations, to reflections on the meanings of cultural phenomena. 

By structuring the dimensions as a 3-D space (Figure 2), shifting perspectives from one characterization, time frame, or level of analysis to another is analogous to movement or navigation in the space.  Instead of randomly sequenced representations connected by tenuous or even arbitrary relationships, the analyst moves along a continuum of representations, thereby being exposed to the connections between detailed and high-level views, between the current point in time and past events, and between formal models and more elastic characterizations.  Using space and landmarks makes navigation easier and more productive [27].  Because each representation is surrounded by ones relevant to it, but different in terms of detail, scope, or characterization, analysts are aided in shifting perspectives and exploring other facets, rather than remains stuck in one “keyhole” view of the complexities [24].  Most important for the issue of adaptability in coalition teamwork, when multiple analysts use the same framework, many opportunities for collaboration become available.  

Figure 2:  Space for analysis of factions
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5
Principles from Design Evaluation Findings

In order to explore what attributes of representations and dimensions are most relevant to the analysis of factions and their associated dynamics and relationships, we conducted a series of iterative design and critique cycles, getting feedback on the designs from intelligence analysts, researchers, designers, and cognitive systems engineers.  The designs were visual representations of faction-related issues.  The range of topics explored with the representations included energy issues, system safety issues, and religious and political issues. 

Based on the feedback from the various reviewers, we extracted common points that indicate general principles for visual representations, and their encompassing frameworks, for organizations, divisive issues, and conflict. 

5.1
Stance and Flexibility

Conveying the different positions of the factions on the issue of contention can be useful, especially for complex situations with numerous parties.  Additionally, the degree of flexibility or room for negotiation (or lack thereof, i.e., militancy) is important for understanding how a situation might evolve.

But stance may not be adequately conveyed by simply a position on an issue.  Richer, more informative representations can be developed by exploring the narratives each side holds in the conflict.  Stories reflect important aspects of the perspectives of the parties and dynamics of the relationship between them. 

5.2
Criteria for Dimensions 

Dimensions or axes in a representation should show new, and otherwise hidden, relevant patterns in the data.  For factions, these dimensions should go beyond the variables by which the factions are defined, and explore other relationships.  For example, a useful dimension would show how an apparently homogenous group is actually spread out along another dimension reflecting a different but related issue.

5.3
Representations and Perspectives

The representations themselves should convey in some manner what perspective it is assuming.  Ideally, the representation should support seeing the data from multiple perspectives.  One way to accomplish this is to make sure the transformation from the raw data to the representation is discernable; in other words, the representation should support reverse engineering.

5.4
Time

Without adequate representation of time, dynamic patterns will not be visible.  Patterns of growth and decay, temporal cycles relating otherwise separate factors, are potentially important.

Control of time in interactive representations should support integration of multiple variables, so analysts can look for synchronization, and see temporal patterns in multi-dimensional data.

5.5
Framework and Attention

The purpose of the framework is to support the useful flow of attention.  The dimensions in the framework should be not merely relevant, but integral, to the domain.  Mapping a dimension to the cognitive workflow process of the analyst may be beneficial.  However, a potentially more useful dimension would map to coupling in the complex system, so hidden dependencies become discoverable.

6
Faction Analysis Space as an Open Workspace

By making a conceptual framework visible, the space of representations can serve as a tool for communicating about areas of representations in the space; areas of the space lacking in representations; and the past, current and future attention of parties relative to areas of the space.  Having a common, external model of an area of mutual interest can itself help establish some common ground.  Analysts from different organizations can communicate more easily by making reference to aspects of this shared artifact [4].  For the “fuzzier” areas of cultural, social, and political factors (as compared to more concrete areas), shared reference frameworks can reduce ambiguity in communication.  An important consideration for these common frameworks is that they accommodate the different parties.  For NATO, such a framework would need to work for the various members’ own multiple military forces, in the context of a particular mission.   A common generic core, possibly extended via custom (but openly shared) dimensions, may be an effective strategy for meeting these requirements.   

But with the introduction of cooperative software, communication about the content in the framework, and one’s attention to it, can be automated to a degree.  By tracking where an analyst is looking, and making that information available to other analysts, the other analysts know where each other is currently looking – plus the history of the analysts navigation through the space.  Collectively, it would show where different analysts have explored in the space, where current attentions are focused, and what areas of the space may be under-explored.  These patterns of explorations can be mapped to patterns in the phenomenon of interest (e.g., the faction dynamics in the region subject to a peacekeeping intervention).  

By seeing where other analysts are looking, it may cue an analyst to look there as well.  In a sense, the other analysts act as intelligence sensors, providing alerts to new developments.  The more dissimilar another analyst is, the greater value this cueing will be, as it can introduce perspectives that the receiving analyst would be much less likely to come across on his or her own.  Of course, too much cross-cueing could result in snowballing (everyone looking at the same thing at once) or recursions (with the analysts you are following moving in response to your shift).  Checks to degrade these types of cueing may manage this risk.

By knowing what an agent has seen, and what they are currently focusing on, the other agents will have a better sense of that agent’s disposition, and will be able to anticipate that agent’s future behavior.  Collaboration in uncertain, rapidly changing situations is enhanced.  This is particularly important for operations with significant social and cultural dimensions, for which there are: fewer algorithmic processes; more degrees of freedom for decision-making; and subtler, less predictable repercussions.  

Imagine two different military teams, who have not yet developed a great deal of common ground; they may be new teams, , from two different NATO countries.  They are patrolling the same area of a Middle-Eastern city.  The analyst for one patrol has been looking at terrorist organization structures implicating some Muslim clergy, whereas the analyst for the other has been looking at higher-level socio-political trend information about increasing collaboration between local friendly forces and mainstream Muslim communities.  If suddenly there was an outbreak of small artillery fire near a mosque, the two patrols might react differently.  By knowing what the analysts have been attending to, the behavior of coalition partners becomes less unpredictable.
Having a framework for organizing information about differences between and similarities with other parties can foster understanding.  Seeing the real behavior of different agents, and having the difference between anticipated behavior and actual behavior made visible can foster learning and the development of expertise.  This knowledge can help collaboration and common ground in the longer term.  In the shorter term, using different analysts’ foci within the faction analysis space can serve as an indicator of interest and possible intent, which is particularly important for coordination.  Anticipating the actions of other parties is basic to adaptive teamwork, especially for situations too volatile to plan tight synchronization ahead of time.
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