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Abstract
In the framework of the supply and implementation process of the latest German reconnaissance vehicle FENNEK into the German Armed Forces several new sensors were established, which either are integrated into the vehicle, like the on-board optical sensor system BAA, or provided as set-off subsystems, e.g. the unmanned aerial vehicles ALADIN or MIKADO, the unmanned ground vehicle MobRob and the ground sensor equipment BOSA. Due to the application of these numerous subsystems a significant increase of data volume in reconnaissance operations is expected. Thus, situations of information overload in during data processing and situation assessment cannot be precluded. However, in order to obtain a common operational picture in real-time, information must be handled in shortest time possible and with sufficient reliability. 

The limits of the operator's performance which affect system’s performance as well have to be considered both in the context of human-system-integration during system definition and in order to determine operational guidelines regarding the appropriate combination of different subsystems under specific operational conditions. However, it is hardly possible and affordable to examine these questions under standardized conditions in empirical studies, i.e. through experimentation using real systems. Therefore, an approach based on modeling & simulation has been developed which allows the evaluation of different system configurations under varying situational conditions. By analyzing the characteristics of operators’ information processing with regard to time consumption, quality, and resulting decisions, the chronology and properties of the C2 processes, i.e. the information flow, can be described. Though, to obtain reliable simulation results a task-specific prognosis models is needed which describes information processing of both the human and the technical system components. To allow for studying effects of cooperation and communication between team members the underlying model should also integrate interactions and communication between team members as well as the team composition. 

The paper describes the methodology and presents first results of ongoing empirical studies realized in co-operation with the German Army Reconnaissance Forces. Aiming at the development of a general system model a process assessment has been performed and the resulting process model has been transferred into an object, i.e. operator, oriented model description. Further planned studies will deliver refined data for the parameterization of the simulation model as well as data for analyses regarding effects of team composition. 

1 Introduction

The German Armed Reconnaissance Forces are equipped with a numerous highly elaborated sensor systems which are used to generate demanded information of tactical interest. These systems are already deployed in the overseas operations of the German Army and successfully used and involved in several operations. 
Since the first design of the reconnaissance vehicle FENNEK, originally equipped with an on-board optical sensor system (BAA), several additional sensors, provided as set-off subsystems like the unmanned aerial vehicles (UAV) ALADIN or MIKADO, the unmanned ground vehicle (UGV) MobRob and the ground sensor equipment BOSA (see figure 1), were added to the FENNEK reconnaissance system during a supply and implementation process. Due to these extensions a significant increase of the number of both tasks and reports provided by the sensors is to be expected. However, the tactical request for supply a real-time common operational picture (COP) supporting the decision-making process is still effective.
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Figure 1: Wheeled armored reconnaissance vehicle FENNEK - 
Overview about the German RECCE configuration [1]

1.1 Human information processing in multi-sensor systems

In operational missions like those mentioned above usually two FENNEK vehicles are applied in order to ensure a sufficient number of personnel for (sub-)system deployment and self-protection. Nevertheless, there is only one operator, i.e. the troop leader, who collects all reports and submits them to the FAUST C2-system. Furthermore, there are no guidelines regarding the scenario- or mission-specific deployment of sensors or allocation of operators. However, since operator’s cognitive resources are limited [2][3][4] a non-optimal allocation of personnel resources to tasks as well as an inappropriate deployment of sensors and subsystems may lead to degraded system performance resulting, e.g., from overload situations in which the information processing capacities of both the individual team member, especially the troop leader, and those of the team are exceeded.
1.2 Networked teams

During military operations the acting teams are often separated from each other. By doing so, the implementation of low hierarchies is enabled. One disadvantage of these situations has to be seen by the incomplete operational picture of each acting operator. This individual operational picture is differently to the common operational picture (COP). A complete COP can be created and generated exclusively by the acting of all involved operators.

The quality of the teamwork within a networked team depends on the equipment and the technical skills and abilities as well as on human factors. To composite an appropriate team in preparation of a successful operation it’s maybe advisable to identify the human factors. Focusing work teams, Sundstrom et al. [5] offer the definition as “small groups of interdependent individuals who share responsibility for outcomes of their organizations”. Their analysis examines teams that function in the context of organizations.

Composition and characterization of teams

The high benefit of teamwork lays in the potential of a resulting perfect complementation of the single team members, as far as they have different qualifications. Teamwork can reduce the error rate which is reasonable for the qualitative and quantitative improvement of performance. However, the requirements on the organizational structure of work are significantly higher as those demanded by the individual problem solver. The trouble shooter will be able to create and conduct a fast coping strategy in most of cases. Differently to this strategy a group has to coordinate and organize the actions of a certain number of acting persons. Therefore, the skills and motives of every single group member have to be determined and to be considered. The specific composition of possible teams may have enormous impact on the organizational structure of groups, the decision-making process, and the dynamic of a group. All these aspects affect the final performance output of a group. 
The frequently appearing deficiencies of processes are in the center of the scope of team-engineering, which aims for the enhancement of efficiency among teams. The group architecture and thus the synergetic effects have to be optimized by changing the social-psychological factors on the one hand and personality-psychological factors on the other. Team-engineering can be seen as “organized creation of group work oriented on excellent results, which includes the assessment of person as well as the group process with proved interventions” [6].

One issue to be focused on is the identification of criteria which allow for an organized and leaded composition of groups to improve team performance [7][8][9][10][11]. Possible potentials for the improvement of performance may result from an optimization of the following factors:

· the functional, cognitive, motivational and social components of the single team member,
· the composition of the team,

· the process design used by the groups and

· the potentials/skills of the leader.

Assessment of team composition

The composition of group can be observed by diverse factors. First of all a team member can be determined by the demographic data bases (like age, gender, nationality) or separated by other attributes like the cognitive skills, knowledge, attitude, experience, culture and socialization. The performance of a team can be defined by several criteria. The generic term for the results of a group is “group effectiveness” [12][13] which includes team performance (task-oriented outcome criterion), affective elements of success like satisfaction of the group members (relationship-oriented outcome criterion) and the ability of a group to successfully face future challenges (relationship-oriented outcome criterion). Following the argumentation of Halfhill et al. [12] the task-oriented outcome criteria can be measured in a qualitative and quantitative way and can be evaluated by the team members or a third, i.e. uninvolved, person. Within a reconnaissance patrol the group performance can be expressed by a certain number of targets; even the quality of the problem-solving process can be used as a criterion of the performance of a team. The group performance as task-oriented criterion is mainly used standard to operationalize group results. The model created by Tannenbaum [14] (Figure 2) is focused on the creation of team performance and highlights possibilities of training. 
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Figure 2: Team performance model (according to [14])
Appropriate combined teams are of advantage because of anticipated

· Containment of complexity: The complexity of tasks often overwhelms the possibilities of information processing, control and responsibility capacity of individuals. Only the use of certain number of experts guaranties the required amount of knowledge. 

· Efficiency: Only teams own the capacity to overlook the entire process and to control the activities simultaneous.

· Quality of decision-making process and creativity: The summarization of individuals to a team can provide higher quality of the output, statistical error compensation and active error correction.

· Flexibility and participation: The team members are learning constantly from each other.

1.3 Research Questions

To allow for best overall system performance as well as to optimize the workload situations for the soldiers, appropriate operational and organizational system configurations have to be identified. These should take into account scenario-specific sensor deployment, function allocation within the team and team composition with regard to cognitive and social skills. 
In particular the following questions have to be considered to achieve information necessary for the development of operational and manning guidelines:
· What are typical system configurations during reconnaissance operations, i.e. which sensors are used and what are typical operator-function allocations depending from different missions and scenarios?

· What information flows arise from different system configurations? How are these information flows affected by operator skills or operator behavior?
· How does system configuration with regard to deployment of sensors/subsystems, function allocation and team composition affect system performance? Are there any system configurations which lead to overload situations of individual team members? 
Answering this question should allow for the identification of 

· typical work processes within the FENNEK system,
· scenario-related or operator-related attributes affecting information processing and communication,
· optimal system configurations, and
· situations for which operational procedures have to be adjusted.
Furthermore, the intention to improve the performance of the teams, leads to the question: what criteria influencing team performance can be used to compose an ideal reconnaissance patrol. If the composition of a group has any influence of the performance of the group, it should be possible to create an ideal group, meaning a team creating high potentials [7].
2 Methodological Approach

As a theoretical framework the system model illustrated in Figure 3 shows the different components of the FENNEK system, assuming that there are two FENNEK vehicles, each of them with a BAA-system and two out of four additional subsystems mentioned above as sensors and each with a manning level of three soldiers, i.e. the vehicle commander, an operator and a driver. Corresponding to the research questions mentioned above there are only simplified or even missing connections between the single system components, showing that there is lack of knowledge about influencing or causal relations within the system. Therefore, the aim is to define assignments 

· between the scenario and the sensors, i.e. to define suitable mission-specific guidelines for sensor deployments.
· between the sensors and the team members, i.e. to define appropriate function allocations.
Additionally the possible impact of personnel issues to the system performance have to be taken into account, e.g., individual skills, organizational structure of the workflows and especially communication processes within the reconnaissance patrol, and team composition.
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Figure 3: Theoretical system model of the FENNEK system 

Obviously, the number of possible system configurations, which have to be evaluated in order to achieve a complete system analysis which in turn would allow for a suggestion regarding the optimal mission-specific system configuration, is beyond the potentials of any empirical approach. 

A promising approach to solve this bunch of issues is the development and application of probabilistic simulation models describing the dynamics of complex work processes, for example based on methods like Bayesian Networks, Petri-Nets or Case-Based Reasoning. They do not allow for a precise anticipation but they provide a statement concerning the most probable parameter values of the dependent variables, e.g. detection rate, under varying independent variables describing, e.g. sensor range. Recently it was shown that these approaches are applicable to problems of weakly structured work processes, e.g. in product development and project planning [15][16], in which the effectiveness and prediction accuracy can be increased by the conduction of simulation-based studies. Thus, they also may be adaptable to the evaluation of C2-concepts, which are weakly structured to a similar extent due to a wide spectrum of potential missions and scenarios. 
The objective of this approach is the estimation of system performance under different system configurations and under varying operational conditions. By systematically varying parameters which determine different system configurations respectively operational conditions, their influence on performance can be analyzed. 
For processes simulation the dependencies between all system components, i.e. the information flows, have to be known. Furthermore, the availability of precise estimations concerning the dynamic behavior of system components, e.g. in terms of transfer functions, is highly important. This applies to simulations of technical systems as well as those of humans. However, due to the variability of human behavior and the inter-individual differences with regard to responses to changing work- and environmental factors, approaches which aimed towards an exact replica of the human information processing mechanisms have achieved only limited applicability so far. Following this argumentation, the creation of a valid model of human information processing which is flexible in terms of the variability of missions and scenario conditions seems to be fairly unrealistic. Though, in the context of this research problem, i.e. the development of an appropriate simulation model which allows for predicting the performance of a complex socio-technical system, it is important to know what amount of information can be handled by a human operator within a certain timeline and quality. So, for this purpose a sufficient estimation of the cognitive capacity and resulting quality in handling information is adequate; the underlying cognitive mechanisms describing how an operator will process reconnaissance data are far beyond the scope. 

Since probabilistic simulation methods take into account the variance of independent variables, it becomes obvious that the effects of human information processing in terms of accomplishing a transfer between input and output within an information flow (Figure 4) can be modeled at this level with probabilistic methods as well, provided that

· the human behavior is predictable with regard to the potential outcomes of the transfer. This, in fact, applies only to skill-based or rule-based behavior [17]. 
· the transfer behavior can be expressed quantitatively in terms of probability distribution.
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Figure 4: Human information processing as a probabilistic transfer model

Under these premises, the transfer behavior of the human operator can be described similar to that of technical systems, e.g. by time demands or latency, and the error probability, expressing the frequency of wrong assignments between input and output, or even missing outputs. In order to simulate the probabilistic outcomes these parameters are not considered with their mean or median values but with probability distributions which have to be determined empirically. As it is shown in Figure 4 these are often right-skewed for biological parameters describing e.g. human information processing. If there are significant correlations, e.g. between individual experience and latency, these higher level independent variables may be used instead.
To achieve the project’s goal of a simulation-based evaluation of the effects of system configuration, i.e. sensor deployment, function allocation and team composition, on system performance the following working phases were defined:

· Empirical assessment of scenario-related workflows.
· Modeling of work processes using a semi-formal modeling technique for cooperative processes.
· Transformation of the semi-formal workflow model into an agent-based simulation model.
· Parameterization of the simulation model with regard to transfer functions of technical system components, i.e. detection rate, range, error rate, as well as of human operators, i.e. detection rate, reaction time, based on empirical studies.
· Empirical identification of human operator’s attributes affecting collaboration in teams.
3 Process Assessment and modeling
Beginning with the process modeling the aim was, to narrow the problem space by determination of exemplary scenario types. Those should also serve as a basis for the design of experimental conditions in succeeding empirical work phases. 
3.1 Identification of scenario and mission types 

The identification of scenarios typical for the FENNEK reconnaissance system was accomplished through expert surveys with highly experienced army officers. As a result three typical scenario types were identified which are affected by: 
· the land cover classification of the operational area, e.g. operations in urban terrain, those in timbered areas and those in farmland,
· the dynamic characteristics of the patrol, e.g. transit from point to point, approximating a RECCE target or operating from a fix position,
· the operational task of the FENNEK troop, e.g. reconnaissance or surveillance.
According to the environmental conditions in the operational area, the dynamic behavior and the operational task, the application of certain sensors may be not reasonable, e.g. the deployment of the UGV in a forest. Thus, the scenarios types defined above are connected to tactical restrictions which affect in turn sensor deployment. The combination of these different factors defines the mission type. For the succeeding work steps, i.e. the empirical assessment of work processes, their modeling and simulation, the following mission types have been defined:

· reconnaissance of a bridge,
· reconnaissance of urban terrain, i.e. villages, towns etc.,
· approximating an elevation,
· passing through a forest, and
· surveillance from an observation point.
Based on these mission types, specific tactical restrictions have been identified. Assuming a normative behavior of the FENNEK troop under general idealized conditions, different general mission-specific system models could be developed. These models describe sensor deployment, the corresponding “normative” function allocation and the resulting report flow for different mission types mentioned above. 
In Figure 5 this is illustrated for a surveillance mission in urban terrain: Based upon the underlying scenario, characterized by environment, targets, disturbing variables (“noise”) and operational conditions the optimal combination of sensors, i.e. the BAA, BOSA and UGV, is chosen in order to perform the reconnaissance mission in an optimal manner. Sensor systems are supervised by the different operators who transmit incoming reports to their vehicle commander. From minor importance and therefore not shown here is that the drivers of the FENNEK vehicles either guard the set-off soldier operating a sensor system or remain in the vehicle and observe the environment with “natural sensors”, i.e. ears and eyes. The troop leader collects all reports of the system operators of his vehicle and those provided by the second vehicle’s commander. The efficiency of the team affects troop leader’s mental workload: it is increased by redundant or insignificant information and reports. The performance of the troop leader in turn influences the quality of the reports given to the next hierarchy level in the line of command. His ability to coordinate and summarize reports into precise general overviews, transmitted by the battle field management system has a direct impact on the situation awareness of higher level staff. 

[image: image5.wmf]RECCE Troop

FAUST

C2

Personnel

Urban

Scenario

Troop

Leader

(Cmdr #1)

Cmdr #2

Driver

#2

Sensors

Operator

#2

BAA

#2

BOSA

ALADIN

MobRob

MIKADO

Operator

#1

Driver

#1


Figure 5: System model with function allocation and report flows for an urban scenario

Doing so, information concerning system configurations of practical relevance for typical FENNEK missions was collected. Nevertheless, in the succeeding empirical process assessment all eventualities concerning sensor deployment and function allocation resulting from – if so – inappropriate orders of the troop leader were permitted. However, the models enabled for an evaluation of the adequacy of troop behavior.
3.2 Empirical assessment of work processes
In order to develop valid (simulation) models describing real life cooperative processes within a reconnaissance patrol based the assessment of these processes based on realistic scenarios is essential. Therefore, empirical studies were carried out. These observations should give an answer to the following questions:

· Which activities are carried out by whom, when and why?

· Which information is gained and where it is needed?

· Which decisions are made and when?

· Which tools are used and when?

· Who cooperates and communicates with whom and when?

In several experimental runs at the German Army training area Munster, five different FENNEK reconnaissance troops were observed accomplished the mission types mentioned in 3.1. For process assessment information from different sources were collected over a period of about 30 hours of operational activities (Figure 6):

· information provided by the deployed sensor systems,

· recordings of communication via the on-board communication equipment and via radio,

· video recordings of the RECCE troop members, and

· protocols of the process observers.
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Figure 6: Sensors / information collected during process assessment

For the modeling of cooperative processes a technique was needed which supports participatory exploration of tasks, information, interviews, etc. as well as visualization. Therefore, the so-called K3-technique was applied which was developed on the basis of the UML activity diagrams [18]. K3 is the German acronym for the words “cooperation”, “coordination” and “communication”. The basic elements of the graphical notation are “activity”, “information” and “tool”. Activities with an undefined order or which are processed simultaneously without synchronization, both aspects are typical for weakly structured workflows, may be enveloped by a so-called “blob” respectively the “parallelization” element. The elements are connected by “control flows” and “information flows” which may underlie specific conditions. Cooperative aspects are considered by notation elements which allow for forking and joining of control flows and for synchronous communication. Swim lanes are introduced for gaining and easy to understand overview of organizational units and the activities assigned to them. These units, which are represented as swim lanes, can comprise different actors (persons) who fulfill the activities within each swim lane in parallel or sequentially (Figure 7). According to Kirwan and Ainsworth [19] techniques of task analysis can be divided into collection, representation and simulation techniques. K3 can be used as a collection and representation technique. In addition to the representation of the “as-is” state, it is possible to construct “should-be” processes.
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Figure 7: Elements of the K3-technique for the graphical modeling of cooperative processes

After assessment of the work processes the process data mentioned above were analyzed. In several expert meetings the resulting workflows were participatory discussed, e.g. in order to understand specific military phrases, and transformed into a K3-model afterwards. Figure 8 shows an example of an ALADIN deployment during the reconnaissance of a town. 
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Figure 8: Detail of a K3-modeled process during deployment of the ALADIN UAV sensor

Additional, the process models were validated in the framework of maneuvers in the German Army Combat Simulation Centre (GÜZ) Altmark. During similar missions like those assessed in the first phase the same procedure was applied to another five FENNEK troops. As a result of this validation it was found that activities in connection with sensor deployment follow similar processes. Thus, these activities allow for standard models of operator resp. team behavior. Differences were found with regard to the planning of sensor deployment. So, there are differing ideas of troop leaders about which sensor is appropriate for specific missions. Therefore, in the simulation model these different ways of mission accomplishment have to be considered.
4 Transformation into a simulation model

Up to now, approaches towards a probabilistic simulation of RECCE troops are unknown. To allow for a modular development of the simulation model an agent-based simulation approach was chosen. In order to describe the scenario, the technical attributes and dynamics of the sensors and the behavior of soldiers the following elements were implemented in the first step using the simulation system SeSAm [20] (Figure 9):
· geographic situation (map chart showing land coverage),
· agents representing the sensor systems including their human-machine-interfaces,
· agents representing the soldiers which are able to operate the different sensor systems,

· agents representing the FENNEK vehicles which react on driver’s orders, and
· agents representing the targets (for the time being realized for individual persons, appearing in troops or platoons).

The number, local distribution and the moving direction of targets are determined as initial parameters of the simulation model. Since the enemy’s local distribution is fairly unknown in real situations, it is assumed in the simulation model that emplacements may be everywhere. Therefore, it is not necessary to simulate the interaction between the target emplacement and observing sensors explicitly. In fact, the area-related confidence level achieved by one or more sensor(s) forms the basis for the determination of a reconnaissance event.
In order to perform an operator-to-role assignment an agent-based flow control mechanism and an actor mechanism were developed. After looking for a pending task for which the actor, i.e. operator, is responsible and qualified, the accomplishment of information and communication processes as well as work shares can be simulated. 

[image: image9.wmf]
Figure 9: Detail of the simulation model implementation

In Figure 10 the output of the simulation during a simulation run is shown. In the left area the real situation is displayed. On the right side the situation which represents the information gained so far by the troop leader is displayed. The surrounding sectors show the observation areas of the single operators. In a protocol at the bottom all activities, orders and information flows are listed. A log-file provides this information for subsequent analysis.

[image: image10]
Figure 10: Output of the model during a simulation run: real situation (left), explored situation representing troop leader’s knowledge (right) and protocol (bottom).
5 Parametrization of the SImulation model
For a description of the information processing behavior of the individual operators and the RECCE teams. Therefore, in ongoing and future empirical studies data for the parameterization of the simulation model are collected. Here in particular these parameters and their probability distributions have to be determined, which have a direct influence on the RECCE output and thus on the resulting information flow process of the FENNEK team. Afterwards, these factors have to be integrated in the software implementation of the RECCE processes as algorithms in an appropriate form.

5.1 Empirical assessment of performance-related attributes of single operators

In experiments for the empirical assessment of parameter distributions representing operator transfer behavior the dependent variables time consumption and time delay and the accuracy of reports are measured under different mission-related experimental conditions. These are determined by the independent variables sensor type, target density and scenario, i.e. land coverage conditions.
Experimental Setup

Through a computer simulation images are provided similar to those of the sensor systems BAA, ALADIN, MobRob and BOSA as well as those generated by usage of field glasses (Figure 11). Under different missions (reconnaissance of urban terrain, reconnaissance in a forest, and reconnaissance in farmland) and varying enemy density (high, medium, low) targets are displayed in the simulated image respective the corresponding sensor output (BOSA). The subject has to detect and to identify the target. Afterwards a report has to be submitted by using a simulated radio connection. 

[image: image11]
Figure 11: Simulated sensor images for the assessment of operator attributes concerning information processing

5.2 Empirical assessment of performance-related attributes of teams 

During process assessment it was found that communication and co-ordination processes in RECCE troops take place in a similar way frequently observed in cockpit crews as described by Orasanu [21]. For these Serfaty et al. [22] identified two co-ordination forms: explicit co-ordination is based on communication as the means to co-ordinate action, involving, e.g., the transfer of information in response to an information request; implicit co-ordination, on the other hand, relies much more on a pre-existing common understanding of the situation, thereby requiring less communication, with team members communicating e.g. not upon request but through anticipation of the information needs of the other team members. Implicit co-ordination is less time consuming and less resource intensive, but it requires an accurate common mental representation of the situation.

Standardization of processes in critical situations is one mechanism for forming a common operational picture. Standard procedures enable teams developing a shared mental model of the situation and of the actions required by each team member. It allows them to act routinely and quickly, without using additional resources for co-ordination. 

But what about coordination if the team has to act without any training in a new and critical situation? Which impacts result from the composition of members with different experience levels? And which attributes and skills are really important in high-risk situations?
Experimental Setup

The experimental setup for the team is designed in a way providing the same positions of team members related to each other and similar information displays for each operator as in the real FENNEK vehicle. This was achieved by simulating the specific displays by means of the software “Operation Flashpoint”. The driver sits in the front row and may activate basically similar functions as in the FENNEK vehicle. Also the human-machine-interfaces for the two soldiers sitting in the second row of the vehicle, on the left the vehicle commander, on the right the system operator, are designed similar to those in the real FENNEK vehicle. In preliminary tests it has been shown that the experimental setup is sufficient for illustrating the workstations of the three FENNEK operators in an appropriate way. 


[image: image12]
Figure 12: Experimental setup for the investigation of team-related performance measures
Schedule

The schedule provides a standardized tutorial and a short training period at the graphics and operating methods used. Afterwards, the FENNEK team gets a command containing the description of the enemy’s and own situation, the mission and the instructions to carry out the RECCE mission. A terrain has been prepared covering about 30x30 km, which includes 11 critical incidents. These comprise exploring bridges, approximations of elevations, passing forests and exploring a town under different target densities.

By means of questionnaires information regarding individual’s goal-orientation, coping strategies, cohesion, responsibility, and personal attributes are assessed. Furthermore, amongst others a demographic questionnaire collects information about the level of experience. As dependent variables team and communication behavior of the subjects as well as objective performance measures, e.g. time on task, quality of reports and error rate, are to be analyzed.

6 Conclusion and Outlook
A simulation model has been developed which represents typical work processes of reconnaissance teams during operations with the FENNEK system. After the ongoing parameterization of the simulation model by means of probability distributions of parameters describing human operator information processing as well as personal factors influencing team performance, this simulation model enables the simulation-based evaluation of system configurations. By varying operational conditions like sensor deployment, function allocation or team composition several configurations of the modeled systems can be tested in exemplary scenarios under a quantitative and qualitative perspective. This allows for identifying optimal system configurations and in turn the definition of operational guidelines.
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