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abstract
The current social media world present today has vastly altered traditional standards in numerous areas including: the blurring of many public and private boundaries, conditions in which military operations are conducted, global exposure of secrete information within minutes, and the nature of political discourse and conflict around the world. Most new military personnel are experienced users of social media. Clearly, social media is a new way of life and the risks and benefits associated with it must be understood fully to be able to effectively utilize it in future missions.  This technical evaluation report highlights key properties of social media, summarizes the presentations, identifies the associated risks and potential benefits for NATO, and concludes with a series of recommendations.
I.
INTRODUCTION
Sun Tzu famously stated: “Know thy self, know thy enemy, a thousand battles and a thousand victories”. What Sun Tzu likely never imagined was a real-time, multilingual, multimedia global communication commons that supports comprehensive engagement of military, civilian, and even adversary populations via global social media platforms. Indeed, modern forces are increasingly dependent upon social media for battlefield success. Recent events in Tunisia and Egypt have highlighted that social media exchanges have a significant role in fundamental change. Social media provided the unprecedented capability of swift communication that enabled more rapid forms of ‘meta’ social awareness and ‘group self-awareness’. These, in turn, enabled faster more widespread mobilization of a populace, with minimal risk of exposure and costs associated with formal activism. 

The current social media world present today has vastly altered traditional standards in numerous areas including: the blurring of many public and private boundaries, conditions in which military operations are conducted, global exposure of secrete information within minutes, and the nature of political discourse and conflict around the world. Most new military personnel are experienced users of social media. Clearly, social media is a new way of life and the risks and benefits associated with it must be understood fully to be able to effectively utilize it in future missions.

An operational urgency exists. Social events across the globe (e.g., the Arab Spring, April Unrest in Estonia 2007, London riots, Occupy Wall Street) demonstrate the importance of understanding human networks, social media, and sociocultural behavior (e.g., group formation).  The effect of social media is equally serious in terms of irregular warfare, violent extremism, nation-state instability, weapons of mass destruction, and cyber threats. Social media also promises to enhance local social understanding and has been shown to enhance battle damage assessment, as illustrated by the rapid understanding of status of forces and troop movements by the Libya Canadian Ground Effects Cell during the 2011 conflict in Libya  

Lastly, there is a threat associated with social media. Social media (e.g., blogs, YouTube) have been and are used by adversaries (terrorists, insurgents, extremists) to organize, recruit, train, and act.  For example, Dark Web (http://ai.arizona.edu/research/terror) research catalogues 50,000 extremist/terrorist web sites. Given the complexity, responsiveness, and innovativeness of adversaries, better understanding of the threat is essential for force protection, operations planning, and population engagement. Through enhanced global situational awareness as well as friendly force and population engagement via social media, NATO can better ensure global security and freedom, preserve global peace, facilitate prosperity and growth, and foster trans-border justice.

The Specialists’ Meeting adopted a comprehensive approach and provided a forum and focus necessary to increase the understanding of using social media in military applications. There were three goals for the meeting:
· Share national experiences and best practices and identify barriers to further use of social media technologies and techniques, discussing ways these might be overcome;

· Bring together leading academic, private-sector, and public-sector experts to understand the current and emerging implications of social media use, and; 

· Assess the strategic implications and risks associated with the use of social media technology by governments, NATO, military members, and populations.

Voluntary opportunities to engage with social media platforms (such as twitter) and applications during the meeting allowed participants to explore social media opportunities and to continue dialogues about the topics addressed in the meeting. 
Over the course of two and a half days, thirty four technical presentations (thirty session papers, three keynote papers, and one social media tools demonstration) were delivered representing the research and development efforts in eight nations.  The Specialists Meeting occurred in Tallinn, Estonia from Monday, 16 April to Wednesday, 18 April 2012.  

II.
TECHNICAL EVALUATION

This technical evaluation report highlights key properties of social media, summarizes the presentations, identifies the associated risks and potential benefits for NATO, and concludes with a series of recommendations.
The two day meeting identified a number of challenges, risks, and opportunities in the military use of social media.  The recommendations provided to the Human Factors and Medicine Panel for consideration encourage NATO to organize, standardize, train, equip, employ, and assess applications of social media in military missions.  

Properties of Social Media
What is social media?  According to the collaborative information-sharing site, Wikipedia, “Social media includes web-based and mobile technologies used to turn communication into interactive dialogue between organizations, communities, and individuals.” Simply stated, social media enables the creation, sharing, and collective assessment of user generated content.  Examples of social media include information sharing (e.g., internet forums, blogs), collaborative authoring (e.g., Wikipedia), social networking (e.g., Facebook, LinkedIn, Google+), microblogging for real time communication and crowd sourcing (e.g., Twitter), information organization and collaborative assessment (e.g., collaborative tagging, collaborative filtering, collaborative recommenders as used on sites such as Amazon.com), and public dissemination and comment (e.g., YouTube). Social media is massive (e.g., 800M Facebook users, 350M tweeters), international and multilingual (e.g., 70 percent% of Facebook’s user base is outside the US), multimedia (every minute, 24 hours of new video is uploaded at YouTube; 750 million photographs were uploaded to Facebook over 30-31 December 2011, the New Year’s  weekend), real-time and dynamic (e.g., 500 tweets per minute, 340 million tweets per day referencing YouTube), of varying pedigree, young (Twitter 6 years old, Facebook is 8 years old), and rapidly evolving.  Some additional important aspects of social media include transparency, indelibility (i.e., recorded often persistently), traceability, (global) accessibility, comprehensiveness/completeness, and multi-scale nature.   Social media can and have been employed in military functions to understand, detect, forecast, and mitigate threats. 

Relevance of Social Media

Session 1: Defining the Problem

This session focused on defining the problem and providing a platform to build the rest of the program’s discussion.  The opening keynote and ensuing presentations specifically highlighted operational, research, and analytic perspectives associated with social media.  

During the first presentation, Dr. Verdon examined how social media reframes the future of knowledge and work.  He highlighted the implications of hyper-connectivity associated with social media and argued that the purpose of traditional organizational architecture aimed at minimizing ‘transaction costs’ must be re-evaluated.  Following Dr. Verdon, Dr. Estabrooke discussed existing literature characterizing social media, the state of the art in using social media as a proxy for opinion data and the implications of using social media as a data feed for models of instability.  The last presentation in the session Mr. Costa introduced the concept of a Social Radar.  Mr. Costa stated that today’s diplomats, developers, and defenders require an integrated set of capabilities that is referred to as a “social radar.” This system would support strategic- to operational-level situation awareness, alerting, course of action analysis, and measures of effectiveness for each action undertaken. Success of a social radar would depend on continuous access to global data on perceptions, attitudes, opinions, sentiments, and behaviors. The social radar concept was discussed further in subsequent presentations throughout the meeting.  

As one illustration from this introductory session, the “Facebook nation” is larger than most countries and many world regions. The rapid adoption and growth of heterogeneous social media platforms is accelerating, particularly among the urban youth in developed nations but also across the global commons. There is a strategic transition in military operations as the move from winning physical terrain to winning hearts and minds is driving the center of gravity from physical armies to civilian populations. Ultimately, this necessitates the understanding of, maneuver within and influence of human terrain.  Social media represents the primary set of platforms, the virtual human terrain, over which populations operate. Social media provides an opportunity to support the integration of all instruments of military, civil and civilian communication, and broader resources. Additionally, in many cases social media can provide more economical operations with limited resources (e.g., financial, people, time). One example of this would be enabling self organizing networks that help unlock the potential of organizations with often low or no infrastructure costs. It can promise to speed the formation of NATO forces as well as accelerate the marshalling of expertise, employment, command and control, and battle damage assessment. Global news organizations, commercial firms, universities, and NGOs have already employed social media platforms to leverage global resources. By leveraging social media, mission effectiveness can be enhanced by providing the right talent at the right time for training, intelligence analysis, or force employment promises to enhance NATO mission effectiveness, force protection, and efficiency. 

Session 2: Examples and Implementation – a Multi-National Perspective

During this session, examples and implementations of social media focused on multi-national perspectives. What became clear in this and subsequent sessions are that conceptual examples abound, but actual military implementations are rare. The strongest current trend in social media is analytics of existing social media networks followed by conceptual examples or conjecturing of what can be done with the analytic results. As is often the case with laboratory based research, more implementation of social media in military applications is needed to test the "lab" generated ideas. Even if success is unsure, the lessons learned are of great value. 

Dr. Jacobs and Capt. Diefenbach discussed an excellent example of social media implementation in a public affairs campaign for the German Bundeswehr. The business world, particularly marketing, has capitalized on social media campaigns, but military services across the globe are only beginning to use this medium for public affairs.
Dr. Crebolder reviewed empirical results for the implementation of social media to increase team effectiveness in the Training Development Officer group of the Canadian Forces. The study compared an enterprise social media platform officially provided by the organization and self-generated use of Facebook for the same purpose. Results indicated that the Facebook group was more intuitive and used significantly more than the government solution and, importantly, did not suffer the same bureaucratic and time consuming process of selection and promotion. This suggested that shifts from enterprise platforms within defense forces, when possible, to popular existing platforms with management assistance/oversight would lead to greater effectiveness and efficiency.
The remaining three presentations in Session 2 provided key conceptual examples of social media implementation in the Comprehensive Approach (Dr. Van der Kleij), Command and Control information systems (Dr. Wunder), and a demographic overview of social media users in Estonia (Dr. Pruulmann-Vengerfeldt). Dr. Pruulmann-Vengerfeldt's results highlighted a key consideration for the successful implementation of the conceptual proposals for social media use – the assumption of ubiquitous social media use or familiarity can lead to lack of inclusion and coverage issues.

Session 3:  Use within Military Applications and Case Studies

Dr. Rikveillis lead off the session by highlighting the fact that the success of using social media in military is undeniable, but there is an uncertain future.  The presentation highlighted usage of social media by military personnel as a means of dialoguing between themselves as well as with civilians in their personal lives, creating a challenge for leaders. The recommendation suggested that clear guidance be provided for using social media and professional standards be employed. In a similar vein, Major Finkbeiner presented work on the challenges associated with aspects of using social networking sites such as the protection of information, the education of users, and the risks of indiscreet sharing of information as well as the consequences related to the rapid rate at which information can be disseminated. Through survey analysis, Major Finkbeiner found that there is a need for guidance, particularly for senior officers who are of a different generation than the majority of internet users. Echoing this theme, Dr. Semling and Dr. Rist discussed the usage of social media as shared situational awareness in civil-military partnerships. The presentation summarized a human factors analysis study designed to assess the impact of motivation and attitude towards inter-agency cooperation with respect to information sharing requirements using social media. The results highlighted the high motivation of participants to connect and collaborate and complete the tasks, but that quality of information, such as reliability, is a key factor. 

The remaining three presentations demonstrate that there are many different uses of social media in military applications and research.  Dr. Goolsby examined the use of twitter and its communication role during crises. Case studies highlighted the Arab Spring, the Mumbai blasts, and recent United Kingdom riots.  Dr. Ford-Morie suggested the use of virtual worlds and building virtual social networks as a way to build team resilience.  And lastly, Dr.Siibak analyzed how users’ practices have evolved in social networking sites.  Her case study focused on the Estonian site, Rate.  Her research suggested that governments can develop capabilities to monitor extreme activist groups posting public content and interpret the content. Her concluding suggestion was that more time and effort should be invested in generating and disseminating counter-narratives.

Session 4: Tools and Technologies for Social Media

The session opened with an informal discussion with all session attendees concerning experiences with social media tools. The aim was to share familiarity with current social media tools, provide examples of positive and negative use, highlight emerging new tools, and identify participants who were familiar with social media tools to share lessons learned. Through an animated discussion, it was noted that the majority of participants were relatively inexperienced with daily use of popular social media tools. 

The session, composed of seven presentations, focused on tools and technologies in use either by social media or through social media.  Capt Apse of Estonia discussed the integration of collaborative tagging within a formal information management system with the Estonian Military. The paper highlighted the challenge stemming from the fact that the methodology and practice of integrating informal tagging with formal taxonomies remain poorly understood. Dr Forrester’s presentation outlined the exponential growth of information and networks and the increasing difficulty of finding meaningful intelligence.   Mr. Wassel outlined the impact of network technologies and social media on adversarial capacity to organize and act. The consequence of new media offers new opportunities for the military community and adversaries to gather information with the aim of identifying and predicting resources, activities, plans and targets. Mr. Ehlert examined the use of field data collection, analysis and dissemination technology in smart phones.  Dr.  Crooks demonstrated a prototype spatially-explicit agent-based model, based on crowd-sourced geographic information and other sources of open, publicly available data. Spatial agent-based modeling of social media is a new and emerging analytic field that should be further explored.  Mr.  Colbath presented an example social media analytic system. One challenge of social media is the determination of meaning within the exponential explosion of language and information contents. The presentation discussed the BBN Magpie system developed as a platform for the rapid exploration and discovery of content across multiple sources of social media. Lastly, Dr. Heickero reiterated the unparalleled innovations enabled by the Internet and social media and also the development of new challenges regarding security. The focus of the paper was how the cyber domain presents new forms of opportunity for deception campaigns and psychological manipulations and operations. 

Session 5 and 6: Social Media Analysis

In this session, topics from the development of new analytic tools and methods for social media analysis as well as the implementation of existing analytic methods and techniques highlighted opportunities for military applications. The keynote address given by Dr. Kelly demonstrated the power of deep social media analytics that discover and monitor emergent networks that form around particular ideas among social media users. Dr. Macskassy showcased ongoing work on developing new social media analytic tools to help users gain rapid situational awareness of their operational environment--the "pulse" of a region or community. Dr. Mathieu demonstrated the results of two historical case studies by implementing the Social Radar prototype, a novel tool that allows the analyst to explore data, perform diverse analyses, generate products for decision-makers, and to help communicate analyses through tailored dashboards that support drilldown and knowledge management.

In addition to tools for analytics, social media analysis also utilizes robust methodologies.  Two papers highlighted new methodological approaches for social media analysis. Dr. Servi demonstrated a quantitative approach by combining a validated computer program (LIWC) with a mathematical algorithm. This approach allows analysts to follow trends in past and present moods of social media users and detect breakpoints where those trends changed abruptly. Dr. Wang reviewed analytic challenges of social media data analysis and advocated a dynamic perspective for social media data analysis by integrating dynamic network analyses, dynamic graph algorithms, and visual analytics.
The remaining presentations in Session 5 provided examples of implementing existing analytic methods/techniques for social media analysis. Dr. Giuffrida presented analytic results of social network analysis on criminal sentences. Dr. Reene presented research results on small group communication patterns in Second Life by adopting analytic methods of network analysis and content analysis. Mr. Fink shared work on extracting opinions expressed about salient topics in social media in Nigeria by using natural language processing techniques. Lastly, Dr. Szymanski demonstrated the stochastic evolution of opinions within a social network and the dynamics of its spread.
Overall, the session highlighted that the emergence of social media challenges traditional analytic tools and methods. The adoption of inappropriate analytic tools and methods can impart risk leading to assessments and incomplete information. Innovative analytic tools methods continue to be developed and proposed, but are still in infancy. Ongoing research and engagement in the development of social media analytic tools and methods is necessary to ensure successful analytics. 
III. 
Risks and Opportunities for Military Applications

One of the goals of the specialists meeting was to highlight risks, opportunities, benefits, and challenges to utilizing social media.  In summary, the series of keynotes, presentations, and discussion highlighted a number of characteristics for consideration by NATO. 

Risks

The key risks associated with social media include (but are not limited to):

· Deception: Intentional or unintentional misinformation by adversary or friendly forces leading to undesirable public and private understandings and/or actions.

· Damage: the employment of social media communications to distribute unfavorable information that undermines confidence in public institutions including the military (e.g., counter-insurgency, counter-terrorism and counter-extremism). 

· Destruction: Destruction of availability, confidentiality and integrity of information, undermining of social institutions, and/or undesirable human behaviors resulting in physical destruction.

Additional risks include indiscreet information sharing, information overload, selection bias, overdependence on technology in non-technical terrain, rapid/uncontrollable global transmission of information, and strategic consequences of tactical communications 

Opportunities/Benefits

In spite of the serious potential risks, there are a number of important potential benefits that can be provided by social media. For example: 

· Use of current social media platforms for core NATO functions: Application of current and emerging social media tools and best practices can enhance core NATO functions. Examples of these include social networking sites for fundraising, recruiting, and group organization, (e.g., Facebook, LinkedIn, Google+), microblogging for real time C2 (e.g., Twitter), and rapid, global public dissemination (e.g., YouTube, Twitter, Facebook).  

· Timeliness, comprehensiveness, and quality:  Timeliness/speed, comprehensiveness, and quality of engagement can most effectively and efficiently shape the “social space“ and human terrain. 

· Economical: Social media provide free or at most inexpensive (requiring modest staffing and expertise) platforms for collection and dissemination. Sophisticated information analytics, complex message formulation, and audience analysis may require more investment but are often not essential to gain many immediate social media benefits. 
· Local and minority population understanding: Social media provide beneficial and possibly unique sources of insight into population and military effects regarding group members, identity, values, and intentions (particularly important in events where the population is a center of gravity). 

· Enhancement of classical military functions:  Social media can enhance traditional military functions including creating more rapid situational awareness, broadening course of action analysis, distributing battle damage assessment, enabling cross cultural communication, and fostering distributed command and control.  In particular, in terms of command and control, social media can foster rapid coordination and change. Social media can be used to help identify groups, track sentiments and intentions, detect deception, and track outcomes. 

· Provide strategic warning and anticipation:  Social media provides increased opportunities for early indications and warning (days and perhaps weeks left of “boom” or incident), international and whole of society partnership and response, and increased resiliency.  

· Science and technology:  Specific tools and technologies (topic detection and tracking, sentiment analysis, social network analysis, tipping point modeling) promise enhanced forecasting such as instability forecasting, enabling employment of resources pre-event as well as adverse event shaping.  

· Cross cultural understanding:  The use of social media is an inherently human activity and use can promote cross cultural awareness and understanding, as well as serve as a platform to support international sociocultural behavior modeling (knowledge, beliefs, and attitudes), helping to reveal social structures, relations, norms, and patterns of behavior. 

· Environment agility and maneuver: The human and cyber terrain are changing environments and provide agile virtual access to and maneuver among traditional NATO allies and environments of operation. 

· Transparency and privacy: In 1962, during the Cuban Missile Crisis, U.S. President, John F. Kennedy, noted that “Not peace at the expense of freedom, but peace and freedom”.  Analogously NATO should pursue “not security at the expense privacy, but privacy and security.” John F. Kennedy also noted that “Civility is not a sign of weakness, and sincerity is always subject to proof’.  Similarly, in social media, transparency is not a sign of weakness. Truth is always subject to proof.

IV. 
Recommendations

A number of science and technology research gaps were identified during the conference. These are enumerated below for consideration as future topics for future meetings.  

Research Gaps

· Data collection: Identify ways to reach out to digitally impoverished areas.  Who and what factors lead to events such as the Arab Spring?  How much data/baseline is necessary for social media analysis and to answer related research questions?  What type of automated indicators can be made available for large data?

· Evaluation (shared, validated, training and test data; common tasks): There is a need for shared data sets, standardized mark-up languages, and gold standards (e.g., validated annotated answer keys) to support independent, objective science by enabling robust performance assessment using standardized tasks (e.g., base-lined against conventional media, validated real world data and/or events).  What types of best practices for data exist in the NATO community?
· Social science validation: How do digital and real world social relations relate to one another?  For example, consider Twitter “followers” and Facebook “friends” – how do these relate to one another and to real world relations? 

· Multimedia: Given the multimedia nature of social media, new audio, imagery and video processing algorithms and analyses are required to index, extract, and understand social knowledge from this unstructured media. How are these utilized and employed for decision making and operations? 

· Computational sociolinguistics (e.g., Social media speak): Advances in language processing tools are required both to deal with both the multilingual content as well as specialized sublanguages found in social media. 

· Massive, real-time complex socio-cultural-behavioral data processing and modeling and simulation:  The representation, reasoning and forecasting of social actors, relationships and events remains a great challenge, including the need for large-scale analytics, multidimensional and multi-scale modeling and simulation.  

· Resiliency:  How can redundancy, source vetting, training citizenry and/or soldiers in reporting, and/or other methods be employed to enhance NATO’s resiliency to attacks launched from social media on information credibility and/or organizational confidence?

Recommendation

To both prepare for the use of and employ social media applications among NATO forces the following is required: 

· Organize
· Exploit NATO’s cross cultural strengths to understand range of populations including tools use, and essential tools.

· Assess current readiness of forces to understand and employ social media (e.g., survey) as well as ability to employ them to understand adversaries.

· If there are increasing returns for common languages, rules, and purpose, identify and focus on those shared opportunities.
· Standardize
· Leveraging trans-NATO expertise and experiences, NATO should engage subject matter experts in member states to create a common set of social media guidelines (e.g., do not publish images with military equipment and facilities, remove any geolocation information about imagery, do not publish specifics about individuals) and incorporate into basic training. Include family members in training.

· Just as readiness, resiliency, and resilience are the commanders business, require social media considerations to also be the commanders business.

· Train
· Engage and leverage the NATO Modeling and Simulation Group (NMSG) to incorporate social media results (e.g., avatar modeling in virtual environments, social media to deliver training.

· Employ training and/or exercises to employ social media across a variety of NATO functions including public affairs, intelligent analysis, and planning across a range of missions (e.g., humanitarian relief, counterinsurgency operations).

· Look for opportunities exploit social media to deliver training, enhanced situational awareness, and explore new media training delivery (e.g., Training on YouTube).

· Equip 

· Collaborate with the RTO IT&ED (Individual Training and Education) group, meeting next week in Warsaw, to explore how results from social media can be incorporated into their curricula.

· Explore the creation of more rapid, robust, complete, and economical situational awareness in performance in contrast to traditional intelligence indicators. Consider further development and experiments with Social Radar prototypes.

· Advance social media analytics.

· Incorporate social media activities within whole of government mission planning.

· Employ
· Prepare for and employ social media in missions that require population and non-governmental organization engagement such as humanitarian assistance and disaster relief or civil/military affairs planning and engagement (e.g., first responders, aid workers).

· Establish digital outreach teams to leverage social media to support more real time indications and warning, message formulation, and mission planning. 

· Strategic Communication:  National governments and intelligence services should also invest more time and effort in composing and propagating counter-narratives in support of counterinsurgency and counter-terrorism activities. 

· Assess
· Establish measures of success for military relevance of social media across a broad set of military functions from situational awareness to command and control to battle damage assessment to morale and welfare.

V.
Conclusion

A primary function, written or not, is to win hearts, minds, and souls of citizenry from across the globe.  This goal implies the need not only for factual accuracy and engagements, which have emotional appeal, but also engagements that promote universal values. NATO’s cross cultural, geographic dispersion, and shared interest character provides a unique opportunity to leverage the inherently global, multilingual, and multicultural nature of social media platforms. While the proverbial social media train has already left the station, NATO needs to take action in response to a call to social media arms.  Social media provides an ability to perform multiple recommendations, for example, by analyzing content from web sites decision makers, researchers and analysts can infer details about group interests, vulnerabilities, and intentions.  New methods for understanding, detecting, forecasting, and mitigating adversarial actions in social media will be essential. Finally, understanding the policy and legal frameworks, both of individual member states as well as in terms of international law, will be essential to preserving and advancing protection, peace, and prosperity of member nations and those beyond. 
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