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This paper addresses the interoperability among heterogeneous organizations that need to cooperate in military or in crisis management operations. SocialC2IS supports the command and control (C2) communication among military forces in joint/combined operations but also the C2 communication among civil first responders (including the military forces) in relief operations.

In a crisis typically several organizations from different countries and different domains encounter and assemble ad hoc and in varying constellations. Differing social, cultural, language, and historical backgrounds resulted in heterogeneous services and in heterogeneous information concepts the acting people have in mind. Thus, the communication necessary to accomplish the mission is complicated and hampered by incompatible terms and incompatible denotations. In addition, these differing concepts are embedded in information systems that as a consequence are incompatible too. 

Only in fortunate cases humans can use their ability to detect communication mismatches and clear misunderstandings. But various natural languages and missing opportunities to train cooperation are bad premises for a flexible “reparation” of communication. IT-systems that are designed around specific information concepts and that implement specific procedures don’t have this flexibility. Thus interoperability problems are inevitable.

SocialC2IS does not aim at the integration of proprietary systems. This approach is extremely expensive. Consequently, no real success stories exist. SocialC2IS instead aims at a loose coupling of users and their devices in the spirit of social networks. As a start, it uses internet technologies to establish a lightweight information exchange platform that serves as an information hub for arbitrary elements arriving on the scene. Additional ontological means
 help to bridge the semantic gaps and provide command & control means.

The core of this concept is based on the well-established “Coalition Battle Management Language 
(C-BML)” developed by NATO RTO MSG-048 [1]. C-BML is a controlled, extensible language for exchanging unambiguous data among military elements. C-BML restrains the variability of natural languages without negative impact on the expressivity. As a result, the restrictions reduce the risk of misunderstandings and ensure the unambiguity of C-BML expressions and their semantic concepts. This unambiguity enables automated data processing, while preserving the meaning and intention of the exchanged information and even the translation of messages.

1.0
THE PROBLEM
Chaotic situations during or following a huge disaster or a military crisis are most likely when a large number of heterogeneous military or relief organizations show up. Ineffective or missing coordination between these organizations from different countries with different missions brings a fuzzy and incomplete picture of the reality, generates frictions within and between the involved organizations, thus distracting from the actual purpose of the engagement. Semantic misinterpretations of information concepts due to differences in cultures, languages and domains hamper the identical interpretation of information at sender and at receiver. Insufficient, wrong, ambiguous or even no information about “what, why, when, who, where, how” leads to misinterpretations, uncoordinated and counterproductive actions. Intentions to use contact men for harmonization often fail due to language, procedural and cultural distinctions or at the best only consume time. 

In simple scenarios (few stakeholders, limited time period), technical means could be an overkill, but in complex situations appropriate information processing systems and information exchange capabilities are necessary to structure, store and retrieve relevant information and to establish interoperability in and between participating organizations. The Command and Control Information Systems (C2IS) that many organizations have at hand are designed to provide a comprehensive aligned common operational picture especially for huge scenarios with a multitude of events, actions and parties. If many players have to co-operate a consistent information space where all elements have the ability to provide and to obtain information is required. 

Unfortunately coupling existing – normally heterogeneous – C2IS of participating organizations in order to establish a system of systems has been a problem for many years. Creating interfaces between heterogeneous systems means to, firstly, properly understand the semantic concepts of one system, secondly, to convert it into the semantic concepts of another system, thirdly, to constantly maintain interfaces and. lastly. to extend the interfaces in order to support new procedures that could be relevant during a coming engagement. An appropriate process that aims at bridging the semantic gaps is extremely expensive and in general the effort required is underestimated. 

Several approaches for interoperability exist. Below three different concepts were briefly presented: MIP, SILF and Web 3.0.

The Multilateral Interoperability Programme (MIP) is an interoperability organisation established by national Command and Control Information Systems (C2IS) developers with a requirement to share relevant Command and Control Information in a multinational or coalition environment. 

MIP’s goal is to support all levels from corps to battalion and below. MIP is a consortium of 29 NATO and non-NATO nations that meet regularly to define interoperability specifications for the exchange of information between their national C2IS [2]. The core idea of MIP is to use existing C2IS and map the C2 information onto an agreed semantic standard (see Fig. 1). This standard is defined in the Joint Consultation, Command & Control and Information Exchange Data Model (JC3IEDM) and was promulgated by NATO as STANAG 55254. A common Date Exchange Mechanism (DEM) accomplishes the data replication among partners and guarantees the consistency of the multilateral information exchange. Although MIP is a complex set of regulations, it is a promising concept and both military and civil organizations and projects are implementing corresponding solutions.
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Figure 1: Principle of MIP.
Another approach to establishing interoperability between semantically heterogeneous systems is to apply ontologies for a (semi-)automated mediation. Under the Information Systems & Technology Panel (IST) of the NATO Research and Technology Organization (RTO) a Research & Technology Group (RTG) on “Framework for Semantic Interoperability (SILF)” elaborates a framework that comprises technical means, standards and organizational guidelines [3] [4]. SILF utilizes the emerging performance of semantic technologies to improve interoperability between any pair of information sources. It covers information operations, ontology operations, references to upper ontologies as well as additional semantic concepts (in the Mediation Resources / Common Ground) and transition rules in order to mediate information between two systems (see Fig. 2). Further, detailed concepts for SILF exist and were recently refined; some successful demonstrations were executed but operational solutions are not mature so far. One aspect that is essential for SILF is, unfortunately, complicated to guarantee, namely, the provision of valuable semantic descriptions (ontologies and context) about the existing systems. The situation will change when semantic descriptions are more popular than today. They should be a standard delivery in the IT procurement process.

[image: image2]
Figure 2: An overall view of SILF.
Several years ago, the “Semantic Web (Web 3.0)” was established by Tim Berners Lee and a colourful and growing community is active to propagate semantic concepts [5]. The idea of Web 3.0 is to annotate data with meta-information that helps to interpret the semantic concepts and the context. The stack of collaborative services on various stages was targeted at sharing the information between stakeholders with maximum accuracy. This approach was overrun by the economic success of the social Web 2.0 but the semantic web is catching up. The semantic web comprises the standards and tools of XML, XML Schema, RDF, RDF Schema and OWL that are organized in the Semantic Web Stack (T. Berners-Lee) (see Fig. 3). It shows the hierarchy of languages, where each layer exploits and uses capabilities of the layers below. As a result of the increases in semantic annotation, a (semi-)automatic interpretation of data while preserving the meaning and the purpose of the information exchange is supported. One core idea of Web 3.0 is to establish mediations between the concepts of various information sources (e.g. C2IS systems) based on machine processible semantic concept descriptions. This is another promising approach, but unfortunately so far semantic aspects still have to gain much more attention in the procurement process for complex C2 systems.


[image: image3]
Figure 3: Semantic Web Stack (© Tim Berners-Lee www.w3c.org).

Several more approaches similar to the three described above or combinations thereof exist. However, the referring technologies are mature and/or applied only in some niches so far. In the military domain, international operations were conducted for many years. International standards or interoperability programmes have been established, many international exercises or experiments have been conducted but a satisfactory interoperability is still missing. Even though procedures in military organizations are far from universal international harmonization, there is a huge similarity in doctrines and behaviour. In disaster management operations, relief scenarios or peace installation missions where military organizations meet with civil organizations from various domains, the situation is considerably much more complex because the variety of referring domains can be extremely heterogeneous. 

2.0
SOCIAL C2IS

2.1
The Concept
There are many reasons why a universal information space based upon a homogeneous information system compound remains elusive: 
· Independent national responsibilities
· Different information systems technologies, infrastructure and life cycle,
· Different political, legal, and cultural roots,

· Different languages and operational procedures.
Yet another attempt to establish a sophisticated integration of proprietary systems similar to existing ones is not reasonable. Hence SocialC2IS goes another way. 

2.1.1
Ad hoc – Interoperability
The SocialC2IS aims at a loose coupling of people from heterogeneous domains. Social network technologies and ontological means guarantee preservation of both the context and the concept of the exchanged information as well as the purpose of the interaction. Rather than long-winded legacy approaches the main objective here is to offer an ad hoc solution for acute information exchange needs during joint/combined operations. SocialC2IS is designed for typical crisis response situations where interoperability gaps force users to improvise, and where waiting for system upgrades to be coordinated with all partners is not an option. The potential of existing and upcoming Web 2.0 tools & technologies
 will be used to establish a web-based information exchange platform where user groups can establish and reorganize themselves quickly without a preparation phase. Authorized users gain access to the platform by means of standard browsers on principally arbitrary devices. The concept for SocialC2IS takes for granted that all elements engaged in a crisis scenario have a terminal device at hand (either an official one or a personal one) that can provide access to the internet/intranet via a browser. With the current developments and increasing sales volume of smart phones, it can be taken for granted that most people already have or will have a network access in the near future via such a smart phone. This, in principle, allows society to access the SocialC2IS from a broad palette of mobile and stationary client devices.
The set-up of SocialC2IS should be possible without the support of administrators. Usage of the system should be easy and possible without instruction. Data and services of the platform can be accessed using existing browser technology. Plug-in and update mechanisms allow customization and extension of the system at run-time. SocialC2IS doesn’t require changes to existing systems and procedures or access to confidential data. No expensive integration via individual interfaces for each domain is required. In many cases, the engagements in military scenarios or in natural crisis response scenarios cannot be planned and trained in a preparation stage that is sufficiently long for building information system hybrids. On one hand, coalitions often are built ad hoc. On the other hand, if no crisis is currently acute, people are reluctant to invest money in preparations, maintenance and provision. Ad hoc solutions support the usually necessary improvisation and flexibility of incident-specifically built coalitions.

2.1.2
Social Communities
The Web 2.0 based platform enables users to gather in virtual groups. Groups can generate “their” common situational awareness using specific shared operational pictures that build on the information exchange happening in actual engagements. These operational pictures combine textual information (unformatted, formatted), images and probably also verbal information. Users can upload data or provide links to other groups and their own SocialC2IS platforms, to live feeds with data/information from authorized Web sites or to legacy applications as existing C2IS systems.
The envisaged platform will provide two kinds of forums for information exchange between users which are accessible via a network (see Fig 4). The first is a Common Information Space (CIS) that is open to all users, and the second a task specific Special Information Space (SIS) with a certain level of access restrictions. While the CIS can provide a collection of essential information and links to important information sources without access restrictions, the SIS allows specific groups to share “their” information. A group can be a collection of people or organizations that cooperate in a particular engagement. Members of various groups can use SISs to coordinate their activities, to collaborate on a common task and to use the functionality of a virtual conference room. A SIS can be established by specific user group and moderated by specified users who enforce the conventions agreed upon by the groups (similar to the procedures at Facebook or various other internet forums). They can establish multiple organizational levels and grant access depending on their applied principles of eligibility. When moderators grant or deny access, a certain level of security regulation can be ensured. This helps to avoid distracting or abusive information input by troublemakers or anarchists. However, security is an issue, but the concept of SocialC2IS implies that for the benefit of an easy ad hoc information exchange the restrictions are lower than those for legacy systems. In this approach the usability aspect is intentionally ranked higher – and users must be aware of that fact.


[image: image4]
Figure 4: SocialC2IS provides several levels and domains.
2.1.3
Unambiguous Communication
In addition to the required ability to easily and quickly exchange data and information – that is facilitated by Web 2.0 facilities – a minimum level of precision, certainty and assurance for the exchanged C2 information is required. This add-on must guarantee the synchronisation of services, processes and organisational practices among all elements to form a coordinated set of actions in a larger context. For that purpose, only some simple agreements on a few central information brokering services are needed. The core of these agreements is to use a controlled, extensible unambiguous language. Natural languages are ineligible because during their evolution they cultivated a certain ambiguity so as to provide the flexibility to express a huge variety of nuances. This ambiguity is the reason for misunderstandings between humans. The same applies to the “understanding” between humans and computers/IT systems, because humans program the systems according to their specific interpretation of the individual reality and that interpretation can vary. Hence, a language is needed that excludes ambiguities while allowing a sufficient level of expressiveness suitable for C2 communication.

The ontology-based Coalition Battle Management Language (C-BML) is an artificial language developed with the objective to support the exchange of information messages. C-BML has been developed for exchanging unambiguous data between military units during an engagement. Meanwhile there exist several extensions of C-BML for use in civil environments. First responders in an emergency situation can use the Crisis Management Language (CML) that was derived from C-BML (see chapter 2.2 Crisis Management Language). C-BML and CML restrain the variability of natural languages without negative impact on the expressivity that is required for communication among organizations during a military, civilian or CIMIC engagement. The restriction reduces the risk of misunderstandings and ensures the unambiguity of the artificial language and its semantic concepts.

2.1.4
Possible Expansions for the Platform
SocialC2IS offers a platform that allows the integration of a wide range of different Web 2.0 elements: weather reports, news, feeds, early warning systems, wikis, and various “Facebook-like” social forums. These elements can be easily integrated by users who configure their devices according to their specific information needs.

Science and industry are developing more and more solutions for intelligent assistance systems that exploit information resources and provide relevant information or initiate automatic response. Examples of these are threat recognition, information fusion, reasoning, machine translation, etc. These systems can be flexibly plugged in according to the individual needs of an organization and the current available liquid financial means.

Various Web 2.0 based decision support functions could be easily applied: twitter messages that fit to an actual situation (context or location) could be automatically spotted and exploited by computer linguistic means and warnings can be automatized or helpful hints can be generated, the relevance of keywords occurring in messages could be indicated by their size displayed in a graphical tag-cloud, the semantic proximity of various terms that coincidentally occur in several messages could be displayed in semantic grids, and so on.
In addition to human users (persons or roles in organizations), the platform is in principle extendable to sensors (radar equipment, remote cameras, CBRN sensors, etc.) and actuators which can provide and get data via SocialC2IS. The usability of a Battle Management Language for the control of robotic forces was already demonstrated [6] [7], the referring concepts can be transferred.

In many military or crisis response engagements, much information is geo-referenced. Thus the Common Information Space (CIS) must support the incorporation of spatial base data (for streets, rivers, facilities, etc. represented in vector maps) so that information can easily be associated with locations, areas or regions. Furthermore, the CIS should support the correlation to principally arbitrary information available in the www. Users will be able to create links between any URL (unified resource locator = character string that constitutes a reference to an Internet resource). 
It is also possible to integrate legacy applications and establish interfaces that obviate the need for double data acquisition. This might be reasonable especially in such cases where standard procedures to transmit data from a database to a common or a special information space (CIG, SIS) is performed regularly. However, this should be done thoughtfully because it could lead to another complexity trap. The more extensive the individual business processes and referring semantic concepts implemented in a system are, the more complicated an interface to other people and systems will be. Hence, one should not misuse Web 2.0 techniques and jeopardize its advantages by reproducing the legacy approaches.

2.2
Crisis Management Language

SocialC2IS delivers an ad hoc platform for serving information requests and passing information in a customized fashion. CML will extend the well-established Coalition Battle Management Language (C-BML) with the additional grammar and vocabulary needed for emergency relief or CIMIC operations where military organizations cooperate with NGOs and other civilian elements. C-BML is based on a standard vocabulary that uses English words: JC3IEDM is a widespread data model originally developed in the Multilateral Interoperability Programme (see page 2). It comprises, on one hand, all tangible and intangible entities occurring on a theatre of operations, on the other hand, their references and attributes and also activities and events. The JC3IEDM provides a huge power to express C2 communication for military actions and also for civilian actions in the crisis response domain. In several recent experiments the applicability and expressivity of an artificial language was proven [1]. Lastly, C-BML is under standardization of the Simulation Interoperability Standards Organization (SISO) [8]. 

C-BML in general respects the principle of the “5Ws” that make a report complete. Figure 5 gives an example of a message in natural language and its corresponding sentence in C-BML. The grammatical concepts of the artificial language are captured in an ontology. Ergonomic user interfaces, of course, hide the complexity of the underlying ontology. Existing implementations of C-BML provide GUIs (Graphical User Interfaces) that lead the user, showing him context-sensitive menus based on the predefined taxonomies. The implemented grammar and additional semantic concepts of C-BML guarantees that the information issued makes sense and refers to a given context.  The concept of C-BML and CML foresee that a user first chooses a term (the verb in his own language that denotes the requested task) from the task list provided by the GUI. The GUI then responds by providing additional fields (depending on the respective task and the context). The user completes the message by completing those fields. The SocialC2IS GUI enables issuing spatial aspects either via a map or via forms (see Fig. 6).


[image: image5]
Figure 5: Conversion of Natural Language in BML.
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Figure 6: Conversion of Natural Language in BML.
In coalitions, where elements from heterogeneous domains meet, the restricted variability of the artificial language prevents from semantic misinterpretations. This, however, requires a minimum knowledge of English language. To a great extent the relevant assets already exist and have been applied in several simulation experiments [1].
If the requirement to use English as the basis for interaction cannot be met, because elements (organizations, persons) in an international consortium require customized GUIs (Graphical User Interfaces) in their own national or domain-specific language, corresponding versions can be provided. These GUIs will be language-specific for different nations and will utilize corresponding ontologies for different crisis management organisations. This requires, on one hand, the development of an ontology set allowing the adequate transfer of the necessary information among heterogeneous elements and, on the other hand, the development of ontology-based tools for translating “dialects” for each of the groups of people that need to interact. These aspects will be integrated into the CML that can be seen as an extension of the military C-BML and its adaption to a wider range of application. CML will include a translation service that (semi-)automatically translates from one organisation-specific extension of CML to another. This makes it possible to establish ad hoc interoperability among different organisations without the need for prior software installation. Of course, it would be too idealistic to anticipate universal information exchange needs, but based on the experiences made in application of C-BML it is expected that a wide range of C2 communication can already be processed today. Due to the use of a restricted language, it is possible to automatically achieve meta information about the semantic roles of the words in the CML-sentences entered (see Fig. 5 and 6) via the individual GUIs. By knowing these annotations it is easily possible to automatically map the concepts from one domain or language to another and avoid misunderstandings.

SocialC2IS includes the concept of national CML vocabularies that follow the language practice within specific nations. In addition, SocialC2IS will allow organisation-specific extensions to national vocabularies, such as an extension of the German national CML vocabulary with crisis management terms peculiar to the German Red Cross. A German SocialC2IS GUI will take its values from the German national vocabulary, whereas a German Red Cross GUI might take its values from the German Red Cross extension, and so on.
For example, if a German user uses a standard GUI and issues a message (see bullet 1 in Fig. 7) this message can be translated into a Turkish message understandable and presentable to the Turkish CML implementation (bullet 2) via the standard concepts in the Standard CML Ontology. In another example, the domain-specific concepts in a message (1a) of a German organization – here the Red Cross – will be transmitted. By use of a specific implementation of an upper ontology (1c) that captures the higher concepts relevant for German first responders, the specific concepts of the Red Cross (1b) in the message (1a) were mapped to the concepts of the Standard CML Ontology. By this means, a semantically correct message can be provided to another national or a domain-specific CML implementation.
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Figure 7: CML - System Model.
The ontologies used support the mappings of semantic concepts. Specific expressions or individual meanings of words that differ between countries, organizations or domains can be mapped to a standard expression representing a higher concept. For example, “run”, ”rush”, “drive”, etc. can be mapped to the general expression “move”, whose well-defined concept now is the starting point for mappings or translations into other domain-specific expressions or other languages. Though CML’s use of the “5Ws” ensures many relevant details can be captured (see Fig. 5), there is a slight disadvantage in the use of CML, because some linguistic nuances get lost. However, the benefits of having semantic concepts precisely conveyed and avoiding misunderstandings far outweigh this disadvantage.

3.0
Outlook

The rapid acceptance of social media, its penetration into society along with the increasing speed of information dissemination and consumption, as well as continuous growth or the renewal of business concepts affects the relevance of existing legacy systems. Criticisms about their inertia, high costs and years of missing interoperability drive people to use the more volatile, small, simple and cheap apps, knowing that their trust, safety, authenticity, and accuracy might be dramatically different to legacy systems. On one hand, total interoperability of the existing C2 systems seems to be impossible (or at least extremely expensive and cumbersome). On the other hand, we accept negative impacts of lightweight app(lication)s in favour of speed and ubiquitous accessibility. Often, rather than a rejection of legacy application, a combination of Web 2.0-based applications and legacy systems is the best. Where an accurate sequence of actions is crucial for an organized business within a homogeneous organization or at least within branches of consecutively aligned processes, a C2 system is presumably beyond dispute. But among heterogeneous elements it seems to be sensible when the focus is shifted from interfaces between C2 systems to interfaces for people.
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5.0
Glossary

C-BML

Coalition Battle Management Language

C2IS

Command & Control Information System

CBRN

Cemical, Biological, Radiological, Nuclear
CIS

Common Information Space
CML

Crisis Management Language

DEM

Date Exchange Mechanism

GUI

Graphical User Interface

IST

Information Systems & Technology (-Panel at RTO)

JC3IEDM
Joint Consultation, Command & Control Information Exchange Model

MIP

Multilateral Interoperability Programme

OWL

Web Ontology Language

RDF

Resource Description Framework
RTG

Research & Technology Group (in NATO RTO)

RTO

Research & Technology Organization (NATO)

SILF

Semantic Interoperability Logical Framework

SIS 

Special Information Space

SocialC2IS
Social Command and Control Information System

STANAG
Standardization Agreement (in NATO)

URI

Uniform Resource Identifier

URL

Uniform Resource Locator
XML

Extensible Markup Language
www

World Wide Web
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� 	An ontology is a common agreed specification of a conceptualization. It captures semantic concepts in a machine processible form.


� e.g., Facebook, Cloud Computing, Google Maps /Earth, Wikis, Geo Web Services, Twitter, Tweets, Semantic Web, eLearning, Cyber Cash, etc.
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