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 Abstract 

Social media has changed practice of communications of civilian and military institutions in regard to external and internal audiences. This article focuses on the use of social media in military and particularly the role of commanding officers in facilitating and supporting new practices in internal communication, relations with the new and traditional media, as well as communication amongst soldiers is social networks. Inevitably flow of information becomes faster and faster with every new cycle of technology and it creates fundamental challenges for Public Affairs officers and commanders of different ranks. Need for adapting to near the real-time communication requires shorter command chain as well as more flexible attitude towards approval of release of imagery. At the same principles of operational security remain important and they have been challenged by multiple outlets of information within the military as well as individual perception of soldiers about acceptable behaviour in public virtual environment. There is, however, one principle that does not change notwithstanding the need for overarching changes in communication environment. That is coherent narrative and competitive content of the message. Without content no social media activity can be successful and communicators should not bear any illusions about that.

1.0 INTRODUCTION

During last years use of social media in military became an opportunity for direct dialog between military and society and different ranks within the military organization. At the same time it also created various challenges for military leadership, namely, significant increase of interaction among soldiers, thus stepping beyond traditional walls of secrecy and kind of military mysticism. Moreover, internet and social networks have facilitated creation of numerous active social groups, among which soldiers should be distinguished as one of the very influential due to their special position in society and hierarchical organization. It is the reason, why the contemporary notion of “strategic corporal” has taken a totally different meaning from its origin twenty years ago.

In this paper I am arguing that military systems have reacted timely to recognize the problem of growing amount and speed of information in virtual realm. The recognition of these challenges, however, does not mean that responses always have been sufficient, therefore it is pivotal to continue with efficient changes in the force structure as well as adoption of less conservative approach to relationship between higher and lower ranks. It is important to encourage both commanders and their subordinates to use social networks as means of mutual communication, even though it contradicts to some degree an existing culture and approach towards authority in the military. 
In this paper I am also analysing the experience of the Latvian defence system, developing and using new media hub – the comprehensive approach toward social media. It is obvious that for smaller NATO members experience of using social communication is highly beneficial, if we compare level of trust within the society before social media activities and currently. Latvian military also proved that resources used for social media can be very effective.

At the end of the paper I am suggesting some further policy advancements in the field of social communication. Effective use of social media is pivotal for operational success in the theatre of operations as well as for long term positive image of armed forces. Albeit it is yet unclear, how exactly must military adapt to the new information environment structurally and how the nature of conflict will change in the future, the broad use of social media is needed for commanders and their subordinates.
2.0 Three SPHERES FOR SOCIAL MEDIA IN MILITARY

No military campaign can be executed without at least some explanation of its purpose to both friendly and unfriendly audiences. In general Public affairs (PA) and Information operations (IO) personnel must start their activities before combat troops start to operate in the area of responsibility.

The difference from the earlier military operations is that in the industrial warfare of the 20th century communication channels were largely separated for friendly audiences and adversary’s forces. For friendly audiences military developed public affairs with its main role to inform or promote an image of organizations or their objectives. For adversary and its civilian population a traditional method of military was to develop a certain level of Psychological operations (PSYOPS) with main task – to influence attitudes and behaviour.
 
Contrary to that, current users the new media – social networks, micro blogging and file sharing sites will detect that all audiences find themselves in the same environment and thus the task of both civilian and military communicators becomes even more challenging. Understanding significance of the problem, in 2010 NATO developed more comprehensive approach, calling it Strategic Communications (STRATCOM) that according of NATO STRATCOM policy means “the coordinated and appropriate use of NATO communications activities and capabilities – Public Diplomacy, Public Affairs (PA), Military Public Affairs, Information Operations (Info Ops), and Psychological Operations (PSYOPS), as appropriate – in support of Alliance policies, operations and activities, and in order to advance NATO’s aims.” A significant part of this policy means the development of actions in social networks and social media or as it is put by Mark Laity – Chief of Strategic Communications at SHAPE – “handling information has become more and more  important, involving profoundly transformative and unique processes and experiences, which is one reason why STRATCOM exists.”

NATO Headquarters as well as SHAPE and other strategic commands plan their activities at the strategic level and execute by informing global media. They are hardly able to reach every individual commander and soldier and this is not their task. The task to reach commanders and their subordinates and to ensure coherent and unified message for other audiences belongs to national capitals of NATO and their respective public information and STRATCOM personnel. Using the possibilities offered by rapid expansion of internet and wireless technologies, advancement of personal computers and smart phones, the fastest way to communicate with different audiences is through the use of social networks and social media.

We can identify at least three main directions of use of social communication in the sphere of defence and security. First, social media is used for public information and daily external activities of the commander. Second, there is an increasing need for coherent internal communication in military units. Third, we must recognize active interaction among members of defence community within the social networks that create substantial increase of exchange of audiovisual and graphic information amongst soldiers and their follower communities. 
Even though all three directions create a solid ground for two – way communication and encourage reciprocity, main target of the first is media and broader society, the audience of the second is military and civilian personnel of the defence structures. Thus, both of them are equally managed by the government institution – either Ministries of Defence (MOD) or defence headquarters. The third, namely, communication among followers of the military information is the only that by its nature does not include hierarchical ties and thus should be considered more like a place for chat or discussion in which the process is more important than a particular result. Since the most popular social networks only appeared relatively recently – Facebook in February 2004, YouTube in February 2005, Twitter in March 2006, and other new media outlets even more recently - it is rather complicated to make comprehensive conclusions about their impact on information environment and long term strategies that military should develop in regard to new media. At the same time it is obvious that appearance of new technological capabilities has increased the speed of information thus influencing behaviour of commanders, military personnel, PAO’s and journalists. If in peace time situations at stake is the reputation of particular organization, its leaders and PAO, then in operations potential disregard towards the new means of communication can have disastrous consequences of the strategic scale.
2.1
Social Media as a Tool for Public Affairs
Daily relationship with media is one of the most important tasks of the defence and military leadership. In times of austerity governments in majority of capitals struggle, trying to ensure public support for defence expenditures. Institutions must develop more and more complex methods in order to explain their tasks and duties. The importance of this task is underlined by acknowledging public information as one of strategic functions of leadership.

The military leadership during last ten years acknowledged importance of media impact on military operations. The Supreme Allied Commander of NATO the U.S. Army general Wesley Clark mentioned the importance of CNN factor or as he described it -“the instantaneous flow of news and especially imagery could overwhelm the ability of governments to explain, investigate, coordinate and confirm.”
 His deputy – Ruperth Smith underlined the importance of media in the military conflict admitting that “wars have become media events far away from any ongoing social reality.”
 It should be noted, though, that mentioning of media in these references points to television and other so called old media. By the time of operation in Kosovo media relied upon news conferences where either Jamie Shea from the NATO side or some of the Serbian leaders described situation, demonstrated charts and videos. Clark noted that “camera inside Kosovo would have been worth of dozen strikes on the Serb vehicles,”
 and Smith indicates to the military planners that “the media is not part of the operation, but since it is everywhere in the theatre its presence must be calculated.”
 
Smith mentions the importance of internet in delivery of imagery of conflict into homes of the people, and for that he should be regarded for ability to recognize the importance of new rhythm of news coverage. But nowhere in his remarkable analysis of the modern conflict appears the word social media or any of its other connotations, even though the first edition of his book was printed in 2005 – i.e. when Facebook and some other social networks already existed and YouTube came into our lives. It means that commanders only recently understood, how exactly military can communicate with new media and consider them as a part of military operations. Currently, traditional media plays probably very important role in reporting about military conflict, but it does not anymore keep the monopoly for that. Social media presence is inevitable and must be regarded with the utmost importance and dealt with the highest precision. We see fundamental shift in paradigm of implementing information campaigns in which the most important process of communication becomes expression of the message in 140 symbols. This is the reason why together with the appearance of new media the understanding of CNN factor or CNN effect has become too narrow and military should not use it in order to describe what the actual real life coverage means. Partly this is because so called old media is organized in the way that allows rather one-way communication. One of the most profound critics of this almost iconic term of information broadcasting Nik Gowing claims that “embedded in the phrase ‘ CNN effect’ is the explicit assumption of an over-arching impact on policy making from what is reported by one omnipotent global media organization or its peers. This is not just misplaced. It is now a misrepresentation of the new real-time information dynamics of increasingly bottom-up empowerment and revelation.”
 Gowing’s argument is similarly expressed by Steven Livingston, who argues that new media creates conditions in which “significant communicative acts with political and social effects bypass states and traditional media alike”.

Military may not allow a luxury to be left outside the information flow, because their superiority in the battlefield means also domination of information space. In this regard, military must not only participate in social communication, but be as active as possible, bearing in mind particular conditions of civil-military relations, operational requirements and resource capabilities.
In order to fill the picture of how military communicators interact with new media representatives we should look on how the content is being made and by whom. From military side the ‘newsmakers’ are Public Affairs officers (PAO) – in ideal world usually the professional military or civilian employees working under direct auspice of the most senior commander of particular unit. They devote their efforts toward finding, packing and sending out interesting and important messages, which construct the overall narrative and ensure the positive image of particular defence system. The appearance of new media did not represent a fundamental challenge for military communicators, because as stated by Laity, “rise of social media is just another product of the information technology revolution.”
 Even though PAO work is unimaginable without the commander, particularly the senior officers are the most recent players in the social media environment. It must be admitted that by the end of February 2012 only two of 27 Commanders of Armed Forces (CHOD) of NATO nations (Iceland being exception) used Twitter for the purpose of public communication. Albeit every CHOD is “a product” of national strategic culture, it should be analysed, why only some of them are active in social media, while others do not find any personal expression through the new technological advancements. This is also important for the later debate on internal communication.

Unlike PAO who represent the official positions, other aspects of information concerning the conflict can be found in numerous warblogs, which have been contributed by military and non-military, amateurs and even professional journalists. At one of such sites – milblogging.com – more than 3300 bloggers in 47 countries contribute their opinions about different aspects of security matters and war. Altogether this site encounters almost 19 000 registered members. Internet blog search engine Technorati survey reveals that majority of blogger community are between age of 25 to 34, following by the age group of 35 to 44, most of them having graduate degree and middle level income. More specific data on military bloggers around the world should still be gathered, but it is obvious that bloggers represent rather influential community both in quantity and intellectually. In order to be interesting and to interact with other bloggers or readers, one has to find an attractive story and to be able to present it in attractive manner – i.e. in fact to use the same principles as traditional media. Some bloggers publish their opinions in specially created sites, but some use internet versions of traditional media. This community should be regarded important to communicate with, because opinions of influential bloggers might challenge official positions and eventually their questions might gather the attention of other bloggers and media outlets.

For PAO, who is supposed to monitor the information that appears in public such enormous increase in published information is utterly challenging. In majority of cases, blogging sites indeed provide interesting insights in daily life of soldiers and positively facilitate relations with relatives and friends, but sometimes this type of social communication may create substantial turbulence. The reason for that is the link between reports on blogging sites and the tendency of traditional media journalists to base their own stories on information that can be easily found in social networks. Thus the most groundless rumours may raise attention from traditional media and this report may see the daylight long before PAO may find an expert or construct adequate answer to inquiry or detected the communication problem at all.
Almost all media outlets have developed some kind of social network platforms, but many at this moment run two media under one brand. One of the largest Latvian daily newspapers Neatkarīgā Rīta Avīze (The Independent Morning Newspaper) employs editorial staff for electronic version of the daily. Viesturs Radovics, the editor of the internet edition of this media, said in an interview that such efforts are created in order to keep interest about the brand amongst multiple audiences – the youngsters being distinguished amongst others. Journalists, according to him, need to be more selective in their reporting interests and even though internet versions of the newspapers almost do not experience the problem of editorial space, they are not ready to publish everything that appears in information outlets and other social media networks.
 Obviously the content difference between printed and electronic versions of the edition increases, if the edition is weekly or monthly. Editors must ensure that attention to their media persists and create possibilities for rather unlimited contribution. In this context new media is much faster, more emotional and explicitly superficial. Commanders must recognize these nuances at all levels, because differences in the timelines of printed and electronic versions of media can be observed as much in global as in local level. Almost all commanders might be exposed to sudden interest of media.

In order to act successfully in this asymmetric information environment, military should develop proper organizational structure and personal engagement in activities of social media. Three important rules should help commanders to implement these aims. First, it is the need for the commander to be involved personally with the audiences external to armed forces. It is a mistake to consider that PAO can or even should act in the name of commander in social media. In principle, it works in traditional media, but new media is more demanding in terms of ability to engage in the debate personally and to present his case. This is the difference between “digital immigrants” and “digital natives” mentioned by Dierdre Collings and Rafal Rohozinski, meaning the generational difference between those who “are consumers and users of new media, employing it in ways that are often poorly understood by senior leadership.”
 Nobody asks commander to spend hours communicating in social media, but obviously it must become at least a small part of his daily routine. If in NATO and the EU countries this process is not yet developed, there is all reason to believe that it will soon be.
Second, engagement in the social communication by military must be convincing and to some degree dominating. It must be understood that communication in social media can only start once, meaning that potential failures and mistakes will most likely jeopardize the communications campaign or the operation. Since social communication as any communication effort is long term, the adequate team of communicators, local area experts skilled in several languages should be trained and deployed. It again applies evenly to international operations as well as humanitarian assistance projects, exercises and daily communication. If such structures are not created yet, they should be. It also means that all operational and exercise annexes aiming at media operations, should include clear policy guidance toward social media.

Last, but not the least, commanders should encourage the use of social media through all ranks of chain of command. The problem of hierarchy in military is well understandable, and military leadership should never find itself in a situation that every soldier has something to say in public about certain operation or intention of his commander. At the same time proper communication of lower rank soldiers may add the necessary background for the message that has been spread by commanders and their PAO’s. It is also obvious that due to some regional, social or purely personal matters the highest ranks not always do communicate well enough with all audiences. There might be situations where soldiers may serve as multipliers of commanders’ message and they should be properly trained for that. Understanding complexity of risks that emerge from using social media, military leaders have to encourage soldiers to be responsible and proud “ambassadors” of their uniforms in virtual environment.

There is at least one principle of public information that has not changed by the appearance of the new media and that is quality of the content of the message. If an organization spreads the content that does not raise the interest, the risk is that journalist will unlikely be willing to cover defence issues, even in cases if military has an interesting topic to tell. One should not make a false perception of success, thinking that reaching of thousands of followers in social media necessarily creates more positive image. The follower and particularly the follower journalist can be joining particular Twitter of Facebook account for other, more pragmatic reasons. PAO therefore should not automatically expect “the promise of positive gains” and deliver all possible messages that have appeared as seemingly important during the day. As much as journalists will select their reports very carefully, the military should select carefully, what is his message about. Assumption that larger quantities of information in social media will create better informed audience is wrong, because nobody wants to read streamline of irrelevant information. Thus PAO and their superior commander should rely on strong professional approach, informing new electronic audiences about interesting and worth to know narratives, while at the same time steadily increasing size of audiences and exercising persistent quality control over what has been released in tweets and blogs. As said earlier, quality, not quantity will ensure long term positive image and successful dialog with other audiences in social media.
The interaction with social media becomes particularly challenging during the times of communication crisis that usually occurs in operation theatres. Starting from torturing of prisoners in Abu-Ghraib in Iraq in 2004, attack on fuel convoy in Kunduz in 2009, attack on Pakistan forces by the US helicopters in 2011 and eventually incidents with urinating on death Taleban bodies in January of 2012 and burning of Quran in February 2012 - all of these events made their major impact through internet and social media and later translated into unrests and demonstrations, often with casualties of international forces. Gowing maintains that “the new public information space, especially in times of tension and crisis, is being turned on its head by the profound new realities of all aspects of social media. The often overwhelming nature of this asymmetric information space means its relationship to both governance and policy making has now moved on. While the framework and landscape for analysis have changed considerably, the institutional willingness to accept them has not.”
 One of the reasons for that is the accessibility of internet communications that may be cheaper, more compact and need fewer infrastructures than television.  

Gowing rightly points out that liberal means in pockets of users of mobile phones or other means of communication do not create more liberal attitudes toward dissemination of information. Military dealing with media in general remain rather conservative. At the same time initial negative experience in Afghanistan, where the way of communication was considered rather reflective and led to inability to win hearts and minds, has convinced many commanders that force structure must be changed. By spring of 2012 vast majority of NATO and the EU defence institutions adapted to the new media and they are able to act successfully within this environment. It does not, however, guarantee immediate communication success. PAO may create the most responsive and comprehensive system for working with information in traditional and social media, but they are unable to set artificial barriers for appearance of information in which military are shown doing something that is either culturally insulting or at all – legally prohibited.

To sum up, military have recognized the importance of new media and developed adequate responses toward the communication challenges that derive from high speed dissemination of imagery as well as written and oral messages. At the same time, the most effective results of current communication tools can be achieved by synergy of different generations of media outlets. For, new media is powerful, but not strong enough to be the only determinant factor in communication. Traditional media seem to be also successfully adapting to new conditions and still exercise considerable influence. Eventually, no Public Affairs strategy can ensure that at the lower level of military chain of command, execution of operation will proceed according to previously agreed actions and that individual decisions to use force or restrain from it will put a stop to the best goals of the operation and its communication.

2.2
Multiple Tasks of Internal Communication
Many in the military leadership would value the social media as a tool for internal communication. Thomas Mayfield argues that one of commanders ends “using social media in an area of responsibility is enhanced unity of effort.”
 To him this unity of effort with many involved partners helps to achieve certain aims. Obviously commanders cannot achieve any positive results if their soldiers are not well informed about leadership strategy and common tasks. For these purposes, commanders must develop coherent strategy for use of social networks.

Effective response to the need of internal information does not differ much from the previously mentioned duties of commanders in relation with social media. Commanders must be equally concerned about external and internal audiences, understanding that it does not mean encountering only active duty soldiers, but also their families, veterans and in many countries also part time volunteers and paramilitaries. These audiences require particular attention because their interaction with military might overlap with their civilian networking and therefore messages developed for them must precisely correspond to those send to the social media. As much as soldiers should be encouraged to use social media, they should be encouraged to use social networks for interaction with their superiors.

There are some reasons for developing certain rules regarding internal communication. First, commanders are highly mobile and they are likely to take domestic decisions while being out of country and participating in never ending sets of international meetings. Sometimes response to a certain issue is needed immediately and at the highest level, thus there is no time for interpersonal communication. In short, commanders have to be, where their soldiers are and if the new gathering place is in the social networks, commanders should not disregard that. As we have seen from the example of NATO CHODs, the strategic level commanders are not there yet and not so many of their subordinates do purposefully engage in activities of internal communication. It is highly unlikely that internal communication in the age of social networking can be implemented by conventional means only. The main reason is the speed – while commanders are still preparing for meeting with soldiers, they are already putting themselves in the reactive position, because positive or negative messages might have already been spread by social media and most likely are creating certain consequences. Internal communication cannot be successful if it is not proactive, because the message you receive first remains trusted for a longer time and social networks in this process are irreplaceable.

Second, better informed soldiers might be inclined to have more positive feelings about the organization in which they serve emphasizing the openness and positive environment that does not contradict with robust and sometimes rigid military culture. Thus they will most likely express these feelings to others and particularly to those who look after the information concerning the future career in military. It is one of the reasons why military increasingly use social networks for recruiting new soldiers.
 This is the environment where the youngsters currently gather and it is highly likely that they would listen to the experiences of the soldiers already in the service. 

Third, the true leadership of military commander sometimes might be recognized through his ability to distinguish important details for particular individual and to express empathy when needed. For example, there is a great potential for the commander to use social media in order to congratulate his subordinates with particular achievements in the service, in community life or greet him on his birthday. Technically such options are not complicated. Their effects, however, seems to be underestimated and thus should be further developed.

Finally, the internal communication is important for commanders themselves. Soldiers using social networks most definitely will be impressed by the ability of their commander to communicate within the same environment. At the same time they need to see commander and to be impressed by his individual style – giving orders, assisting in solving problems, leading and eventually – winning and losing together with his team. The commander who will be active in social networks, but will fail to act adequately in the real life will eventually lose his credibility, because he will be trapped in personal image inconsistency. The creation and sustainability of the image of commander in social networks is not that hard. But it only will be successful if this perception mirrors other spheres of communication, because soldiers who actively use social networks and social media would not prefer to be just at the other end of communication line. They would give feedbacks, forward messages, make references and actively discuss pros and contras within social networks thus creating other circles of information. They would also like to be treated as equal in the environment of horizontal communication. If the commander acts like one of them in social networks, but actually creates all sorts of walls in the real life, the positive image in social media will be short living.

Until now spread of social media was closely linked with development of smaller and more capable personal computers and smart phones. Technological development in the area will definitely continue and access of the most modern technologies will become broader and broader. It should not come as a surprise that the next step of development in communication within the military will be directed towards broader use of mobile phones as tools for internal communication products and transmitting command messages.

Today mobile communication is used for multiple aims. Among them are personal communication, commerce and banking operations, sharing of audiovisual information, instant messaging, microblogging and many more. As much as “commercial sector is cautiously enthusiastic that the mobile handset may be the next revolution in marketing”
, military should understand that mobile phones of different type is still one of the cheapest ways to reach the maximum of military personnel, when soldiers must be informed about certain internal communication products or events. It is still one of the most effective methods for direct communication, particularly, in areas where cables, stationary phones and internet lines are not technically available. “Mobile technologies are unsurpassed for offering opportunities to engage people personally on such as scale and also when and where they are most likely to be open to communications and behavior change.”
 The only challenge here is the use of private versus government paid phones, because, if the users of the latter must be amongst those receiving command messages and other internal information in almost mandatory form, the earlier may still have a freedom to choose, whether they like to engage in social networks of their institution or not and whether they are obliged to act receiving certain message, if that demands to do so. 

While some nations discuss the use of mobile technologies as a supplement to their social media coverage, the US Army is about to receive a secure battle ready smartphone. According to the officials, the US forces during 2012 will be able “to connect smartphones to secret-level mission command computer systems, finally unlocking the potential of mobile revolution for the Army”.
 This will allow substantially increase of the information exchanges between operational centres and soldiers on operational theatre. Simultaneously, with certain applications it will allow to create new tools for internal information and communication among soldier groups.

Notwithstanding the importance of use of social networks in internal communication commanders should not make false presumption than by signing in the social network account their job could be considered done. None of means of social communication as well as none of the pieces of information created for troops can substitute leadership, commitment and personal accountability for decisions and orders given to the soldiers. Social networks, used for the purpose of internal communication help to facilitate the narrative of the commander, but do not necessarily create it. Thus the social communication must be treated as means, not ends in the communications process. The narrative that is used in social media must precisely correspond to the narrative that is used in other parts of communication.

Different audiences can require separated messages. It is not a complicated task to create, but in the age of social communication it is hard to separate the information spaces for these audiences. It means that the information that is designed for veterans will be seen by active duty soldiers or their families. Even though communicators and commanders might create different sites or discussion groups for respective audiences, during the process of delivery through social media they become visible for other interested groups. It should not discourage communicators from creating different social network products. At the same time internal discrepancies within the different messages must be avoided and carefully monitored.

To sum up, successful internal communication in current information environment is not possible without developing and implementing tools for interaction between commanders and their subordinates using social networks. If there are any expectations about the possibilities of doing successful information activities of military personnel without involvement of social media, it should be considered a mistake. The first person that the “digital native” soldiers generation after joining military faces in social media must be his immediate commander and later also higher commanders of armed forces. Soldiers want to know about their careers, about social benefits, about commanders’ policies toward many issues and they will seek to obtain such information. They should not be let to be exposed to information that is unintentionally or purposefully wrong.

2.3
Social Networking Amongst Military Personnel 
Soldiers increasingly communicate among each other using social networks. More and more military can access social networks and are interested in using social communication as their daily communication activity. This part of the paper focuses on benefits of using social communication in the military and potential risks that come in combination of such activities.

As much as it is important to facilitate contacts between commanders and their subordinates, it is important to understand incentives of soldiers to engage in social communication with their colleagues. Technorati found out that majority of social media users predominantly trust information they gather from conversations with friends and family. They are followed by traditional media, news websites and friends on Facebook. Following someone on Twitter, including following the brand, took the last three out of 15 options.
 Rather similar picture can be observed answering on question about sharing the information acquired from the social media outlets. Soldiers are more interested in social networks rather than social media and it is most likely that they will communicate through social networking sites such Facebook instead of using for example Twitter. Networking sites provide ground for feedback on commanders’ information and for this purpose it should be indeed facilitated. It is also a possibility for young and active soldiers to make their career by showing to others their abilities to discuss complicated issues, present themselves and reveal other potential talents they might have. Therefore communicators must maintain certain emphasis on particular social media activities and products that can be offered particularly for this communication environment.

One such activity of largely beneficial nature is the ability of active social communicators in military to become “citizen journalists”. While writing of articles not always present strong skills, the use of graphic and audio-visual materials seems to be a strong trend in social media. Generally, involvement of military in sharing their military and combat experience with broader public has a positive outcome, because majority of soldiers are devoted to their service and daily duties, they are rather well educated and willing to contribute in explaining daily life of a soldier to their friends and relatives. From this perspective images that they share using social networks indeed create more positive image about military service. Soldiers from the perspective of other audiences might be considered representing “brand” or “corporate” media and thus may be perceived rather critical towards their representation within the “citizen journalist community”. At the same time no convincing evidence can be obtained that soldiers would be explicitly criticized over their views about the current military conflict and revealing complicated traumas of war.

Obviously some ethical problems derive from soldier activities in citizen journalism. First, soldiers indeed have exclusive access to zones of active war fighting, which to large extend remain closed for majority of media representatives. They can portray military conflict through the lens of eyewitness. It is therefore right that amount of violent footage may dominate over nonviolent one, particularly after they leave the operations area and deliver their visual materials to the new and traditional media. Mette Mortensen mentions that “news media seem more inclined to show explicitly violent amateur recordings.”
 Contrasting this idea has been offered by Rune Ottosen, who maintains that journalism as such, according to Johan Galtung’s model has been divided into “war” and “peace” journalism.
 First according to this model is leaning toward violence, propaganda, elite and victory oriented approach toward conflict. The second, quite contrary, “takes a moral and ethical point of departure” and is solution, people and truth oriented approach. Soldiers communicating amongst each other might become a part of one or the other approach, even though they might not see themselves as active journalists. Once they publish their accounts on social networks, they can be source of information for other members of their group as well as for new media, thus in fact becoming “war” or “peace” journalists. It should be noted that soldiers on social networks do not communicate explicitly as “war journalists”, even if military would sometimes welcome such approach.

Second, some soldiers, as we have seen over past years, do not understand the limits and boundaries of acceptable in using social media for mirroring their military activities. Some episodes of the military conflict might be brutal, but taking imagery and videos in which particular brutality is exercised for the cause of amusement, seems having disastrous consequences in modern military conflicts. The Rolling Stone Magazine revealed actions of the soldiers of the U.S. 5th Stryker brigade, who were circulating their pictures around internet thus allowing to portray “a front-line culture among U.S. troops in which killing innocent civilians is seen as a cause for celebration.”
 This case sparked debate around the global media about causes of such behaviour and the need to publish such explicit material, but at the same time pictures travelled from one social media user to another and extensively among soldiers serving in Afghanistan and broad audiences around the world. There are number of accounts in YouTube, where soldiers of different nations are shown using mobile devices in order to capture imagery that contains openly abusing content. The last most pronounced case was that of the U.S. soldiers abusing dead bodies of Telaban fighters. Damage to the prestige of the U.S. and Allied forces in Afghanistan after such episodes is unimaginable and literally years of work of commanders, public affairs personnel and soldiers at actual operations are wasted because of such irresponsibility.
Another challenge of social communication represents a problem of authority. It is obvious that social communication creates its own activists and passive bystanders. It means that certain social structure appears even in social communication, albeit rather horizontal one. Here the military community within social media clearly represent “a direct challenge to the authority traditionally claimed by the various branches of military service’s public affairs specialists [..]”
 This challenge represents a natural controversy between professional duties of PAO to construct and maintain certain narrative about military and its core values and strategies and snapshots provided by soldiers communicating among themselves about particular episodes of the battle, social event or personal experience. Since social media communication takes place in virtual environment, social communicators must understand that, speaking words of Niels van Doorn, “the term ‘virtuality’ has often been used to signify either the opposite or a lack of ‘reality’: a state of unreality or absence.”
 In this sense information provided by PAO and military “citizen journalists” can be equally doubted and in this case more chances to be heard represents the narrative which has more legitimacy in virtual environment. At the same time competition between PAO and “citizen journalism” in military should be avoided and must where possible turned into complementary action.

The problem of soldier communication seem not only touching upon authority of commanders and their PAO in the realm of factual interpretation of military operations. It also represents challenge in the status within the military hierarchy. We must acknowledge that if soldiers of the future, whom we regard as “digital natives”, will understand the nature and psychology of such type of communication, they may soon become opinion leaders in social networks. Contrary to highly hierarchical nature of the military system, social networks are dominated by horizontal or network type communication. In this environment leaders do not emerge out of administrative positions. Leaders in social networks emerge because of other qualities – precision of commentary, attractiveness of profile and ability to feel the audience. Celebrities in real life might become leaders in social network thus mirroring their social position. It does not, however, mean that such celebrity is willing to exercise and actually exercises kind of virtual leadership. Lady Gaga has more followers than, for example, the President of the United States, but it does not mean that she is able to transform her followers interest into one motivated and determined group of activists. 
The need from one side to engage in the communication using social media and on the other side to maintain traditional military hierarchy, defence leadership of many nations provide military with certain rules for using of social media. These materials predominantly advise soldiers to use social networks as well as endorse and encourage use of social networks. For example, Swedish armed forces releasing their Handbook on the use of social media encouraged soldiers and their superiors to use social supporting “broad, deep, open and independent discussion in social networks.”
 At the same time Swedish Armed Forces set rules and clear limitations regarding information that is sent through social networks reminding that every soldier is “ambassador” of armed forces and thus should be responsible for comments and actions in this virtual environment.

Another EU member – Ireland – has updated its Communication policy paper, in which Social media policy is clearly emphasized as “integral element of daily communication for a considerable part of the population, including members of Defence Forces.”
 This policy explains authority of the Defence Forces leadership to establish and operate social media outlets as well as welcoming and unwelcoming actions using social networks.

The U.S. Army endorsed use of social networks across its units in February 2010, claiming that “benefits of social media outweighed security risks”.
  The U.S. Army Social Media Handbook maintains that “today, Army social media enables the Army Family around town, around the country and around the world to stay connected and spread the Army’s key themes and messages. [..] It ensures that the Army’s story is shared honestly and directly to Americans where they are and whenever they want to see, read or hear it. Social media allows every Soldier to be a part of the Army story.”

The Estonian Defence Forces in January 2011 created its policy on social media. The Chief of the Press office of the Estonian Defence Forces (EDF) Lieutenant Colonel Peeter Tali told that Estonian soldiers must acknowledge that social media exists and that it must be used for benefit of the EDF. He also mentioned that social media policy reminds soldiers of similarities and differences between new and traditional media. “Every person who is using social media must act as a serviceman, because social media is not anonymous,” said Tali, noting that in all cases soldiers must follow the overall Public Affairs policy, when communicating with public.
 EDF policy is integrated with the overarching principles of social communication that exists in the Estonian government institutions. The Estonian Government released “Government Communication Handbook” also in 2011. It describes core values of the government communication, duties and principles of media relations, crisis communication and other principles of communication, similarly to the ideas already described by the EDF.

The Ministry of Defence of Latvia released policy on using Internet and social media products in August 2011. The overarching policy for all defence and military institutions in Latvia describe principles of publishing of information, design of web pages as well as corporate style of media products in internet, utility of social media and main principles of news creation. For example, persons who communicate using social media accounts “should avoid publishing of information that is not based on their personal experience or professional competency as well as information that is protected by copyrights (especially imagery from internet sites) or by brand without permit of its owner.”

Overarching in these all documents is an endorsement to use social networking in daily communication of military and even encouraging to do so as well as emphasis on operational security (OPSEC). The increasing amount of communication using social networks inevitably here creates a continuous challenge. NATO Strategic Communications policy calls commanders to weigh the benefits of openness in regard to operational security and rightly so. At the same time maintenance of OPSEC becomes harder and harder. The problem is twofold. On one side, soldiers communicate daily using more and more digital devices that are hard to control effectively and persistently. Some 20 years ago, communication between conscripts and professional soldiers and their relatives was possible only through stationary phone lines or written messages that were sent by postal services. 10 years ago e-mails were the most popular communication channel. Albeit, not comparable in speed, they are slow in comparison with the current speed of Twitter message. Notion of “strategic corporal” in the words of the U.S. Marines general Charles Crulak regarding the new media have taken totally different meaning. Crulak’s point was that in the modern operations success or failure of the unit depends upon ability of a soldier “to make right decision at the right time at the point of contact.”
 Today, soldiers must encounter more factors about rules of engagement and public appearance is one of them, for they operate “far from the flagpole without direct supervision of senior leadership”
, but closer to different communication environments and even parallel realities. Therefore effective supervision becomes a kind of ultimate challenge, because amongst thousands of soldiers who obey the rules and understand the consequence of violation of OPSEC, there will always be somebody who, willingly or not, will jeopardize security standards. Because of this reason the social media communities and military are a legitimate target for the full scale of information operations, including PSYOPS and deception. It should be, however, the topic for different research due to all sensitivities of planning and implementation of such operations.
3.0 LAtvian military and its social media

The Latvian military is small in numbers and compact. Altogether five thousand professional military and a bit more than ten thousand National Guard members comprise maximum of three brigades of contemporary military units. At the same time the principles of communication in social media do not differ from those that exist in much larger military systems, because size in the establishing of social media environment plays role only as a matter of size of the managing and supervising authorities, not the matter of management principles or the very substance communication.

The need of communication using Internet was first emphasized by the Latvian soldiers during their operation in Iraq in 2003, when the Latvian logistics unit in Kirkuk in the North of Iraq expressed the interest to establish web page as a tool for communication with relatives and their comrades at home. Initial experience with this product seemed promising – soldiers were publishing pictures and information about their daily routine. This type of communication was welcomed by the relatives of soldiers and as a tool for maintaining soldier’s morale – also by the military and civilian leadership. But the success soon proved to be short living. In some weeks PAO observed that the quality of pictures deplored and blogs became less attractive. As the Chief PAO of Latvian military of that time First Lieutenant (ret.) Uldis Davidovs remembers, information became shorter and shorter, it started to repeat from one blog to another and eventually did not respond to ethically acceptable standards. Soldiers were not able to maintain regularity of the information and it lost its topicality. According to Davidovs, soldiers gradually started to describe details of their service that directly contradict to some elements of OPSEC, existing contradictions among military of different nations on the battlefield and their perceptions about aims of operation and overall mission.
 It was not necessarily false what they had written in blogs, but obviously the initial interest of both, PAO and soldiers in operations, was to concentrate on feelings of soldiers than toward the operational conditions in the area. In addition, quality of imagery continued to deteriorate. Eventually, only three months after releasing this “edition” of communication, it was cancelled and the whole information about operation in Iraq was moved to the web page of the Latvian military.

The unsuccessful experience with web communication nevertheless was the first attempt to establish a communication link among soldiers in operations and their relatives and friends. It also encouraged the creation of regulations for communication within and about the units sent to international operations, particularly understanding the importance of communication about casualties.

The operational experience of Latvian military revealed that all sorts of information reach Latvia faster and faster every year. Particularly it relies to the incidents and casualties. The three different and separate incidents in Iraq and Afghanistan revealed that speed of information escalated many times from 2004 to 2008. If in the case of the Latvian casualty in June, 2004, it took approximately three hours to release basic information about the incident. In 2006 casualties were reported to media in approximately 45 minutes and in 2008 it took less than 30 minutes the information about casualties in Afghanistan to be received by some Latvian media. Fighting and casualties of the Latvian soldiers in Afghanistan during 2009 – 2011 were either reported to media almost instantly. As a matter of technical availability it is surely nothing noteworthy. The most important is the established chain of information that must be fast and free from different obstructions, because it can be overtaken by the speed of social media.

It is worth to remember that pictures and videos may be transmitted with the speed that just only five years ago was not technologically possible. In order to somehow compensate this speed, the communications chains of PAO and their commanders in the operational theatre and at home must be short, proper OPSEC must be observed and all communicators must be able to use the same level of communications equipment that is used by transmitters of information – be it media or “strategic corporals.” 

The use of social media is also strongly linked with branding and ability of the particular system to maintain successfully a certain amount of different “brands” of military. In 2006 and 2007 MOD conducted series of research on corporate identity that came to the conclusion that in the age of competing brands, Latvian military can only allow one strong brand to be “marketed” and that is @Latvijas_Armija (@Latvian Army), which is the public equivalent for National Armed Forces. The reason for that is the need to avoid internal competition of every “brand” be it Navy or Air Force and thus to decrease of expenses for certain sets of products and promotions. 

At the end of the research the complete change of the web-page system was executed creating one identical platform for all branches of Armed forces and civilian institutions of the defence system. It allowed decreasing expenses for design and software. It also concentrated maintenance of the webpages under one webmaster thus making potential changes accessible to everybody at the same time as well as management of information in different pages at the same time. Branches and civilian defence institutions were advised to select different styles for their webpages at the same time keeping similar design and usage of military symbols. Such fundamental change is the advantage of the compact defence system because limited amount of subordinated institutions and allow for effective prevention of internal competition between branches of forces.

Much broader use of social media communication became a necessity in spring of 2009, when analysis of the Latvian MOD revealed increasing growth of popularity of social networks such as Facebook and its Latvian equivalent Draugiem.lv amongst military personnel and their family members.
 Latvian soldiers in international operations in Afghanistan and in Kosovo were observed to have increasing intensity of communication with using social networks.

The MOD at first proposed to establish a proper platform for social communication – an attractive and interesting source of information on defence and security matters in Latvia that could disseminate more than official information. As a platform for newly established tool for social communication was chosen the electronic version of the local monthly magazine Tēvijas Sargs (Homeland Guardian). Thus the MOD engaged in the process that is called by media experts “brand journalism” or “the creation of Web content—videos, blog posts, photos, charts, graphs, essays, eBooks, white papers—that deliver value to your marketplace and serve to position your organization as one worthy of doing business with.”
 Business definition of “brand journalism” in fact perfectly fits into image of Latvian military, which also competes amongst other existing government and private brands for attention and place as much in new media as in traditional.
By the summer of 2010 the Latvian MOD was able to operate a net of social media channels that allowed covering a majority of available tools of communication. These social media products include accounts in Facebook, Twitter and local network draugiem.lv as well as channels in Youtube, Flickr and Dipity historic timeline. All of these channels were linked with defence news portal sargs.lv and still existing official web pages of the Latvian MOD, Armed forces and civilian defence institutions, creating integrated system of new media outlets or so called New Media Hub.

The results of two years of active functioning summed up by the MOD at the beginning of 2012 reveal that daily interest about defence and security matters in social media has expressed by 8 – 10 thousand visitors per day. Majority of visitors – around 70 per cent – are men and approximately half are in the age group between 18 and 34, that is the main audience for defence matters. Twitter account of Latvian Army comprises more than 900 followers, Facebook – 650 (including more than 70 followers from 18 different countries). Youtube channel has 369 subscribers; there are more than 400 videos which by the time of publishing of this paper are visited more than 300 thousand times. Youtube channel of Latvian Army is mostly viewed in Latvia, but at the same time it raised interest in Great Britain, United States, Lithuania, Russia, Ireland, Germany and other countries. In comparison with publications in printed media multiplied by the edition copies it is three times larger audience and it was reached without any advertising campaign or marketing of these new media products. Altogether @Latvijas_Armija new media hub since its creation in 2010 was visited more than one million times, which makes this tool of social communication one of the most successful amongst the government institutions in Latvia.

Notwithstanding the influential role of old media, information provided by @Latvijas_Armija network targets some audiences directly and gives an opportunity for defence system to express its views immediately and obviously on its own terms. In January 2012, one of the most popular internet news sites in Latvia used as a reference defence news portal sargs.lv. Thus the information in social media networks itself became a source of news for other media. It refers equally to information in social media as much as imagery and video reports. Even though defence information does not constitute the ultimate newsmaker in Latvia, the reports disseminated through social media have reached even further than expected, namely, mainstream media.

Some preliminary observations can be drawn from the previous analysis. Firstly, changes in trends of social communication can be relatively sudden, therefore the technical solutions for social media platforms must be easy to adapt and easy to manage. Once started, the social communication actually should not be disrupted, because it may cause uncertainty and distrust amongst followers of social network.

Secondly, the majority of military members of social media community access the information at @Latvijas_Armija network between five and eight o’clock PM. It means they rarely practice access to social media during their working hours and there could be many reasons for that ranging from specific tasks of military personnel and ending with peculiarities of accessibility of Internet and social media sites in particular units. From this perspective it makes sense to disseminate messages for military personnel when they reach maximum efficiency.

Linked to the previous conclusion, there should be understanding about certain limitations of the number of messages that can be effectively disseminated through social media. It appears that optimal amount of information that social media network can “digest” with maximum efficacy is four new messages per day. If there are more than four messages on different topics per day send via Twitter, the overall number of visitors in other sites often decreases. It means that followers and members of social media communities are willing to concentrate only to certain amount of information and they are not interested in similar topics all the time. There is currently, however, insufficient data on this matter and therefore the level of efficiency of social communication expressed in terms of amount of messages at limited time should yet to be researched.

One of the results of this reform of communication was the discovery that dealing with social media actually requires more personnel resources than before, dealing with internal communication just by e-mail or other means of communication. There are two reasons for that. The first is the nature of communication in social networks – the speed of transmitting the message and the expediency of any inquiry normally requires the much faster response. Second, social communication does not stop after working hours and also evenings or weekends and if messages, questions and interests cannot be answered almost immediately, then the whole reason for setting up the social media networks should be considered ineffective. The only way to compensate this challenge is to keep certain amount of PAO together with technical personnel on relatively higher level of readiness throughout the 24/7.
4.0 Conclusion: future of social media – speed vs. security

The real – time nature of social media creates important incentives for military to develop comprehensive strategies in order to effectively promote image and cause of their military organizations. Military commanders have a responsibility to understand the role of new media, therefore they should engage in social communication personally and encouraging their soldiers to do the same. Social media does not ensure long term success per se. Therefore content is still the most important part of communication. Therefore military organizations must continue to engage in daily routine work in social networks seeking for attractive, truthful and concise imagery and audio visual material.

There are three challenges that may arise in following years in this context. First, it is the need for further adaptation of the military structures to the increasing speed of information in social media. Second, challenge is the need to balance the openness and transparency of social communication with principles of information and operational security. Eventually, the European military should carefully follow an emerging debate in the European countries on Internet access as a part of human rights package.
In regard to changes in military force structure, PAO largely have been prepared for the future challenges of growing speed of information, but so need to do the rest of the force structure. This is the most complicated task that will oblige to maintain chains of command shorter and shorter, but responsibilities of soldiers in communication even more situational. It means that more and more soldiers must be trained to use social networks not only for communication within the institution or with their friends and relatives, but also for purposeful dissemination of the narratives of armed forces. The role of PAO from this perspective might change from spokesperson and point of contact of media to strategic level manager of social communication volunteers that act in perpetual information war-like environment.   

There will be some areas where the penetration of tools of social communication will be very active. Almost all of them touch upon Information operations (IO) and Psychological operations (PSYOPS). There should not be any illusions – as every other tool of communication, social networks and social media will be strongly analysed by potential adversaries in any future military conflict. This trend became visible in summer 2011 when the fighting in Twitter between NATO ISAF troops and Taleban took place. Taleban will not gain initiative in new media and that their ability to act only extends to the use of limited mobile phone applications and imagery. For the strategic success in winning hearts and minds it is not enough. Neither today, nor in the future. At the same time there are obvious trends that the social media already has become and it will increasingly be one of those centres of gravity for military operations, after which success will be measured in information operations and cyber warfare as a determining part of the whole campaign. Andrew Krepinevich maintained that in conventional warfare “the enemy’s military forces and capital city are often considered its centres of gravity meaning that losing either would spell defeat”.
 Now the cyber dimension in general and social media and networks in particular are becoming equally important to territorial dimensions of conventional warfare. If the new wars are about the breaking of the “will” of adversary
 then social networks should be regarded as new bastions of inspiration and new frontlines of actual military resistance. While these “centres of gravity” will not be defeated the end of conflict will not be achievable. Guarding the new “cyber strongholds” requires advanced network security systems as well as effective observation of OPSEC. It is many times reiterated, but it must be underlined once again that awareness of military personnel on individual responsibilities should not be left without attention. The mistake of the one may cause damage upon many. 
In regard to the internet access, it may look as broader issue, touching more upon civilian society. The idea proposed by the European Commission was based on the need reconsideration of the current EU rules, namely Universal Service Directive of 2002 that “require Member States to ensure that citizens must be able to connect to the public phone network at a fixed location and access public phones services for voice and data communications with functional access to the Internet.”
 Commission proposed to discuss adding the mobile communication services and broadband connections in order to avoid social exclusion, which actually means that people without access to new technologies might be exposed to limited communication means and thus lose certain possibilities within their respective societies. Albeit member states did not agree on common actions in 2011, some nations, such as Finland, as early as in in October, 2009 decided upon making access to broadband internet, a legal right.

The challenge that this represents to military systems around Europe is linked with particular legal status of soldiers. In military service at home and particularly in operations abroad soldiers found themselves in more or less closed environment. Due to the nature of military service soldiers might be denied of access of Internet or communication means for some reasonable time. However, indifferently from the form of the military – conscription or all volunteer force - the use of Internet and social media nowadays is considered something natural. Surely, the attempt of the EU Commission to broaden the circle of Internet users should be highly welcomed. At the same time, military systems must be prepared for potential changes in legislation around the EU and ensure balance between rights to access Internet (and potentially new media) and operational limitations to communicate with the outside world that might jeopardize the aims of operation. 

With every new cycle of technology development, way of communication between military units and individual soldiers becomes faster and faster. Commanders still need PAO, because their communication duties are increasingly multifunctional. At the same time they need to be engaged personally in communication with large groups of soldiers up to degree never experienced in military history. It has everything to do with the critical capability of military – the mobility of force that almost always decided which side is going to win the campaign. The ability to use social media is the new indicator which allows measuring the efficiency of particular military. The results of this efficiency will be visible in some years, when digital natives will personally “vote” for military service or against that. Today this is yet up to the certain degree an extreme to consider these capabilities more important than modernizing of incredibly expensive and sophisticated platforms and systems for ground, air or naval combat operations. The presence in social media, however, seems to be strategically important for the forces waging modern operations. For, social media is here to stay and it is going to challenge and eventually change much of current conventional wisdom in civil military relations, operational planning and strategic communications.
[image: image1.emf] 









































� 	According to definitions mentioned in NATO Strategic Communication Policy –PO(2009)0141, 2009.


� 	Interview with Mark, Laity, Power of Information, The Three Swords, The Magazine of the Joint Warfare Centre, Autumn/Winter 2011 – Issue, No.21, 20.


� 	In this paper I use terms social media and new media interchangeably. The term – social networks is used here to differentiate platforms that are created with the purpose of communication between individuals and their created groups from those which are created as by-products of traditional media or established as platforms for dissemination of purposefully created and marketed information. As an overarching term for both of these activities I use social communication.      


� 	Wesley C. Clark, Waging Modern War: Bosnia, Kosovo and Future of Combat, Public Affairs, Oxford, 2001, 8.


� 	Rupert Smith, The Utility of Force: The Art of War in the Modern World, Penguin Books, 2006, 9.


� 	Wesley C. Clark, Waging Modern War: Bosnia, Kosovo and Future of Combat, Public Affairs, Oxford, 2001, 447.


� 	Rupert Smith, The Utility of Force: The Art of War in the Modern World, Penguin Books, 2006, 287.


� 	Nik Gowing, Time to move on: new media realities – new vulnerabilities of power, Media, War & Conflict, 2011, 4.


� 	Steve Livingston, The CNN Effect Reconsidered (Again): Problematizing ICT and Global Governance in the CNN Effect Research Agenda, Media, War & Conflict, 2011, 4, 28.


� Interview with Mark, Laity, Power of Information, The Three Swords, The Magazine of the Joint Warfare Centre, Autumn/Winter 2011 – Issue, No.21, 20.


� 	Interview with Viesturs Radovics, February 27, 2012.


� 	Dierdre Collings, Rafal Rohozinski, Bullets and Blogs: the New Media and the Warfighter, U.S. Army War College, Center for Strategic Leadership Carlisle, PA, 2008, X.


� 	Nik Gowing, Time to move on: new media realities – new vulnerabilities of power, Media, War & Conflict, 2011, 14.


� 	Thomas Mayfield III, A Commander’s Strategy for Social Media, Joint Forces Quarterly, Issue 60, 1st Quarter,  2011, 81.  


� 	Army Seeks Recruits in Social Media, New York Times, May 25, 2011. 


� 	Craig Lefebvre, Integrating Cell Phones and Mobile Technologies Into Public Health Practise: A Social Marketing Perspective, Health Promotion Practice, October 2009, Vol. 10, No.4. 491-492.


� 	Ibid., 493.


� 	21 Issues Taking Shape For the Army in 2012, ArmyTimes.com, January 2, 2012.


� 	Available at � HYPERLINK "http://technorati.com/state-of-the-blogosphere/" �http://technorati.com/state-of-the-blogosphere/� last accessed on February 27, 2012


� 	Mette Mortensen, When Citizen Photojournalism Sets the News Agenda: Neda Agha Soltan as a Web 2.0 icon of post-election unrest in Iran, Global Media and Communication, 2011, Vol. 7, 10 


� 	Rune Ottosen, The War in Afghanistan and peace journalism in practice, Media, War & Conflict, 2010, Vol. 3, 262.


� 	Mark Boal, Kill Team, The Rolling Stone, March 27, 2011.


� 	Melissa Wall, In the battle(field): the US Military, Blogging and the Struggle for Authority, Media, Culture &Society, 2010. Vol. 32, Issue 5, 865. 


� 	Niels van Doorn , Digital Spaces, Material Traces: How Matter Comes to Matter in Online Performances in Gender, Sexuality and Embodiment, Media, Culture and Society, 33 (4), 533.


� 	Forsvarsmaktens riktlinjer for sociāla medier, September, 2011.


� 	Communication of Information, Defence forces Freedom of Information Office of the republic of Ireland.


� 	Military Allows Twitter, Other Social Media, Reuters, February 26, 2010


� 	The U.S. Army Social Media Handbook, 2011.


� 	Interview with Lieutenant Colonel Peeter Tali, February 29, 2012


� 	Charles Crulak, The Strategic Corporal: Leadership in the Three Blocks War, Marines Magazine, January, 1999.


� 	Ibid.,


� 	Interview with First Lieutenant (ret.) Uldis Davidovs, February 27, 2012.


�	The force structure of the Latvian defence system is organized in the way that the MOD using principle of joint civilian and military institution executes all strategic functions of the defence planning and policy, including public affairs


� 	David Meerman Scott, Brand Journalism, available online at � HYPERLINK "http://www.webinknow.com/2010/03/brand-journalism-.html" �http://www.webinknow.com/2010/03/brand-journalism-.html� accessed on February 27, 2012.


� 	Andrew Krepinevich,, How To Win in Iraq, Foreign Affairs, 2005, Vol. 84., No. 5, 87.


� 	Rupert Smith, The Utility of Force: The Art of War in the Modern World, Penguin Books, 2006, 287.


� 	Digital Agenda: Commission Indicates no Fundamental Change to Universal Service, the EU Commission Press release, November 23, 2011.


� 	Finland Makes Broadband Access a Legal Right, The Guardian, October 14, 2009. 





RTO-MP-HFM-201
9 - 1
9 - 2
RTO-MP-HFM-201
RTO-MP-HFM-201
9 - 17

