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Abstract
In nowadays crises management civilian and military partner often act in the same area of responsibility. Shortfalls in situational awareness are recognized in one of the major drivers for escalation in conflict intervention or inadequate coordination. To establish an all partner network fosters the development of improved information processing and a better handling of the situational assessment. The so called Shared Situational Awareness (SSA) is a crucial performance indicator for civil and military collaboration. From a critical standpoint our contribution will ask if there is a useful contribution of social media applications to develop SSA for the ongoing crises response activities and the escalation on the ground and what has to be done from an organizational point of view to provide all necessary pre-requisites for the development of SSA.

1.0
Introduction
In many operations or missions civil and military units have to collaborate and cooperate continuously in a dislocated coalition of partners. Thus, the comprehensive approach could only be realized by synchronizing actions as a product of well performed information management supported by and based on information technology, and recently with the use of social media. All partners have to seek, collect, integrate, analyze and disseminate information from multiple domains and resources under multiple stringent constraints all the time. It is well known from many years of Human Factors (HF) Research that especially dislocated teams, working groups or virtual organizations can improve their decision making by fostering their interactions in order to create an adequate Shared Situational Awareness (SSA). Nowadays, engagements of military forces and civilian partners emphasize this huge need for a better common understanding of the current operational picture. So far, the development of SSA should be regarded as crucial element supporting decision making in dislocated civil-military partners. Inherent in the decision-making process there might be some specific coordinative and collaborative processes striving to generate/support (the development of) SSA in civil-military partnerships. These are: having goal awareness resulting from information exchange on tasks and responsibilities, anticipating mission partners´ information needs, knowing mission partners´ social networks, gaining a comprehensive understanding of current status, and projecting it into the future. From a critical standpoint, our contribution will ask if there is a useful contribution of social media applications to develop SSA for ongoing crisis response activities and escalations on the ground, and what has to be done from an organizational point of view to provide all necessary pre-requisites for the development of SSA.

Our first empirical findings from interview and observational study work as well as from conceptual considerations derived from civil-military planning concepts summarize the obstacles coming along with more and different collaboration via social media applications in developing SSA in dislocated partners network. For example, the motivation to share information and the cultural difference in information processing seem to be the main inhibiting factor for using those new types of mediated collaboration and communication. On the other hand, social media offer plenty of opportunities to build social networks with partners in a very easy manner. For easier information collection and higher goal awareness in civil-military cooperation this could be the missing link for building trustworthy networks.

The following sections of chapter 2 give a first overview on both the theoretical and conceptual background of our study work. Further on, in chapter 3 we elaborate the first results of our case study on civil-military coordination and its implications on the use of social media under crisis management conditions. This case study has been conducted during a civil-military field experiment; selected empirical results are being introduced. Some conclusions on the effective use of social media in civil-military engagement are drawn from our results in chapter 4.

2.0
Shared Situational Awareness in civil-military cooperation

The application of psychological concepts like situational awareness for investigating task performance in military environments has a long tradition [1]. Situational Awareness describes the individual cognitive state as a person’s previous knowledge often described as mental models and understanding of the situation, which contributes to identifying the source and nature of issues and problems or situational development [2]. 

Our study work uses the term Shared Situational Awareness to investigate opportunities and boundaries of cooperative work performance in military operations and especially in civil-military engagements. The following sections define our understanding of SSA and summarize some findings from research on civil-military cooperation from former crisis management operations.

2.1 Conceptual Understanding of Civil-Military Cooperation

The following section introduces the term cooperation as a goal-directed and process-related joint activity [3]. This means that co-operative action is both situated in a historically evolving division with coordination of labour (formal organizational rules, job descriptions, pre-defined tasks, etc.) and that it is influenced by the subjective redefinition of these formal regulations in the face of contingent, unanticipated events that arise in everyday practice [3]. 

Cooperation goes beyond co-ordination and will be more useful to describe the complex interaction processes between civilian partners (e.g., political bodies, governmental or non-governmental institutions) and military organisations and units. Civil-military cooperation (CMCO) in the context of crisis management addresses the need for effective co-ordination of the actions of all relevant actors involved in the planning and subsequent implementation of response to a crisis [4]. George shows from a case study that CMCO can be differentiated into four different types of interaction routines [5]:
· The military establishes routine exchange relationships with civilian organizations, as indicated by command emphasis on cooperation, regular meetings, and long-term military support on a variety of tasks.

· The military engages in ad hoc exchange relationships with civilian organizations, supporting them on particular tasks but avoiding any long-term support arrangements.

· The military has no further relationship with civilian organizations: beyond basic communications each group goes about its business and essentially ignores the other.

· The military has an antagonistic relationship with civilian organizations, marked by a lack of support, and public and private arguments about what their respective roles should be.

CMCO is an inter-organizational cooperation which has to be regarded as a socio-technical system in contrast to an economical view where cooperation is a product of the benefits all actors gain from interaction [6]. The socio-technical view emphasizes the importance of other factors such as tasks to be accomplished or an overall organizational purpose, doctrine, training, organizational culture, communication and information systems. From case study research on the Somalia conflict between 1992 and 1993 CMCO was diminished on single co-ordination due to the fact that military staff tried to avoid uncertainty in their mission planning. CMCO has been routinized for ad hoc tasks. 

In summary, in former research work well-routinized and effective CMCO has been regarded as a matter of fair exchange of resources. However, former case studies from crises management experiences show that the inter-organizational level of executed cooperation depends on many human and organizational factors. 

We state that the adequate need for SSA is CMCO set by the need and understanding of co-operative work. This need for interaction is mainly influenced or established by the quality of civilian and military objectives, the overall mission objective, and the interrelationship of those objectives. Vice versa, the awareness for my partner goals influences my SSA level in my all partner network. This aspect has been neglected in the former research of CMCO but the issue of SSA in inter-organizational cooperation affords defining the goal relationships in CMCO in order to define the adequate level of interaction and information processing. The use of social media should be discussed under these premises.  

2,2
Defining Shared Situational Awareness in CMCO
Endsley defined the individual concept of SA as a cognitive state which allows understanding and projecting the current situation in future developments [7]: SA is “the perception of the elements in the environment within a volume of space and time, the comprehension of their meaning and the projection of their status in the near future”. Team SA is defined as the amount of commonly shared understanding or as Endsley and Jones stated [8], “the degree to which team members possess the same SA on shared SA requirements”. Shared SA accounts, on the other hand, suggest that some SA requirements are identical and, moreover, that efficient team performance is dependent in part upon team members having the same SA on shared SA requirements [9]. And so far, it is assumed that SSA is the degree team members possess the same awareness in the sense of recognizing the same informational cues of a situation. 

The basic assumption of this “congruency SSA concept” can be described as follows: the higher the congruency of information selection, processing and perception in civil-military partnerships, the more SSA will be established. But information processing and interpretation is always a goal-directed process for the accomplishment of the current task. Thus, SSA for civil-military cooperation has taken different or either conflicting goals of partners into account.
In conjunction with the understanding that awareness is the ongoing interpretation of representations of human activity and of artefacts [10] we use the concept of SSA congruent to the latest definitions from team interaction research were SSA “can be defined as an active construction by team members of a situation model which is partly shared and partly distributed and, from which they can anticipate important future states” [11]. Similar to the Distributed Situational Awareness approach which postulates that, within collaborative systems, different team members have different, but compatible SA regardless of whether the information that they have access to is the same or different the SSA in civil-military coalitions might be understood [12]. From our point of view, in CMCO there has to be a common knowledge or awareness for mission partner goals but there has not to be a sharing of the objectives to set a need for SSA in such collaboration. 

Thus, we stress the process-oriented view on SSA. An adequate SSA creates a timely, relevant, comprehensive and accurate assessment of the situation in order to act or function appropriately to protect a mission and achieve its objectives. 
2,3
Conditions and Procedures for SSA in CMCO

For an adequate SSA at the top of the list of fundamentals lies the need for a culture of cooperation rather than seeking to put too much emphasis on detailed structures or procedures. On the other hand, the development of SSA results from coordinative procedures and affords a continuous flow of relevant information between partners. Therefore, some conditions and procedures for SSA building between civil-military partners in missions based on other reports and interviews conducted during our own study work will be described in the following section.

2.3.1 Trust and Motivation – Conditions for the Use of Social Media for Communication and Collaboration in CMCO

Results from our interview work suggest strongly, that successful SSA development needs some essential pre-conditions: CMCO has to be based on the common understanding of relationships between partners as well as on the awareness for each other’s goals and resulting / planned courses of actions. Cooperative interaction requires a good knowledge or shared mental model of each other’s procedures on civil-military engagements, and more important, the ability and willingness to anticipate other relevant actors` information needs as well as the willingness to proceed this information. 

According to Badke-Schaub [13], group phenomena have to be considered in comprehensive contexts of situational requirements, attributes of humans, attributes of the group(s), attributes of processes, and in work results. Group members who struggle for a common objective, will seek information in the beginning and whenever needed. Information exchange between group members needs communication acts. Communication is essential in order to transform information to coordinated activities, and to initiate cooperative activities. Objectives of groups or teams should be in concordance with objectives and needs of group members. The following figure shows main factors of a structural model as foundation for common activity in the context of Information Sharing.
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Figure 1: SSA in the Context of Information Sharing.
To establish a common understanding within a group the elaboration of a shared frame of reference or common ground can be used as precondition. In the case of information sharing of group members a shared understanding will be the result, evoking a common mental model. Communication is now necessary to continuously keep all group members and the common mental model up to date. 

A positive attitude toward civilian or military partners serves as a prerequisite for cooperation and also for entering social media platforms. We suggest that motivation for information sharing is mainly based on trust between partners and the perceived benefit of providing information. Information sharing in civil-military coalitions is based on some principles: enhance or establish the motivation of civilian and military actor to share information, building trust on the value and validity of the provided information, and creating a win-win situation for all users. Due to the highly interactive and collaborative character of information processing on social media these crucial preconditions have to be fulfilled.

2.3.2 Effective Communication and Coordination Processes to Build SSA in CMCO

SSA is the result of an effective coordination and communication in CMCO. To overcome structural differences, these differences have been investigated on the working level. From case study research, the incompatibility of civilian and military structures and procedures is identified as one of the most relevant obstacles for an effective CMCO. Not the differences themselves but the resulting misunderstandings and the perception of unreliable relationships due to a higher effort in coordination result in a lack of coordination. The development of SSA in CMCO has to overcome the following types of obstacles:

· The perception of differences in information assessment and interpretation: Civilian partners rely on so called “evidence based” information, military information is regarded as „hear say“- information collection. In consequence civilian partner trust more in their own information collection and regard their own databases as more valid.

· Different ways of information processing and storage: Information collection of military organisation can be describe as “technical centric” and is reported on a regular bases. All information is expected to be stored and made available in the C2- or central Information system. On the other hand civilian partner act as social network hubs. Data and information is usually documented on event-driven bases and made available often orally in coordination meetings.

· Perceived ambiguity in planning: civilian partners tend to accept a higher level of ambiguity in their situational assessment than military partners. In the perception of civilian partners military planning is more success oriented. 

Further on, we state that the basic principle for effective procedures the awareness of differences in procedures between partners should be enhanced or procedures could be harmonized to create a common set of standard operating procedures. But not only similarity of procedures fertilizes the development of SSA. From case study research on CMCO in Somalia Conflict [5] and from other experiences the degree of awareness and sharing of partner´s objectives is mentioned as one of the most crucial aspect in CMCO.
In summary, a shared mental model for information and communication procedures is the initial basis to develop a SSA appropriate to current mission goals. Continuous and effective communication is also essential to share interests and gain a comprehensive awareness for each other’s priorities in crisis planning and resource allocation. Besides the exchange of information on the strategic and operational level all partners should be sensitized to their goal correlations and interrelations. Especially, for the creation of a safe and secure environment, which is the main military objective, the level of expected safety and security has to be communicated and the contribution of all partners should be identified. This will be achieved by making these goals visible, and also gaining an overview of the own partners network in the area of operation.

Besides these first findings some further characteristics in civil-military interaction should be considered to evaluate the value of social media for the development of SSA in crises management.
2.4 Requirements for SSA Development Based on Social Media in CMCO
SSA as a social interaction process in CMCO is timely restricted and will be constructed during interaction between mission partners. SSA is a conscious interpretation of the ongoing situation in the area of responsibility. It is an individual phenomenon as a cognitive representation based on specific interaction processes when actors talk about the current situation in the field of engagement and its projection into the future. The mission adequate level of SSA is determined by the needed or expected level of cooperation in the all partner network. Social media should support these interaction processes adequately.

Taking into regard our statements from the sections above, at the first sight the use of social media in CMCO provides an ideal starting point to enhance coordination between partners. The opportunities of interactive, rapid and easy accessible social media in general offer a high-collaborative environment to enhance information collection and sharing as well as interpreting information and building mental models of the current and future situation in CMCO. Social media applications are usually easy to use, training effort is low, and building a people network will be conducted easily. Nevertheless, the development of SSA based on social media is somehow more challenging due to the lack of direct, synchronized, and face-to-face communication. 

All rules for good virtual work also count on the use of social media. These include for example: professional communication style, quick and direct conflict resolution, feed-forward processes should be preferred, questions are used to clarify. Using social media in CMCO to handle the information flow and building SSA on it needs to pay attention carefully on:

· Classification level of situational information,

· Data interpretation and validity of data (sources), and on

· Adequate balance of processing information and interpreting information and drawing conclusions out of data sources.

3.0
Case Study: Interagency and Multinational Information Sharing Architecture and Solutions IMISAS 
3.1 Introduction
Interagency and Multinational Information Sharing Architecture and Solutions (IMISAS), an U.S.-lead multinational CD&E project at U.S. Joint Forces Command (USJFCOM), Allied Command Transformation (ACT), started in 2010 and ended in 2011.

The knowledge driver has been described as follows [14]: “The Department of Defense (DOD) operates in an interconnected world, where operations routinely involve a wide variety of participating organizations operating outside of the military domain. This con-text has established a clear need for sustained and habitual information sharing and collaboration among military and non-military stakeholders. Responding to a high priority war fighting challenge submitted by United States Africa Command (USAFRICOM) and United States European Command (USEUCOM), the Interagency and Multinational Information Sharing Architecture and Solutions (IMISAS) project was undertaken in September 2010.“

ACT invited Germany, namely German Armed Forces, Bundeswehr Transformation Center (BTC), to provide an analytic look at Human Factors (HF) in order to complement the US analysis as a multinational IMISAS partner. As a contractor of BTC, IABG conducted the HF Analysis as CD&E project. The authors of this paper were part of the IABG project team [15].
3.2 Objectives
The main objective of Information Sharing (IS) from the viewpoint of the military client was to improve information sharing between the military and a wide variety of non-military mission partners, who may include civilian U.S. government agencies, other nations, inter-governmental organizations, and nongovernmental organizations. Regardingly, the IMISAS project problem statement aims at information exchange between military and civil actors especially in a crisis environment [14]: “COCOMs lack a coherent framework/capability to share information and collaborate across multiple domains with a broad range of mission partners (government / interagency, multinational, multilateral and private sector) due primarily to restrictive policies, conflicting authorities, ad hoc / non-existent procedures, business rules and non-interoperable networks and systems.”

Therefore, the focus of the U.S. CD&E project and especially the experimental part – the IMISAS Analytic Seminar (AS) – was on staff policy, process, and procedures to enable effective unclassified information sharing across organizational, security, and to a limited extent, network domain boundaries and conditions. It has been designed as an unclassified event consisting of an introductory scene-setter and scenario vignettes. These vignettes were intended to direct the seminar participants to address a specific information-sharing challenge using the proposed solutions. Moreover, participants also anticipated opportunities for discovering other unanticipated solutions during the course of the seminar.
During the IMISAS AS, a social media software has been used as an experimental web page example [14]: “Using the existing All Partners Access Network (APAN, https://community.apan.org/) portal as the DOD unclassified information sharing capability (UISC) proxy, the Analytic Seminar event allowed participants to explore, discuss and evaluate potential solutions in a simulated humanitarian assistance/disaster relief (HA/DR) scenario."
In the following sections only the analytic approach and regarding findings will be briefly described in a general manner in order to show the setting in which SSA was explored in detail. The U.S. IMISAS analysis with detailed description of and findings on proposed and unanticipated solutions can be found in the IMISAS final report [14].

3.3 Methodological Approach 

The general objective of Human Factors Analysis (HFA) is observing the impact of work and organizational design on human performance and well-being. Here, HFA is based on the so called psychological 'action organisation theory' of Dörner [16]. It offers an empirically well-founded approach to the explanation of human behaviour, errors and fallacies in complex crisis environments. The empirical approach is usually implemented through different methods of data collection, such as participatory observation, survey study, content analysis and interviews. The following general thoughts have been worked out in more detail in the analysis report [15]. The human factors analysts had two research issues related to the IMISAS project:
· Exploring the impact of motivation and attitudes towards civil-military / interagency cooperation on information sharing requirements using web-based platforms / tools. 

· Building and developing intra-group and inter-organizational SSA. 

The human factors analysts interviewed and surveyed a majority of the experimental audience, and their findings principally supported general findings and observations of the primary analysis team.

3.3.1 Human Factors in the Context of Information Sharing 

The key point regarding IS using the web-based IMISAS experimentation site from the viewpoint of HFA is that certain mental states and dynamics – human factors – influence related technical and social activities with effects on collaboration and cooperation [17]: “In general, a human factor is a physical or cognitive property of an individual or social behaviour which is specific to humans and influences functioning of technological systems as well as human-environment equilibriums.” Therefore, if IS is being looked at as communicative act with its social implications, then the involved humans and their mindset have to be looked at in detail, focusing on conditions which have an impact on quality and quantity of Information Sharing [17]: “In social interactions, the use of the term human factor stresses the social properties unique to characteristic of humans.” Accordingly, the following explanation of HFA highlights two major components [18]: “User Analysis, where data about the users, and their current and future environments, is collected, and Usability Testing which measures the effectiveness of users who complete tasks in current and future environments.” Regarding technical capabilities of the communication tool of interest (IMISAS Experimentation site), procedures (e.g., SOP) and policies of organizations, these humans are related to, have to be considered in terms of conditions for IS.

As a methodological result, an analytic hierarchy of HF statements and questions has been derived from referenced theoretical background. A HF high-level hypothesis served as starting point of analysis: “Changes of motivation cause changes in quality and quantity of Information Sharing, coordination, and cooperation in the group of mission partners, which result in a change of achievement of objectives.” This hypothesis has been broken down systematically into packages of survey questions and of interview questions. From our view, this detailed analytic break-down was necessary for linking theory to practice in a transdisciplinary manner in order to handle the complexity of the given context [14]: "Operational military forces routinely carry out missions in a complex, multi-actor operating environment characterized by a broad diversity of perspectives, interests, approaches, and objectives among participants."
Group phenomena have been looked at like already described in section 2.4.1 above [13]. IS will occur with certain quality and quantity in order to achieve certain objectives. This means IS is always determined by the group´s understanding of their tasks and need for collaboration with civilian or military actors. Consequently, conditions of motivation, cooperation and coordination have to be considered in order to foster the understanding of their reversed impact on information sharing, the related IMISAS solutions and the UIS Handbook. E.g., external conditions are given by technical and functional capabilities of the IMISAS experimentation site, relational internal conditions by procedures, policies, organizational cultures, and the organizational structure of a future UIS mechanism. From the viewpoint of the IMISAS project, pragmatic learning is intended regarding these conditions.

Furthermore, motivation can be seen as relational category that drives certain issues in the field of information sharing, e.g., the willingness to coordinate and to collaborate with mission partners, and to use communication tools like the IMISAS Experimentation site. In order to cover different aspects of views on the concept of motivation, in this supportive study survey questions, interview questions, and UIS handbook questions have been derived from different motivation theories in a transdisciplinary way which aims at pragmatic but theory-based insights and solutions.

Following Dörner [19], “behavioural tendencies result of unspecific motivations, knowledge about the current surrounding (situational picture), knowledge about reality, and knowledge on possibilities on how to act in reality.” Behaviour as a possibility to act in the reality “is directed by intentions, wishes, motives, objectives, and performances. That what a person wishes, or is willing, or decides to do, regulates his or her behaviour. Thus, the knowledge of own objectives and motives serves as a relevant ingredient of the regulation of behaviour” [19].
Therefore, a closer look at motivation regarding certain aspects of interaction of participants of the IMISAS Analytic Seminar with mission partners (role players in the IMISAS AS) will support understanding of contextual aspects of the willingness of participants to engage in comprehensive Information Sharing.

3.3.2 Acceptance of Software Features

A closer look had to be taken at the perceived usefulness of the experimented IS mechanism, the IMISAS experimentation site. Therefore, coming from communication science and looking at acceptance of information, related factors like usefulness and relevance of information are extremely important to mission partners. Regarding limited re-sources in a crisis situation, like time, full technical acceptance has to be on hand.

The so-called “Technology Acceptance Model” (TAM) aims at analyzing related factors [20]: “Computer systems cannot improve organizational performance if they aren't used. […] To better predict, explain, and increase user acceptance, we need to better understand why people accept or reject computers. This research addresses the ability to predict peoples' computer acceptance from a measure of their intentions, and the ability to explain their intentions in terms of their attitudes, subjective norms, perceived usefulness, perceived ease of use, and related variables.” In this model, perceived usefulness covers the perceived usefulness of available information and perceived ease of use.
Venkatesh/Davis elaborated the TAM towards the extended model TAM2 [21]. Output quality, i.e. the degree to which an individual believes that the system supports his or her job tasks well, appears as another influencing factor for perceived usefulness. Therefore, related information quality is a key factor. In TAM2, the perceived ease of use also has impact on perceived usefulness. This issue has been considered when looking at capabilities of the IMISAS Experimentation site.

3.4 Key Findings

3.4.1 Motivation to Share Information

The investigation of motivation and attitudes towards Information Sharing (IS) can be characterized by the key finding that participants where highly motivated to interact (to coordinate and to collaborate) with their AS partners in order to respond to a given crisis situation according to mission objectives of the seminar. They mostly agreed that a balanced give-and-take basis of shared documents and information were there. Many participants also appeared to be highly motivated in order to fulfil their tasks in order to achieve the given seminar objectives.

3.4.2 Usability of the Experimental Social Media Software 

According to TAM2 (see above), the main findings on usability of the experimental social-media software aimed at given software features and perceived quality of information. Social media in general need to be optimized regarding velocity, stability, technical maturity, and ergonomics. Especially, from the viewpoint of perceived usefulness of the tested IS mechanism the quality of information (usefulness, relevance, completeness, and reliability) appears to be a key factor which was not always present in the view of seminar participants. A perceived usefulness of the experimental social media software lacked of sufficient access to information.

3.4.3 Development of to Shared Situational Awareness
From a Human Factors perspective the term SSA has been proven as a very useful concept to explain a common understanding of the mission’s development and the mission partner’s actions. The need for a well-developed SSA depends on the degree of shared goals and the necessity of coordinative action. 

In a qualitative analysis the sort of problems mission partner recognized during the planning phase appeared on four topics: awareness for each other goals, IS, awareness on cooperation, interoperable tools and procedures (see figure 2).  

	
	What sort of problems do you think your mission partners had with your actions? 

	Lack of goal and role definition 
	· disconnect on what the objective is and what is notional or suspended in reality

· not knowing what the goals and objectives are or what is the expectation of each partner 

· partners role were not specified in conjunction with own mission

	Lack in quality of information sharing
	· civilian and military organizations being able to communicate in the same language 

· slow or no responses and partners have been moving on or slow down their pace to achieve their goals 

· one way flow of information

· placing imagery without explanation social network site 

· loosing information connection with people “on the ground” 

· not understanding where we wanted different types of information leaded

	Lack of partners´ awareness and reliability / lack of cooperation 
	· Not having their inputs taken serious or suggestions from non military members not incorporated into the discussion.

· Lack of commitment to provide support, which can do during the planning phase

· Military working their internal processes without regard to the greater need of the actual on the ground emergency situation.  

	Different tool-set and procedures 
	· Not using partners´ tools

· Not understanding where different types of information leaded

· Governmental organizations are too slow to embrace non-structured collaboration, leading to a decreased lack of interest in collaboration with us.

	Errors 
	· Disrupting existing missions 

· actions could have been disruptive, could serve to predict in advance military actions


Figure 2: SSA in the Context of Information Sharing (IS).
If there was a perceived high awareness of partner objectives, there was a continuous feedback in the Request-for-Information process given. Even a negative response to a request was regarded valuable. A benefit from the collaboration environment was given in case/ if during the early stage of the crisis engagement information relationships were built. 

The participants appreciated open discussions on IS policy or on the current personal understanding of the problem set. If collaboration in the CMCO has to be established via internet connection without the possibility to talk directly to partner IS seems to benefit from some principles like: 

· Careful classification of operational information 

· Principle of “give and take” 

· “person-centric information networks” vs. “technical-centric information networks” 

· On the operational and / or strategic level direct access to unfiltered “information from the ground” should be given 

· Information sharing should be regarded as a process which is not influenced by hierarchy
· Situational assessment should be moderated by a “devil's advocate” to counteract group fallacies in decision making 

Besides the analysis of procedures contributing to a better SSA, we also used an approach to compare perceived informational cues. Our concept of “information classes” has been developed due to the evaluation of SSA. The assessment of information is carried out only by the awareness if that information is available and required and is therefore classified by subjective viewpoints. Other attributes / parameters of information (e.g. actuality, reliability, accuracy etc.) are not nullified but completed by the concept of information classes. The information classes are distinguished into four types of information: 

Primary information (PI): Primary information is information that is available and required. It is important to actual problematic situation and problematic scenario. Especially missing agreements in the connection between leader and directee can show a missing shared situational awareness.

Deficit information (DI): Deficit information is information that is required but not available. Its importance is significant as well. Special information requirement can be derived from this information class (e.g. one team member should provide special information for the whole team). This allows conclusions on the distribution of information within the acting team. It is therefore a criterion of optimality.

Shadow information (SI): Shadow information is information that is available but not required for the current task. Be reminded that all evaluations on information by the individuals are subjective. If some members of the team classify information as shadow information and others as primary information one can conclude easily the absence of a shared situational awareness in this team. 

None information (NI): None information is information that is neither available nor required. This can be due to a lack of interest or to a lack of understanding of the problem itself. If all team members classify information in this way, it can be neglected. If not, a precise analysis on this behaviour has to be done (if necessary with advice of Subject Matter Experts.

The existence and distribution of these information classes allow the conclusion on the degree of information coverage.
We collected data from a small sample in the civilian response cell. With a standardized questionnaire the role player were asked to evaluate their own information perception during the IMISAS experiment. The following charts show selected results from our data analysis. The first column displays the number of the situational cue which was analyzed; the second column shows the situational cue assessed by the role players. The last four columns are presenting the absolute number of quotations from the questionnaire. E.g., in figure 3 seven role players quoted the information about the eruption in 2002 as available and important for their situational understanding; only one role player quoted the cue as available but not important for fulfilling the own objectives. 
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The most recent eruption, prior to the disaster today, was 2002.

7   1  

SSA Chart


Figure 3: SSA Chart Clipping of Situational Cue 1.
Seven out of eight respondents judged this information as Primary Information. Only one person chose a different class (Shadow Information). This is an example for a good shared awareness about the importance of this information. Due to the preparation for the analytic seminar all of the participants have known this information, but one judged it as unimportant for the fulfilment of his/her task. Basic information was well-known to the role players.

[image: image3.emf]No Information PI DI SI NI

2

Mount Nyiragongo is located about 20 km north of the town of Goma.
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Figure 4: SSA Chart Clipping of Situational Cue 2.
Six respondents assessed this as PI, DI and SI were assessed each with one person. Even if this information has been classified by the majority as important, there are two outliers. It is remarkable that these outliers have been the two German NGOs with the specialty that NGO 1 needed the information, but did not have it, and NGO 2 had the information and did not need it. Taking into account the comparably aim of the two NGOs this is a very good example what can occur with a lack of SSA. At least two participants had no information exchange at all. Due to the fact that all of the others have seen it as primary information (the location of the volcano in the scenario should be important for a helping organization) this should have led to an information exchange.
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CNN has announced a missing USGS Team.
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Figure 5: SSA Chart Clipping of Situational Cue 4.
3.4.4 Using Other Social Media

Social-media functionality always has to be in accordance with the needs of users. Hence, an appropriate information exchange site with social-media functionality has to offer all modern software capabilities in order to be used. Otherwise users will probably get back and use their own software applications on the web or other available software solutions. 

Moreover, an information exchange mechanism should also be capable of tailoring the delegation of tasks, processes and business rules. Of course, the needs of users differ due to circumstances and conditions: In the civil-military context the following finding was given [14]: "Analysis of observations and findings throughout the course of the project affirmed that aligning potentially conflicting aspects of technology, policy, processes, procedures, and organizational cultures may prove to be the largest challenge in developing [...] future IS capabilities. An aspect of that challenge will involve achieving balance between the need-to-share and the need-to-protect information addressed through active risk management. Actual IS capabilities remain underutilized due to local policies, staff procedures, and the need for additional training and education in cultural engagement."
4.0
Conclusions
For further considerations on risks and opportunities of social media, these technologies should be regarded as a platform for integration into mission planning, execution and assessment. How and under which conditions can civil-military partner network optimise their cooperation by/ via the use an adequate IS mechanism regarding social media? How should a military organization use social media in order to efficiently and effectively reach a given end state? Of course, these questions cannot be answered in a short sentence. However, contextual bound insights of the IMISAS project can be looked at with a broader view especially when evaluating the use of social media in current real world developments such as in the Near East Region or in other crisis areas. E.g., Wood [22] emphasizes that certain conditions of the communication process, such as the need for anonymity for minorities in restrictive environments (e.g., regimes), will be realised in regarding software functionality like in distributed networks: „Peer-to-peer networks facilitate bottom-up participation that enriches the democratic process. Enhanced peer production and increased availability of marginal works protect the interests of minority or unpopular political factions. Users connect directly to each other; removing intermediaries from the communication process. The lack of central control makes distributed networks less vulnerable to censorship and protects citizens’ rights to free speech, press, and assembly.“ 
Experiences from collocated working environments and work with conventional collaboration tools made it obvious that there is a need for specific co-ordination to develop SSA in virtual working systems: all relevant actors have to be involved in synchronous communication to ensure common information interpretation which is necessary for the awareness. The use of social media could reinforce the effect of virtuality as long as these tools are used without a set of shared procedures for processing and assessing information. The introduction of security standards or data protection standards should be discussed soon as latest concerns from the crowd sourcing community show (http://blog.standbytaskforce.com/data-protection-standards-2-0/). This has to be done firstly to protect information sources and secondly to keep data quality on a certain level. If SSA – this means the coordinative interaction to interpret the current situation and development in the area of responsibility of mission partner – is built on information from unsecure or unknown sources partner will not rely on the shared situational picture and adhere to their individual interpretation. On the other hand the added value of social media is the enrichment of situational picture with huge informational cues from multiple unfiltered sources. Further on, even informants who want to provide information anonymously will gain access easily with anonymous user accounts to crowd sourcing platforms, twitter or else. 
Consequently, real world situational conditions and the complex conditions of available communication processes in conjunction with social media have to be systematically explored with methods and approaches from communication science, psychology, computational science, linguistics, and other scientific disciplines. This will be in order to give commanders and their staff methods at hand for the advanced assessment of chances and limitations of the usage of social media in cooperation with civil communication partners, and to be aware of security issues which will be mirrored in the digital world. One has to keep in mind that trust serves as central psychological dimension in communication processes. It has to be carefully considered in civil-military partnership. Therefore, levels of data safety, anonymity (e.g., social media memory) and/or validation of communication partners, quality of information, and many other related issues have to be maintained as prerequisite for the type of social media communication.
5.0
Acronyms

	ACT
	Allied Command Transformation

	AS
	Analytic Seminar

	BTC
	Bundeswehr Transformation Centre

	CD&E
	Concept Development & Experimentation

	CMCO 
	Civil-Military Coordination 

	COCOM
	Combatant Commander

	DI
	Deficit Information

	DOD
	Department of Defense 

	DR
	Disaster Relief

	HA 
	Humanitarian Aid 

	HF 
	Human Factors 

	HFA
	Human Factors Analysis 

	IMISAS

	Interagency and Multinational Information Sharing Architecture and Solutions

	IS
	Information Sharing

	MCSSA

	Multilevel Comprehensive Shared Situational Awareness

	NI
	None Information

	PI
	Primary Information

	SA
	Situational Awareness

	SI
	Shadow Information 

	SSA
	Shared Situational Awareness

	SOP 
	Standard Operating Procedure 

	TAM 
	Technology Acceptance Model 

	UISC
	Unclassified Information Sharing Capability 

	USAFRICOM
	United States Africa Command

	USEUCOM
	United States European Command

	USJFCOM
	United States Forces Command

	U.S.
	United States
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