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ABSTRACT

Internet is one of the most important innovations in the history of mankind. It’s a main driver for the change from industrial era into the information society. The technology gives a great impact in the way to interact, communicate and distribute information between people and organisations, regionally and globally. It affects power structures and relations. It is a basic foundation for globalisation.

But the development leads of course to new challenges regarding cyber security. Information could be manipulated and people mislead. Internet is a useful tool for dissemination of false information, rumours and manipulation in order to gain influence and to affect opponent decision-making processes. The paper discusses how the future Internet creates new possibilities for psychological operations and deception campaigns on the Internet.
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1.0
Introduction

Disruptive technologies such as the Internet, cellular phones and computers act as drivers for a radical change of people’s possibility to communicate and to disseminate information as well as to conduct electronic transactions of different kinds. These innovations have as much importance to mankind as Gutenberg’s book printing process during the medieval time. It affects the foundation of the society fundamentally and gives cause to new logics and business models. Internet opens for a possibility to collect, store, process and transmit a vast amount of data. It is a driving force for globalisation. By that, information monopolies loosen up and competition develops in cyberspace.

The number of Internet users globally is more than two billion and each month the net grows with tens of millions new customers. Since the commercial breakthrough in the mid-1990s the Internet has become an enormous meeting place and a connecting force. Cyberspace could be defined as multi-polar in the sense that it is based on a number of actors from all places around the world. The usage of different kind of information and communication services has been a commodity in every single modern society. Social media such as Twitter and Facebook is used as means for connecting people. Phenomena such as Wikileaks, Wikipedia and YouTube couldn’t exist without the global network.

Access to distribution channels for instance TV, radio and newspapers is no longer as important as it used to be in order to forward messages and influence mindsets. Through blogs, web pages and Internet forums more or less everyone could forward his or her opinion to a large audience. It affects power structures and relations. Increased possibility to communicate and to spread information implies that new technologies and methods could be used by more people than ever before due to less complexity to buy and cheaper to use.  

The usage of information and communication technologies (ICT) hits every single spectrum of the society. Within high-tech communities it is sometimes rather hard to avoid the waves of data flooding from apps, mobile phones and computers, circumstances that often require demands on instant access and availability by the user.

A lot of information spreading could be interpreted as quite uninteresting, in other cases fruitful and valuable. It could lead to an increased understanding and a better knowledge of different phenomena. As a consequence, attitudes and perspectives could change. It could be a part of a democratisation and enlightening process.

The possibility to process and transform data into information easily to a low cost and transmit it to third parties has implications. In more extreme cases such as the Jasmine revolution against repressive power structures in North Africa and the Middle East during winter 2011, and in Iran in 2009, ICT played a major role in the course of events.
For less democratic regimes, the ICT development is not necessary viewed as a positive thing but is sometimes seen rather as a threat. People in power try with different means and methods to reduce dissemination of information by censorship and monitoring of users. In some cases the development of meeting places – communities – on the net, where knowledge and experiences could be shared by several, are prevented. Web pages with regime-critical opinions and DNS servers are shut down and Internet connections are cut [1]. By using fake Facebook web pages as honey traps it is possible to register both the activists and their actions. 
During the spring of 2011 fake SMS were broadcasted warning people that radiation from the Japanese Fukushima nuclear plant had leaked beyond Japanese border causing panic across Asia. The SMS message, purporting to come from the BBC, however was a hoax [2]. 

A society based on information has its weak points in the sense that information could be manipulated and people mislead. Protection of information is of great importance. The security of content is a matter for all users regardless if it is a state, a company or an organisation or single individuals. This paper discusses how the development of ICT creates new prerequisites for psychological operations on the Internet.
2.0 
The basics of psychological operations and deception campaigns

Psychological operations (psyops) are an important part of information warfare (IW). It is not a new phenomenon in the history of mankind. Information influence and propaganda have been used during a long period of time. It is a part of human behaviour. Classic examples are posters from WW1 showing scary pictures of the enemy with the purpose to induce fear and patriotism. Other traditional methods are leaf letters, movies and radiobroadcast. Today, the Internet and mobile communications plays a larger role.  
The objective with psyops is to in-plant or alternative to strengthen attitudes and behaviours for the benefit of the originator towards a selected audience. The activities are well planned in time and space to transmit specific messages and signals that supports the own side. The goal is to win the “hearts and minds” of the opponent. It is also a way to demonstrate strength as well as to counter-act hostile propaganda, rumours and disinformation. 
Psychological operations used to be divided into white, grey and black psyops. In white psyops, or open operations, the messages as well as the sender are known. More or less all Armed Forces have or are developing functions and units for that purpose today. Regarding grey psyops it is as the name suggests; a grey area, meaning that you don’t necessary know who is behind the operation. In black psyops or covert operations it is more or less impossible to get information of the perpetrator or alternative, it is false information. It could be a part of a major deception campaign. There is very little information available describing this type of operations. It could be related, directly or indirectly to the work of secret services. 
White operations have to be credible and based on more or less accurate information, you don’t lie deliberately but you don’t necessarily tell the whole truth. Covert operations on the other hand, are more or less based on fake information with the purpose to deceit and to steer actions and behaviours. Such operations are planned and conducted in a way that bodies responsible for decision-making have the possibility to deny any knowledge of the process or alternatively, the decision-makers can not be identified at all, e.g. to achieve deniability.

The methods used for psyops refines over time. A new method used in the prelude to the American intervention in Iraq 2003 was to broadcast personal greetings by e-mail and SMS to Iraqi commanders. It was a very forceful method to point out to the enemy that “we know who they are and where they are located”. It is easy to visualize how motives and will to fight were affected by the targeted persons.   

Another example also from Iraq is Radio Tikrit. The station was launched in January 2003, at first broadcasting messages in a pro-Saddam spirit with the purpose to attract listeners. Over time the information changed into more negative attitudes against Saddam’s regime [3]. The organisation behind the station is still unknown.

Information influence is not limited to military or political sphere but could with advantage be applied to affect the business sector, to change direction of elections and to affect the view of certain companies and organisations. It could lead to religious conflicts and antagonism between people with great consequences for the involved parties. Through mud throwing campaigns and negative insinuations, groups as well as individuals could be stigmatised and dethrone. 

With IT, positive as well as negative information could be spread very quickly and develop from being a local issue to becoming a global controversy within minutes and hours. With the right in-planted information to the right people in the right time, incidents could be managed and situations affected. The ongoing debate of the Mohammed cartoons is one significant example. 
An important constituent in psychological operations is deception. Deception means that someone deliberately and with a cause manipulates information to conceal the truth. The intention is to create false decision data that affect the opponent decision-making process. The purpose is to influence thoughts and actions, to fool the opponent to make wrong decisions alternatively to get him incapable and irrational. The area involves half-truths and rumours to direct lies.
Through history a lot of energy has been put on fooling and misleading opponents in order to achieve overall goals. Different means and methods have been used. According to the well-known Chinese general and strategist Sun Tzu, active around 500 B.C., deception is a basic stratagem and foundation of information warfare. Decisive advantages over an enemy could be achieved through better and more accurate information. On the other hand, misleading information will lead to disadvantages. The problem with information is that you don’t always know what the right information is. Moreover it also depends on the actual situation. Accordingly, often there are uncertainties regarding the source of information and for what purpose and in name it will be used.  
Deception could be conducted on a strategic level during long periods of time in order to change leading actors’ views on specific topics or on operative and tactical levels to hoax a specific system and operators. Misleading actions could be direct or indirect. The latter example means that a third party is used to disseminate false information and often without knowing the full story behind the operation. With reference to the political jargon; they act as useful idiots. 

The access of information and the possibility to use it for individual benefits is intimately related to power and control. By analogy, the loss of relevant information or alternatively false ditto gives an inability to make right decisions. Depending on circumstances this could be decisive and potentially have serious consequences. 

3.0
Development of a future Internet

The characteristic of the information-technological development is mobility and flexibility of services and access forms. The users’ possibility to communicate will increase over time. The dependency of a specific terminal, time or geographical place will be less than for today’s situation.  A term describing the phenomenon is nomadic computing.

Each individual having access to communication equipment of different kinds will be a part of a universal communications infrastructure similar to the American military vision to create a ”Global Information Grid” or GIG of connected networks and system. Every person is a separate network integrated with other networks. The same will happen with technical devices used for machine-to-machine interactions. For instance the telecom vendor Ericsson estimates that the number of units connected to Internet will be 50 billion in the year 2020 [4]. Communication between machines is fully automated. This covers all sort of electronic equipment used in cars, in homes, for surveillance and so on. 

In the future, Internet information will be the basic component, not the access form or storage place [5]. Internet acts as a channel for delivering content, ideas and thoughts. According to the internet guru Vint Cerf, service interactions will be the next big thing. The trend is moving from receiving information passively to active interaction, from e-mailing to direct communication, from short sequences of poor quality to instant connections with high degree of quality and resolution in sessions on a massive scale. 
Services and applications will be personalised in relation to the individual needs regardless of physical or geographical place. This puts demands on the users’ ability to multitasking; to handle vast and fluctuating information streams as well as new types of applications and services.  The development of multimedia integrates different services in the same platforms. 
The next step is Web 3.0 [6]. The first Web 1.0 was introduced during the 1990s and was about building platforms and to connect computers. The focus during that time was how to define well-functioned links and navigating systems such as Yahoo, AoL, Netscape and Internet Explorer.

The system of today is Web 2.0 symbolised by social networks such as Facebook and YouTube and other forums, web pages and blogs. Forecasts made by futurists suggest that after 2020 it will be possible through the web to connect more or less all digital activities for a single person. The prerequisite for the scenario is inbuilt intelligence in the network through increased processor capacity and artificial intelligence (AI). The web becomes smart and acts more human-like in its structure. Another word for Web 3.0 is semantic Web [7]. A possible benefit could be a better protection and more controlled handling of personal information by the individuals. 
4.0
Changed possibilities for psychological influences

The cyberspace is neither homogenous nor polar but is composed of a hybrid environment of interactions between people from all countries in the world with different opinions and ideas, background and knowledge, motives and desires. There is not one single audience or user group but as many as there are users. 

The possibility to always be connected to the global network creates new conditions for psychological influences. From a security policy perspective cyber influence is an important tool for changing power structures and relations among actors and could be a fruitful way to gain soft power [8].
During the cold war era, mass communication such as TV, radio and newspapers was directed one way and top-down compared to today’s situation. Within some years from now the characteristics of communication will be multi-dimensional and bottom-up. Constantly, information circles in the global network change and reform. Consequently, it will be hard for actors to control and steer information as the information changes and is directed through different access forms and distribution channels.

Due to the digitalisation of information more or less all text, pictures and sounds created or depicted by humans can be transmitted over the ether. Increased processor power, new display techniques etc makes it harder to separate animated or other type of pictures from real ditto. It is possible to make digital portrayals – avatars – human-like with a prefabricated history and background (so called false legends) [9]. The phenomenon opens for misleading behaviours. In analogy to that, translation software is under development that could translate from one language to another more or less in real time. The combination of avatars and translation programs will be interesting to follow. 
It is not unlikely that individuals in a relatively short period of time will be subjected to physical-virtual thefts of not only personal particulars but also there complete identity and “life” on the internet, similar to the “face rapes” occurring today on Facebook, but on a larger scale. Within cyber criminality, identity thefts are a very common phenomenon. Based on a hijacked identity avatars could be designed that look similar to original individuals. This type of false alias could be used by criminal organisations for blackmailing and espionage.  
Techniques used for digitalisation are cheap and the cost will be even reduced over time. The only thing required is a modern computer and a film camera. A low entrance costs give knowledge spreading. Pictures, voices and sounds could be transformed into ones and zeros, be recorded, analysed and manipulated. Sequences and words could be lifted from their context, be shifted and given other meanings. From a jurisdictional point of view, in relation to burden of proof, such development would cause a number of implications.
Digitalisation is a foundation for deception campaigns on a massive scale. The usage of hologhraphic 3D pictures reinforces messages in the sense that more senses are involved. The development towards an all-embracing global network points to a situation when the potential effects will be very big and hundreds of millions of people could be approached, simply and cheaply. As the method for relation marketing is refined over time such knowledge could be used in psychological operations.
In the same way as services personalises, messages in future networks will be addressed individually to each person objected as a target for influence. It is a shift from today’s situation in the sense that mass communication becomes individual and selected.
Increased processing power in computer systems means that the individually-addressed messages can be monitored, changed and refined automatically. Attitude research and measurement can be executed in real time on the net with the purpose to analyse the impact of the influence campaign to the respondent. If needed the direction of the operation will be changed if the intended effect of the message fails. The persons behind a deception campaign want to avoid detection and the targeted object for influencing doesn’t know about it before it is too late.

A question that has to be directed is if the development of the Internet will lead to a shift of cognitive capabilities [10]. An opinion proposed by some researchers and analysts is that the need to memorise details will decrease due the easy access to get information from the net. Such a development puts demands on the individual’s analytical capability and critical competence. Terms such as Googleiazation and Extreme Googlers illustrates the phenomenon. The lack of a good foundation of detail-knowledge opens for deception in the sense that some basic skills are necessary in order to understand a context. Through the search engines information could easily be manipulated and misunderstanding or false information be disseminated to a large amount of people and become an accepted truth.
5.0
Discussion

Internet is by itself a useful channel for distortion where rumours and defamation could be mediated en masse through social media and networks. Persons and organisations objected for such behaviours have a difficult task to defend themselves. 

From a psychological operation point of view Internet is an excellent working tool. For less scrupulous actors it is quite easy and cheap to address messages to specific target audience in order to gain influence and to affect opponent decision-making processes. The technology admits good chances to manipulate and change information. According to Sun Tzu stratagems, deception is a key element of information warfare. The ICT development with an all connected networks, instant access and digitalisation increases the possibility for misleading campaigns. Psychological operations could be an act of single individuals as well as being a part of a large and well organised activity over long period of time run by resource strong actors. It is difficult to know who is behind. It is possible to deny or hide intentions in the cyber mist.

Information is power. There is an ongoing struggle to control information and the right to use it. Information published on web pages, Internet forums and social media is not necessary true or even correct. With that in mind, it is important to adopt a critical attitude towards media in general and strategies how to cope with messages of different kinds.                                                                                                       

Every ordinary media consumer should ask themselves when reading a paper, watching TV or especially when browsing the Internet; from where originates the information and why is it broadcast now, what type of message does it mediate and what audience is appointed? For what purpose could it be used and for what benefit? In conclusion dear reader, can you really trust the content of this paper, is the information to be trusted or not? It could be a part of a deception campaign.
6.0
References

[1] 
Egypt severs internet connection amid growing unrest. BBC News, 28 January, 2011.
 
http://www.bbc.co.uk/news/technology-12306041

[2] 
Radiation text message is a fake. BBC News, 15 March, 2011.
 
http://www.bbc.co.uk/news/technology-12745128
[3] 
Radio Tikrit change tune in Iraq. BBC News, 23 February, 2003. 


http://news.bbc.co.uk/2/hi/middle_east/2791865.stm

[4] 
Towards 50 Billions devices connected? 

http://dw2blog.com/category/connectivity

[5] 
Interview with Vint Cerf, Svenska Dagbladet November 2, 2009
[6] 
Web 3.0 and beyond: the next 20 years of the internet. Times Online. October 24, 2007. 

http://technology.timesonline.co.uk/tol/news/tech_and _web/the_web/article2726190.ece
[7] 
Segaran, T., Evans, C., Taylor, J. Programming the Semantic Web. 

O’Reillys & Associates. ISBN: 9780596153816. USA, 2009
[8] 
Kramer, F., Wentz, L. Cyber Influence and International Security. 


Defense Horizons. Center for Technology and National Security Policy, National Defence University. USA. January 2008.
[9] 
Williams, J. How to create human avatars. May 11, 2010. 


http://www.ehow.com/how_6501921_create-human-avatars.html

[10] 
The Future of the Internet. Pew Research Centre’s Internet & American Life Project. 


February 19, 2010.
[image: image1.emf] 









































RTO-MP-HFM-201
22 - 1
22 - 6
RTO-MP-HFM-201
RTO-MP-HFM-201
22 - 7

