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1.  INTRODUCTION AND BACKGROUD

1.1 Introduction

The Symposium brought together operational staff, developers, and researchers to examine the dynamic and critical nature of information flow in present and future military operations which demand high capacity, reliability, and robustness in the information grid. Current and projected military communication infrastructures, especially at the lowest tactical levels, may not meet requirements due to highly dynamic missions and organizations; urban and complex terrain and topology, high demand for complex services, interoperability, availability and quality. Typical tactical networks are characterized by low bandwidth, variable throughput, unreliable connectivity and energy constraints imposed by radio channels and mobile operations. This situation calls for detailed examination of already existing and emerging technologies, on-going research efforts, as well as development and documentation of effective tactics, techniques and procedures that fully support the deployment of tactical communication networks which operate in a fashion that enables Network Centric Operations.
1.2 Background

The NATO R&T Organization Task Group, IST-067/RTG-083 (Tactical Communications in Urban Operations), has been tasked to look at communications requirements in non-traditional military operations in towns and cities occupied by a combination of non-combatants and hostile forces. Of all the missions faced by NATO, these combat and stability operations are the most challenging. The three-dimensional battlefield, 
both above and below ground, significantly stresses today’s communications systems.  Dependency on communications, especially at the lowest tactical levels, has increased to compensate for loss of visual contact between small teams and to their parent organizations as they disappear in alleys, multi-story buildings, and subterranean tunnels. Increasing dependence on information exchange at all levels is driving the demand for greater communication availability and throughput. While communications dependency is rising, its performance suffers from radio frequency (RF) transmission range reductions caused by line-of-sight issues and attenuation due to buildings, structures and terrain; as well as interference from other local electromagnetic systems. In the case of peacekeeping missions, peace enforcement, or disaster relief, cooperation with existing civil authorities and interoperability with civil communications infrastructure will be essential. All of this drives the development of new concepts of operations, requiring new tactical communication systems or novel ways of deploying or using existing tactical communication systems.
1.3 Theme

The Symposium presentations fit into six related groupings: Software Defined Radio (SDR), Network and Resource Management, Performance, Urban Communications, Security, and Future Services in a Changing World.  A mix of current, developing, and future capabilities were presented to address the increasingly complex operational environments faced by NATO forces.  The increasing demand for communications, at lower levels of operations, places new demands on those trying to provide a reliable and secure communications infrastructure.
2.  PURPOSE AND SCOPE
The purpose of this symposium was to bring together those who use tactical communications or represent users of such systems, those who develop such capabilities, and those that are looking at future approaches to improve the tactical communications infrastructure.  The symposium was intended to explore current or near-term technical solutions to operational communications issues, to address specific issues relating to urban operations, to explore approaches to improve security of tactical communications, and to look at future capabilities and directions.

3.  EVALUATION

The Symposium program consisted of 22 papers and 4 posters from 10 nations and 2 NATO organizations.  The sessions were well attended with 142 attendees from 26 nations.  The overall quality of the presentations was excellent and there was significant interaction between presenters and attendees during question and answer sessions.  

The tone for the conference was set by three keynote speakers.  The first presentation defined the current and future operational environments with an emphasis on issues facing NATO.  The second presentation presented future technical directions in communications over the next 5-10 years.  The third keynote presentation looked at the changes in tactics and operations caused by the cultural shifts that are accelerated by new technologies available to the general population.

Many of the issues facing NATO are not new.  Interoperability remains a major impediment to operations in the broad spectrum of environments faced by NATO.  Many of the challenges are not technical but are centered on trust, organizational, or political issues.  Some of the specific issues discussed included: robustness, mobility, security, Software Defined Radio (SDR) waveforms, standards, IPv6, and COTS.  An important conclusion was that the land environment is the most challenging communications environment faced by NATO.  The challenges come from a combination of factors that include: the number of items that need to be connected, terrain (especially urban), number of platforms supported (ship vs. plane vs. soldier), power, weight, and cost (a few expensive units vs. thousands of units).

Cooperation in wireless networks has the potential to significantly improve capacity in future tactical networks.  U.S. DARPA has reported 5-10 times improvements in capacity on a 50-70 node Mobile Ad-hoc Network (MANET).  The internet and 1st generation wireless networks emulated traditional wireline structures and incorporated no cooperation.  Future networks will embrace cooperation to exploit broadcast to improve performance and robustness.  Even with the increased connectivity and capacity there are several challenges that have not been completely addressed.  The challenges include: overhead, delay tradeoffs, other schemes, how to build systems using cooperation, Quality of Service, and security.  This approach shows potential for significant improvement in capacity for networks, the issue will be the application of the approach to tactical communications.

Cultural differences are changing the way the military operates.  Younger military personnel have accepted technology and perform their jobs in different ways.  In recent operations chat sessions have been used for fire support and commanders discussions.  The cultural changes have created digital natives (mainly younger people) and digital immigrants.  The speaker didn’t use the term but there might even be digital dinosaurs (those that don’t accept technology or do so very reluctantly).  One example of the difference between the three can be found in pictures.  A digital dinosaur will use film to take a picture; a digital immigrant will use a digital camera, while a digital native will use their cell phone.  The native is able to immediately share the image over the network provided by the phone while the immigrant must wait until a network connection is found to share the same image.  The dinosaur is not likely to even think about sharing the picture.  In Iraq the US military bought thousands of digital cameras to capture images but Al Qaeda uses cell phone cameras to capture pictures and video.  Al Qaeda is able to instantly share their digital images while the US military has a significant delay before the digital images are available for sharing.  Tactical data links must change to support future soldiers and the way they work and fight.  It is interesting to note that the paper selected as the best paper for this Symposium was on the “Challenges of Instant Messaging in Tactical Environments: Concepts and Practical Implementation”.

The wireless military environment requires a diverse mixture of wireless communication mechanisms, including: high throughputs, long ranges, changing topology, high speed moving platforms, resilience, communication security, transmission security, anti-jam, and low probability of detection/interception.  In addition, the tactical environment is different from the civilian environment.  Tactical behavior is, mobile, is concerned about radio silence, and the threat of compromise.  Administrative is hierarchical ordered and has functional groups.  Tactical communications is characterized as wireless, disruptive, high bit error rate, low throughput, and high delay.  Solutions that work in a civilian environment don’t always work in the tactical world.

The papers and posters fit into six groupings: Software Defined Radio (SDR), Network and Resource Management, Performance, Urban Communications, Security, and Future Services in a Changing World.  

Software Defined Radio (SDR) - SDR provides a wireless network which extends the networked information infrastructure to the edge of the tactical domain.  Tactical radio systems have been, and are likely to remain, high cost assets which are produced infrequently.  Decoupling the radio capability, defined by software, from the radio platform brings the possibility to upgrade the radio capability and performance more cheaply and quickly than if the entire radio needs to be replaced.  Flexibility of a radio offers some advantages in management of the radio spectrum.  Spectrum is becoming increasingly congested as the tactical information exchange demands more transmission, while mobility needs force more traffic onto wireless networks.  SDR appears to offer the most cost effective, if not the only, means to provide secure, networked, interoperable, communication services which are needed in the tactical domain.  The SDR also provides the opportunity to improve interoperability by providing an efficient, secure, network-capable waveform which can be shared with coalition partners.

The European Secure Software Radio Programme (ESSOR) is one example of SDR developments.  SDR is becoming the standard technology in military wireless communications that will provide security, portability, and interoperability.  These features will be provided by a high data rate (HDR) waveform which is designed to: offer advanced transmission capabilities and standard open interfaces for the purpose of inter-networking between heterogeneous networks and easing system integration, provide high data rate transport, provide secure connectivity between forces of different nations operating in the same theater, operate on fixed/mobile vehicular environment, and establish an IPv4/IPv6 compliant tactical intranet.

Network and Resource Management - To provide a robust military network and to support the wide variety of terrains and communication distances (command post internal communication to long haul HQ reach back) multiple transmission technologies are utilized in military operations, and active management of the networks is a necessity.  Application of a policy based dynamic management solution for tactical networks allows for dynamic adaptation of network and service configuration triggered by network, service, or mission defined events.  This approach supports dynamic Service Level Agreement (SLAs) and network element provisioning triggered by changes in network resources or operational situations.  The result can be an improved response time during congestion, improved service availability and reduced need for network management personnel.  Many commercial products only offer static policy configurations.  The use of a dynamic policy based network management allows for automation of the management operation in response to changing operational environments.  The automation of these tasks will reduce the risk of configuration errors and ensure a consistent network operation according to the originally imposed mission objectives.  Rapid response to changes in network conditions is paramount to avoid degradation of network service quality and loss of information.  Reliance on manual procedures is impractical and potentially slow.  The main advantage of policy based dynamic management is the automated reconfiguration process, making it less prone to human errors and there is no need for constant human interference and management.

Resource management in mobile military networks requires an acceptable level of quality over military intranets for secure voice and data.  The military networks are mobile and require distributed resource management in ad-hoc networks.  An additional complication is the topology of such networks is dynamically changing.  The resource management in such networks has to take into consideration the nature of wireless ad-hoc networks.  A centralized management approach would not be suitable here.  A solution for this problem could be a decentralization of the management information in each node.  The radio resource management and optimization problem can significantly influence the IP-based network.  Radio Resource Allocation (RRA) becomes one of the main questions of military wireless-networks systems designing and management.  The mobility of military users, specific conditions of electromagnetic waves propagation, heterogeneous phenomena of multimedia traffic and disadvantaged grid create significantly different environment for developing of effective radio resource management procedures, especially bandwidth utility, channel assignment, power control as well as data traffic control.  The optimal utilization of mobile network resources is a very complex problem in the wireless environment.
Another approach is to provide Autonomic System Management.  The operation of an autonomic system is purpose-driven. This includes its mission (e.g., the service it is supposed to offer), the policies (e.g., that define the basic behaviour), and the “survival instinct”. If seen as a control system this would be encoded as a feedback error function or in a heuristically assisted system as an algorithm combined with set of heuristics bounding its operational space.  Even though the purpose and thus the behavior of autonomic systems vary from system to system, every autonomic system should be able to exhibit a minimum set of properties to achieve its purpose.  The system will be automatic, this essentially means being able to self-control its internal functions and operations. As such, an autonomic system must be self-contained and able to start-up and operate without any manual intervention or external help. Again, the knowledge required to bootstrap the system must be inherent to the system.  An autonomic system must be able to change its operation (i.e., its configuration, state and functions). This will allow the system to cope with temporal and spatial changes in its operational context either long term (environment customization/optimization) or short term (exceptional conditions such as malicious attacks, faults, etc.).  Lastly, an autonomic system must be able to monitor (sense) its operational context as well as its internal state in order to be able to assess if its current operation serves its purpose. Awareness will control adaptation of its operational behavior in response to context or state changes.
Performance – Improving the performance of existing networks or understanding things that impact performance are critical.

The increased use of existing electricity power or telephone lines for data transmission at high rates can have an impact upon tactical networks especially in urban areas.  Power lines are not designed for transmission at high data rates and will produce noise like interferences in the HF range.  This use of power lines has the potential to cause problems for military HF radio communications in all NATO countries.  Power lines are widespread, but have the worst technical characteristics for emitting broadband noise-like signals, when transmitting high data rate signals (several Mbps). The incidental noise generated, even by devices and equipment compliant with relevant Electromagnetic Compatibility (EMC) standards, can greatly exceed the existing noise floor.  It is necessary to define worldwide harmonized standards covering EMC aspects of wire-line telecommunication networks.  These standards should ensure that broadband wire-line telecommunications will not degrade HF radio reception directly in the immediate vicinity of the wire-lines, as well as far away from the widely-deployed urban telecommunication networks by cumulative interference.
The Eurofinder LARA project (Layered Architecture for Real-time Applications) is trying to improve radio networking technology by demonstrating how modern networking technology and protocols, such as IP, can enable distributed real-time applications in a joint military context. The objective is an IP radio network able to support exchanges of real-time data needed for multi-platform situation awareness and common engagement.  This can be done, but a large amount of resources may need to be reserved in the network to guarantee low end-to-end latencies.  Quality of service in an IP network is not only a matter of bandwidth.  In some cases, and in particular for real-time data flows, latency is probably a factor as important as and definitely more demanding than bandwidth.

Voice communications is, and is expected to remain, one of the critical communications services to be delivered in support of NATO Network enabled capabilities.  Multinational operations routinely require different tactical communications systems from different nations to connect together, or for wired networks to connect to wireless sub-systems.  In these cases, the different networks may apply differing voice encoding methods to the voice signal.  The interconnected networks encountered in the tactical domain therefore force the voice signal to pass through multiple voice coders.  It is recognized that the use of multiple voice coders in series degrades the quality and intelligibility of the resulting voice.  From results it is evident that all tandem setups perform with decreased speech transmission quality in comparison with cases when only single coders are used.  It is also worth noting that voice coder tandems are not always symmetrical (coders “A-to-B” and “B-to-A”) and must be tested bi-directionally as final transmission quality may differ significantly.  Higher differences between objective and subjective results for female voices were observed than for male voices, especially for tandeming of low bit-rate coders.

Urban Communications - The urban warfighter faces significant command and control challenges exacerbated by degraded communications transmission, reception, and information presentation.  Current tactical communications capabilities and joint command and control procedure do not support the warfighters ability to communicate reliably and effectively in the urban environment.  The commander requires the ability to communicate effectively with his forces and coalition partners.  Specific to the urban battlespace, operations take place at the lowest tactical level with teams, squads, and platoons moving among back alleys and buildings.  The need for forces to operate on-the-move, outside the fixed tactical operation center, has limited these “first tactical mile” units to a combination of low throughput voice and data terminals, largely supported by older line-of-sight radios and, to a lesser extent, low data rate single channel satellite communications.  The various urban missions complicate command and control requirements.  That is, missions involving combat, intelligence collection, security, stabilization, reconstruction, and humanitarian aid distribution all call for slightly different information exchange requirements.

Wireless multiple-input multiple-output (MIMO) communications using the 300 MHz band is attractive for peer-to-peer communications because it combines the good coverage of a low-carrier-frequency system with the high data rates enabled by MIMO.  MIMO communications technology has considerable potential to increase spectral efficiency in scattering environments, such as urban tactical scenarios.  Although the gains are not as high as predicted the spectral efficiency increases almost linearly with the number of antenna elements for practical array sizes.

The environment the forces are working in can be fundamentally different ranging from desert to urban cities.  One of the most challenging environments for a wireless tactical communication system is the urban environment with problems such as shadowing and multipath.  An important feature of the urban environment is mobility, either of the terminals or of the objects that interact with the waveforms.

It is clear that there is a requirement for variable rate capability, allowing the radio to take advantage of high diversity to achieve a high throughput at a reasonable error rate.  When the diversity is reduced, the radio must reduce its throughput to achieve the required error rate.  Without adaptivity, the system will most likely be operating in the lowest data rate mode, which is the only way that the required error performance can be guaranteed.  This wastes much of the MIMO potential.  This type of adaptivity requires that the transmitter has some information about the state of the channel, requiring a feedback link.

MIMO technology has the potential to provide large increases in spectral efficiency in scattering propagation environments such as urban scenarios.  Adaptive MIMO is necessary for mobile urban communications, to achieve increased spectral efficiency when it can be supported.  The main challenge in the design of signal processing strategies for urban communications is to combat multipath fading.  MIMO exploits the space dimension to improve wireless systems, takes advantage of multi-path propagation and can give substantial capacity gains.  Measurements done in an urban environment produced results that were 4 to 6 times higher than a single-input single-output (SISO) system.

MIMO technology increases spectral efficiency by increasing the rate and/or providing greater range and/or producing lower error rates.

Security – Security in communications will remain a challenging issue.  With the introduction of each new technology there will be new security issues to deal with.  Additionally, the ability of an adversary to attack networks is made easier with increased use of technology and increased use of commercial software and hardware.

One approach is to provide a secure and robust tactical spread spectrum transmission system based on Code-Hopping CDMA (CH-CDMA).  New concepts for physical link layer security are needed and CH-CDMA seems to be the only reasonable anti-jamming technology for civil communication systems.  The dynamic code hopping approach with Advanced Encryption Standard (AES) based spreading codes offers the best protection against eavesdropping and intentional jamming in CDMA spread spectrum communications.  Software Defined Radio (SDR) is primarily seen as a way to make radios interoperable and flexible to different waveforms and CH-CDMA is only realistic in highly programmable SDR.

Future Services in a Changing World - The military operational environment is changing.  Many of the changes are being driven from the bottom.  The push to use instant messaging, web services, and multi-media are coming from younger users that make use of these approaches each day in their non-military lives.  Mobile Ad-hoc Networks (MANET) and free space optical communications are approaches to provide future services that are needed in the operational environment.

The best paper award for the symposium was given for a paper on instant messaging in tactical environment.  The appeal for instant messaging in a tactical environment includes the ability to do multi-lingual exchanges using near real time translation and the ability to review the exchange unlike spoken words.  In a report from the US Navy SPAWAR it has been reported that “chat has clearly become a central pillar in modern command and control”.  The increase of chat and IM in civilian environments is a driver to the application of chat and instant messaging in tactical environments.

The proposed solution does not have to rely on a server and it has to support robust communications over unreliable (wireless) channels.

Chat is faster and easier to use than email.  There is also low resource consumption compared to voice transmission.  It is less intrusive than a phone call and the sender knows if recipient has read the message.  There is simultaneous communications with multiple members.  While there are several benefits there are also risks when using chat.  The risks include distraction of the reader, security threats, and potential abuse of anonymity. 

Existing solutions provide no roaming support and have several security issues.  Security issues include: a compromised server reveals all its identities, can read all passing messages, can distribute bogus messages, and can reveal identities.  In addition, a server crash affects all its clients.  Current implementations are best suited for fixed, strategic networks with secure servers, and are not well prepared for tactical environment.  There is a need for robust communications.  Conventional chat protocols rely on TCP/IP.

Chat has become essential for command and control and a solution concept was shown for a server-less design, robustness, security and administration of a tactical group using an enriched form of UDP.

The web is increasingly becoming the choice for providing services at different operational levels in the military.  HTTP/TCP have been developed for commercial environments and might not be the best implementation for military applications.  One approach is to replace HTTP/TCP with Military Message Handling System (MMHS) implementing STANAG 4406.  MMHS can potentially reduce the time needed to deploy web service based solutions in tactical networks.  The challenge lies in using web services over tactical communications systems with low available bandwidth and high error rates, so called disadvantaged grids.  The properties of HTTP/TCP, especially the synchronous nature, make them unsuited for use in disadvantaged grids.  Disadvantaged grids require asynchronous communications and protocols that are able to cope with: data rate and delay issues, and disconnection and disruption issues.  Tactical web traffic will have to traverse heterogeneous networks with different quality and data rates.

The benefits of MMHS include: reuse of an already established messaging infrastructure in NATO, three different protocol profiles that enable tailoring of the transport system to the communications network, support for both reliable and unreliable transmission modes, asynchronous store and forward system, support for priority and preemptive mechanisms, and support for both multicast and unicast of messages.

MMHS can be used as a replacement carrier for web services.  MMHS avoids the time-out problems that arise when using standard HTTP over TCP in tactical networks.  The result is that web services can be used in disadvantaged grids.
Recent conflicts have shown that multi-media and real time imagery availability is a very important capability for any current or future military operation.  Future military communications will be required to provide a higher data capability and wideband in hard real time, a greater flexibility, reliability, robustness and seamless networking capabilities.  Future tactical data link systems and standards should take into consideration the multimedia nature of most of the dispersed and “fuzzy” information available in the battlefield to correlate the ISR components in a way to better contribute to the Network Centric Operations (NCO).  Still image transmission and video over tactical data links is meant to be a new capability that will enhance identification and coordination among military units in a tactical battlefield.  Given current bandwidth constraints of the tactical data links it is important to develop new algorithms and methods for taking the best advantage of the very limited resources.

Mobile Ad-hoc Networks (MANETs) are supposed to play an important role in future military communication.  MANETs offer quickly deployable network functionality even when the existing infrastructure is damaged or unusable.  But while offering many advantages, the MANET technologies today are facing new security threats.  These threats arise from the simplicity of eavesdroping on the wireless medium and launching direct attacks against the routing protocol.

MANETs automatically adapt to the environment and provide reliable communication.  They are self-organizing, failure resistant and are able to react to frequent topology changes caused by node mobility, varying radio conditions or hostile intervention.  But the development of MANETs often neglects two requirements which are critical for tactical networks: security and multicast.

In some cases, MANET security is delegated as a task for upper layer protocol.  But upper layers cannot protect the routing information and, with the possibility to forge routing messages, an adversary can easily re-route traffic and drop frames.  For this reason it is critical to have authenticated routing traffic.  Also, the information contained in the management traffic can be used in a passive attack to reconstruct the network topology and analyze movement and traffic patterns.  This is unacceptable in tactical networks, therefore it is important to hide node identities and traffic flow information from adversaries.

Another future technology to watch is free-space optical communications.  A wireless sensor network using free space optics was described at the symposium. The free-space optical communications replaces RF based sensor networks where there could be a lot of RF interference.  The network uses low cost super-luminescent light emitting diodes (SLED) instead of lasers or MEMS.  

4.  CONCLUSIONS
Don’t fight the last conflict, look to the future.  

The overall goal is net access from anywhere, at any time, of any kind.

The greatest increase in demand for bandwidth has come from the intelligence community and local commanders “need” for full motion video.  Until we have enough bandwidth we need to be smart how we use it.  
The world looks very different today and the tasks and capabilities are changing to meet new threats that have arisen.  The services needed in a mobile tactical wireless network to achieve this have high demands on communication capability.

There is a need to extend the networked information infrastructure into the mobile land tactical domain:

· interoperability of tactical communications is an acknowledged shortcoming in multinational military operations

· in the most active area of operation – typically at a battalion level or below – the mobility requirements dictate that communication must be wireless

· the increased reliance on communication, coupled with the smaller size of national contributions to multinational forces, means that the current state of mobile tactical communications is increasingly the weakest link when conducting effective NATO and coalition operations

· urban operations provide the most severe challenges to land forces.

Operations are increasingly conducted in urban terrain, which impose greater challenges on the RF spectrum due to the large number of users in urban areas (military – both friendly and hostile – and civil) and to the adverse propagation conditions found in built-up urban environments.

5.  RECOMMENDATIONS
Transformational programs need to be funded and deployed when fully developed.  These efforts include:

· Software Defined Radio and adaptive or cognitive radio concepts to provide effective means to counter interference, noise and spectral congestion

· Wireless Network after Next (WNaN)

· U.S. DARPA effort to leverage recent successes on the XG program (dynamic spectrum and policy control), and the Disruption Tolerant Networking (DTN) program

· Addressing operations in dense/stressed RF environments

· Self-forming/self-healing ad-hoc networks

· IP dynamic address request and assignment

Specific areas that need continued emphasis:

· determine spectrum use prioritization

· new systems need flexibility – bands, frequencies, power management, compression, and radiation direction control

· integrate network and spectrum management

· utilize communications relays (UAVs, balloons, etc)

· urban communications

These gaps are likely to need significant emphasis:

· ability to securely communicate information end-to-end

· ability to share/exchange voice/data with higher, lower, and adjacent units

· ability to gain/maintain situational understanding, to include position and timing

· ability to enable system and link information assurance measures

· ability to maintain and optimize network functions and resources, to include frequency spectrum 

· the ability to comprehensively test and characterize the performance communications systems in complex urban environments
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