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Abstract 

This paper considers the use of software defined radio (SDR) in providing the wireless networks which extend the networked information infrastructure (NII) to support NATO network enabled capability (NNEC), to the edge of the tactical domain. SDR also has the potential to improve interoperability and increase capability in this domain, in just the areas which are needed to fulfil the NNEC concept. The paper considers the challenges posed by SDR as well as the benefits it can provide. 

1.0 Introduction

NATO network enabled capability (NNEC) is a concept which aims to provide improvements to:

· identification of forces 

· situational awareness

· decreased risk of fratricide and collateral damage

· communication interoperability

· multinational command, control and coordination

· mutual support between coalition nations 

The combination of these benefits of NNEC is to improve the overall operational effectiveness. 

Every one of the points listed above requires an improvement in some aspect of military communications e.g. quantity of information, interoperability of systems, timeliness of delivery, user services supported, sharing of information. Arguably, the area of the battlefield where the benefits of network enabled capability (NEC) are most needed is among mobile forces operating in the tactical domain. The tactical domain is where the situation changes most rapidly, where force identification is most beneficial, fratricide most likely and mutual support most needed. That the forces operating in this environment are mobile makes communication more challenging as it has to be wireless.

2.0 SDR in the wireless military environment 

A typical military operation may take place in an environment as shown in figure 1. This requires a diverse mixture of wireless communication mechanisms e.g. high throughputs, long ranges, changing topology, [high speed] moving platforms, resilience, communication security and transmission security e.g. anti-jam, low probability of detection / interception capabilities. 
Historically, this range of communication needs has been met by a range of standards and proprietary systems with different characteristics e.g. transmission frequency, modulation scheme, bandwidth etc, each implemented in a wide range of different equipments, frequently using national security mechanisms. This has led to a plethora of non-interoperable wireless systems. 
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Figure 1: Wireless communication in the military environment 

To meet the aims of NNEC, interoperable wireless communication is needed throughout this operational environment. SDR has the potential to support the necessary range of radio standards to meet the varied operational requirements and enable interoperability, in a single radio platform.

The definition of SDR adopted by the NATO SDR users group [1] is based on standardised SDR. This is a flexible radio hardware platform, with its operation determined by a software definition which can be loaded, exported and modified. The hardware and the software definitions of such a radio platform comply with a widely used standard which allows this software to be portable. This portability allows the software to be easily imported, exported and modified. Thus, software can be moved to different SDR platforms significantly faster and cheaper than if starting from scratch, or if reverse engineering software extracted from a bespoke radio.
This paper gives an overview of aspects of SDR which are unique to military users. The next section considers the unique challenges found in SDR, while section 3 considers the benefits it can provide. Comparison of military and civil use of SDR can be found elsewhere [2] [3].
3.0 Challenges

A critical challenge for military SDR is to ensure it becomes more than just an alternative way of implementing a hardware radio. If SDR is not standardised, and if the software is not portable, then many of the benefits of SDR will not be realised.  

3.1
Legacy interoperability

Legacy is often a derisory term, particularly to those in research and development environments. In the operational domain legacy generally refers to equipment which is in service and works. Legacy radio systems have often been built up over time to meet multi-national interoperability requirements, such as those mandated by NATO maritime CIS interoperability [4].

As older radio systems are replaced by SDR, there is a risk of a short term loss of capability unless the newly deployed SDR includes software definitions to allow it to operate in the same legacy modes as the radios they replace. This is particularly relevant for multi-national operations where equipment is provided by different nations, each with different procurement cycles. 

Thus there will be a widespread need for software definitions of a number of legacy waveforms which will remain in use for many years. Typical lifetimes of military radio systems are 20 – 30 years, so legacy interoperability will be a problem for decades to come.

3.2
Waveform capability

The raw hardware capability of SDR platforms represents a significant improvement over that of older radio systems. However, the hardware will not be fully exploited, or give any demonstrable benefit to the user, unless it supports future waveforms which offer enhanced capability. 

User requirements for the land tactical wireless domain [5] have identified a pressing need for enhanced waveform capability. This is needed to provide secure, network-enabled, interoperable, wireless communications in the land tactical domain. Currently the only waveforms which can provide network-enabled services are proprietary or national. Consequently they cannot fulfil the needs of current multi-national operations.
3.3
Waveform portability

Waveform portability allows software definitions of a given waveform to be shared for a range of SDR platforms. Portability requires agreement and standardisation on the implementation of SDRs. Portability may require the use of a common internal architecture – such as the software communication architecture (SCA) – and agreed application programming interfaces (API). Software structure and interfaces between modules play a large part in determining the portability of code. Given the range of SDR target platforms and the level of optimisation for software running on those platforms
, an intermediate format for software definitions may be necessary [2] although any intermediate stage must also follow the same rules for structure and interface definition. 

3.3.1
Base waveform

A base waveform is an example implementation of SDR software, it is a software package which implements the complete functionality of a given radio standard. The software is written entirely in a high level language and is designed to run on a general purpose processor. This leads to software which is generic and easy to understand. The generic nature of a base waveform is obtained at the cost of execution speed and efficiency.

The base waveform is not intended to be used over the air or inside a radio. The base waveform provides an intermediate step between the text of a paper based standard document and the eventual optimised code which will run in a given target radio. It is an example implementation, an unambiguous definition of the waveform to aid the development of eventual products. The high-level, generic nature of base waveform software makes it easy to port from. The same nature may make it unsuitable for field use.

If implementing a standard on multiple radio platforms a base waveform may significantly reduce the overall development effort e.g. time, cost and divergence in implementations – which leads to non-interoperability between products. 

3.3.2
Target waveform 

A target waveform is the software which implements a given waveform standard on an SDR platform for real-time operation. Target waveform software may be written in any language, from high-level languages to assembler and machine code; it should be optimised to suit the radio platform it is intended for e.g exploiting the technologies available within the radio, such as digital signal processors or field programmable gate arrays etc. 

Figure 2 shows the path from text standard, to [base waveform] software exemplar, to [target waveform] optimised software. This path has been used by both STANAGs 4591 and 5066 to provide a reference implementation and a possible starting point for developers.

The more a waveform is implemented in different radio platforms the more benefit is derived from the base waveform as it removes the need for each development to return to the paper document. This reduces the development time and cost. It also increases interoperability as all manufacturers have access to a single, unambiguous software reference.
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Figure 2: Implementation of standards using base and target software

3.4
Testing 

Conventional communication equipment should be (and often is) tested to ensure it: 

· complies with the appropriate communication standards,

· interoperates with other compatible devices and any necessary infrastructure,

· meets guidelines for emissions and access to the communication medium,

· can operate in its intended environment

· is a secure implementation 

Conventional testing [6] can use a black box approach to testing and is not concerned with the internal implementation. Waveform portability imposes a need for testing the internal design of radio hardware and software in order to confirm that both conform to the agreed standard for SDR implementation. Portable SDR software may need testing for ‘portability’.

3.5
Security 

A military radio may require a number of security functions, providing end to end encryption of traffic, over the air protection of signalling and definition of the waveform itself when providing electronic protection measures. In an SDR, these functions must be provided and managed, providing a challenge for the implementation of the security functions (which may need to comply to national or NATO requirements) and the management (which is likely to require cryptographic bypass). 

As a radio, SDR presents the conventional difficulties of transmission and communication security. But as a reprogrammable device, with security functions and network interconnections, the computer security issues must also be addressed. Therefore security accreditation of SDR will be a complex problem.

4.0 OppOrtunities 

SDR presents a number of opportunities for wireless communications, particularly in meeting some of the identified aims of NNEC.

4.1
Interoperability

To meet the operational need for interoperability with legacy equipment requires software definitions of a number of current radio standards. The use of a standard SDR architecture and base waveforms presents the opportunity to minimise effort while developing software definitions of required legacy standards for a wide number of platforms.

During 2007, NATO Allied Command Transformation supported experimental work at NC3A to develop software definitions of some current radio standards, currently used within NATO operations. This work began with STANAG 5066 and Mil-Std 188-110B which together are used by NATO to provide an HF email capability. 

4.1.1 
STANAG 5066

The development of STANAG 5066, was derived from existing NC3A software for 5066. The newer implementation followed the SCA and shows the need to comply with SCA imposed design rules even when developing a base waveform. Table 1 gives the number of thousands of source lines of code (ksloc) for the 5066 implementation. It can be seen that the interfaces place a significant requirement on the eventual software, even for a base waveform implementation. Modularity and interfaces smooth the path to optimised target software where different components may run on different types of hardware within the SDR platform. 

	Hfstack
	Layer (ksloc)
	Interface (ksloc)

	SIS
	1.5
	0.8

	CAS
	1.4
	2.0

	DTS
	3.2
	4.2

	MAC
	4.6
	0.3

	COM
	0.8
	0.2

	CORBA
	-
	0.3

	‘hfmodem’ (i.e., serial interface)
	0.4
	· 

	Total = < 20 KSLOC
	11.9
	7.8


Table 1: Code size of SCA-based STANAG 5066 

Figure 3 shows the division of software components and the use of CORBA – a requirement of the SCA - within the full 5066 implementation. 
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Figure 3: SCA structure of STANAG 5066.

The software definition of STANAG 5066 has successfully taken part in the 5066 interoperability tests during exercise Combined Endeavor in 2007, proving the interoperability of this implementation.

This work has shown the opportunities that exist to convert an existing software definition of a radio standard into an SCA format base waveform. Although the SCA is intended for target SDR platforms, it is essential to follow the SCA structure and interfaces when developing a base waveform as these place significant constraints on the software design and development. 

4.1.2
Mil-Std 188-110B

Mil-Std 188-110B is another radio standard which is widely used for high frequency (HF) radio communications. Developing an SCA-based implementation of this standard, starting with the paper standard, highlighted the ambiguities which may be encountered. The example below compares the text describing the data sequence randomizing generator and Matlab code to describe the same function. 
The data sequence randomizing generator shall be a 12 bit shift register with the functional configuration shown on figure 6. At start of the data phase, the shift register shall be loaded with the initial pattern shown in figure 6 (101110101101 (binary) or BAD (hexadecimal) and advanced eight times. The resulting three bits, as shown, shall  be used to supply the scrambler with a number from 0 to 7. The shift register shall be shifted eight times each time a new three bit number is required  (every transmit symbol period). After 160 transmit symbols, the shift register shall be reset to BAD (hexadecimal) prior to eight shifts [7]
if bpc == 2 

   pw = [ 2 1];  

elseif bpc == 3 

  pw = [ 4 2 1];

end;% if;

k = 1;

for i = 1 :bpc: Ns

   % --| Comment: get scrambling sequence (a 3 bit number ) 

   scrambling_seq = sum(p2vect.* [rnd_shifter(10) rnd_shifter(11) rnd_shifter(12)]);

   % --| Comment: after 160 symbols, initialise with the sequence 'bad' and shift 8 times

   if (symb_shift_counter == 160) 

     init_PRS_to_defaults;

   else

    rnd_shifter = shift_by_8 (rnd_shifter);

   end; %if

   ri = i + bpc -1;

   nu = sum(pw.* input_data(i : ri ));

   m  = mod(scrambling_seq +  nu , 8);

   % --| Comment: an array in Matlab is from one so we need to add 1 to m

   % --| Comment: channelphase(m+1)  represents phase of the signal

   out_data(k) = channel_phase(m + 1);

   k = k + 1; 

   symb_shift_counter = symb_shift_counter + 1;

end; %for    

Figure 4: Software description of data sequence randomising generator

While the code of figure 4 may require a little comprehension by non-programmers, it is both unambiguous and immediately executable.

4.1.3
SDR waveform library

In recent years there has been a move within NATO to supplement the paper documents with high level software implementations of the standards. Normally the development of a standard will involve prototypes and development versions which will be implemented in software and may evolve into example implementations / base waveforms. Such software should be well-documented and be written in an easily understandable high-level language, typically C. Within NATO, STANAGs 4591 and 5066 make use of example implementations which are freely available to government and industry within NATO and PfP [8] [9].

Testing a non-real-time base waveform with a real-time target waveform requires a buffer between the real-time and non-real-time operations. This may be provided through use of software tools to record, store (in a common file format) and play back radio frequency signals. A radio signal recorder and file format have been developed as part of previous NC3A programme of work. This may be used as a basis for developing the tools and formats needed to make fuller use of non-real-time base waveforms.
4.2 
Multi-national interoperability and waveform capability

A multi-national, secure, net-centric waveform is needed to meet many of the aims of NNEC e.g. improved situational awareness, multi-national command and control, reduced fratricide etc. This shortfall is being addressed within NATO, and NATO / PfP nations by the development of a small number of future waveforms which fulfil these needs [10] [11]. 

To be effective such a waveform must be deployed throughout the theatre. Widespread deployment of SDR brings the opportunity for nations to load suitable software and so rapidly deploy waveforms which meet current multi-national requirements. SDR brings an opportunity to decouple fielding of capability from procurement of equipment. 

Although ‘plug and play’ SDR – where universal software definitions can be swapped between disparate radios is unrealistic – the time to port well structured, portable software between SDR platforms is comparable with the timescales of the multi-national force generation process such as that of the NATO response force.
4.3
Waveform portability and SDR standardisation

Standardisation of SDR - involving the standardisation of the implementation of the radio - is complex but necessary if the full benefits of SDR are to be achieved. Standardisation of radio platforms and software definitions allows waveforms to be readily shared between radios, enabling interoperability in the wireless domain. Thus the ability of forces to support interoperable radio communications and to exchange data may be rapidly increased. This is a necessary step on the route to NNEC.
The software definitions which may be exchanged should cover all aspects of a radio which are necessary to communicate interoperably over the air. Therefore the “waveform” is not only the air interface aspect of radio communication, but the entire function describing conversion of input data (bits or voice etc) to the output radio frequency signal and vice versa. The functions which must be defined include transmission frequencies, modulation schemes, voice encoding, error protection, security etc. A waveform ‘description’ in this context may cover at least ISO layers 1-4 or even above. For a radio providing voice communications this may be considered to include the presentation layer.

4.3.2
Software communications architecture

The software communication architecture (SCA) is the only current SDR architectural standard. Although the SCA is considered by some to be overly elaborate and complex, it does have the following benefits:

· hardware radio platforms have been developed which adhere to it,

· software has been developed which follows it,

· SCA development tools are available, 

· an SCA test and certification capability exists and is in use (albeit only in one nation),

· procurements have been made requiring conformance to the SCA.

While all of the above are prerequisites for a successful standard, the latter is arguably the most critical.

The future custody and scope of the SCA may evolve. In future the SCA may need to resolve how it can support military security functions
 while becoming more international. As the only current SDR architecture the SCA may be put under pressure to meet civilian SDR needs too.

4.2.3
Alternative SDR architectures 

While there is currently no viable alternative to the SCA as a standard for SDR implementation, it is not certain that the SCA will remain unchallenged. The cellular communications industry is proposing an architecture for handset SDR [12] and work is also underway to develop an architecture for public safety SDR systems [13].

4.4
Testing 

A requirement to comply with a particular architecture brings with it a need to test that compliance. Testing the implementation of an SDR will be complex, time-consuming and costly. But testing the architecture of implementations enforces the principles which underpin portability of software between radio platforms (to aid interoperability) and flexibility (to aid deployment of new capability. Therefore stringent testing helps to ensure that the potential of SDR is realised at a technical level.

4.5
Economies of scale

Beyond the technical level, economic benefits are available from SDR. The ability of manufacturers to tailor a single product, or family of products, to meet varied national needs through software is allowing much of the traditional military radio industry to reshape their product lines.

The development cost of waveform software may be shared more widely if easier porting of software between radio platforms presents larger markets for SDR software.

4.6
Security

A strictly enforced architecture, developed to meet military security requirements and gain security accreditation, may ease the accreditation process. The architecture may impose design constraints on the hardware, but it can also limit the scope for poor security design. 

Structure within SDR software allows it to be inspected with varying levels of scrutiny, with the software providing or controlling security functions, or interfacing with security resources, being subject to the greatest scrutiny.

NATO harmonisation of future cryptographic equipment limits the number of security protocols, algorithms and key management mechanisms which an SDR needs to support.

4.7
Future-proofing and Flexibility

Tactical radio systems have been, and are likely to remain, high cost assets which are procured infrequently. In addition to the cost of procuring the equipment, system integration is another significant cost – installing a radio in a tank may cost as much as the radio itself; installation in an aircraft (and subsequent air-worthiness tests) may cost many times more. 

Decoupling the radio capability, defined by software, from the radio platform brings the possibility to upgrade the radio capability and performance more cheaply and quickly than if the entire radio needs to be replaced. This can speed up the deployment of new STANAGS both for communication services and for the integration of new functional services e.g. friendly force tracking, situational awareness.

Flexibility of a radio offers some advantages in management of the radio spectrum. Spectrum is becoming increasingly congested as the information exchange needs of NNEC demand more transmission, while mobility needs force more traffic onto wireless networks. At the same time, military spectrum is being consistently eroded by both political and economic means
. While more efficient radio and data transmission techniques – higher throughput, data compression or narrower channels - will be developed to make more efficient use of the spectrum, such advances can only be exploited when they are fielded. Rapid deployment of such technological advances allows more effective use of the available spectrum. 

4.8
Cognitive Radio

Extending the steps taken to exploit the available spectrum, giving the radio the ability to sense its environment and react accordingly, leads from SDR to cognitive radios (CR). It may be argued that current HF radio systems are cognitive in that they sense their environment, avoid interfering with other users and optimise use of the available spectrum via adaptive data rates [1].

Future tactical radio systems are making use of adaptive techniques, such as the dual modulation schemes and multiple modes offered by the draft STANAG for narrowband network enabled communications [9] as well as sophisticated media access mechanisms making efficient use of the channel while supporting networking. 

The military use of cognitive radio is still to be explored in depth. CR may provide effective means to counter interference, noise and spectral congestion. Although emerging technological threats in the areas of jamming or denial of service attacks may become more advanced and more effective once a radio is aware of its environment and acts on the information it senses or receives. 

5.0 conclusions 

Software defined radio presents many challenges but offers many opportunities for military users. It appears to offer the most cost effective - if not the only - means to provide the secure, networked, interoperable, communication services which are needed in the tactical domain to deliver the aims of NNEC given at the start of this paper. The importance of SDR in delivering these aims rises, given the diverse multinational forces now in use for most operations. 

To do this requires an efficient, secure, network-capable waveform; which can be shared with coalition partners – as is currently in development. Deployment of such a waveform may be rapid if it can be distributed as a base waveform - conforming to an agreed architectural standard - onto target platforms tested and proven to meet the same SDR architecture.

The ability of SDR to decouple radio capability from procurement and installation of hardware may be critical in fielding evolving radio capabilities within the timescales of NNEC. Therefore SDR will need to be upgraded to deliver enhanced services, provide improved waveforms, interoperate with alternate systems and exploit the available spectrum more effectively (cognitively). Only in this way will the aims of NNEC ever be delivered to the soldiers operating in the mobile tactical arena, who have most to gain from the aims of NNEC and the most to loose if they remain disconnected from the network.
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� Software optimisation affects computational efficiency but also characteristics such as radio start-up time and power consumption etc.


� The SCA does not describe any security functions, but it does provide the framework to support them.


� Defence forces being required to pay for their spectrum in some nations. 
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