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Abstract
Current instant messaging systems are designed for reliable client-server networks. This paper presents an ongoing project regarding the design and implementation of an instant messenger for tactical networks. The chosen scenario is characterised by unreliable wireless links, no central servers and military information security requirements. This paper provides information on available client-server systems, their limitations with respect to a tactical scenario and concepts suitable to overcome them. We present our current development progress and describe further challenges.
1.0
IntroduCtion
This paper focuses on the application of chat and instant messaging in tactical environments. Often, besides classical Military Message Handling Systems, the usage of additional communication channels may be helpful. As an example, during Operation Iraqi Freedom in 2003, approximately 2500 participants of the US navy were connected using instant messaging applications ([1], [4]). The applications were mainly used for command and control purposes, exchange of tactical information, status reports and technical failure reports.

During the last few years, we have seen widespread and increasing use of chat and instant messaging applications for information and discussion purposes in civilian environments. Several fundamental approaches for text-based communication were designed. This paper presents basic concepts, strengths and weaknesses of several widely used protocols.

Following the presentation of existing approaches, the paper analyses the specific needs of tactical operations. A potential future scenario is specified, involving units connected via wireless ad-hoc networks with unreliable communication channels. In addition, the channels have limited bandwidth and the transmission of data is error-prone.
The paper provides information on the architecture chosen and the decisions made regarding our project, an instant messenger fit for the scenario. The impact of security requirements and the chosen network architecture is described. In addition, we explain our choice of hardware platform and implementation decisions.
Finally we provide a summary of the paper. Open questions are stated and future plans are defined for the ongoing project.
2.0 Challenges of Existing Messaging Concepts

2.1 Definitions

Since some of the terms used in this paper lack a precise publicly accepted meaning, we introduce several definitions. In this paper, an instant messenger is a system allowing participants to send text messages to other participants.
A system that allows the formation of groups, channels, sessions or chat rooms identifying a group of participants who receive every text message from every other group member is called a chat. A system supporting more than two members per group is called a group chat.
A presence service is an element of an instant messenger or chat that provides up-to-date information on the availability of other participants, e.g. online, offline or (online but) busy.

2.2 Advantages to e-mail

Using a group chat with presence service has several advantages over communicating by e-mail. The presence service provides an indicator whether the recipient will notice the message immediately or at some unspecified time in the future. This information is available before sending a message.

Often a participant wishes to communicate with other participants with specific functions rather than with specific persons. In this case it is easier for someone to join a special purpose channel than to contact numerous of persons in order to find out who is available. In general, the visibility of connection status and the ability to form groups dynamically are the main advantages of group chat protocols. In addition, a participant is able to follow more than one discussion thread simultaneously.
2.3 Challenges in tactical scenarios

Most of the existing chat and instant messaging protocols rely on the existence of dedicated servers. The availability of these servers is vital for the operation of the whole network. In tactical environments, it is not acceptable for the outage or loss of a single device to disrupt the communication. These single points of failure have to be avoided by all means. Many existing protocols lack a sound security architecture.

Nevertheless, due to the wide availability of protocol implementations and well-engineered clients (e.g. [2], [5]) which are known to the operating staff, these protocols may be used in strategic networks in secured environments. In this case, it may be desirable to have a suitable communication channel crossing the border from the strategic network to a tactical environment. Thus, there is a need for interoperability of classical and new approaches for tactical environments.
A new approach has to support robust communication over unreliable (wireless) channels in addition to serverless communication. Corruption and loss of data packets may happen during transmission. IP-multicast should be used as an efficient way of one-to-many-communication. Last but not least, the security of the communication has to be ensured. The most important security objectives are confidentiality of exchanged messages, integrity of the messages, authenticity of the communication peers and non-repudiation of sending or receiving messages. The computational resources required by different approaches to achieve these objectives have to be kept in mind. Limiting the use of expensive public key cryptography will reduce power consumption by the mobile devices. To further mitigate the communication overhead of digital signatures and to save computational power, the use of elliptic curve cryptosystems [3] has to be considered. Achieving non-repudiation requires logging of messages. These logs have to be protected against an attacker with physical access to one of the devices. While limiting access to a remote key escrow instance will allow for this, different approaches regarding the details of such a structure are possible.

Modern instant messaging applications display the availability of specific contacts. Since this information is very useful in unreliable networks, up-to-date connection information should be available to the users. The induced communication overhead and the timeliness of status updates have to be balanced. In addition, users should be able to declare an emission control (EMCON) state, go radio silent and have the network react in a useful fashion.

An important topic intertwined both with security objectives and contact information is the structuring of communication peers. Users are expected to be grouped with other trusted users und supplied with a shared secure channel. Both group initiation and development under dynamic connection changes have to be specified.

Groups can either be defined by connection or by configuration. Defining all connected clients as one group represents a straightforward approach for small scale scenarios. A scalable concept is required if many clients within range to each other are expected. Pre-configuration of group membership constitutes the configuration-heavy extreme. It can be applied when group membership is not expected to change often and little interaction with non-members is required. Other grouping concepts are to be explored.

The establishment of groups consisting of mutually trusted members suggest the use of symmetric group keys to achieve message confidentiality. Choosing an appropriate protocol to distribute these group keys is another research objective.
2.4 Chat and Instant Messaging

Performance and functionality of Instant Messengers are affected by the protocols used for communication between user devices. Existing approaches can be classified as seen in Figure 1. Instant Messaging software can be based on pure client-server communication, it can be client-server based including peer-to-peer messaging and it can be exclusively based on peer-to-peer communication.
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Figure 1: Different messaging concepts
2.5
Existing Protocols
There are a number of protocols employing a pure client-server structure. The following sections will give an overview over existing solutions.
AIM, ICQ and similar

There are several commercial instant messaging software products available, some since 1996. They employ proprietary protocols, e.g. OSCAR (used by AIM and ICQ). 
IRC

The Internet Relay Chat (IRC) is an early instant messaging protocol developed in 1988. It is still one of the most popular chat protocols. While it has already been employed by the US Navy for command and control tasks, it suffers from a lack of security features. Network failures may be utilized by adversaries to get group chat channels under their control.
XMPP

The Extensible Messaging and Presence Protocol (XMPP) is a standardised protocol with many available implementations. Additional features can be introduced as XMPP extension protocols (XEPs). Large-scale installations in the military domain exist [8].
Some protocols employ a hybrid structure. Login procedures and distribution of presence information are handled by a client-server structure while messages are transmitted directly to the receiver in a peer-to-peer manner. This technique is utilized by the following protocols.
SIMPLE

SIP for Instant Messaging and Presence Leveraging Extensions (SIMPLE) is a standardised protocol based on the Session Initiation Protocol (SIP). SIP is a signalling protocol for sessions used in Voice over IP. SIMPLE adds instant messaging and presence functionality.
PSYC

The Protocol for Synchronous Conferencing (PSYC) was developed with a focus on efficiency and scalability. It employs a multicast mechanism (not based on IP multicast).
SILC

The Secure Internet Live Conferencing (SILC) protocol assumes a three-level hierarchy consisting of clients, servers and SILC-routers. The SILC-routers form a logical ring.
In order to avoid dependency on servers, a pure peer-to-peer protocol is required. A few experimental protocols [7] based on DHTs (Distributed Hash Tables) are available. The basic concept of peer-to-peer-based messaging systems seems to be the most promising approach for tactical messaging systems. This estimation is primarily based on the lack of a single point of failure in peer-to-peer networks.
2.6
Tactical Scenarios and challenges
We assume that the potential communication partners are connected by an ad-hoc wireless network. They use mobile devices with limited computing and battery power. In the basic scenario we assume that the participants in range of the network are all part of one communication group. While this is a sensible assumption in some situations, this can lead to suboptimal grouping when two distinct groups pass one another. Two such groups should not be merged and split up again. When, for example, a patrol passes several checkpoints held by friendly units, such contacts between groups occur regularly.
Several strategies for mapping participants to groups are possible. The decision can be based on current network connection, preconfigured preferences, user choice or a combination thereof.
While we assume that the mobile devices have limited transmission range, a long-range link to a strategic client-server network might be provided by a more powerful device, e.g. installed in a vehicle. If such a connection is possible, devices should detect this and offer a connection to members of the strategic network.

For these requirements concepts have to be developed and evaluated. Some fundamental questions arise from the scenario definition. The main challenges in a serverless environment are: 

· Group formation: How do potential members learn that a group exists?
· Does the system react sensible if participants enter and leave the communication range?
· Security and privacy of messages and presence information
· How are EMCON situations handled?

· Is the communication robust enough to cope with unreliable, error-prone communication channels?

· How can a connection to other existing communication groups be done?

Besides these fundamental thoughts, practical decisions have to be made to implement a deployable messaging system. These include the choice of appropriate hardware. The devices have to be small and light-weight enough to be carried around, sufficiently robust, big enough to be easy to operate and sufficiently persevering (in terms of energy capacity) to be appropriate for longer missions. In parts, these requirements are conflictive. Thus, suitable compromises have to be found. The use of Personal Digital Assistants (PDAs) or Ultra Mobile PCs (UMPCs) using WLAN connections is considered for demonstration purposes. With their limited computing power and size they serve as reference for both the resource and interface constraints of mobile devices.

For the development of the system, decisions concerning the programming environment and programming languages have to be made. Java ME is favoured because of portability, ease of development and availability of libraries for cryptographic operations.
3.0
Approaches for tactical environments

This section presents concepts suitable for meeting some of the challenges presented in the last section. The environment is taken into account. While the design of the instant messenger is not final and some issues have not been addressed yet, core requirements to the system and components to fulfil them are presented.
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Figure 2: Connecting peer-to-peer-based group and server-based group
High bit error rate, high disconnect rate, low data rate and high group membership turnover are challenges when assuming a tactical scenario. The security infrastructure has to be robust with respect to compromised devices.
3.1
Group Management
An intuitive way of displaying communication partners for a tactical instant messenger is to list everyone in communication range. It is likely that these partners are in direct context of the mission. We assume that there is also a long-range connection to a command post which is equipped with a traditional, server-based instant messaging system. Selected persons or channels of the post should be available to the task team, for example command personnel, reconnaissance or technical staff. In the opposite direction it may be possible to reach only selected persons of the task group e.g. the task leader, rather than addressing the whole group. Also a differentiation between private, semi-official and official on the one hand and temporal and permanent channels on the other hand makes sense. Mission reports show that clear guidelines and policies are necessary to determine who is allowed to use a specific channel under which circumstances [1], [9].
3.2
Robust communication

The use of unreliable wireless links requires error correction mechanisms. Since the TCP mechanisms are not designed for typical wireless link error patterns, other mechanisms have to be applied. Because of the high possible amount of receivers of a multicast transmission, an efficient acknowledgement protocol has to be applied. Having each receiver acknowledge every packet to the sender produces an inappropriate amount of traffic the sender might not be able to process.
Introducing redundancy by FEC (Forward Error Correction) mechanisms reduces the need for retransmissions and improves the chance of successful message reception by radio silent participants unable to request retransmissions at all.
3.3
Communication without dedicated server
There are two main challenges to be met when providing a presence service without server infrastructure. Other participants have to be found and the presence state of known participants has to be kept up-to-date. Participants might periodically send multicast state information. Alternatively presence state can be deposited in a Distributed Hash Table, e.g. Kademlia [6].
Allowing a participant to go radio silent introduces the possibility of receivers being in range of a sender although not sending any presence information. If a participant sends a packet indicating that he is about to go radio silent, he can be flagged accordingly by other participants. They will still be unable to distinguish a radio silent participant in range from an unreachable one that went radio silent before, but can make better assumptions. A timeout period should be defined after which a radio silent participant is declared offline. This can either be fixed or estimated by the node going radio silent and set in the radio silence announcement packet. The security implications of the latter strategy have to be kept in mind.
In case several different communication channels are required, e.g. a restricted and a secret channel, a channel membership management has to be provided, too.
3.4
Security Considerations
The system is required to provide confidentiality, integrity, authenticity and non-repudiation of message reception and delivery. We assume the availability of a trusted instance which can securely distribute long term secrets among the devices before they are deployed and, if necessary, between missions. No such infrastructure is expected to be available during a mission.
In order to save battery power and achieve fast message transmission, the utilisation of (computationally expensive) asymmetric cryptography has to be limited. Since devices can get compromised, the amount of unencrypted useful data on them, both keys and message logs, has to be minimised. Typical attacks on wireless networks have to be taken into account. Computationally cheap signature verification decreases the vulnerability to being flooded with false signatures by an opponent in order to drain the battery through (unsuccessful) signature verifications.
A shared symmetric key is required for a channel in order to provide message confidentiality. It has to be changed whenever someone joins of leaves the channel. A mechanism has to be specified for secure generation, distribution and change of those keys.

When a participant joins a group, it has to be authenticated. This can be achieved by supplying every legitimate participant with a public/private key pair and a certificate confirming the public key. The certificate (chain) is signed by an authority accepted by all participants. When joining the group, the new member proves his identity by signing a challenge with his private key.

If individual non-repudiation is required, every participant needs another certificate for signing every message. This significantly increases the need for asymmetric cryptographic operations. If proof of group membership is sufficient, an HMAC using a group authentication secret can be applied to the messages. The secret can be distributed via the same mechanism chosen for group encryption key distribution. While providing significantly less reliable information regarding the sender, the latter concept doesn’t require asymmetric operations for every message.

3.5 Connectivity to existing Systems

If instant messaging is supposed to make C2ISR more efficient, it is necessary to connect tactical communication groups to existing wide-area, server based instant messaging systems. Then, staff members are able to communicate with their reconnaissance or task groups directly. One of the most important standards of wide area instant messaging is XMPP. So an exchange of chat messages between XMPP and a tactical chat should be considered (Figure 2).
The challenges of such an interconnection arise from the different approaches to group view: In the tactical domain, every task group member wants to communicate quickly with everyone of its task group. Thousands of users are connected to the wide-area network, while only members of the buddy list are able to listen to chat. The task of a gateway would be to map the tactical groups to wide-area buddy-lists in a sensible way. A solution would be to consider the tactical group as a single user in the wide-area context.

Some security aspects have to be kept in mind when connecting tactical networks to stationary ones. The security requirements in the wide-area domain are stricter than in the tactical domain. Also the tactical network part carries a higher risk of being compromised. While for the task group it is vital to have reliable communication, even if securing it is not possible, the wide-area networks often have mandatory security requirements which cannot be sacrificed. So a gateway has to map security policies and enforce them at the network boundary.
4.0
Protocol Implementation and Testbed
This section provides information on the ongoing actual implementation of an instant messaging system for tactical environments. An appropriate hardware platform and programming language had to be chosen.

We require commercial off-the-shelf hardware for a cost-efficient solution. The devices have to be highly mobile while retaining sufficient size for a user friendly interface. A fair amount of processing power is required for cryptographic operations.
Java was chosen as programming language because of its portability and network abilities. In order to run on mobile devices, Java ME (Micro Edition) is used. Java ME VMs are further divided into CLDC (Connected Limited Device Configuration) and CDC (Connected Device Configuration). CLDC has lower hardware requirements while CDC provides a richer API. We chose CDC 1.1.2 Personal Profile, the most complete Java ME profile. The IBM J9 runtime environment provides a CDC implementation on Windows Mobile 5 devices. While many Java SE libraries are compatible to CDC, some depend on features or packages exclusive to new Java SE versions.
A PDA with integrated QWERTY-keyboard delivers a lightweight (approx. 150 g) palm-sized Windows Mobile device. WLAN is used as wireless connection for testing purposes.
5.0
Conclusions and Further Work

While several instant messaging systems have seen wide spread use in the past decade, they are not designed with tactical environments in mind. They rely on a client-server infrastructure and do not provide sufficient security features. Error correction is mostly provided by TCP, which is not designed for the error patterns encountered on wireless connections. Since the server-oriented structure is tightly coupled to the protocols referenced above, a new design is preferred to an extension of an existing protocol. This paper presents an ongoing project regarding the design and prototypical implementation of an instant messenger for tactical environments. We assume mobile nodes with limited resources connected by wireless links. Dedicated server nodes are not required.
Further work on the project will focus on several topics. How will group key management be handled? Which error correction mechanisms will be applied and how? How will non-repudiation and secure logging be achieved? How will we handle a connection to a strategic client-server network?
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