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Abstract

In NEC there is an ambitious requirement for users at all operational levels to seamlessly exchange information. Web services are in widespread use on the Internet today, and COTS products are readily available. Thus, it makes sense to attempt to utilize such technology for military purposes. Data-rate constraints in tactical networks impose great challenges that have to be solved in order to fully deploy a SOA supporting NEC. In order to allow for use of services at different operational levels, information needs to traverse heterogeneous networks with different characteristics. In this paper we present our experiences with using a Web service over a Military Message Handling System.
1.0 INTRODUCTION
In NEC there is an ambitious requirement for users at all operational levels to seamlessly exchange information.  The first step towards NEC is to integrate legacy strategic and tactical systems into a common network. For such integration the modular concept from Service Oriented Architectures (SOA) is essential. Each legacy system can be viewed as a separate module that needs to be interconnected with others. In order to get the different modules to cooperate one needs a common standardized means of communication between them. We are investigating the possibility of using Web services for this purpose.  The challenge lies in using Web services over tactical communication systems with low available bandwidth and high error rates, so-called disadvantaged grids. Systems and equipment used at various levels are different, and the information exchange must be adapted to fit the capacity of the systems used. 

Data-rate constraints in tactical networks impose great challenges that have to be solved in order to fully deploy a SOA supporting NEC.  In our previous work we have suggested the use of techniques such as compression, filtering, and proxy servers to limit bandwidth usage, in order to enable the use of Web services in tactical networks [6]

 REF _Ref191352846 \r \h 
[7].  On the Internet, Web services use the XML-based SOAP protocol over HTTP and TCP for information exchange. However, as we describe below, properties of these protocols make them unsuited for use in disadvantaged grids. 

In order to allow for use of services at different operational levels, information needs to traverse heterogeneous networks with different characteristics. This requires a message based transport system with store and forward capabilities. Our suggestion is that one should consider replacing HTTP/TCP with the Military Message Handling System (MMHS) implementing STANAG 4406 [7]. MMHS has both specially designed tactical protocol profiles and store and forward capabilities. It is already present, or in the process of being implemented, in many tactical military communication systems, and using an already existing messaging system such as MMHS can potentially reduce the time needed to deploy Web service based solutions in tactical networks. 

At NATO CWID, an annual venue for interoperability demonstration and experimentation, we implemented a Web service using MMHS as a transport layer as a part of our experiments.  In this paper we present our experiences with using a Web service over MMHS, based on our experiments at NATO CWID 2007.

The remainder of this paper is structured as follows: First, we discuss HTTP and TCP, the most common means of transport for SOAP messages in Web services, with emphasis on the drawbacks of these protocols in tactical networks.  Then, we proceed to introduce STANAG 4406, and discuss the benefits of employing tactical transport protocols.  These two parts form the theoretical foundation of our paper, after which we present the experiments we performed at NATO CWID where we used MMHS as a carrier for Web services traffic.  The experiments were a success, thus functioning as a proof of concept.  A summary section highlighting our most important findings concludes the paper.

2.0 HTTP and TCP in disadvantaged grids

The use of HTTP over TCP originates from the World Wide Web, and has later been adopted as the primary protocol combination for Web services. The SOAP messages exchanged between Web services clients and servers are sent using HTTP, which in turn utilizes TCP for reliable transfer of the messages.

HTTP is synchronous, which means that when a SOAP request is sent, the HTTP connection is kept open until the SOAP response is returned in the HTTP “acknowledgement”. If the connection times out because of delays or for any other reason, there will be a problem routing the SOAP response back to the service consumer. Consequently, HTTP will not work well when used in disadvantaged grids or in a combination of heterogeneous networks.  Furthermore, in disruptive networks TCP connections break, thus making the protocol less suited to the tactical environment.  Such networks require asynchronous communications and protocols that are able to cope with the characteristics (e.g., data rates, delays, frequency of disconnections) of military communication networks: 

· Protocols that can withstand long and variable round trip times, while at the same time having very little communication overhead.

· Store and forward capabilities, where intermediate nodes can store a message until it can be delivered to the recipient rather than discarding the message if immediate delivery is not possible. 

The store and forward capability is needed for two reasons: Users connected through a disadvantaged grid can experience frequent but short communication disruptions, which can prevent a message from being delivered immediately. Having store and forward support can ensure that the message is not dropped. In addition, store and forward can be used in gateways between network types to compensate for differences in link capacity between the networks. An ordinary router is at risk of having to drop packets due to its buffers filling up faster than the packets can be transmitted out onto the lower capacity network.
3.0 stanag 4406

In NATO, Formal Military Messaging is standardized in STANAG 4406 ed. 2 (S4406). A MMHS is responsible for the delivery, formal audit, archiving, numbering, release, emission, security, and distribution of received formal messages. In NATO, the formal messaging service is seen as the vehicle for secure mission-critical operational, military applications (email systems are not). S4406 Edition 1 is the only agreed standard to achieve interoperability between the formal messaging systems of NATO nations. Systems compatible with the S4406 standard have been and are being implemented widely by the NATO nations and by the NATO organization. 

S4406 defines three protocol profiles adapted to different communication networks [3]. The original connection oriented protocol stack defined in S4406 Annex C was developed for strategic high data rate networks, and is not suitable for channels with low data rate and high delays. The protocol profiles TMI-1 and TMI-4 have therefore been developed for use between Message Transfer Agents (MTAs) over disadvantaged grids. With the inclusion of these protocol profiles in Annex E of S4406, a common baseline protocol solution exists that opens for the use of MMHS in both the strategic and tactical environments. 

Table 1 shows, for each of the three protocol profiles, approximate overhead in bytes per message together with the number of changes in transmission directions during one message transmission.

	Protocol profile
	Domain
	Message overhead 
	Change in transmission directions per message transmission

	STANAG 4406 Annex C 
	Strategic
	2700 bytes
	8 

	STANAG 4406 Annex E TMI-1 
	Tactical
	700 bytes
	2 

	STANAG 4406 Annex E TMI-4 
	Tactical
	20 bytes
	0 (1 using the retransmission option) 


Table 1: Overhead and change in transmission directions for the different S4406 protocol profiles

In addition to military messaging, MMHS may also be used as an infrastructure for interconnection of other applications, including Web services, by use of a standardized application programming interface (API). In this perspective, the MMHS can be viewed as a replacement for HTTP/TCP that can enable the use of Web service applications in communication systems with different quality and data rate. The benefits of using MMHS in this way can be summarized as follows: 

· Reuse of an already established messaging infrastructure in NATO and the NATO nations.

· Three different protocol profiles that enable tailoring of the transport system to the communication networks (simplex, half duplex or duplex). Two of the protocol profiles are also very bandwidth efficient.

· Support for both reliable and unreliable transmission modes.

· An asynchronous store and forward system able to traverse different communication networks.

· Support for priority and preemption mechanisms for handling time critical information.

· Support for both multicast and unicast of messages. 

A key component in MMHS is the Message Transfer Agent (MTA), which is a switch in the message transfer system. This switch provides store and forward functionality, and may be used as a gateway between strategic and a tactical messaging systems. The MTA may have a triple protocol stack implementing both the strategic connection oriented protocol profile and the two tactical protocol profiles, and can therefore route messages between infrastructure WANs and low data rate tactical links (see Figure 1).  When using the MMHS for transfer of SOAP messages, the MTAs and the Web service functionality are integrated, and there is therefore no additional delay for checking or connecting to a Message Store
. 
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Figure 1: Seamless interconnection of Web Services over heterogeneous communication networks by using MMHS as an overlay network

4.0 experiment setup

Because of the interoperability benefits of using Web services, we want to extend its use as far out on the tactical level as possible. In our work on using Web services over disadvantaged grids, we focus on the upper layers of the protocol stack (i.e., application and transport layers). More specifically, we focus on efficient information representation and compression of XML, in addition to the use of MMHS as a transport mechanism.  

In Figure 2 we show a simplified view of our experiment setup at NATO CWID 2007.  The machine running the NORMANS software was connected to the local HQ through a link emulator.  It was configured in such a way that network traffic between the local HQ and NORMANS was slowed down, yielding a link with 2.4 Kbps capacity.  This functioned as our disadvantaged grid in the experiments we performed.
We have tested different data models in order to achieve an efficient information representation. This year at NATO CWID we have been using XML encoded NATO Friendly Force Information (NFFI) [2] data, which is a relatively compact format. On the Web service layer we have used compression, in order to reduce the size the SOAP messages that are passed between the systems. In particular, we have used Efficient XML from Agile Delta, which has proven to achieve high compression ratios.

	 SHAPE  \* MERGEFORMAT 




	 SHAPE  \* MERGEFORMAT 



Figure 2: NATO CWID disadvantaged grid setup (scenario on top, actual experiment setup below)



	


Below we give a brief overview of the different experiment components.  For further details about configuring and using XOmail, a link emulator, the NORMANS software, and our wrapper software, see [1]. 

4.1 NORMANS

The focus of our experiment was on Web services and interoperability.  Thus, we chose to SOA-enable an experimental tactical system, the Norwegian Modular Network Soldier (NORMANS).  We wrapped the NORMANS software in a Web service, which would communicate with the local HQ using standardized XML-encoded NFFI.

An overview of NORMANS is given in [4], and the C2I system is presented in [5]. NORMANS is a conceptual approach towards the future Norwegian soldier system. The concept includes use of legacy equipment and focuses on the need of integrating all components to a working system both for the individual soldier, and for the section and higher echelon units. The NORMANS C4I concept is based on voice and data communication within the sections using a simplified data transmission protocol. This proprietary protocol currently does not facilitate interoperability with other nations, a key concept at NATO CWID.  Thus, the modified version of the software does not communicate via this protocol but by input and output of XML formatted data.  The NORMANS system would report its own position to the local HQ, and receive track updates for its area of operation.  

4.2 Link emulator

Communication took place over a low bandwidth network, in our case 2.4 Kbps.  We used the NIST Net network emulator package for emulating a tactical link in our experiments.  The NIST Net software is freely available, and can be downloaded from “http://www-x.antd.nist.gov/nistnet/”.  We used version 3.0a with SuSe Linux 10.0. We used a network emulator so that our environment should be stable and the results representative and repeatable.  

4.3 Local HQ

In the introduction we mentioned that there are several measures that can be taken to attempt to use Web services in disadvantaged grids.  In this respect, steps to reduce bandwidth use are important, so we used compression and filtering.  The filtering was performed at the local HQ, which would then send only geographically relevant data to the NORMANS unit.  Furthermore, the local HQ built and visualized a common operational picture with aggregated information from several sources and communication partners.

4.4 Web service

When using Web services in a disadvantaged grid, it is important to optimize the data communication in all areas possible. Figure 3 shows our optimized communications stack, where HTTP over TCP/IP has been replaced with a STANAG 4406 compliant military message handling system. The tactical profiles of the MMHS, defined in Annex E, are designed for use in disadvantaged grids, and should therefore be well suited as a means of transport for SOAP messages. In addition to replacing the protocols used for transport of XML data, we have performed tests with other forms of optimization, such as binary XML compression and content filtering, see [1] for further details. 
Figure 4 shows the dataflow in the experiment.  The application, i.e. Web service wrapper, compresses NFFI with Efficient XML, then uses Base64 encoding to make a string from the encoded data.  Due to a bug either in XOmail or the Java API we had to encode our binary data as Base64.  If the data was not encoded, then sometimes the receiving XOmail application would discard the message as invalid.  This occurred even if XOmail as a mail program should handle binary attachments.  We used XOmail version 14.1.5 beta 1 with some patches for our NATO CWID experiments. Seeing as we used a beta version of XOmail, we trust Thales to remedy this in a later version.
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Figure 3: Communication between systems

After applying the Base64 encoding, the resulting string is then wrapped in a SOAP envelope. The resulting message is sent via MMHS, i.e. XOmail, using the send function in the Java API. XOmail then handles the actual transport, using one of the tactical transport protocols.  
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Figure 4: Dataflow in the experiment.  


5.0 results

As a part of our interoperability experiments at NATO CWID we tested and evaluated the use of MMHS as a carrier for Web service traffic. MMHS has many of the qualities that are needed to ensure delivery of messages between strategic and tactical communication systems, and gives the benefit of being able to reuse an existing infrastructure for a new purpose.

Our goal in performing these tests was twofold; we wanted to evaluate the use of store and forward in general, and MMHS specifically. We also wanted to compare and evaluate the two tactical protocol profiles of S4406, TMI-1 and TMI-4, in order to investigate how the differences in overhead and directional changes affects transmission delay. Through our tests we have:

· Confirmed our hypothesis that MMHS can be used as a replacement carrier for Web services.

· Shown that using MMHS avoids the time-out problems that arise when using standard HTTP over TCP in tactical networks.

· Introduced the ability to use Web services even when communication links fail temporarily.

Furthermore, we were able to show that an existing (proprietary) service can be adapted to a SOA environment; and that by taking the necessary measures, Web services can be used in disadvantaged grids similar to the one we emulated.

We compared the two tactical profiles of S4406, TMI-1 and TMI-4, in order to establish the efficiency of the two profiles. For the measurements, we transferred documents containing NFFI-tracks, and we compressed the documents using efficient XML with built-in compression enabled. In order to simulate a disadvantaged grid, we used NIST Net configured with a bandwidth of 2.4 kbps. 
	 SHAPE  \* MERGEFORMAT 



Figure 5: Message transmission delays


In Figure 5 we show the results of our experiments. The graph shows the overall average transfer time, the average transfer time from NORMANS Advanced to HQ, and the average transfer time from HQ to NORMANS Advanced. It should be noted that the documents sent to HQ contained only one NFFI-track (the soldier reporting own position), while the documents sent from HQ to NORMANS Advanced contained 20 to 25 NFFI-tracks each. Thus, the graph clearly shows the effect of compression; sending 20 tracks only takes about twice the time of sending one track. 

When comparing the bars for TMI and DMP, it is also clear that TMI has considerably more overhead than DMP. This is particularly noticeable for small documents (from NORMANS Advanced to HQ), since there is less data over which to amortize the overhead. 

6.0 summary

We have shown the benefits of employing store and forward, which allows Web services to be taken out on to the tactical level. We have also shown that specialized protocol profiles are needed, and we have concluded that both TMI-1 and TMI-4 can be used in this scenario. Which of the two protocol profiles one should use depends more on which functionality is needed for the application in question rather than on the difference in delay. 

For reliable transmission of large messages over communication channels with a high loss rate, the selective retransmission functionality of TMI-1 can outweigh the somewhat higher delay introduced by the protocol. However, if the application in question sends smaller, regular updates where the occasional loss of a message can be tolerated, TMI-4 is a better alternative. 

The two protocol profiles can be seen as fulfilling the same purposes as the better known TCP and UDP protocols do on the Internet, where TMI-1 and TMI-4 fill the roles of TCP and  UDP, respectively.
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� These authors are listed in alphabethical order.


� All sent and received messages are placed into one or more storages. This is determined by originator and recipient(s) of the messages. Every user has a personal storage, and every organizational unit has an official storage. 
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