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Abstract 

This paper considers the steps necessary to extend the networked information infrastructure needed to support NATO network enabled capability into the mobile land tactical domain. This requires radio communication with a degree of multi-national interoperability and security which is not currently available in existing military radio equipment. The paper considers the functional requirements of tactical radio systems. Work to meet some of these functional requirements is described, with the development and use of a waveform architecture and its role in the development of a future narrowband waveform for tactical land use is described. 

1.0 Introduction

Interoperability of tactical communications is an acknowledged shortcoming in multinational military operations. The difficulties of interconnecting different national tactical wired networks - and of providing communication services through them - led to the TACOMS international project. This project developed the TACOMS suite of standards [1] and the multi-national TACOMS conformance, integration and testing activities. Together, these activities have provided a common vision for extending NATO network enabled capability (NNEC) into the wired tactical domain. This vision is supported by service and interface standards backed up by a means to test and verify the behaviour of such systems. 

In the most active area of an operation – typically at a battalion level or below – the mobility requirements dictate that communication must be wireless. This paper considers the steps needed to extend the multi-national interoperability paradigms of TACOMS to the wireless domain. 

The increased reliance on communication, coupled with the smaller size of national contributions to multinational forces, means that the current state of mobile tactical communications is increasingly the weakest link when conducting effective NATO and coalition operations. Unless this shortfall in communication capability is rectified it will not be possible to extend network enabled capability to front line forces on the ground. The operational impact of non-interoperable communications, command and control in current NATO operations has been summarised as: 

“the fact that nothing is compatible makes everything hard and takes focus away from the operation” [2].

This paper examines the communication, command and control capabilities required to meet future NATO tactical, land-based operational scenarios. The services required by users for wireless communications provide an operational view of the future NATO land tactical wireless architecture, which in turn determine the capabilities provided by future wireless communication equipment within NATO and nations. These varied requirements will need a system-of-systems architecture to fulfil them. However the requirements expose a pressing need for secure, network-enabled, interoperable, wireless communications in the land tactical domain.

2.0
Requirements for wireless tactical communications
User requirements for wireless communication for future NATO and coalition operations were drawn from existing NATO scenarios and include information exchange requirements, mobility, time sensitivity and security needs. Future NATO Network Enabled Capability will increase the requirement to communicate, the need for mobility and the level of interoperability between lower echelons. 

The process and results of the requirements capture process have been described elsewhere [3]. Communication needs e.g. range, terrain, security, resilience, throughput, may all vary depending on the particular operation undertaken. Hence, the characteristics of radio transmission will also vary. The result is that wireless communication requirements can only be met by a suite of radio technologies as shown below, but the components of this suite must be interoperable to provide a seamless service to users.
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Figure 1: Wireless systems covering the land tactical area.

2.1
Radio system functional requirements

The ambition within NATO is to develop a commonly available and widely deployed narrowband waveform supporting interoperable:

· secure voice and data services

· radio based shared situational awareness

· radio based combat identification

· multinational command, control and coordination

· ground to ground, air-ground-air, ground-sea-ground operation

· resilience to noise and interference

· operation within a single channel

· some degree of networking capabilities

With a long term aim for enhanced levels of ambition, to include:

· increased traffic capacity

· decreased data transmission latencies

· enhanced networking capabilities

· improved resistance to jamming

While many nations have access to tactical radio equipment supporting many if not all of these capabilities, such equipment is limited by sovereign security measures or proprietary intellectual property and so cannot be used multi-nationally. Development of an international waveform to meet the above needs has begun, with multi-national contributions to the process being provided by a number of NATO nations [4]. It should be noted that while this work is driven by military needs, aspects of the waveform may draw on commercial technology, including the modulation, media access, networking and routing schemes.

A number of functional elements are required by a radio system in order to meet all of the operational requirements discussed above. These elements may be set out in a formal framework such as the NATO C3 architectural framework (NAF). Figure 2 shows the functional elements of a radio, as a system functionality description as described in the NAF. While many of these functions are available and standardised e.g. STANAG 4591 speech codec, STANAG 4538 HF ALE and ALM; certain functions are not. 

For any given operation the radio will use a subset of the functions in Figure 2. Typically different radio equipments will implement different functional subsets. However all of these radio functions are needed in order to fulfil all of the user requirements.
Several NATO nations have carried out, or are conducting, work on components of a narrowband waveform. These components cover the air interface, media access techniques and networking. 
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Figure 2: Functional description of a tactical radio system.

2.2
Waveform architecture

To ensure that the future narrow band waveform makes optimum use of available components, a waveform architecture is being defined. This allows components to be developed in a collaborative manner, by organisations throughout NATO.

Figure 3 presents an overview of the waveform architecture and relationships between its components. The depicted blocks include required sets of waveform functionalities and indicate the logical placement of software modules.

The waveform architecture does not determine actual hardware implementation of a radio transceiver. RF front-end, digital receiver circuitry, power amplifier, DSP, user interfaces and other blocks will have to match the waveform requirements but they are not subject to artificial limitations.

The information flow between components is outlined in Figure 3. Viewing the diagram from the top down, the human user interface processes voice, data, graphical display and keyboard information, including voice coding. The role of the second component is to provide end-to-end encryption. The following block performs routing and networking operations on IP and non-IP information. The fourth component is needed to control Medium Access, Link Quality and to adapt waveform parameters (if possible and required). The lowermost component includes vital wireless physical layer functionality and provides an RF interface to the transmission medium. There are two other modules which interconnect with the main components – Security and Management.
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Figure 3: Waveform architecture – relationships between components.
2.2.1
Security functions

Security functions required by a military radio system are COMSEC, link encryption and TRANSEC; in addition to key management and authentication (which may be implicit - tied to traffic encryption). 
COMSEC - communication security – protects the confidentiality and integrity of the traffic. This may be protected end-to-end, throughout the communication path, or it may only be protected at those points where the traffic is open to interception. End to end encryption cannot be applied to the signalling information as this must be available to all nodes in the communication path. 

In order to protect signalling information which is transmitted over the air, but still allow radio nodes to act on it, link encryption may be applied. Also referred to as air interface encryption, this encrypts all data – traffic and signalling - transmitted over a radio link. Every received signal must therefore be decrypted at the receiver before a networked radio node can make any decision to accept, forward or retransmit the received data. Air interface encryption is necessary if a radio network is to provide networked services without opening itself to vulnerabilities such as spoofing or denial of service attacks. 

Transmission security (TRANSEC) is used to protect the transmission of the radio signal. In military systems this may be through the use of frequency hopping or spread spectrum techniques. Cryptographic algorithms are used to control the behaviour of the TRANSEC technique. It should be noted that TRANSEC alone provides no protection of data, although it does make the transmission (and therefore the data) more difficult to detect (and therefore to intercept).

Thus, a military radio system may need to support three distinct cryptographic functions, to provide TRANSEC (to counter electronic counter-measures), air interface encryption to protect signalling (and traffic) over the air, and COMSEC to protect user data in a networked environment. A waveform architecture must be capable of supporting multiple cryptographic functions in a number of functional elements, together with the key management, data separation and bypass functions needed for management.

However, the majority of information exchanged within a tactical radio network is generally exchanged within a single radio network. Therefore, if all network nodes are trusted, and air interface encryption is strong and well implemented, this will effectively protect the user data from ‘end’ to ‘end’. Only when traffic needs to move from the tactical radio network to another network will there be a need for additional end to end cryptography – such as SCIP
 or IP encryption – to be applied.
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Figure 4: Security functions of a tactical radio system.

Figure 4 shows these three security functions, with end to end encryption being available as an option to provide additional protection for voice and data services. Figure 4 is also drawn from the NAF system view for the land tactical wireless architecture [5] but follows the waveform architecture of figure 3 closely.

Data applications are assumed to be based on IP – following the NNEC mantra of ‘IP over everything and everything over IP’. So performance enhancing proxies (PEP) are shown. PEPs improve the communication efficiency of packetised data and ‘chatty’ protocols when traversing a bearer which has stringent capacity constraints and comparatively long response times.

2.2.2
Design for portability

Another purpose of a structured waveform architecture is to aid portability of software which is developed authentication and to implement the waveform. The increasing availability of software defined radios presents the opportunity to distribute a new waveform in software form to software defined radios already fielded. This can rapidly speed up and facilitate the deployment of this vital element of tactical communication capability. 

The structure and interfaces imposed by the waveform architecture aid the portability of software implementations of the waveform to disparate radio platforms. This acts in conjunction with the software communication architecture [6].
3.0
Conclusions

Secure, network-enabled, interoperable, wireless communication will be essential if NNEC is to extend to the entire battlefield and NATO is to meet its future operational requirements in a mobile, network enabled environment.

This level of multi-national communication will only be possible if all NATO and coalition nations can:

· use the same waveforms - providing interoperability at the air interface,

· have waveforms that can support the services needed by users,

· rapidly field those waveforms in tactical radio equipment.

The development of such waveforms to meet these user needs is currently underway within NATO, beginning with a narrow band waveform for use by land forces. This waveform is being developed collaboratively, following the waveform architecture developed by NC3A, to aid development and to ease subsequent distribution and deployment. Only when such waveforms are deployed to all forces within an operation will the aims of NNEC be realisable throughout operations.
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ALE	Automatic link establishment


ALM	Automatic link maintenance


BLOS 	beyond line of sight


ELOS 	Extended line of sight


LOS 	Line of sight


LPI	Low probability of intercept


NB	Narrow band 


PEP	Performance enhancing proxy


WB	Wide band






































� Secure communication interoperability protocol, to provide end to end encryption of voice and data across heterogeneous networks.
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