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Abstract

In the nowadays military communications systems we observe an evident lack of protection the clear (not-ciphered) voice links against the voice spoofing. In telecommunications, impersonation or voice spoofing attack it seems to be a serious problem, mainly because of unnoticeable risk of potential attack.                      The Military University of Technology (MUT) possesses the new effective data hiding technology as well as device based on this technology, developed in the Faculty of Electronics. We present some features of the new experimental device – military handset for hidden authorization of the correspondent in the VHF/HF links. System uses data hiding technology and can be used as the mobile Personal Trusted Terminal (PTT),  the key element of the modern communications personal soldier’s equipment.  

1.0
INTRODUCTION

Some of the commercially available communications services offer the subscriber’s voice changing during the telephone call. We can select female, male or even children’s voice to mislead the subscriber and to hide our own identity. It is fully legal, according to the such services owners, mainly because, following their argumentation, it is the kind of joke and also the service is not dedicated and can not be used for the purposes restricted by the law. In the military communications, till this time, the voice spoofing problem has not been analysed jet by the wider military scientific and research body. The estimated losses can be huge, even far more then the cost of introducing the new additional communications device based on watermarking technology into the military equipment. The unauthorized third-party having “free access” into the important messages during conversation and using fabricated and faked voice, has potentially easy task when we consider low quality of the communications links. 

We predict that adversary will use the automated or semi automated system as a dialogue composers. These dialogue composers could base on previously recorded speech tracks or the real time vocal tract synthesis, and could simulate any subscriber’s voice during telephone conversation. We can classify the potential methods of the voice spoofing attack taking into consideration the object changing: voice changing to simulate an unspecified person, voice changing to simulate specified person, original voice edition for changing its meaning. The second classification takes into consideration the required time for voice preparation: it can be a real time voice processing or off-line voice processing, of course assuming real-time voice reproduction, in each of these modes. The most sophisticated voice spoofing methods should base on real time processing with full and precise simulation of the specific subscriber voice. 

As the example of possible scenarios we use known cryptology terminology to define two parties of communications links: Alice and Bob, and adversary Mallory (a malicious attacker) who can modify messages. We can distinguish three main hypothetical scenarios: 

· Mallory can intercept digital or analogue Alice’s voice signal and “spoof” his own message into communication link in the real-time mode using artificial, synthesized voice 

· Mallory does not intercept digital or analogue Alice’s voice signal but establish connection with Bob and simulate conversation using context-based system 

· Mallory does not intercept digital or analogue Alice’s voice signal but establish connection with Bob and using previously recorded and edited Alice’s voice sent with another meaning to the Bob.

There are possible mixed scenarios to carry out voice spoofing attack based on described three versions.

Military vocoders can analyse and synthesize the speech signal using lossy compression algorithms to decrease the output bit rate. The standard MIL-STD-3005 describes algorithm called Mixed Excitation Linear Prediction (MELP) which operates at 2.4 kbps. The quality and intelligibility of the synthesised speech is satisfactory according subjective assessment tests [1][2]. Vocoders use predefined characteristics of the pitch, defined as the fundamental frequency of speech, and use this as an excitation for prediction filter with coefficients base on human vocal tract. Using extracted vocal tract characteristics of the specific, dedicated subscriber it is possible to change the original host’s speech distinctive features. The vocoder technology is potentially ready for creation virtual or real subscriber’s voices for impersonation purposes. 
It is very important to receive trustworthy commands on the battlefield, on the front-line even  if it seems to be a sound-like commander voice because in some cases it is impossible to repeat recently expressed sentences because e.g. destroyed radio station or broken telephone link. Commands can be misunderstood because of low link quality (so called “communication quality”) or its intelligibility. This is jet another reason to build reliable and trustworthy system based on Personal Trusted Terminals.
2.0
VOICE HIDDEN AUTORIZATION AND VOICE MESSAGE INTEGRITY VERIFICATION
We distinguish the two base features of the new military mobile Personal Trusted Terminal: hidden authorization of the subscriber and hidden voice message integrity verification (Fig.1 a and b).

Hidden authorization of the subscriber bases on sending Personal Identification Number (PIN) in the form for the watermark at the presence of the host speech signal. At the receiver side the decoded PIN number is compared with the PIN stored in the local data base build-in handset.

Hidden voice message integrity verification bases on hash function embedding and decoding. Hash function is computed based on the host speech signal, thus any difference in the signal features (e.g. cutting or editing) will result in changing the hash function.
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Figure 1: a- Hidden authorization of the subscriber 
b- Hidden voice message integrity verification

3.0
HANDSET WITH HIDDEN AUTHORIZATION FUNCTION
3.2
Hardware concept
We propose the handset with hidden authorization function of the correspondent in communications links as an antidote against voice spoofing attack [3][4]. This system base on watermarking technology. Watermark signal is completely inaudible at the host signal presence. Watermark is decoded at the receiver side and its binary signature is compared with the local, handset’s data base. If the signatures are the same: declared and received, Bob have a greater probability to assess that he is talking with Alice than Mallory.

Developed system can be used for sending special binary signatures expressed in alphanumerical form to confirm the base type of commands in the case of the low intelligibility or in case radio operating by multilingual subscribers. This is another very useful feature of this developed device and system. We predict that three will be urgent need to work out sets of binary signatures in alphanumerical versions to have common standard of base commands and meaning of the key sentences at the battlefield communications scenarios. 

Developed in TI EF MUT handset with authorization function of the correspondent considered as a radio link subscriber can be connected to the standard military radio handset socket e.g. TCR 9200, TRC 9500 Thomson PR4G family VHF/HF transceivers as well as to the RF-5800 Harris Falcon II and III family VHF/HF transceivers.  

Described device serves for Personal Identification Number (PIN) transmitting, in binary signature form assigned to dedicated subscriber, over telecommunications links.  Personal Identification Number is mapped by watermark signal. Watermark signal is transmitted together with host’s speech signal. Watermark is completely perceptually transparent for Human Auditory System (inaudible for HAS) at host’s speech signal presence. In this handset watermark technology is used. Watermark signal is robust for degradation factors appeared in telecommunications links e.g.: Additive White Gaussian Noise, resampling, requantisation, jitter, lossy compression. At the receiver side watermark is decoded and received binary signature (PIN) is compared in handset’s data base. In the case of conformity of received PIN to the original one, the subscriber is authorized during connection (call). In this case at the handset’s LCD display right message is shown. In the case when only one subscriber has handset with authorization function and the other one has standard handset, conversation is also available, but message about no authorization is displayed on the LCD specialized handset. 

System is dedicated to use in interaction with military battlefield radio stations VHF and HF radio band as well as commercial Internet telephony (Voice Over IP), public switched telephone network (PSTN) and cellular telephony (GSM). 

System has built-in advanced digital signal processing (DSP) mechanisms: detection and correction of errors, reduction of output frequency drift and psychoacoustic correction algorithm. Using standard handset with no authorization mechanism subscriber during call is never sure if he/she talks to dedicated person, despite recognized personal speech features e.g. timbre, pitch, intonation.  This is possible because of advanced speech synthesis and individual, possible voice modification by third party in the real-time during conversation over radio/telephone link. Radio and telephone link has poor quality (so-called “communication quality”) which means easier change of somebody’s voice identity. 

Basic task of use this special handset is first of all to provide safe voice message transmission between authorized subscribers do not using cryptographic function (ciphered messages). Third party “spoofed” original subscriber are not informed about authorization process as well as authorization result, therefore conversation (call) with not authorized subscriber can be continued but without revealing important messages or even can be finished. Handset is useful in the military applications where security telecommunications links have priority, in respect of voice message calls.  In the commercial PSTN, VoIP and GSM telephony do not exist described authorization mechanisms (secured voice links based on hidden PIN and watermark technology). 
Described handset does not interfere in telecommunication infrastructure of the present telephony systems. In the case of VoIP and GSM telephony described handset can be used as a standard microphone-speaker set plug in into standard output/input socket in the computer sound card and cellular telephone respectively. 

3.2
Hardware implementation

Handset with hidden authorization function as a hardware implementation is showed at Figure 2.
The main processing block is based on DSP chip – Texas Instruments TMS320C6713 floating-point processor. Operational system’s memory is based on SDRAM 32MB Micron chip MT48L2M32B2 and A/D and D/A converter processing the input and output data signal from following blocks: IF radio and IF handset. The PI2C AT24C1024 chip is used to store program and constant data when the power supply is cut off. The Inter Integrated Communication Interface (I2C) is connected to the control block managed by Atmel AT91SAM7S256 chip ARM7TDMI family. 
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Figure 2. Handset with hidden authorization function as an example Personal Trusted Terminal 

3.3  
Electromagnetic compatibility based on MIL-STD-461D standard
Measurements were carried out at the Electromagnetic Compatibility Laboratory, Faculty of Electronics, Military University of Technology. The Laboratory have accreditation given by the Polish Centre for Accreditation for carrying out those military devices measurements. Described results of measurements can be taking into consideration for introduction this developed device into the equipment of the Polish Armed Forces.

The radiating disturbances values (for vertical antennas polarization) were measured using peak detector when radio station had run in the upper frequency range. These values are shown at Figure 3 A) B)  and Figure 4 A). The results at Figure 3 A) B) are not exceeding, recommended by the standard, critical values in all frequency range from 2MHz(1GHz considering the extended unreliability of measurements. Critical radiating disturbances values are exceeded using frequency range shown at Figure 4 A). It is the result of the radio station transmission mode on the higher frequencies. These exceeded values are not considered during assessment of conformity with standard recommendation RE-102. The measurement results for conducting disturbances in the range from 10kHz up to 10MHz are shown at Figure 4 B). The results are not exceeding, recommended by the standard, critical values considering the extended unreliability of measurements.  

The measurement test bed was dedicated for assessment of the conformity of tested military devices to the MIL-STD-461D recommendation including RE-102 and CE-102 procedures. Tested radio station unit with handset with hidden authorization function fulfills requirements of the RE-102 and CE-102 procedures.
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Figure 3. The radiating disturbances values, measured using peak detector, for the ranges: 
A) 2MHz-30MHz, B) 30MHz-70MHz,
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Figure 4. The radiating disturbances values, measured using peak detector, for the ranges:               A) 70MHz-1GHz and B) conducting disturbances values on the power supply terminals for the range 10kHz-10MHz.

4.0  CONCLUSIONS 

System should be considered as a model or hardware technology demonstrator rather than certified military device ready for use in military operations. This hardware technology demonstrator is useful for establishing trusted voice connections based on hidden watermark transmission. The third-party user is not informed is the authorization process taking place or not, because system works even if the subscriber is equipped with standard radio handset. This system is definitely the example of the new idea in the network-centric operations where the standard communication security layer (COMMSEC) is moved into the another one – the hidden communication security layer. Access to this new layer could be considered as the access to trust control by using the new Personal Trusted Terminals. 
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