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Abstract 

In this Technical Evaluation Report the results of the IST-086 Symposium on "C3I in Crisis, Emergency and Consequence Management" are summarised. There exist numerous limitations in the ability of national and international military and public organizations to collectively provide emergency response (both crisis and consequence management) in the event of large-scale terrorist emergency situations.  Leading experts from NATO as well as some non-NATO countries involved in research in multi-agency and multi-national operations, advanced decision support, knowledge exploitation, information fusion and knowledge management and other pertinent topics, have been invited to this Symposium to address key issues and concepts that could overcome these limitations taking into account the complexity of the domain. The Symposium ended with a round table discussion of conclusions based on the presented material and background expertise of organizers and invited speakers as well as recommendations regarding future research and future such events to help nations to address the challenging problem of dealing with a large-scale terrorist emergency situation. 
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1.
THEME

The events of September 11, 2001 brought the issues of anti- and counter-terrorism, national/public security, and collective emergency response (both crisis and consequence management) to the forefront of the concerns of many nations. Critical infrastructures, major events (e.g. Olympics), harbours and airport protection against terrorist attacks are examples of complex situations typical of the post 9/11 new security paradigm. In the event of a large-scale terrorist emergency situation that would necessitate the ability to coordinate multi-agency and multi-national operations as well as during peace support operations, advanced decision support, knowledge exploitation, information fusion and knowledge management tools can significantly improve the ability to respond to such emergencies. Among key issues are national security policies and the roles of NATO. Approaches and technologies aiding military experts to work together effectively with other civil authorities at all levels, as well as international allies, shall be conceptualised. This shall yield to a collaborative environment supporting the fusion of various perspectives to better interpret the situation and the problem, identify candidate actions, formulate evaluation criteria, decide on what to do, and synchronize a diverse set of plans and actions.

The military viewpoint alone is not sufficient to meet the diverse and unpredictable increase in terrorist threat; such a threat requires a consideration of collective security that expands to cooperation with multiple non-military organisations (e.g. major events, harbour protection). Actually, working effectively in terrorist emergency situations requires the ability to communicate and to coordinate multi-national and multi-agency operations in a seamless environment. There are vast quantities of data and information requiring weeding, sorting, and analysis. Clearly, advanced information and knowledge management technology, for example, is required to enable emergency response communities to timely and securely access data, information, services, etc. relevant to their roles and responsibilities, regardless of what agency operates the facilities where the critical data and services reside.

2.
Purpose and Scope of the meeting

The objective of this symposium was to address key issues and concepts that could overcome the limitations listed above, while taking into account the complexity of the domain. Internationally recognised experts were invited to present their findings and recommendations on solutions to help military organisations work together effectively with other civil authorities at all levels, as well as national and international allies, for the management of a collective response to a crisis/emergency. The main topics of interest for the symposium included:

1. Scenarios & threats to responders;

2. Advanced information and knowledge management technologies;

3. Advanced decision support and human system integration concepts;

4. Knowledge exploitation, information fusion and knowledge management tools;

5. Collaborative approaches and technologies.

The main purpose of the symposium was to address a number of current NATO priorities, including NATO rapid response, and defence against terrorism (DAT).

Experts from the USA, Netherlands, Romania, Germany, Singapore, UK, Canada, Norway, Israel, Germany, China, Russia, and France participated in the symposium and a key note speech and 19 papers were presented.  Within the scope of the symposium, these experts addressed many technological as well as procedural aspects of the collective response to a crisis/emergency, and presented specific efforts underway towards the development and demonstration of solutions for crisis/emergency response. However, the presentations did not exactly fall within the main topics identified above, and were therefore grouped into sessions differently. The sessions and presentations are discussed further in Section 4.0.

3.
setup and content of the symposium

The symposium was held at The Military Club in Bucharest, Romania – a neoclassical structure designed by the Romanian architect Dimitrie Maimaroiu, and built in 1912 to serve the social, cultural and educational needs of the Romanian army, on the site of the former Sarindar Monastery (commemorated by the fountain directly in front of the building). The building houses the army's library, offices, and classrooms. It was ideally suited for the symposium owing to the additional rooms available for side discussions.

After the registration of all participants, Day 1 of the symposium began with an opening ceremony, a welcome speech by the host nation representative, an introduction by Professor Jürgen Grosche, IST Panel Chairman, Germany, and by Dr. Éloi Bossé, symposium chair from Canada.

The first presentation was a keynote speech by James Llinas, State University of New York at Buffalo, USA, on “Architectural and Algorithmic Challenges in Implementing Fusion and Resource Management Functions in Crisis-Management Applications”.

Presentations were grouped into 5 sessions, with two sessions on the first day and three on the second day, as follows:

SESSION 1 – Communications Strategies and Infrastructures, Chair – Ir. Martinus Van Der Lee, Netherlands

· Paper by Viorel Mihaila, University of Bucharest, Romania on “NATO's Strategic Communication in Combating Terrorism” 

· Paper by Jens Tölle and Thorsten Aurisch, FGAN-FKIE, Germany on “Relay Placement for Ad-Hoc Networks in Crisis and Emergency Scenarios” 

· Invited paper by J. Tan, Head, RAHS Experimentation Centre, Defence Science & Technology Agency on “Singapore's Risk Assessment and Horizon Scanning (RAHS) Programme and Experience” 

SESSION 2 – Information and Knowledge Management, Chair – Prof. Bob Madahar, Great Britain
· Paper by Anne-Claire Boury-Brisset, DRDC-Valcartier, Canada on “A Collaborative Command Portal Environment in Support of Crisis and Emergency Situations” 

· Paper by Alan Cullen, Sean Barker, Simon Case, Tony Rye, BAE Systems Advanced Technology Centre, Bjorn Rossow, Thales Norway A.S., and Edith Wilkinson, Cranfield University, Great Britain, on “The Oasis Approach to Civil/Military Information Sharing for Disaster and Emergency Management” 

· Paper by Gil Ariely, Institute for Counter-Terrorism, Lauder School of Government, Israel, on “Operational Knowledge Management as an International Interagency Interoperability Vehicle” 

· Paper by Régine Lecocq, DRDC-Valcartier, Canada on “Knowledge Mapping in Emergency Operations” 

· Paper by Barbara Essendorfer, Fraunhofer Iitb, Germany, and Wilmuth Mueller, NC3A, Netherlands, on “Interoperable Sharing of Data with the Coalition Shared Data (CSD) Server” 

· Paper by V.G. Hoek and W.M. Steenis, IVENT, Dutch MOD, Netherlands, presented by Col. R.F. Boots, on “I-Bridge: The Intelligent Cross-Belt Area Between Authorities” 

SESSION 3 – Situational Awareness, Chair – Dr. Thomas Nitsche, Germany

· Paper by An Chen, Chinese Academy of Sciences, Institute of Policy and Management, Beijing, Jing Zhao, School of Mathematics, Shandong University, Jinan, and Ning Chen, GECAD, Instituto Superior de Engenharia do Porto, China, on “A Recoverability Assessment Model and Application in Emergency Management” 

· Paper by Eric Luiijf, Marieke Klaver, TNO Defence, Security and Safety, Netherlands on “Insufficient Situational Awareness about Critical Infrastructures by Emergency Management"

· Paper by Marina Khokhlova, CEFEY Co., Russia, on “Conscious TRANSpersonal Catastrophe GGG-Management” 

SESSION 4 – Decision Support, Chair – Dr. Ing. Michael Wunder, Germany

· Paper by Florence Aligne, Thales Research & Technology, France, on “Which Information and Decision Support System for Crisis Management?” 

· Paper by Adel Guitouni, DRDC-Valcartier, Canada, on “A Time Sensitive Decision Support System for Crisis and Emergency Management”

· Paper by Thomas Delavallade and Philippe Capet, Thales, France, on “Information Evaluation as a Decision Support for Counter-Terrorism” 

· Paper by Avgoustinos Filippoupolitis, Georgios Loukas, Stelios Timotheou, Nikolaos Dimakis and Erol Gelenbe, Imperial College, Great Britain, on “Emergency Response Systems for Disaster Management in Buildings” 

SESSION 5 – Information Fusion and Sensor Networks, Chair – Dr. Erik Blasch, USA

· Paper by Georgia Sakellari and Erol Gelenbe, Imperial College, Great Britain, on “Adaptive Resilience of the Cognitive Packet Network in the Presence of Network Worms” 

· Paper by Mihai Cristian Florea, Thales, Canada, and Éloi Bossé, DRDC-Valcartier, Canada, on “Crisis Management Using Dempster Shafer Theory: Using Dissimilarity Measures to Characterize Sources´ Reliability” 

· Paper by Erik Blasch, AFRL/RYAA, USA, Elisa Shahbazian, OODA Technologies, Pierre Valin, and Éloi Bossé, DRDC-Valcartier, Canada, on “Information Fusion for Harbour Security Through Persistent Surveillance” 

· Paper by Michael Rabbat and Mark Coates, McGill University, Canada, on “Fusion and Inference in Surveillance Networks” 

Day 1 ended with a host nation buffet/reception for all symposium participants, and Day 2 ended with an Expert answer-question monologues session that replaced the previously planned round table discussion (Chair – Dr. Thomas Nitsche, Germany) of observations and conclusions based on presentations followed by a closing ceremony with best paper award.

4.
Evaluation

This section provides an evaluation of presentations specifically in terms of their contribution to crisis, emergency and consequence management.

The keynote speech made by James Llinas, State University of New York at Buffalo, USA, mainly focused on the complexity of the problem, specifically when data/information fusion and resource management technology is applied to provide decision support in crisis management, in particular during post-crisis phases, based on the research and development (R&D) experience gained at the Centre for Multisource Information Fusion (CMIF) based at the University of New York at Buffalo. There are many factors contributing to this complexity both in terms of system architecture as well as in terms of selecting appropriate algorithms for combining available information and selecting appropriate courses of action. Dr. Llinas emphasized the importance of clearly defining functional boundaries involved and corresponding boundaries of capability desired, as well as application of formal methods of Cognitive Systems Engineering and specifically Cognitive Work and Task Analysis to properly define informational needs of decision-makers, and to provide traceability of fusion capabilities to specific system-level operational requirements. Dr. Llinas suggested that the typical way to deal with such complexity is with a divide-and-conquer approach.

As can be seen in the subsequent high level discussion of the presentations, complexity in all aspects, including system architecture, requirements, communication, information, information sharing, knowledge management, human and social factors, training, etc. is the greatest challenge for providing decision support in crisis, emergency and consequence management. The following presentations describe various aspects of complexity, various research and development activities, and experiments that demonstrate and propose solutions on how to deal with challenges introduced by certain aspects of complexity under investigation.

4.1
Communications Strategies and Infrastructures

Viorel Mihăilă of the University of Bucharest, Romania, described the emerging NATO initiative in response to a crisis generated by large-scale emergencies caused by terrorism acts, namely NATO's Strategic Communication. This initiative aims to organize and shape the population’s perceptions of terrorism, terrorism acts, and the defence against terrorism, through a variety of approaches. Viorel Mihăilă described a number of activities and operations against terrorism that have taken place since 2001 and emphasized that strategic communications are an integral part of NATO efforts to achieve the Alliance’s political and strategic objectives, and that they should:  

· Involve public diplomacy in information operation and strategic operation,

· Adopt a coalition information strategy that supports a strategic centre of gravity (NATO point of view) rather than the national point of view,

· Adopt a comprehensive approach, information strategy, media operations centre in Brussels,

· Connect “consumers” to “products”, engage in dialogs, use the military approach with the influence model, and switch to a more civilian market oriented approach.

Thorsten Aurisch from the Research Establishment for Applied Sciences (FGAN), Research Institute for Communication, Information Processing, and Ergonomics (FKIE) Communication Systems Department (KOM), presented the relay placement concept for ad-hoc networks in crisis and emergency scenarios. This concept proposes to address the increasing demand for a sufficient communication infrastructure in emergency scenarios. Some advantages of ad-hoc networks are that they:

· Provide reliable two-way communication between incident command centre and emergency responder,

· Increase available bandwidth and the number of possible routes between devices,

· Ad-hoc stations can be advantageous.  Additional units will introduce robustness.

The challenges include risk of interruption due to limited battery power and especially a limited communication range. A number of approaches address these challenges, including:

· Relay placement of various types, including: sensor networks, multi-robots, pre-installed relay nodes,

· Relay placement using signal strength and packet loss rate to estimate distances.

Although it is not an optimal solution, the authors state that the approach has sufficiently good heuristic tailored to emergency responders needs. 

The invited speaker J. Tan, head of the Risk Assessment and Horizon Scanning (RAHS) Experimentation Centre of the Defence Science and Technology Agency of Singapore, described Singapore's RAHS programme and experience.  RAHS is an expert system tailored to the needs of individual agencies. It brings together many technology domains as required, namely search and retrieval, computational linguistics, fusing unstructured information, information visualization, modelling and simulation social computing, and data privacy.  It involves collaboration between countries (EU, US, etc.) and industries. RAHS is managed through strong leadership that promotes Human Factors, user engagement, open flexible architecture, and continuous experimentation (non-bureaucratic, not domain centred, but cross-domains). Learning from various social websites (e.g. games), RAHS has been established to experiment with, demonstrate and provide proof-of-concept solutions for security, including:

· Risk assessment and horizon scanning,

· Putting in place key concepts and systems,

· Providing better strategic anticipation, weak signal detection,

· Providing a suite of software tools to analyse, process and predict,

· Analysis – models and simulations, ranking modes – perspectives sharing,

· Collaboration, reduces the chance of missing,

· National Security Coordination centre – Policy, Concepts, Operations and technology

· Horizon scanning centre (HSC)

· RAHS experimentation centre (REC).

The 3rd International Risk Assessment and Horizon Scanning Symposium will be held from March 15 to 16, 2010 at the Raffles City Convention Centre in Singapore http://rahs.org.sg/t2_irahss10_ats.html.

4.2
Information and Knowledge Management

Anne-Claire Boury-Brisset from DRDC-Valcartier, Canada, described a collaborative command portal environment in support of crisis and emergency situations, under development in Canada as part of the JCDS 21 (Joint Command Decision Support for the 21st century) Technology Demonstration Project. This command portal and collaborative environment demonstrates:

· Shared situational awareness,

· Advanced knowledge management,

· Enterprise portal/web services.

The aim of the program is to investigate and demonstrate a joint net-enabled, collaborative environment to achieve decision superiority within a Joint, Interagency, Multinational and Public (JIMP) framework. The capabilities and technologies that this program demonstrates include:

· Panning support, decision support, executive monitoring support and situation analysis/sense making,

· Application of web technologies: the web, the social web, the semantic web, the ubiquitous web, agent webs,

· Command portal environment (metadata management, ontology, notification, search, geospatial),

· Integration of models related to emergency management – National Information Exchange Model (NIEM), the Emergency Data Exchange Language (EDXL), and the Emergency Information Interoperability Framework (EIIF),

· Integration of high level ontologies (AktivSA, JC3IEDM, DRDC models – maritime domain awareness, planning, terrorism),

· Ontology based portal services (taxonomy browsing, navigation, content domain),

· Publish, monitor, prioritise.

Challenges of this project include managing structures semantics, ontological engineering, large volume of data/information sources, managing both structured and unstructured information, providing user-centric contextualized services, and many others.

Alan Cullen from the BAE Systems Advanced Technology Centre, UK, presented a joint paper with Thales Norway and Cranfield University, UK, describing an approach to civil/military information sharing for disaster and emergency management called the Oasis (Open Advanced System for dISaster and emergency management) approach.  15 partners from 9 countries collaborate within the EU FP6 Oasis project that aims to provide a framework for information sharing supporting the construction of a common operating picture. The presentation included:

· A description of the meaning of and hurdles to interoperability between military and civil emergency services, including issues with information security privacy and proprietary nature, as well as issues of capturing user requirements by analysing:

· The security challenge (high to low domain interoperability),

· Models, such as data guard (used eXtensible Access Control Markup Language (XACML) and other meta data),

· Standards, which are essential for interoperability;

· Tactical situation object (TSO) – structure of information sharing (ontology) – borrowed from JC3IEDM,

· Used TSO adapters for legacy interfaces;

· An explanation of how a military system can be connected to a civilian Oasis system; and 

· A high level description of a civil/military demonstration scenario and its findings:

· The main conclusion of the demonstration was that information sharing, filtering and involvement of users are fundamental,

· NATO should take Homeland Defence area responsibility.

The next phases of experimentation will involve demonstration scenarios with increased maturity. 

Gil Ariely from the institute for Counter-Terrorism, Lauder School of Government, Israel, presented operational knowledge management models that act as the conceptual foundation to international, interagency interoperability to enable cooperation and knowledge sharing, learning during operations, and integrate lessons learned in real-time. This work was motivated to help overcome the increased complexity introduced through the need for the military to act in a spectrum of operations from epidemics, nature-disasters, or counter-terrorism, yet remain capable to defend nations through manoeuvre warfare. This paper refers to Knowledge Management (KM) as “strategies and processes to create, identify, capture, and leverage vital skills, information, and knowledge to enable people to best accomplish the organisation missions”.  It views terrorist networks as intuitive learning organizations, which act as a complex adaptive system, leading to the challenge for military to possess the abilities to outlearn them. Based on this premise, the emphasis of this study is to provide learning and training personnel to enable them to learn faster and cope with this challenge.  To be able to achieve this it is necessary to analyse:

· Knowledge – interdisciplinary, complex, dynamic, emergent – depend on where you are coming from (elephant story),

· Learning methods, sharing lessons earned (have been used in every war in history),

· Enhancement/encouragement of knowledge sharing for knowledge management,

· The networked hierarchy to beat a network,

· Validated knowledge and transformation to doctrine,

· Terrorist networks, which are complex adaptive systems and how to reshape the paradigm used to analyze and comprehend the network based on:

· Understanding complex adaptive systems,

· Implications of knowledge flow theories,

· Implications of chaos theory, which enables conceptualization of the social network as a knowledge fractal,

· Pedagogy as the adaptive gene:  train leaders, educate leaders.

Régine Lecocq from DRDC-Valcartier, Canada, presented a newly developed knowledge mapping prototype application called “KMapper” to solve some of NATO’s challenges in crisis and emergency situations.

Knowledge mapping is a field of knowledge management, and it relates to and draws from many concepts such as link analysis, concept mapping, ontologies, social network analysis, etc.  It is defined as a process to discover, locate and map specific knowledge assets that are key for individuals to perform their work.

KMapper is an alpha prototype. It is multidimensional, context driven (ontology based), dynamic, generic, and incremental. It aims to make the level of information relevant to the end-user and includes an adapted suite of tools (statistics, reports, etc.). Various concepts being analysed within this prototype include:

· Where is the knowledge residing?

· Social approaches, procedural approaches, conceptual approaches,

· Knowledge artefacts (explicit knowledge),

· Context driven, based on KMapper core ontology (concepts tree) and domain ontology for each concept,

· Automated information gatherers extracting information from knowledge sources based on the ontology and storing in the database.

The benefits of the KMapper to solve NATO’s challenges include:

· Help reaching an increased collaboration within or between organizations, an enhanced knowledge awareness, or else, a higher level of understanding of the encountered situation,

· Support making sense of the situation

· Help developing an understanding of the context of the situation and its significant concepts as well as their potential correlations,

· Help understanding types of intelligence available, and distributing useful intelligence products to end-users,

· Facilitating more focused collaborative efforts by mapping groups/organizations and their specific knowledge in specific domains.

Wilmuth Mueller from the NATO Consultation, Command and Control (C3) Agency, in The Hague, Netherlands, presented the interoperable sharing of data with the Coalition Shared Data (CSD) Server developed in the multinational (nine-nation) intelligence and surveillance project MAJIIC (Multi-Sensor Aerospace-Ground Joint ISR Interoperability Coalition) for crisis management. Crisis response operations require co-ordination across the whole spectrum of command levels, each with their own personnel, systems, assets and equipment. It is required to collect, manage, and exploit data from numerous sources including NATO and national, military and non-military, governmental and nongovernmental sources, and to make the data and results of the exploitation available in such a way that the right information is available to the right people at the right time in the right format. The CSD was designed in response to these requirements, supporting, for example:

· Heterogeneous surveillance needs and heterogeneous information sources no matter where data/information is stored and where it is needed,

· Asymmetric threats,

· Levels of interoperability,

· Requirements for situational awareness,

· Allocation of sensors,

· Security of data,

· Situation awareness; local level, real and non real time, various sensors, zooms, storage, dissemination, transport (decentralized setup, data management),

· Data servers based on NATO standardisation agreements (STANAGs) with different proprietary data formats converted into a standardized format.

In 2008, the CSD concept was successfully tested during the Bundeswehr experiment Common Shield 2008 and NATO DAT (Defence against terrorism) experiments Technology of ISTAR against Terrorism, Critical Infrastructure Protection, and Harbour Protection Trial. The seamless data and information exchange of all sensor data and exploitation products with a real-time update of the common operational picture was enabled by the employment of a series of CSDs with capabilities of storage, query, subscribe and retrieve, and automatic real-time synchronisation of metadata.

Col. R.F. Boots presented the I-Bridge (intelligent bridge) concept developed by Dutch Ministry of Defence, which integrates five generic functionalities (Geographic Information Systems, Collaboration, Voice Interoperability, Security and Logging) into a subscription model that makes it possible to collaborate safely and secure, on an ad-hoc basis and on a standard common desktop equipment. I-Bridge is meant as a ‘converter’ or ‘transformer’ of data between (legacy) systems of civil and military specialists involved in crisis management and disaster relief. Crisis is one place that impacts many other areas, is unexpected, and has to be dealt with by sharing information with the right people at the right time. Disaster management risks include: lack of communication, unknown quality of information, no unified data exchange platform, variety of specialized emergency response systems, difficulty in exchange and integration of data, and access to existing data is slow.  I-Bridge aims to solve the challenges and to address risks, including: real-time location awareness, shared situational awareness, sharing data among different organizations, etc. I-bridge components include: security, GEO–visualization, voice integration, cross-domain collaboration, E-discovery, unified command. It deals with any network, has a security layer, has many functionalities. The system consists of a design module, a management module, a simulation module, a communication module, an observation module and an evaluation module. It is extendable with new functions. Depending on the user, I-bridge provides different interfaces. It will be critical during intensifying civil and military operations in crisis, enabling military and civilian systems to share information.

4.3
Situational Awareness 

An Chen from the Chinese Academy of Sciences and the Institute of Emergency Management, Henan University, Kaifeng, P. R. China, presented a joint effort between Chinese research and government institutions providing a recoverability assessment model and application in emergency management. This project aims to provide a quantitative measurement to recoverability assessment.  Through a thorough understanding of the situation, recoverability assessment helps decision makers quantify the basis of rescue strategy and prevent public panic, unreasonable actions and secondary disasters. The recoverability assessment is made based on the deviation between instant status and normal status, taking into account:

· Four types of emergency management situations: easy-to-destroy and hard-to-recover, easy-to-destroy and easy-to-recover, hard-to-destroy and easy-to-recover, hard-to-destroy and hard-to-recover,

· Four milestones of emergency management situations: information acquisition, effective response, focusing and dealing, and fast recovery,

· Mechanism of incident analysis and management: occurrence, development, transformation, spread, derivation, coupling,

· Assessment in emergency management (vulnerability, risk, recoverability, mitigatability, salvabiity…).

Due to insufficient resources in real situations, it is impossible to meet all demands at the same time, so a realistic problem in emergency management is how to assess the priority of different areas and departments. An intuitive approach is to allocate limited resources to areas of the highest possibility of recoverability. Recoverability assessment has implications depending on type of model developed (whole area or single incident).
Recoverability assessment is an important problem in emergency management. The measurement obtains the priority of several disaster areas and provides the decision maker with a quantitative evaluation to select the proper rescue strategy.

Eric Luiijf from TNO Defence, Security and Safety, Netherlands, presented an analysis of critical infrastructures situational awareness in emergency management. Empirical evidence from reports about emergencies and disasters in various regions of the world shows that situational awareness and caretaking for CI is a weak spot in emergency management unless the disruption of a CI is the emergency itself.  Examples analysed included: Baltimore tunnel fire, UK 2007 flooding, and a number of Dutch locations where an incident was reported. C3I and emergency management lack situational awareness about critical infrastructure (CI). Common CI in nations include: energy (power, gas, oil), transport (road, rail, air, shipping, pipelines, main ports), water (drinking water, sewerage), food, health services, telecommunications (fixed lines, mobile, broadcasting, internet, satellite, navigation, postal services), and financial services. While emergency response services, police, law enforcement, justice (courts, jails), and armed forces (especially when they have homeland security or disaster response task) are CI that are organized differently in each nation.  Dependency is the relationship between two products/services and various CIs can depend on each other. The CI dependency model needs to be developed, and emergency management has to take these into account. The study developed a model for C3I/EM situational awareness in CI and concluded that it must never be optimistic.

Marina Khokhlova, CEFEY Co., Russia presented the infrastructure developed by the CEFEY Co. company http://www.cefey.ru/cmd/about/ to provide Integrated Information and Functional space (GGG) management as applied to crisis. This development was motivated as a result of the following observations:   

· Crisis is a global phenomenon,

· Traditional approaches are not adequate.  Are the integrated systems appropriate?

· International organizations need to cooperate efficiently,

· Current approaches include:  Integration (requires semantic interoperability), integration of information, lifecycle (technology evolved extremely fast),

· SOA lagging behind the need (inconsistent, redundant, integration, …),

· New IT paradigm (new global Information network, new life cycle, automatic programming, new net centric architecture, open technologies as a collectively developed single model) is required.

The infrastructure developed at the company is based on:

· Net-Web-Graph 

· GGG Network,

· DNA programming,

· Automatic programming,

· New net-centric architecture.

More than 700 projects in Russia use the GGG approach, and examples are listed at http://www.cefey.ru/cmd/products/ 

4.4
Decision Support 

Florence Aligne from Thales Research & Technology, France, presented an analysis in which the information and decision support system is appropriate for crisis management. Analyses performed by the Decision Technologies and Mathematics Laboratories (DTML) are aimed at defining a concept of information and decision support for crisis management. As part of this investigation, first the typology of a crisis, based on the analysis of past crises was developed, then a definition of what an information and decision support system (IDSS) for crisis management can be, using concepts of crisis and crisis management established in the beginning. Crisis cycle (pre-disaster->response->post-disaster) and technologies analyses (duration in terms of spatial scalability and type; nature in terms of intentional, non-intentional; level of uncertainty, etc.) were based on a number of crisis types (terrorist, nature, industrial, sanitary, …).  Personnel involved in crisis were interviewed. Specific aspects addressed in the study included:

· Users aren’t aware of the technological possibility,

· Characteristics of crisis: break-fork-threat-important stake-urgency-degraded situation-difficulty,

· Crisis cycle: crisis management: various analyses activities in each phase,

· Crisis technologies required in IDSS for Crisis management:

· Monitor, visualize, information dispatching, communication, coordination,

· Prevision, anticipation decision,

· Situation Awareness, analysis and understanding,

· Data acquisition, validation and update;

· Mapping crisis criteria to system characteristics (requirements) (e.g. urgency requires speed and efficiency; degraded situation requires robustness).

The study proposed a characterization of an information and decision support system for crisis management in three stages:

· Establishment of  the list of characteristics required by an IDSS for crisis management,

· Observation of disjunction between two concepts of systems: dedicated systems and resistant systems,

· Development of a proposed list of functions that an IDSS has to provide for the crisis management.

Éloi Bossé from DRDC-Valcartier, Canada, presented for Adel Guitouni a Canadian project that demonstrates a time sensitive decision support system for crisis and emergency management. Investigations have been performed as part of the Defence R&D Canada technology demonstration project, Joint Command Decision Support System (JCDS 21), to demonstrate an example of an integrated Decision Support System (DSS) for crisis and emergency management. A large number of critical factors have been analysed as part of this effort, including:

· Complexity of the Crisis management system (multi-jurisdiction, multi-agency, multi-national, etc.,

· Canadian incident response environment includes many organizations,

· Command and Control (C2) functions: operations, planning and intelligence, logistics, finance & administration areas,

· Architecture (currently uses DNDAF framework),

· Complexity of the operational node framework as well as activity mode,

· Collaboration between strategic, operational and tactical layers that are interrelated,

· To design DSS it is necessary to understand the business process,

· The need for a feedback loop to assess whether implementation and unfolding events are in accordance with the Commander’s intent,

· Evaluate crisis on communication quality: ease of communication, timeliness and clarity of communication, impact of coordination.

Main C2 functions include deliberative planning, operations execution, operation planning, and sustainability. Empirical results demonstrating JCDS 21 C2 applications suggest that the technologies and concepts were accepted by end-users and the participants assessed the technologies and concepts to be effective.

Thomas Delavallade of Thales, France, presented a new project aimed at providing support to intelligence analysts through the whole intelligence chain to help perform information evaluation as decision support for counter-terrorism. This is a preliminary study to establish a global information management platform dedicated to open-source intelligence that will be developed during a three-year project funded by the French national research agency. This project gathers key French actors in the field of information management: the computer science laboratory of the Paris 6 University (LIP6), the Jean Nicod Institute, the ONERA, ARISEM, and Thales Research & Technology (including an epidemiologist and philosopher). Besides these industrial and scientific partners, end users belonging to various governmental agencies are also involved. Topics of investigation include:

· Extraction of information, modelling the information, and DSS architecture,

· Open source intelligence that plays an important role against terrorism,

· Information overload, data relevance, value, exploitation,

· Construction of a platform to collect, select and analyze data with ergonomic interfaces,

· Information seriousness, social networks, rumours, disinformation,

· Use of various supervised and non-supervised techniques to extract information,

· Use of STANAG 2511, considering limitations with regard to information source reliability and information truth,

· Measuring the value of the information, integrating temporal constraints, developing convenient Human Computer Interfaces (HCI),

· Assessing information seriousness, monitoring social networks and information trends (rumours, disinformation),

· Perspectives: open architecture, importance of the platform for crisis management and weak signals detection.

Avgoustinos Filippoupolitis of Imperial College, London, UK, presented two emergency response systems for disaster management in buildings, an overall DSS that provides directions to evacuees regarding the best exit route, using decision nodes that are positioned at specific locations inside the building and sensor nodes that provide information related to the hazard, and a second system containing an on-line DSS algorithm using a robotic network, i.e. a network of autonomous robots that move inside a disaster area and establish a wireless network for two-way communication between trapped civilians and an operation centre. 

An evacuation simulation platform and a simulation environment have been developed to model disaster using a graph or collection of graphs. Specifically it uses a graph representation of the building and decision nodes based on distance vector routing that use sensor network and communication between them, converging to the best path to the next available exit. Each actor in the simulation has a personal simulated view of the world.  

The second system is modelled as a robotic network for communication with trapped civilians in the building, finding the optimal location for the robots to locate a maximal number of civilians.  It assumes civilians are in clusters and that each has a communication device ensuring that civilians have access to the base station.  

The on-line DSS is designed to help persons in charge of evacuating the building, by computing the best evacuation path. This system was validated with 20 robots and 20 civilians, compared with a global DSS.  The global DSS is much slower.

4.5
Information Fusion and Sensor Networks 

Georgia Sakellari of Imperial College, London, UK presented an approach to enhance the security of the network entitled Adaptive Resilience of the Cognitive Packet Network in the Presence of Network Worms.

The need for network stability and reliability has led to the growth of autonomic networks that use Quality of Service (QoS) driven approaches to provide more stable and reliable communication.  This will be especially critical in crisis situations. This study analyses Cognitive Packet Network (CPN) for its ability to adapt quickly to varying network conditions and user requirements. CPN uses QoS packets smart packets (SP) with reinforcement learning, using Neural Nets (NN) for discovery, dumb packets carry user data and ACK acknowledgement packets to bring back information from SP and train NN. CPN has a computationally efficient structure and uses reinforcement learning with a specific goal function.

Network worms are malicious self-replicating applications. A node can be infected, infected or immunized and smart nodes are more successful at dealing with the worm attack.

The project developed mechanisms to further improve CPN performance.

Mihai Cristian Florea of Thales Canada presented a jointly developed approach with DRDC-Valcartier to provide crisis management using Dempster Shafer Theory (DST): using dissimilarity measures to characterize source reliability. This research investigates how to improve the process of information combination through the use of DST in a crisis and or emergency situation.  The challenges that are being addressed include:

· There is too much information and how the integration of diverse sources of structured and unstructured information can be automated,

· How does one estimate the reliability of sources and cope with imperfect information, model uncertainty and derive a decision.

The DST allows combining dissimilar and imperfect information, enabling the:

· Use of context to improve the combination process,

· Classification of different dissimilarity measures of between mass functions,

· Modelling and use of different aspects of imperfect information.

· Use of the membership measure based on distance using various distance estimation methods taking reliability and credibility into account in mass,

· Membership degree based on distance (conjunctive dissimilarity),

· Sensor classification from the point of view of 1 sensor or a set of sensors (sensors can be simple, hybrid and complex),

· Classification of the dissimilarity measures between 2 or more BPA (belief functions, also called basic probability assignments),

· Characterisation of sensor reliability and estimation of a relative reliability measure of PBAs in the combination process of similar and dissimilar sensors,

· Implementation of a combination of hybrid sensors.

Erik Blasch from AFRL/RYAA, USA presented a joint study with Canada on information fusion for harbour security through persistent surveillance. This work leveraged the results of analyses performed at a NATO Advanced Research Workshop on application of information fusion for harbour security, and explores some emerging persistent surveillance techniques that could support crisis preparedness and response for a harbour environment. Specifically it proposes that layered sensing is valuable for persistent surveillance through the estimation of:

· The aerial picture,

· Ships, environments, terrain,

· Change detection,

· Environmental data,

and by

· Building indications of warning, and

· Monitoring areal activity.

Together, the combined use of data to support information would help port security and disaster response personnel to deal with emergencies and crisis response.

Michael Rabbat from McGill University, Canada, presented fusion and inference in surveillance networks. The work is sponsored by MITACS (Mathematics of Information Technology and Complex Systems), a Canadian Research Network, and supported by DRDC-Valcartier and a number of Canadian industries. The testbed simulates a network and sensors (LIDAR, GPS, RF signal strength...) and demonstrates distributed information extraction and fusion, including:

· Sensor camera management and control,

· Decentralized particle filters for multi-target tracking,

· Fusion and anomaly detection,

· Gossip algorithms for distributed inference,

· Multi-tier multi-modal surveillance networks.

The information is combined through decentralized particle filters for multi-target tracking and gossip algorithms for distributed inference. A leader node particle filter approach is selected. In the leader node particle filter, a single node in the network (the leader node) is responsible for tracking an object, but that node changes over time as the position of the target changes. The leader node executes a particle filter based on the measurements it collects from a set of neighbouring sensor nodes. 

The testbed is planned to evolve into an integrated, scalable surveillance network and inference engine with a hierarchical architecture with many low-power nodes reporting locally to cluster-head nodes that perform the majority of the decentralized processing. This architecture will consist of multiple tiers, with each tier consisting of surveillance nodes with different sensing and processor capabilities. 

5.
The expert answer-question monologues

Six experts in the audience: James Llinas (USA), Eric Blasch (USA), J. Tan (Singapore), Allen Cullen (UK), Gil Ariely (Israel), Col. R.F. Boots (NLD) and Elisa Shahbazian (CAN) –TER were asked to answer 2 questions:

1. Could you identify important issues or aspects missing,

2. Recommendations for future events.

 A summary of combined responses and recommendations is provided below.

5.1
Important Issues or Aspects

· Most papers presented have been on Why and What. There are not many on How?

· Most papers described support functions (resource management/situational awareness), and need proactive decision support,

· Need papers on test and evaluation methods. How do we know a crisis management system works? 

· Clearer definition of disaster, what is the response (fast, complete),

· Using geographic and geospatial information for decision support,

· Known threats are easy, what about unknown threats; Randomness, how to track people around the world,

· What is crisis management? (Historical view); trends and emerging discussions (i.e. uncertainty),

· Better definition of the problem space: ‘what is a crisis’ e.g. man-made and/or natural crisis; partition the problem.

· Standards for decision support (vs. information standards, common data sets or benchmarks, and common metrics); make more relations to NATO papers and documents,

· The IST-086 was mainly focused on the technology (IST focus is technology) aspect of crisis, emergency and consequence management, while the process and organization aspects were only slightly mentioned by a few presenters.

5.2
Recommendations for Future Events

· It is recommended to identity this group and the research focus as an on-going “forum”,

· Analyse the physical design of the organic crisis management system for deployment,

· Need some more bottom-up analysis; Innovation solutions for disaster,

· Bring together teams involved in similar work and help joint advancement,

· Investigate the scalability of information and dynamic information models,

· Organize specialized activities (techniques for enabling innovation),

· Invite an inter-domain inter-jurisdictional event with “users of the technologies” and technologists,

· Need implications of culture (across nations and within nations), cross-cultural,

· Need demos, more multinational topics maybe using a common data set and common metrics.

6.
BEST PAPER AWARD

The three papers were chosen by the evaluation committee.  These papers are listed in the order of their ranking:

1. Paper no. 15: Emergency Response Systems for Disaster Management in Buildings by Avgoustinos Filippoupolitis, Georgios Loukas, Stelios Timotheou, Nikolaos Dimakis and Erol Gelenbe, imperial college, Great Britain.
2. Paper no. 6: Knowledge Mapping in Emergency Operations by Régine Lecocq, DRDC-Valcartier, Canada.

3. Paper no. 12: Which Information and Decision Support System for Crisis Management? by Florence Aligne, Thales research & technology, France.

7.
some other impressions

At the end of the workshop, all participants were asked to fill evaluation forms. Briefly summarising these forms, the following observations should be noted:

· The participants' overall scaling of the value of the workshop were mostly Significant (81-90/100) with also a few Extremely Significant evaluations,

· Almost every paper had at least one participant that had identified it as the best paper. The distribution appeared to be very even, leading to the observation that on the whole the symposium had attracted a very valuable list of experts with significant contributions in crisis/emergency management,

· There were very few people that identified a paper in the worst paper category.

The symposium had a very good mix of participant from all domains of technology research, including government research organizations, industry and academia. 

As shown above, there are numerous avenues of research and numerous joint activities that will help the community closer in being able to improve the ability of joint, multinational, multi-jurisdictional crisis and emergency and consequence management.

8.
overall evaluation and recommendation

The overall topic of the symposium is extremely broad and within a 2-day discussion it is difficult to cover every aspect of it. However, the symposium provided a very good opportunity to exchange ideas, identify issues, learn about work performed on the topic internationally, and create new alliances.  

Not all technologies necessary to providing decision support for crisis, emergency and consequence management were covered by the presentations. However, considering the breadth of the pertinent technologies it is realistic that more than one such symposium is required to cover them.

Overall decision support in any context is achieved through an in-depth analysis of three important interrelated aspects, namely Process, Organization and Technology. Being an IST event, this symposium focused on technology. However, it is necessary to observe that it is difficult for technology experts to gain full appreciation for the legal, procedural, operations, psychological and inter-jurisdictional aspects of the application of the technology being developed. In much the same way, the user community may not appreciate the value of technology for enhancing operational performance.

It would be very beneficial to organise an inter-domain inter-jurisdictional event with “users of the technologies”, domain personnel from many agencies and organizations responsible for providing crisis, emergency and consequence management, together with technology experts to help technologists better appreciate process and organizational aspects, and to help users develop a better understanding of how technologies can enhance their ability to provide crisis, emergency and consequence management.
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� Taken from the brochure announcing the symposium in Bucharest. 
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