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Abstract
Military organizations, in support of both domestic and internationally deployed operations, require enhanced information sharing, exchange and coordination between nations or government agencies. In particular, crisis or emergency management situations require a timely collective response. Significant research has been achieved for a few years to provide military decision makers and operators in command centres with information and knowledge management tools and services that help gain situation awareness, such as enterprise knowledge portals.
In this paper, we describe the concepts and technologies that have been investigated as part of the JCDS 21 Technology Demonstration Project to provide military operators and decision makers with a command portal environment that supports enhanced situational awareness. To achieve this, a set of information and knowledge management services has been implemented and lays the foundation of an advanced command portal. These services have been incorporated in the web-based Command and Control Collaborative Environment (C2CE) that also integrates command and control web-based applications and is connected to external applications to support planning, monitoring of resources, and execution management. 
1.0
INtroduction
Nowadays, the nature of national and world events is characterized by complex international conflicts, increased terrorism, or natural disaster threats. Military organizations, in support of both domestic and internationally deployed operations, require enhanced information sharing, exchange and coordination between nations or government agencies. In particular, crisis or emergency management situations require a timely collective response. Our research, as part of the JCDS 21 (Joint Command Decision Support for the 21st century) Technology Demonstration Project, aims at investigating and demonstrating a Joint Net-enabled, Collaborative Environment to achieve decision superiority within a Joint, Interagency, Multinational and Public (JIMP) framework.

In such complex situations, a collaborative information environment is required to help military decision makers and their staff to effectively share information with civil organizations and international allies, work in communities to exchange their knowledge about ongoing events, make sense of the ever increasing flow of incoming information in net-centric environment, collaboratively develop shared situation understanding, and effectively plan and monitor operations. 
Significant research has been achieved for a few years to provide military decision makers and operators in command centres with information and knowledge management tools and services that help gain situation awareness, such as enterprise knowledge portals. This technology facilitates timely and effective access to information to various users according to their credentials. Many challenges remain in order to improve knowledge management services and provide users with timely information that is relevant to their operational goals in order to enable a better comprehension and interpretation of ongoing situations in context. 
Challenges include:

· Managing both structured and unstructured information by exploiting metadata and semantics,

· Providing a balance between information search (pull) and alert/notification (push), 

· Providing user-centric contextualized services to meet various users requirements depending on their role and assigned tasks, 

· Facilitating collaborative team work for enhanced shared situational awareness, 

· Representing information at various levels of abstraction on tailored geographic displays.
Recent advances in web technologies move toward the visions of the Web 2.0 and the Semantic Web. The Web 2.0 is focusing on social and collaboration capabilities, whereas the Semantic Web aims at providing semantics (through ontologies) for enhanced knowledge representation and reasoning in web environments. Semantic technologies, in particular ontologies, that capture domain knowledge in high-level taxonomy structures, their interrelationships, as well as instances data, play a key role in supporting information integration, annotation of unstructured information sources, enhanced search and retrieval from heterogeneous sources, and intelligent notification as the situation evolves.
In this paper, we describe the concepts and technologies that we have investigated as part of the JCDS 21 Technology Demonstration Project to provide military operators and decision makers with a command portal environment that supports enhanced situational awareness. To achieve this, a set of information and knowledge management services has been implemented in a web-based portal that lays the foundation of an advanced command portal. In addition, this environment also integrates command and control web-based applications and is connected to external applications to support planning, monitoring of resources, and execution management. This constitutes the Command and Control Collaborative Environment (C2CE). 
2.0
Enterprise portals and collaborative environments

Enterprise portals are recognized as an enabling technology to meet the requirements of net-centric operations, by facilitating organizations to access, to share and to manage information and knowledge. Enterprise portals evolved from environments providing a unified access to heterogeneous sources to user-centric task-oriented portal. In particular, enterprise knowledge portals offer a set of services as their core functionality including: personalized access, search, filtering of content, content management, notification, collaboration, and configurable user interfaces mixing maps/graphics and data, with the possibility to drill-down into data. 
In a previous technology demonstration project conducted at DRDC Valcartier, the concept of a knowledge portal to support situational awareness and decision-making was proposed and implemented using Enterprise Portal technology [7]. It reflected the vision of a user-centric, mission-oriented knowledge portal described in [6]. In particular, it provided capabilities such as: single point of access to multiple sources, integration of application services, filtering and packaging of information sources in portfolio views, dissemination of information using portfolios, contextual search services, and web-based geographical information services.

Several research initiatives also aim at providing users with tailored situational awareness environments to better satisfy operators and decision-makers’ information needs. An example is the user defined operational pictures (UDOP) capability whose purpose is to create, visualize and share decision-focused views of the battlespace to support situation awareness and decision-making [10]. It aims at building operational pictures in which users (or communities of users) can select the information they want to be included in the COP, based on various dimensions of operational information requirements. Another example, TIDS (Tailored Information Delivery and Service) [3] provides information filtering mechanisms from multiple sources based on the accuracy of the sources and users’ information needs within a multi-agent architecture.
Within such environments, both pull (search and discovery) and push (notification and alert) mechanisms are required to meet operators various information needs. In the first case, the user proactively seeks for relevant information in a particular situation context. In the second, agents monitor the sources to find information corresponding to users’ operational critical information needs or significant events, in order to provide Valuable Information at the Right Time (VIRT) [8]. With push, a key challenge is the identification of these conditions of interest to be monitored by agents.  In any case, software monitoring or search agents have to be smart enough to match users’ needs with available information sources. For this to happen, semantic mapping has to be applied between information producers and consumers.

3.0
Information and knowledge management services
There are many ways a user can access information: browsing, filtering, searching, or alerting. Effective browsing of a large information space implies that information is organized along a predefined structure (e.g. a taxonomy of the domain). Filtering allows users to restrict the information space based on specific criteria (metadata). Search is the most commonly used function to retrieve specific information or to discover new one. Exploitation of metadata and ontologies in this context may enhance the filtering or search/retrieval functions. In time constrained situations, notifications or alerts provide the users with information that meet their specified criteria. Based on user preferences and context, these capabilities enable to effectively discover, retrieve and organize information. Moreover, supporting shared situational awareness requires a collaborative environment that facilitates information sharing and supports team work.
We describe below some of the important services that we have considered for the design of the advanced command portal to provide enhanced situational awareness. It includes notification, content management, ontological support, collaboration, and user context management. These services have been implemented in the command portal using BEA Web Logic.
3.1
Notification 
In time sensitive contexts such as emergency situations, it is required that users are informed as soon as new information becomes available based on their critical information requirements (push mode). The notification service is made possible using a publish-subscribe mechanism that monitors information sources based on users subscription settings and inform users accordingly.

Consequently, flexible criteria must be defined to specify notification settings in such environment. In our context, several criteria are proposed to users in order to specify notification related to: 

· Document change or update; 

· Types of events that match users interests: e.g. new incident, new operation, new plan available, chat alert, etc.;
· Types of documents, according to the defined metadata standards (e.g. sitrep, brief, media-report);
· Document content: the concepts of interest can be selected from the ontology/taxonomy, or using specific keywords not present in the ontology.

Priorities can be assigned to notifications (e.g. low, medium, high), so that the most important notifications appear on the top of the list of alerts in the user notification portlet.
Notifications can be applied to sources that are part of the portal environment (e.g. a document repository) that are frequently updated with new information (e.g. situation reports, intelligence product, etc.). They can also be used to monitor external sources, such as specific web sources or discussions in chat rooms. 
In our context, we have also considered the monitoring of incidents recorded in an external military system , the Incident Management System (IMS), so that military operators are informed as soon as new incidents they may be interested in occur.
3.2
Ontological domain model

In a net-centric setting, producers and consumers of information have to share a common vocabulary and semantics, either through a common ontology or by using mechanisms for solving semantic mismatches that may occur. Within the JCDS21 command portal environment, a domain ontology is a key component as it represents a shared representation and standardization of the key concepts of the domain of interest, and constitutes a knowledge representation enabler to support knowledge management services. In particular, it can be exploited for effective knowledge retrieval and sharing, and ontology-based information integration over heterogeneous sources. 
The ontology aims at specifying concepts in order to represent the What, When, Where, Who in support of situation awareness and decision making. The high-level concepts of the ontology represent organizations and their roles, people, actions and events, infrastructures, equipment, geospatial locations, features, etc. The developed ontology leverages from prior ontological development efforts at DRDC and from external sources. In particular, the Advanced Knowledge Technologies ontology for Situation Awareness (AKTiveSA) [1], developed at the University of Southampton in support of humanitarian relief operations was considered as a rich set of concepts to build the JCDS core ontology. The Joint Command Control and Consultation Information Exchange Data Model (JC3IEDM) [9] high-level constructs were also exploited. Moreover, parts of ontologies developed in DRDC research projects in relevant domains were also integrated, such as concepts related to maritime domain awareness, or models built to support planning and execution management.
In order to scope the domain, a scenario related to the Vancouver 2010 Olympic Winter Games in support of emergency preparedness and response was considered. The ontology extends several high-level concepts to meet the Olympics scenario, including terrorism tactics and weapons, critical infrastructures, and olympic venues. 
Due to the importance of effective information sharing and interoperability in crisis or emergency situations, several information exchange models and standards have emerged recently to facilitate the sharing of critical information between organizations [14]. Among them, the National Information Exchange Model (NIEM) [11], the Emergency Data Exchange Language (EDXL) [5], or the Emergency Information Interoperability Framework (EIIF) [4]. All these models cover relevant concepts in support of emergency situations that are worth considering, however their specification is at a lower level than the ontological model we are building to benefit from these models directly.

In order to represent domain knowledge with expressive semantics, objects properties, relationships between objects, and constraints, the OWL-DL formalism, the version of the OWL language based on Description Logic has been chosen due to its expressiveness and tractability. The ontology has been implemented using the Protégé ontology environment [13]. 
An ontology service has been integrated within the command portal to make the ontology available to other web services. This way, the ontology can be used by various knowledge management or reasoning services to meet different needs:

· To provide a standardized vocabulary of the domain, and a taxonomy that can be used to present the domain concepts in different portlets;
· To perform conceptual searches instead of pure keyword searches;

· To exploit the conceptual representation of the domain within knowledge mapping applications;
· To query the ontology and its associated knowledge base (instances) to get information about the domain;
· To make inferences using a reasoning engine on top of the ontology and business rules.
3.3
Document/content management 
In the context of complex situations involving multiple actors and organizations, more and more information sources are made available to users, thus leading to information overload. Some types of contents are centralized and managed in a global repository while other sources are external but are made available to users. Document management systems usually contain a large variety of documents (text, images, and videos) that have to be meta-tagged, organized, in order to be accessible using browsing and filtering services, and retrievable using search engines. 

In our context, various information sources are integrated into a centralized content repository. In order to support effective document management (search and retrieval, filtering), new documents published in the content repository must have metadata attached to them. Current technology facilitates the automatic generation of some metadata tags (e.g. date, author, title), whereas metadata related to the content, e.g. keywords that represent the document semantics are usually manually entered by the user.  Consequently, when an information producer wants to insert a new document, some metadata are automatically generated, and the user has to fill in the additional metadata to facilitate subsequent retrieval, and indicates under which folder to insert the document.
To enable browsing and filtering within the document repository, the repository portlet is organized along a predefined structure that makes sense for the information producers and the consumers. In the military domain, such structures may include folders about ongoing missions/operations (orders, standard operational procedures, intelligence, operational support, briefings, etc.). Alternatively, documents can be organized according to a taxonomy of the domain, i.e. a hierarchical decomposition of concepts. The ontology provides the basis for this decomposition.
Having metadata attached to documents, filters can be applied to select documents according to the different metadata types (e.g. document type, country, date). The combination of different filters facilitates the retrieval of a subset of documents corresponding to users information requirements. 
However, in general, to get a better understanding of an evolving situation, users usually are looking for information about particular topics in order to complete their partial understanding of the situation. In such cases, search engines are more appropriate for knowledge discovery. In our context, the underlying search engine is Autonomy, a popular search engine based on Bayesian probabilistic pattern-recognition algorithms. It provides results with document summaries that help users to rapidly scan search results. Those search results can be saved for further exploitation, and agents can be defined to perform searches on a regular basis.
3.4
Collaboration
Facilitating collaboration and team work is essential to help develop shared situational awareness. Synchronous text chat tools have become critical tools within the military community as a means to conduct real-time conversation, and to monitor multiple discussions in chat rooms simultaneously. Wikis [2] are also a recent web technology that enable users to share information and collaboratively generate knowledge. However, in order to support team work in communities of interest, i.e. groups of users who are working together on a specific problem or situation, a collaborative environment has to provide additional functionalities to facilitate interaction between people in a more structured way. 
Commercial collaborative environments provide a set of functions such as:

· Document library (with private, shared spaces), 
· Forum discussions, group notes, issues, 

· Announcements, news,

· Task assignment, workflow, calendars,
· Search and notification functions. 
Working in such group spaces facilitates the sharing of documents, experiences, and views on a problem while supporting the generation of new knowledge products through interaction and collaborative work among distributed teams (e.g. building of a plan, generation of an intelligence report based on individual inputs and discussion, or monitoring of a particular event). 
The BEA WebLogic provides GroupSpaces, a collaborative environment that enables the configuration and management of multiple communities. Each community is set up with the appropriate portlets to meet the collaborative work requirements to support the tasks of its members. Templates are used to organize portlets in communities.
Various operational contexts may benefit from collaborative environments in communities, either to facilitate day-to-day operations or to effectively react in a crisis situation. The types of communities that can be envisioned in a portal environment include: 

· Operational communities that are set-up for an extended period of time, to support daily activities, e.g. the collaborative preparation of a morning brief. In this case, the process follows several steps, each member contributing at a stage of the process.
· Communities for scheduled activities, e.g. international events. Such community can be configured in advance before people join it.
· Communities for contingencies, corresponding to events that can be partially predicted, e.g. preparing for a major weather event (e.g. Hurricane). Such communities can be established in advance with a lower level of activities, and become more active when the situation evolves.
· Communities for emergencies, e.g. a major natural disaster or a terrorist attack. The timing and specifics cannot be predicted in advance, but organizations have to be prepared for such events.
In the latter case, the communities will have to be established on short notice, so there might be benefit to maintaining a number of ready-to-use templates. When the emergency arises, it can be possible to select the appropriate one to establish the community, and populate it with relevant data , RSS feeds set up, etc.
Additionally, GroupSpaces could allow the various contributors to more effectively collaborate with their counterparts from the previous shifts.

While commercial tools offer basic functionalities, mechanisms could be added to:

· automatically populate these communities with predefined templates, relevant background documents and maps, 
· facilitate information transfer, e.g. publication of document produced collaboratively in a community to an official document repository, 

· support the analysis of different group spaces contents. 
Moreover, collaboration environments can also benefit from advanced services such as semantically-enriched search, notification and analysis.
3.5
User context management 
For a few years, knowledge portals move toward user-centric environments that support users in their tasks based on their roles and preferences. Most of the services provided in a knowledge portal should be contextualized and customized to the user roles, tasks, domain of interest, so that users get information and services they really need in order to perform their tasks. The configuration of portlets in a portal should also be configurable to meet different user profiles and preferences. Moreover, the user context can also influence the knowledge management services, such as notification, search and presentation. 
Based on the user role and mission, the portal layout is configured accordingly with the appropriate portlets, applications, and GIS visualization context. Some portlets menus should also be context driven. The user can further customize its environment based on his preferences. The portal provides a service to manage user contexts, in order to save the user context and restore its environment with the same configuration.

Information visualization on maps plays a key role in developing situational awareness. Using a user-centric approach, operations, major events, or incidents, can be represented on maps with the appropriate level of abstraction and details depending on the user context (strategic vs tactical view). The GIS Context management enables to save and restore the GIS context for a given user and mission (e.g. level of zooming, coordinates, favourite locations).

The notion of context can also be exploited within communities as they are related to a specific problem or task.  
4.0
Technological architecture
The command and control environment (C2CE) is a web-based portal environment that is based on a system of systems architecture, exploiting the service-oriented paradigm that facilitates the components integration. C2CE core services are connected and accessible through an Enterprise Service Bus (ESB). These services include the information knowledge management services presented above, as well as additional services (e.g. logging, error management). Each common service must be published as a web service following the Web Services Description Language (WSDL). These services can be orchestrated using the ESB with Business Process Execution Language (BPEL).
The portal functionality is provided by the BEA WebLogic Application Server. The user functionalities are provided through portlet technologies, as illustrated in the Figure 1. 
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Figure 1: C2CE architecture 
The C2CE provides several services to users through portlets: document management, search, notification, GIS, collaboration in communities.

In addition to its core services, C2CE integrates several web and external applications that can be invoked in support of situation monitoring and understanding, and decision making. Among these, KMapper facilitates the access to knowledge assets and expertise, TRV provides total asset visibility, COPLANS supports the operational planning process, and EMPA supports execution management and plan adaptation. As mentioned above, the C2CE is also connected to external systems that are part of the Canadian Forces baseline, e.g. the Incident Management System (IMS) and the IPWar chat tool.

Figure 2 shows the C2CE main interface composed of a set of portlets. As described above, it gives access to various military sources, document repository, notifications, but it also provides access to applications to support users in their activities (monitoring, planning, execution management). The portlets, GIS views, and applications are configured according to the users context.

[image: image2]
Figure 2: C2CE main interface
5.0
conclusions

Web-based knowledge portals provide environments that offer core functionalities to access, share and manage information and knowledge. However, enhanced knowledge management techniques and tools are required to ensure that information of contextual relevance is provided to users. With the ever growing amount of unstructured information sources, some challenges remain to automatically add semantic metadata, extract relevant knowledge from texts using techniques such as text mining, or link analysis. These techniques should highlight relationships among the set of information made available in net-centric context coming from heterogeneous information sources, either from individual sources or from information products built collaboratively (e.g. wikis, chat). Moreover, software agents could be exploited not only as search agents or for monitoring purposes, but also to add learning mechanisms in knowledge management environments, to dynamically manage users’ situational context, models, actions, and exploit these knowledge for further reuse.

The C2CE with its information knowledge management services was demonstrated and tested by military operators that were not familiar with the environment. After a short training, the value of KM services like notification or advanced search engines was well received. However, while chat tools were widely used, the communities that were set up for the demonstration to facilitate collaborative work were under exploited for information sharing or collaborative work. This is due to the fact that collaborative work with such tools is a long term process that requires longer training as well as change in work practices.
Extensions of the proposed environment include: integration of additional information sources, better management of user workspace and knowledge base, the use of analytical functions exploiting information sources and historical data, and enhanced collaborative work capabilities.
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