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Abstract
An accurate operating picture is essential for effective command and control during crises.  This paper presents a framework for information sharing, developed within the EU FP6 Oasis project, that supports the construction of a common operating picture.  This paper then describes how this framework was used to demonstrate civil/military information sharing between the UK fire, police and ambulance services, and the military in a fictitious aircraft crash scenario.  Security for information sharing was provided by a data guard controlling transfers between different domains.  The demonstration indicated the value of information sharing by improved handling of the emergency.  The presentation of this broad area is an overview but key issues are raised including information filtering and the role of users in development.
1
Introduction
An accurate operating picture is essential for effective command and control during crises.  Constructing this picture requires information exchange between participating organisations in a timely and secure manner.

This paper begins by discussing the meaning of and hurdles to interoperability between the military and civil emergency services in section 2.  This is followed in section 3 by an overview of the approach by the Oasis (Open Advanced System for dISaster and emergency management [1]) project to information sharing which has its roots in the JC3IEDM (Joint C3 Information Exchange Data Model) work in the Multilateral Interoperability Programme (MIP [2]).  Then section 4 explains how a military system can be connected to a civilian Oasis system and section 5 summarises a civil/military demonstration scenario and its findings.  Conclusions are drawn in section 6.
2
The evolving requirement for Interoperability between military and Civil protection

In a report to the NATO Parliamentary Assembly, Polenz [3], the Rapporteur from Germany states that “one of the areas where NATO could take on additional responsibility is homeland defence, and its role in this area could be to co-ordinate national policies across the Atlantic. […] Military forces have always co-operated with civilian authorities in responding to natural disasters, sealing borders or protecting critical infrastructures.”

With this challenge in mind, it is clear that information technology (IT) presents military and civil emergency services with opportunities for gains in efficiency and easier working practices; conversely, it can also act as a barrier when interoperability becomes an issue, often stemming from disjointed procurement processes.

In this paper, we will refer to interoperability
 as the ability of systems to exchange and make use of the information. The concept of interoperability is multifaceted but can be broken down as follows: 

· 
At the highest level, cultural interoperability supports synchronisation of missions, unification of efforts and definition of a common strategy. This is based on the establishment of coherent political objectives and doctrine allowing a common pool of resources as well as the designation of  harmonised plans for the resolution of the situation and the alignment of operations through the common set of targets.

· 
At an intermediate level, cognitive interoperability enhances the sharing of understanding of activities and their expected outcomes. This is attained through knowledge and awareness exchanges aimed at building a common perception of the “problems” as well as a the capabilities available to resolve them. Such awareness also assumes that the intentions of all parties are understood. Agreed formats for information, data and terms fall in this grouping as they presume that a consensual meaning for each individual object has been defined to allow unambiguous exchanges. 

· 
At the lowest level, technical interoperability enables the building and maintaining of a common operating picture (COP). This is realised through the definitions of protocols and the set up of physical communications. The technical specifications to facilitate this level of interoperability are aimed at the provision of a secure, complete, accurate and timely operational picture.
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Figure 1 Illustration of the levels of interoperability
Guijarro [4] explains that, to begin with, interoperability appeared as a theme in e-government strategies alongside other themes such as security, confidentiality, delivery channels, etc. Initially the issue was to avoid vendor lock-in, especially as networking was becoming an increasingly important part of the working practices. Standardisation was then seen as the favoured option. Per se, standardisation was not highly controversial, but implementing it proved at times to be difficult.  Implementation requires political will to organise coherent procurement programmes and, more importantly, it requires the resolve to update capability, thus committing financial resources in the long term.

The same paper [4] also finds that interoperability concerns have since spread worldwide and are not just confined to organisations or government departments. Furthermore, user-centric approaches add to the demand to tackle interoperability. Often, these are aimed at hiding the complexity of procedures from users of systems that have been integrated and interconnected at local, regional or even national levels. Consequently, public administrations in recent procurements have sought open standards and/or open source software to promote interoperability. 
For industry, there may be tension between protecting market share by establishing proprietary positions versus opening markets through industry-wide acceptance of agreed standards or use of open source software. In the fast moving field of IT, it is particularly important to plan research and development in the long term. It is crucial to review which technologies may be candidates for possibly lengthy standardisation processes. For both industry and procurement departments, the underlying challenge is choosing the ‘right’ technologies to integrate into solutions for the future.

Much effort has been directed over the years to assist industry in setting and making the most of the right innovative trends. The main challenge is to convert basic research in new technologies and concepts into successful operational systems. Recognising the maturity of evolving technologies prior to incorporating that technology into a system or subsystem is crucial. Technology Readiness Levels (TRLs) were defined and used in the development of space technology. TRLs [5] describe the “systematic measurement system that supports assessments of the maturity of a particular technology and the consistent comparison of maturity between different types of technology”. Subsequently, moving up the scale of TRLs is achieved through a rather mechanistic course of developing concepts and turning them into prototypes that will then be assessed against user requirements. 
It is apparent that user requirements play a key role in the validation of technologies. However, the practice of capturing, verifying, validating and maintaining requirements is demanding. In particular, Tran and Sherif [6] describe the main challenge as stemming from the difficulty of grasping requirements when they originate from many/different types of users as well as understanding the application domain for the functioning of the system. Further, they point out that a methodology must be set for the engineering of requirements with a view to reusing them throughout the lifecycle and in order to avoid “the risk of mis-specification, under-specification, over-specification or requirement creeping syndrome”, all of which have an impact on the overall cost of the technology.
The following section of this paper describes how, in the Oasis project, the users were placed at the centre of the research and development process and asked to trial prototype systems. This approach assisted in the refining of requirements for interoperability, not only for industry but also for users whose exposure to information sharing led them to reflect differently on their operational needs. 
3
Oasis Project – Developing empirical evidence to define optimal information sharing

3.1
Oasis Project Background

The EU FP6 Oasis project ran from September 2004 to December 2008.  Its main aim was to define an IT framework based on an open and flexible architecture using standards, existing or proposed by Oasis, which would form the basis of a European disaster and emergency management system.  Its focus was upon information sharing between the breadth of organisations involved, such as fire, police and ambulance, local authorities, utilities, non-government organisations and the military.

Prototypes of the Oasis framework have been constructed, integrated with demonstration applications and legacy systems, and evaluated in a number of trials with users from the emergency services.  In addition a prototype has been integrated with a NATO command and control system, and demonstrated to an audience of users and suppliers at the Oasis Final Event held at Elancourt, France in October 2008.

3.2
Tactical Situation Object (TSO)

The emergency services have already invested substantially in IT systems although, across Europe, the level of sophistication and functionality varies significantly, as does the native language of the users. Rather than impose a “one size fits all” solution, the objective must be interoperability. Data interchange decouples systems while ensuring that users have a common view of the incident.

The Tactical Situation Object (TSO) provides such an interchange solution. It was developed from the NATO MIP command and control standard JC3IEDM [2], initially through the Oasis project, and then, with users from the emergency services, through a CEN Workshop Agreement [7]. It uses an XML message structure to provide computer processable descriptions of the incident, the casualties, the resources involved and their missions. The TSO is designed to be compatible with the EDXL (Emergency Data Exchange Language) series of emergency response standards [8] developed by the Organization for the Advancement of Structured Information Standards or Oasis-open
.

The TSO embodies three key concepts, which give it substantial advantages over other types of XML message. Firstly, following JC3IEDM, the values of many of the fields are given by codes whose meaning is defined in a dictionary. This is not simply a matter of data compression or data quality; rather it means that the information can be automatically presented in the user's own language, moving the burden of translation from the sender to the receiver. This ensures that the information exchanged is understood in the same way at each end of the exchange.

Secondly, the codes are organized as a hierarchical taxonomy. For example, the standard code "MAT/VEH/ROADVE/FRFGTN" shows the hierarchy MATeriel - VEHicle - ROAD VEhicle - FiReFiGhTiNg, i.e. the resource is a fire engine. With an ordinary code system, on the one hand it may not provide the level of detail needed by a particular user group, while on the other, it is impossible to agree or maintain a dictionary containing every code required by every user. The TSO code system explicitly allows the users to extend the hierarchy to meet their particular need. For example, in "MAT/VEH/ROADVE/FRFGTN/BREATH" the fire engine code is extended by "/BREATH" to show it has support for breathing equipment, a fact important to the fire service. However, the ambulance service may not need this level of detail, and so by cutting back the suffixes to the point where the code is in the standard dictionary, they can identify that the resource is a fire engine. The hierarchical system ensures that users always have a general understanding of the code, even if they do not understand the finer levels of distinction.

Thirdly, in terms of human factors analysis, the elements in the TSO and the codes they use are at the perception level, i.e. they describe what an observer sees and provide no judgement or interpretation. Organizations often use higher levels of description: the comprehension level describes the significance of what is observed, while the projection level indicates how the situation is expected to develop. However, in a multi-agency context reaching a common understanding of a term or code may be difficult past the perception level. Indeed, at the comprehension level, terms embody assumptions about the organization making the assessment. For example, the term “major” is a warning to a fire service in the UK, indicating that if more than two “major” incidents occur then there will need to call in outside help. In contrast, the same term “major” implies to the UK police that they have a legal obligation set up a casualty bureau to answer telephone calls from concerned relatives.
Consequently, in the TSO the type of incident is represented by a series of perception level elements - its scale (domestic to national disaster), category (fire, public health, ...), the actors (vehicle, person, ...), location (road, building, ...) and environment (urban, forest, ...). This does not prevent each organization from recording its own comprehension level code; however, it does ensure that, what ever these local codes are, all the organizations have a common view of the incident.

3.3
Use of the TSO

Information is shared between IT systems in TSO form.  Organisations can report new incidents or update details of existing incidents by exchanging TSOs.  A future Oasis-based IT system may use the TSO internally, and legacy systems may have adapters than convert information to/from the TSO format.

This approach is flexible.  Organisations may decide which organisation they wish to share their TSOs with, for security or information filtering purposes.  Alternatively organisation may send TSOs to a central database that fuses them producing a COP that is presented to users via situation awareness applications.  Fused information can also be used by other applications such as planning and decision support.  TSOs may be transmitted by any agreed method; Oasis has demonstrated solutions ranging from memory sticks to real-time transmission over a service oriented architecture.

One of the Oasis trials was of information sharing between fire, police and ambulance in road traffic collision scenarios, selected because they often involve all three emergency services.  Each organisation was equipped with a legacy system and information was shared by conversion to TSO format and deconfliction via a COP database.  This trial system, illustrated in Figure 2, shows legacy systems that in principle include command and control, databases and communications to mobile resources.  Two contrasting approaches to integrating legacy systems are shown:
· Bidirectional information transfer (see Fire system below).  The legacy system not only releases information to Oasis but is upgraded to accept information from Oasis.

· Information extraction from legacy system (see Police and Ambulance systems below).  The legacy system is unable to accept information from Oasis, and instead users are given access to Oasis shared awareness applications.  This approach is lower cost but is not seamless and has the disadvantage of additional displays requiring space and additional training etc.
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Figure 2 Architecture of an Oasis trial system
The sharing of information was welcomed by users.  In particular estimated times of arrival of resources were available and this reduced the telephone traffic between control rooms during the critical first minutes following each incident.  One of the scenarios involved escalation into a near riot and the real-time information helped senior commanders plan their responses.  Few differences were observed between the three services despite the differences in the bidirectional/unidirectional information sharing architectures.  For further details readers are referred to the evaluation report of the trial [9].
However, information sharing is not just a case of passing data between organisations.  Filtering is necessary to ensure that users are not overloaded with irrelevant information.  In addition Oasis developed incident association for information sharing, when each organisation has its own incident management structure, to avoid accidentally fusing information between different incidents, risking an inadequate response to each incident.

4
Civil/military information sharing

In order to engage in Civil/Military Cooperation (CIMIC), which can be important in case of major emergencies, such as for example the Asian Tsunami in 2004 or Hurricane Katrina in 2005, information exchange between civil emergency services and military actors is crucial. Presently exchange of information between a military Command and Control Information System (CCIS), which is normally classified, and a civil emergency management system is difficult due to different security policies and fear of accidentally releasing sensitive information to the public. However, in order to reach the full vision of a Network Enabled Capability, cross domain information exchange is important so that all actors have the same situation awareness.
Interconnecting these two information domains is not a trivial task. There are two main obstacles, the first is interoperability at the data model and exchange mechanism level, the second is automated secure release of information.
4.1
System Integration

The civil emergency management system, here represented by the Oasis system, uses the TSO format as the data model, whereas the military CCIS relies on the NATO Friendly Force Information (NFFI) format [13]. These two data models are in many respects similar, they do however also have important differences, so care must be used when designing a converter between the two formats.
Both Oasis and NFFI adopt a service oriented architecture based upon Web Services to exchange information with other parties. As a result of this both have defined their own services. There are several paths to interoperability between these different services: The first solution is to implement client functionality on both sides, this solution would however require extensive modification to the systems. A second approach would be to implement a middle tier solution, handling the information exchange both ways. A third solution that is provided by the Oasis architecture is an interface that can be used to integrate legacy systems. Using this approach the responsibility for integration is put on the owners and developers of the legacy system. Please refer to Figure 3 showing the legacy interfaces that also include format conversions.
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Figure 3 Interconnection of a civil emergency management system and a military CCIS
4.2
Secure Release of Information

Sharing information between different systems is not just a challenge of technical interoperability. Confidentiality of information is often ensured by physically and administratively separated security domains, and no or little information is exchanged between security domains. Strict separation of systems according to confidentiality level ensures that all information is handled correctly; however, since a system high domain can contain information of classification up to its own classification level the need to share information arises. Information can easily be copied from low classification domains to higher by using approved one-way diode solutions, but for transporting information from high to lower domains manual review and release control across an “air gap” is the most used method. Automatic solutions certified for exchange between certain classification levels are also available, but are limited. The security challenges with automated solutions for two-way information exchange are outlined in Figure 4.
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Figure 4 Information sharing challenges
There are two general problems when interconnecting security domains of different classification levels and enabling two-way information exchange. Firstly, the high domain will contain sensitive information that is not to be shared with the lower classification domain, so there is an absolute requirement to ensure that no information leakage can happen. Secondly, when information flows from the low to the high domain, the integrity of the systems must be protected. The potential danger is that malicious code and other types of cyber attacks can enter the high domain and this must be avoided.
In our approach two important building blocks are used to solve the challenge of secure information release between security domains, these are: 
· All information items must be marked with their sensitivity.
· A guard to inspect and filter information passed through it.
The first point is achieved by using a label defined in XML that is cryptographically bound to the information. The label identifies the security policy to be used, the classification of the information and any other handling to be applied to the information. The label represents security metadata for the data/information, providing the basis for object level security. In order to put trust in the binding between data and metadata, a trustworthy binding is vital, and we have achieved this by using a digital signature over both items. The signature provides integrity protection for the metadata, data and the binding between them. As a result none of the items can be modified without being detected. The signature also provides authentication of the originator.

The label and binding to information enables a guard to inspect and filter information passed through it. For the guard to release information it needs to trust the binding between the security label and data. Trust is ensured through validation of the signature; if this fails then no further processing is needed and the information exchange is stopped. Depending on the key exchange algorithms used and the required level of trust, validation of the certificate including revocation checking may also be needed.
The guard must act according to a policy defining what information is allowed to be released and what is to be stopped. There are several options for both defining and implementing the policy. It is desirable to have a standardised solution to policy handling. The choice of eXtensible Access Control Markup Language (XACML) [10] from Oasis-open ensures that the policy can be changed when required and also achieves a common understanding of the policy thus enabling sharing of policy.

New mechanisms for handling user identity are emerging. The Security Assertion Markup Language (SAML) [11] by Oasis-open is in the forefront of this development and was used in this civil/military demonstration. SAML can be described as a framework for defining and communicating user authentication, entitlement and other attribute information. SAML can be used in single sign-on solutions where a user authenticates to an identity provider, who issues assertions to be used when interacting with different service providers. This eases the burden of the user, which only has one identity with one user name and password, and should prove beneficial, especially in cross-domain settings.

5
A Demonstration of Civil/Military Information Sharing
The system described in section 4 was demonstrated in a fictitious aircraft crash scenario.  A formation of fighters was involved in an exercise over Shropshire in the UK and the military system was tracking the aircraft.  These tracks were classified and therefore not shared with Oasis.  Then one of the aircraft crashed and this was reported to ambulance control by residents living in the town of Ludlow who observed the final moments of the flight.  However the crash site was in an area of woodland and the location was not certain.  Police were informed of the accident by air traffic control, also with an uncertain location, and fire control mobilized resources as a result of further calls and using information already in Oasis.

The police were first to arrive at the anticipated crash site but, as explained, the aircraft was not there.  Their controllers asked the military for a more accurate location which was then released to Oasis via the guard, after operators had declassified the track in order to be releasable.  As a result of the civil information sharing, all three emergency services were then able to make for the correct crash site as quickly as possible.

Fortunately on this occasion the pilots only had minor injuries, but information sharing continued to be used to transfer critical information about hazardous material onboard the aircraft to the fire service.  The military also sent rescue helicopters to the crash site and these tracks were shared with the Oasis system.
In addition to the aircraft crash, the scenario included a medical emergency to illustrate that the solution described in section 4 is compatible with the day-to-day workload of the emergency services.

Civil and military screenshots captured during the trial, showing the contrasting icons and displayed at different map scales, are in Figure 5 and Figure 6 respectively.  The correspondence between the two views can be seen for example by observing both rescue helicopter RAF 12 approaching from the north and ambulance 117 to the southwest of the rescue helicopter.
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Figure 5 The civilian view of the aircraft crash, as displayed by a situation awareness application called the Geospatial Manager that was developed by Elsag Datamat.
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Figure 6 The military view of the aircraft crash, with military resources in blue (e.g. rescue helicopter RAF 12) and civil in green (e.g. ambulance 117).
In this demonstration all equipment was located in a single room and all interconnections were via Ethernet local area networking.  Of course in reality the various organisations involved will be distributed and classified military equipment will have appropriate physical security supplemented by cryptographic security where necessary.  Security is also to be expected at critical points within the civilian systems.

6
Conclusions

This paper has shown how information can be shared securely between civil and military systems.  In the scenario chosen the most useful information transfer was from military to civil, but it is easy to imagine scenarios where the reverse is also true, e.g. when the military is assisting the civil responders.  Moreover, although the most important information transfer was from the military system, the civil emergency services were the first at the crash site with obvious benefit to the military.
The Oasis trials and demonstrations have served a dual purpose.  They assisted industry in maturing technologies and they also involved users in enacting a possible future, consequently encouraging progress towards cultural interoperability.

Oasis has shown that information sharing, a critical part of interoperability, is beneficial provided there is filtering to avoid information overload and security to obey directives and avoid risk to national security.  The TSO, the primary means of information sharing via an extensible set of codes, has been shown to be effective.  Moreover, although not extensively demonstrated, the approach offers the prospect of language independence and machine comprehension.

The demonstration reported in this paper has shown that a secure data guard can be used to control secure information sharing between military and civil systems, with only a small additional workload upon users which in this case was outweighed by the benefits.

The next steps are to further increase the maturity of the technologies demonstrated and test them in larger scale incidents.  In parallel work is recommended, via consultation with users, to form a vision for the evolution of command and control to best exploit the benefits of information sharing.
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� "interoperable adj."  The New Oxford American Dictionary, second edition, Ed. Erin McKean, Oxford University Press, 2005, online access 13 March 2009 http://www.oxfordreference.com/views/ENTRY.html?subview=Main&entry=t183.e39500


� “Oasis-open” is used in this paper to avoid confusion with the EU Oasis project.
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