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“Nowhere is the transformation from the industrial age to the information age more evident than in the modern battlefield. Knowledge has become a major resource for fighting from the individual level to strategic command. The skills of managing and implementing methodologies relating to knowledge (like learning throughout fighting) are now critical fighting skills. Thus, knowledge management may become not only a mission-improving and lifesaving vehicle, but the very difference between defeat and victory.” Gil Ariely[1], (quoted in US Army KM FM Draft)
Abstract 

This paper presents the operational knowledge management models which act as conceptual foundation to international, interagency interoperability, to enable cooperation and knowledge sharing, learning during operations, and integrate lessons learned in real-time. The conceptual framework aims to bridge technological gaps and differences and enables an evolutionary process towards technological coherence as future infrastructure. The paper is based on years of research and practice in military (such as the US Army, IDF and others) and of testing elements of the model and grounding it in inter-agency and civil-military cooperation. Examples from such case studies are mentioned, and elaborated in the presentation. KM supports governments’ efforts through interdisciplinary approaches to classic bureaucratic and organizational structures (such as “networking the hierarchy” nurturing communities of practice). KM is a concept – not merely IT.

The need to entwine in the “Organizational DNA” of government an “adaptive gene” that will enable future adaptation is exemplified through the case study of teaching Operational KM in Professional Military Education (PME). The ability to change and remain agile is essential in the government sector, and requires educating leaders to constantly adapt and innovate in a changing environment, where natural, economical and security crisis arise daily.

Within global threats posed since 9-11, terrorist networks emerged as intuitive learning organizations, which are complex adaptive systems that constantly innovate and change. Winning the “learning competition” to protect society requires government agencies and organizations to become agile, innovative, share knowledge – practice KM. inauguration of structures focused on knowledge synergy such as the DHS or the DNI, or real-time Lessons Learned and KM structures within military, is not sufficient in itself, nor is sophisticated Knowledge and IT infrastructure (although crucial). 

1.0
Introduction
The need for agility, learning to create a capacity to adapt (on the personal and organizational level) is core characteristic of 21st century military operations. The complexities of the operational environment require quantum leap abilities to adapt quickly, in an asymmetric, “flat” world [2]. Complexity is extrapolated when militaries (which were tasked in the past with clear missions and adversaries, and clear alliances, like NATO) now needs to act in a spectrum of operations from epidemics or nature-disasters, or COIN and counter-terrorism, yet remain capable to defend nations through manoeuvre warfare. All these demand a spectrum of competencies and capabilities which cannot be acquired by any single organization.  This requires a new paradigm regarding knowledge and managing it.

The need to learn quickly, to leverage existing knowledge while innovating creative operational knowledge is extrapolated versus a metamorphous adversary that adapts and reinvents itself, such as terrorist networks. 

Indeed terrorist networks are intuitive learning organizations, which act as a complex adaptive system [3], and challenge our abilities as hierarchies, to outlearn them. This requires an ability to become a complex adaptive system – without losing the advantages of hierarchy.  This is the 'learning competition' [3, 4] put to practice. "In Counterinsurgency, the side that learns faster and adapts more rapidly - the better learning organization - usually wins" FM COIN 3-24 /MCWP 3-33.5 [5].
The need to shorten learning cycles and implement lessons learned are imperative in contemporary military operations. It will only become more so in the future. Thus, we must learn, preserve and enhance real-time learning mechanisms and the methodology of managing knowledge, before, during and following operations, for future.

The need of this ability to be taught and entwined in military education- and of learning to become part of military ethos- is about understanding the value of knowledge for action, becoming agile, knowledge-able.
2.0
What is Operational KM
Operational has two different meanings in the military context: a knowledge type, and a level of fighting forces and warfare. This paper refers to the first. A wider elaboration can be found in literature[1]. Due to scope this paper also assumes familiarity with basic definitions and concepts of managing knowledge.
Knowledge Management (KM) has been established as paradigm in the scientific community, although definitions still vary. In principle KM is perceived as a management discipline focused on leveraging and maximizing knowledge as resource within organisations. This paper refers to KM as “strategies and processes to create, identify, capture, and leverage vital skills, information, and knowledge to enable people to best accomplish the organisation missions” [6] since it positions KM as a vehicle and not a goal.
The military is a competencies-based, mission-oriented organization, which is operational in nature. Hence, operational knowledge is the very essence of the military. We need to focus on managing it first, for more reasons than one. It is the best testing ground for KM in the military, rendering the fastest ROI. Every operational KM implementation is principally applicable toward other knowledge types in the military (once the methodologies are familiar). Since commanders’ and sponsors’ attention are scarce (as are other resources), it is aimed at the operational goals of the military. Although management concepts for knowledge are similar, Operational KM is focused on enhancing effectiveness, towards mission-success[1]. 

2.1
KM as integrating concept
KM is firstly a conceptual infrastructure, before becoming human infrastructure and/or Information Technology infrastructure.
Paradigms, as elaborated by Thomas Kuhn[7], are the result of evolution of thought (and revolutionary ‘mutations’) within scientific communities: 

“Paradigms are models, intellectual frameworks or frames of reference, with which researchers in organizational science can affiliate themselves.” [8]
However a ‘health warning’ on their nature and limitations leads to a postmodern approach, yet allows paradigms to be used as a vehicle for progress. Relating to paradigms, Scarbrough et al. note that these are labels and not ‘independent realities’, and should therefore be considered as “language constructions used to articulate a view or a vision of the world” [9].
The knowledge management paradigm is closely entwined with learning in organizations. While doctrine could be seen as validated knowledge, lessons learned (LL’d) are a shorter-cycle learning vehicle, which balance validation with ‘time’ to operational knowledge consumer. 

While a ‘learning organization’ is an organization that continuously learns and improves itself in a changing environment – managing the knowledge is a complementing, integrating concept. Managing all the types of the knowledge (short to long term, levels of validation, etc), helps transform towards a learning organization.

Both the examination of knowledge management and Learning organization paradigms is analogous to the story of the two blind people examining an elephant: one feeling a leg is certain that it is a tree, the other feeling the trunk is certain it is a snake. Thus, the paradigm is dependant on where we are coming from, and what the experience happens to be.

Figure 1: KM as an integrating concept (example from US Army CAC)
2.2
KM Structural solutions 

In our attempts to specialize we have created in the industrial age a division of labour by organizations and within them. These may be organizations that have different affiliations (national, professional), job titles and sub organizations (departments, sections) by a division of labour and by domain of knowledge. 
Yet when we approach a problem of knowledge flows across boundaries, we tend to use these familiar, industrial age organizational vehicles – and create one more organization dedicated to that division of labour. But what about knowledge itself, and when its flow, are the problem? Since everyone are ‘knowledge workers’ we prefer enhancing their knowledge-ability.
“No problem can be solved from the same level of consciousness that created it” (Albert Einstein)
Trying to solve postmodern (post industrial age) problems, with industrial age organizational vehicles, results in further organization. Such examples following the need to share knowledge after 9/11, were the inauguration of the DHS (Department of Homeland Security), or the DNI (Director of National Intelligence), each uniting many services and agencies requiring synergy in knowledge. These efforts are seminal, yet not sufficient, as the important and challenging knowledge sharing is tacit - amongst people, and requires cooperation, trust, and culture, beyond coordination and control (and enabling technology). 
In fact, it may be argued that NATO in itself is such an example – an alliance which gives structure to cooperation, coordination – to command and control, in operations and in preparing for it.
Inauguration of structures focused on knowledge synergy such as the DHS or the DNI, or real-time Lessons Learned and KM structures within military, is not sufficient in itself, nor is sophisticated Knowledge and IT infrastructure (although crucial). 
These leverage the art of command, in balance with the science of control, to new challenges- and heights.

2.3
Cooperation amongst people
Communities of Practice (CoP)[10] concepts are aimed at creating trust and a culture of sharing. Versus ‘a network’ – organizations aim to network themselves to operate better, based on an infrastructure – a cultural and human infrastructure (although enabled by technology to connect community or network members). 
The huge challenge is to network existing organizations and personnel to overcome barriers and paradigms. This is not always the same as ‘creating yet one more organization’. The danger is that of ‘Parkinson’s law’[11], not merely towards classic inefficiency public sector bureaucracy growing in size, but worse – towards counterproductive organizations which in need to justify existence dismantle knowledge to too-small packets in the division of labour (and jeopardize real, organic cooperation and familiarities within existing organizations)- until meaning is lost. ‘Unobtrusive KM’ structure (based on existing structures transformation) and mechanisms, tend to be more economic (sometimes more efficient), but most importantly they can be more effective. 

2.4
Interoperability 

The essence of interoperability is working within existing organizations (and structures) but enabling to take joint action – it is an operationalizing ability.
This is best depicted through a case study, and the one presented here is a familiar military paradigm- that of learning lessons from operations and exercises, based on familiar methodologies and existing deliberate efforts structures (such as the US Army CALL – Center for Army Lessons Learned, or NATO’s JALLC- Joint Analysis and Lessons Learned Centre etc.). Yet, the concepts exemplified can be projected on other domains, and different organizational elements which bear role similarities and exist in few organizations. 
3.0
Real-time KM for operations – learning while fighting (or: tying your shoelaces while running)

This part of the paper demonstrates Operational KM structures and vehicles that are implemented in the military to improve operations during the operation and not just from learning after it.  In a classic military paradigm, militaries have always tried to learn lessons from their experiences and implement them to improve. Thus, militaries have created deliberate efforts to do just that- and Lessons should be learnt from these LL’d (Lessons Learned) organizational mechanisms (as they are in essence an effort to mange knowledge). In that, an “LL’d” (or in fact, firstly a ‘lesson identified’ – not yet learned until implemented) should be perceived as a piece of ‘contextual knowledge’ whereas balance need be struck between enough context for sense making and usability, and reducing context toward generic knowledge. 

Whilst in the past, tendency towards learning cycles would be longer aimed at building better the forces, and learning from past wars, an evolution in knowledge efforts shows intent to shorten such cycles within some of the LL’d mechanisms and structures. Historic origins of some of these mechanisms is shown and put into contemporary context in other literature (see Ariely and Mains [12] for examples of implementing KM to improve operations - from WWII to the 2nd Lebanon war, or contemporary US led operations). 

LL’d systems and methodologies are enhances through an amalgam of KM tools and vehicles that are put to practice in war-fighting, stability operations, and other operations. The amalgam of KM methods is exemplified through Case studies in the IDF, the US Army and others. The ROI is demonstrated through the "learning competition"[5] and the need to integrate knowledge quickly into the forces, during operations. KM is also shown to become a conceptual hub essential for pattern recognition throughout operations, enabling organizational agility and adaptation. 

The US Army has been involved in organizational efforts for implementing knowledge and LL’d from training and operations for more than 20 years. Prominent in these efforts is the CALL (Center for Army Lessons Learned) in the TRADOC (Training and Doctrine Command), inaugurated in 1985 as a dedicated organizational mechanism for deliberate efforts to collect, analyze and integrate knowledge and LL’d. Other military organizations at US Army TRADOC has always dealt with other dimensions of knowledge, such as Doctrine (which is validated knowledge), the Military Review Journal (which acted as theatre for contemporary military thought), CSI (which researched military past knowledge- history), and in recent years the BCKS (which nurtured communities of practice). 

Based on research of the US Army as a reference framework for a PhD research on operational knowledge processes in the IDF – the Israeli Army [1, 13] the researcher inaugurated a layer of knowledge POCs in units, the “Knowledge Officers”. Due to limited resources, differences in structure, culture and operational environment, the array was not based on LNO (Liaison Officers) sent from a centralized organizational knowledge structure like the CALL, but of officers and NCOs from the units. This networked array in the fighting forces was implemented through years of low intensity conflict in Israel, for learning in units and amongst them. It has proved invaluable in the 2nd Lebanon war in 2006 [14], where lessons needed to be learned during the war, and in many cases were implemented in short cycles, in the tactical to operational level. 

The evolution of knowledge and LL’d structure and mechanisms in the US Army is covered in other literature[12], and the  layer of additional array in the fighting forces in the IDF (of KOs in units) is explored through the case study of learning during the 2nd Lebanon war [15].  Some of the recent organizational developments in knowledge structures in the US Army act as the next evolutionary phase to leverage knowledge for the fighting forces. 
Firstly, based on the lessons learned about real-time learning and operational KM, the US Army considered the additional benefits from an array of POCs in units. This was led by the CALL through proposing L2 officers in units. In parallel KM sections in the fighting forces were nurtured, and doctrine written. Decentralized array in units enables real-time learning amongst units (in synergy with a central hub), as well as enhances organizational learning within the unit.
Secondly, the CAC (Combined Arms Center) inaugurated “CAC-Knowledge”, uniting CALL, CADD, BCKS, CSI and Military Review, to leverage the value stream of these five knowledge organizations. This was not aimed to be yet another organizational re-organization, but rather a network, of ad-hoc and permanent teaming, within existing organizations. The proponent for CAC-knowledge has expertise in the methodology of networks - communities of practice (see figure 2).
3.2
The Learning competition 

Within global threats posed since 9-11, terrorist networks emerged as intuitive learning organizations, which are complex adaptive systems that constantly innovate and change


[16, 17] ADDIN EN.CITE . Winning the “learning competition” to protect society requires government agencies and organizations to become agile, innovative, share knowledge – practice KM. 
However, so do terrorist organizations and networks.  Terrorism is a societal phenomenon, closely integrated with changes in our knowledge society. Terrorist organizations became knowledge-centric, networked organizations, with a post-modern approach to organizational paradigms. Cyberspace is habitat for knowledge and information, and terrorists are knowledge-workers proficient in it. Cyber terrorism is the convergence of cyberspace and terrorism, and is closely entwined with “nonvirtual” terrorist activities and global terrorism. IT allows terrorists similar societal power-shift - from large organizations to small groups and individuals. The chapter reviews the changing nature of terrorism towards postmodern terrorism and towards “learning terrorist organizations” implementing knowledge, cyberterrorism and cyberplanning. Since it takes a network to beat a network, the following sections discusses knowledge and knowledge management versus COIN and terror-networks. 
3.1
Global view of knowledge sharing
The learning competition requires a global view of knowledge sharing, to compete with global terrorist learning (training and online classes, sharing knowledge amongst terror organizations and terrorists, and learning within organizations).  
Similarly, creating international networks for cooperation can be structured in layers, from theoretical research and the unclassified academic cooperation, and up to levels of sharing in professional organizations and even operational cooperation. Terrorists do not necessarily stop at borders. Epidemics certainly do not – and the concepts of sharing knowledge in layered structured networks are similar.

In such a Case study of countering global terror through academic research and knowledge sharing after 9/11, the Institute for Counter-Terrorism (ICT) at the Lauder School of Government Diplomacy and Strategy, the Interdisciplinary Center Herzliya (IDC), inagurated with 14 other universities a collaborative research network named ICTAC (International Counter-Terrorism Academic Community). It was aimed to create theoretical research base and a CoP as infrastructure for research and collaboration. Such approach is nowadays institutionalized, or at least supported by governments (e.g. the National Consortium for the Study of Terrorism and Responses to Terrorism- START, facilitated by the University of Maryland and funded by the DHS). This is Global KM leveraged by the government sector!

Another example of networking international different services, towards knowledge sharing and interoperability, is the International Lessons Learned Community (ILLC) of military and government services LL’d centres, which meet on a yearly base to exchange LL’d, methodologies relating to LL’d and to managing knowledge, and additionally – to bond and create informal infrastructure for interoperability. 
An example of such a case is presented in the final section – through the KM vehicle of storytelling. 

4.0
It takes a network to beat a network!

The aim is to network military organizations based on existing structures - It takes a networked hierarchy to beat a network.  
Creating “Unobtrusive KM” for the fighting forces, is based on familiar military knowledge, procedures, doctrine, and as much as possible – on existing structures. 
The diagram below, visualizes the above concepts, the way they were implemented in the US Army. It uses the case study of CAC-Knowledge, leveraging the value stream of existing five knowledge organizations.

The enemy is visualized as a complex adaptive network[18], in times hybrid with compound enemy of identifiable shape.

At the front line, of battle-friction, stand the fighting forces, where the array of knowledge officers creates a network in the operating forces for learning and knowledge. The main learning networks are those of commanders, yet the CoP (community of Practice) of KOs and learning officers, proves invaluable in light of limited COs time and attention resources, towards and during operations.

Figure 2: It takes a network to beat a network
5.0
Pedagogy for ‘Long War’ – learning to learn in action
Some enhancements in pedagogy for the long war [14] to be considered are directly related to managing knowledge and to teaching it in PME. This is not to be confused with creating unique curricula for the professional supportive array, of Knowledge Officers – once KM becomes a discipline. Although this is a seminal effort in itself, it is futile without teaching commanders and mangers how to facilitate and use their CKM, CKO, or Knowledge officer (no matter the role narrative). More importantly, it is seminal to educate them to implement methodologies themselves, for themselves, in sense making that is eventually always idiosyncratic (for certain in critical environment such as a battle). 
Learning how to learn- can be taught. Teaching and educating how to better facilitate knowledge as a resource throughout the whole echelons of command- is feasible through enhancements and changes in PME. Doing that in a synchronised, coherent knowledge process in the schools might allow better preparation of leadership for the challenges of the 21st century. It would support creating an operational sensitivity enabling situational awareness for commanders through the ‘strategic corporal’[19] and junior leadership sensors on the ground.  

Creating agile organizational “DNA” require entwining the “adaptive gene” during PME at all levels, by addressing knowledge as a resource - a study area and subject matter at various levels: Operational KM, managing knowledge as resource, learning while fighting. Such learning programs are also aimed at enabling critical thinking which create a capacity for breaking operational paradigms (Adapt-Ability), 

Interdisciplinary nature of knowledge should be elucidated throughout other programs: Social construction in battlefield, implications and overlap in various knowledge domains becoming disciplines (e.g. COIN, information operations, Media, civil affairs) yet interdisciplinary by nature. 
The emphasis is both on teaching KM as a discipline in school-house (Military education), both for their own organizational usage and as a vehicle taught to students, and teaching KM practices (practicing KM) at every level and every operational unit. 

This thread of thought aims at what KM practice is really all about: teaching how to fish, not giving one a fish. This is exactly the role of pedagogy, in a long war: 

Knowledge management is not what another organization does for you: the user is the practitioner. Thus although deliberate efforts by centralized organizational mechanisms are essential (to collect LL’d, analyze and integrate knowledge), all of us are "knowledge workers". Managing knowledge must be practiced by everyone, not merely for them by some remote, centralized organizational mechanism. 

Paradoxically, the prolonged nature of 'the long war' [20] obliges to master in how to learn and internalize knowledge in real-time and throughout war, and not just in between wars. This has a direct effect on the pedagogy for the long war.

Firstly, it obliges now to learn not just in a learning ecology (during defined time-spaces, defined spaces and locations such as training bases, or PME) but to conduct the learning also in theatre, at the front, and take the learning to the learner, implementing insights emerging from 'unobtrusive KM' – entwining knowledge and learning in operations. 

It obliges us to master and excel in teaching learning. Commanders and soldiers need to be educated to learn, trained to use learning concepts, doctrine, TTPs entwined in every activity – developing agility and personal adaptability. And this is what operational knowledge management is about.  

The result is a mental shift adapting ability that is crucial in the complexities of contemporary battlefields. Commanders may need to shift instantaneously from one typology of conflict, to an extreme opposite intensity, from one operational context to a completely different one. This demands also instantaneous mental shifting ability. 

In this “long war”, educating military leaders for critical thinking, learning how to learn, manage knowledge in the field includes convergence of various disciplines which KM represent. The 21st century challenges for government requires understanding the role of knowledge in society, and entwining KM in the education of its leaders.

Operational Knowledge Management and Real-time Leasons Learning structures for interagency operability are proposed for crisis situation scenarios, based on existing infrastracture in militaries and agencies, and on social network analysis (SNA).

6.0
Operationalizing Social Network Analysis (SNA) Fractals

This section gives another example of Operational KM, and proposes to operationalize Social Network Analysis (SNA) Fractals, by refocusing from Nodes to Knowledge Flows in the network. 
The KM domain (and social science as a whole) gives further conceptual foundation to refocusing research and analysis of social networks, from the focus on the network nodes and their relationships, towards focus on knowledge flows within the network, and outside of it.  
The case study of terrorist networks is used to exemplify concepts and connect to contemporary context, but once more, as a knowledge methodology it can be projected to different societal contexts. Analysis of network nodes and their relationships is operationalized in various ways, and empiric examples show resulting chaotic behaviors of networks. Reshaping the paradigm used to analyze and comprehend the network based both on knowledge flows theories and on chaos theory, enables conceptualization of the social network as a knowledge fractal. 

This allows for a whole new understanding of the social network, enabling different approaches to operationalizing the analysis. While conventional approaches may result in acute uncontrolled behavior, different conceptualization may lead to at least some foresight of the newly shaped fractal of knowledge behavior.
Understanding the interrelationships of the knowledge flows in the networks (and not just the interrelationships of the nodes) is external to the network too, and requires systems thinking-  essential to ground any artificially created model of real-life. It further requires interdisciplinary approach and a deep understanding of knowledge in society and learning behaviors, tapping into domains such as Knowledge-Management, Anthropology, psychology, and in the context of terrorist networks – not excluding doctrine and knowledge of stability operations, information operations, media communications and further domains. One challenge is the epistemological gap between disciplines and communities of practice. Whilst in many cases the focus on analyzing social networks tends to draw attention of computational tools for analysis, we are reminded that a social network is firstly that- societal, and thus through the prism of knowledge, new light is shed through deeper, contextual, and qualitative analysis. 
 7.0
Conclusions 

7.1
The KM vision
The KM vision is that of a Global View of Knowledge Sharing. It is a vision of Knowledge Management as catalyst for the creation of human knowledge, moving us up the trajectory in the hyperbole curve  of human knowledge creation and innovation, accelerating the way we built on past generations of knowledge in all domains [13, 21]. 
In the defence and government sector these require international, interagency knowledge sharing, and a global view and vision of knowledge.
Figure 3: The human knowledge hyperbole curve (Ariely 2003; 2006)
Accelerating knowledge in evolutionary epistemology is not a luxury but an altruistic requisite for survival of humanity confronting existential risks (nature disasters, epidemics, global terror etc.) It is task for governments’ and international alliances, in an interagency effort. This is true both for interoperability in crisis management, and for rapid knowledge sharing and innovation. Since Storytelling is one of the KM vehicles (developed from anthropology) to convey knowledge in context, this is best shown in an example – through storytelling. 
7.2
Converging CoP Networks  

Two weeks before the NATO symposium in which this paper is presented, I was presenting in Washington DC in a government conference. With me in the panel were representatives from the Singapore government (members of the ILLC mentioned before), including the Colonel that hosted the ILLC2008 in Singapore. He demonstrated, amongst other things, innovative approaches in Singapore implementing LL’d from the SARS, both technology and SOP for screening in airports. 
At the day of his return, I received urgent email (while still at DC) from the National Center for Emergency Preparedness at Vanderbilt University (a member of the ICTAC CoP mentioned before), seeking under DHS directive technology for the H1N1 virus (Swine Flu) for airports screening. It took one phone call to connect and enable to benchmark technology and SOP (by converging CoP Networks), of thermal scanners that were already deployed in Changi airport.
This is what global, Operational KM is all about- it enables civil-military, interagency, international interoperability which helps overcoming barriers and stovepipes in times of crisis or need.  It is as simple as is complex- to gap complexity in structures and organizational entities. 

7.3
Summary 

Contrary to what is sometimes expected from KM, this paper did not deal with technology but rather with concepts. The conceptual framework aims to bridge technological gaps and differences, and enables an evolutionary process towards technological coherence as future infrastructure. Such gaps may relate to capabilities within organizations, or technological gaps amongst them, as well as security, IT, or other boundaries. 
Only potential of few concepts and vehicles was demonstrated due to scope (e.g. CoP, SNA, Storytelling).

Operational KM concepts, doctrine and non-technological tools are practiced in convergence with growing maturity of Technological tools to become unobtrusive and fully integrated with how humans do, interact, and think (sense making from the idiosyncratic level to the organizational level). 
Most of these capabilities require teaching- education in PME is crucial; both for professional array (and the emerging KM discipline), but firstly for Commanders and Managers at all levels. 

The paper presented the operational knowledge management models which act as conceptual foundation to international, interagency interoperability, by networking hierarchies to enable cooperation and knowledge sharing, learning during operations, and integrate lessons learned in real-time. It is based on nurturing matrixes of communities of practices, and creating transparency of existence of knowledge resources (not necessarily their content) to enable interoperability in times of crisis. 
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It takes a networked hierarchy to beat a network! (Mains & Ariely 2007)
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