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Abstract
This paper presents the preliminary results of an ongoing research on knowledge-mapping (k-mapping) conducted at Defence R&D Canada – Valcartier. A newly developed k-mapping prototype application called “KMapper”, along with its underlying concepts and multidimensional approach are proposed. Knowledge mapping, as envisioned in this research, is aimed to enable the discovery, identification, localization, access and exploitation of key pieces of knowledge. The paper explains the knowledge mapping concepts and approach but also the specificities of the alpha prototype being developed as for instance how ontologies are key elements of the application. Subsequently, we discuss the promises of such an approach and application in response to some of the challenges faced by the NATO during crisis and emergency operations. Based on the demonstration results within a national/public security and Joint, Interagency, Multinational and Public (JIMP) contexts, it is realistic to infer some of the k-mapping added values to similar characteristics of coalition operations such as multiple parties’ involvement, requirements for shared situation awareness as well as information/knowledge exchange. Finally, conclusions are drawn and some future work and researches are proposed.
1.0
Introduction
The Coalition military Forces as well as “the Canadian Forces are now facing, to a greater extend than ever, challenging operating environments”[1]. The Armed Forces have to operate in more complex environments, which requires “Forces that are combat-effective, but also highly mobile, adaptive, networked, sustainable and capable of operating in a Joint, Interagency, Multinational and Public (JIMP) context.”[2]. These complex operating environments generate corollaries such as more complex technological solutions or overloads of knowledge/information. Moreover, they also require more sophisticated common operating pictures where these different pieces of knowledge/information – called knowledge assets (KAs) in this paper – are being held by numerous distinct groups and organizations. Therefore, to attain mission success, Commanders at all levels have to compose with those different military and non-military organizations which are an intrinsic part of the complex situation being faced. Some of those KAs, held by organizations, are considered key by the commander and the soldier to first fully understand the situation at hand and to then make effective and accurate decisions. As the number of involved organization increases, it is also undeniably more difficult to identify what organization holds which critical KAs. In order for the military personnel to adequately exploit situational KAs, these ones need first to be identified, located and made available.

During the last few years, the Department of National Defence and the Canadian Forces have started to investigate the field of knowledge-mapping (k-mapping) as part of the solution to solve KAs discovery and localisation. The key output of the research is to develop a dynamic knowledge management capability in order to enhance sense-making of the situation, to improve knowledge understanding and decision making, and to increase internal and external collaboration. This paper presents the foundation concepts and an innovative multidimensional approach of an alpha k-mapping prototype application called “KMapper”. In the light of the preliminary results from the alpha prototype and its demonstration in a national/public security surrounding, the paper examines how k-mapping can similarly respond to coalition operations challenges during crisis and emergency situations.
2.0
Knowledge Mapping foundations
K-mapping can be described along several axes, the one of its definition, then the existing approaches next to the axis of knowledge-mapping applications and technologies. This section illustrates each of these axes while more details can be obtained in a technical report on k-mapping [3]. The first element noticeable about k-mapping is that researchers or practitioners refer to it indifferently as a term, an approach or an application.
2.1
Knowledge Mapping Definition

The term “knowledge mapping” has emerged from the growing field of knowledge management, but its foundations can be traced in different fields and consequently, it refers to definitions that are radically distinct. K‑mapping can be understood as “knowledge audit” [4], “concept mapping” [5], “knowledge modelling” [6], etc. Figure (1) reveals some of the related concepts to k-mapping.
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Figure 1: K-mapping related concepts.

Notwithstanding the richness brought by each of these concepts, this multitude of meanings and standpoints also carries its own nuisance due to confusion among practitioners as well as researchers in the field of k‑mapping. For the purpose of the current research and in order to build a k-mapping prototype application corresponding to the Forces’ needs the following k-mapping definition is considered:

“Knowledge mapping is a process to discover, locate, and map specific knowledge assets considered as essential to individuals in order to perform their work.”
2.2 Knowledge Mapping Approaches
2.2.1
Classical Approaches

The numerous k-mapping definitions identified in the previous section emerge from diverse fields, which in turn carry their own k-mapping approach. These definitions can be broadly regrouped along three main categories of approaches as depicted in figure 2. The category named “conceptual approach” considers the value of differentiating and structuring concepts and terms. It usually concerns taxonomies, thesaurus or else ontologies and is of particular interest to ease learning or help understanding complex environments. The category of procedural approaches [7] usually tends to encounter the organizational processes where pieces of knowledge can be considered as either an input or an output of those. The third category, named “social approaches” [8] reflects on k-mapping from a social standpoints; it considers the relationships existing between individuals, the localisation of key experts or else the flow of knowledge within organisations. Unfortunately, when times come to undertake a k-mapping project, practitioners only consider k-mapping in the light of one of those approaches. Consequently, results of such projects tend to be disappointing as only limited values of k-mapping are considered or even worst the perspective/approach embraced is inappropriate to the pursued project objectives.
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Figure 2: K-mapping Classical Approaches.
2.2.2
Defence R&D Approach

The novelty of Defence R&D Canada’s k-mapping research resides in the fact that it combines the value of each one of those three categories into a single approach called the “Multidimensional K-Mapping Balanced Approach". Moreover, a fourth approach named “Knowledge Artefacts” was added in order to support some information management requirements. Figure 3 represents this multidimensional approach where the four different standpoints previously discussed are presented as dimensions:
· Social Dimension;

· Knowledge-Artefact Dimension;

· Conceptual Dimension;

· Process Dimension.
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Figure 3: Multidimensional Knowledge Mapping Approach.

This approach is now the foundation of the alpha k-mapping prototype application built in the context of this research, which aims at identifying, locating and mapping sources of key knowledge assets (KAs).
2.2.2.1
Types of Knowledge Assets
In the context of this research, we attempt to identify and locate two types (see figure 4) of pieces of knowledge/information – called knowledge assets (KAs) –, which are being held by distinct groups and organizations. The first type of KAs belongs to the Social Dimension and concerns tacit pieces of knowledge. This requires therefore identifying individuals, groups or organisations with specific expertise or experience. The second type of KAs belongs to the Knowledge Artefacts Dimension and relates to explicit knowledge such as documents, databases, websites, lessons learned, etc. From a technological standpoint, for these two dimensions, the alpha k-mapping prototype application automatically extracts KAs and store information about them.
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Figure 4: Social and Knowledge Artefact Dimensions.

2.2.2.2
Organizing and presenting the Knowledge Assets
Once the KAs discovered under the Social and K-artefacts dimensions, information about them are stored and relevant links are created between the KAs and elements from the two other dimensions, specifically the Conceptual and the Process dimensions (see figure 5). Visually presenting the KAs along those two dimensions permits the users to comprehend the KAs within a meaningful context but also to provide new knowledge to the user by making apparent unexpected links between KAs and new concepts or specific process stages. Indeed, the conceptual dimension of the KMapper permits a visual presentation of a specific domain ontology to the military user with its related concepts and the relations existing between them. By doing so, the end-user can immediately ascertain to which concepts a KA is related. Similarly, the process dimension covers the key processes being worked with by the targeted group of users. Whenever a specific stage of the process is being worked with, the KAs that should be prioritized in the context of that specific process are presented. Here again, the process dimension acts as a contextual element permitting the positioning of the KAs. For instance, lessons learned on the topic of “chemical spills” can be linked to the owner organisation of the lessons learned database and subsequently be of usage to an individual having to locate expertise in the domain within the context of a similar situation.
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Figure 5: Conceptual and Process Dimensions.

2.3
Knowledge Mapping Application
Initially this research intended to first identify the Defence requirements in term of k-mapping and then to select Commercial off-the-shelf (COTS) or open source softwares to support such activities. Unfortunately the available softwares on the market did not respond to all the requirements, neither did they to the multidimensional k-mapping balanced approach. As a result, free and open source softwares were evaluated [9] and some were selected to build an alpha k‑mapping prototype application named KMapper.
As depicted in figure 6, one of the main outputs of the developed k-mapping prototype application is to provide end-users with a contextualized visualisation of the discovered KAs as well as the links existing between them. As the application aims at pointing to the identified KAs as opposed to presenting the knowledge itself, a specific capability was developed in order to provide end-user with metadata attached to the KAs. This metadata capability fulfills two main roles. First it provides information on the KA itself in order to increase its understanding and the level of relevancy of the KA. Secondly, whenever possible and deemed necessary, it enables a direct access to the KA in order to ease the accomplishment of end-user specific activities such as for instance contacting identified key stakeholders in order to start coordinating their respective actions. It stands to reason that the alpha k-mapping prototype application mirrors the multidimensional approach with its four key dimensions. In terms of the alpha k-mapping prototype application being developed and demonstrated, there are several specificities worth noting. First the application is dynamic and almost fully automated in its identification, localization and mapping of KAs. Secondly it is an ontology-based system where the application backbone is built around a domain-specific ontology as well as a KMapper specific ontology. For instance, while trying to map the whole world would be a useless activity, using the domain-specific ontology with search engines in order to retrieve information about KAs that are relevant to the end-user in the context of the situation being faced is highly relevant. This situation-focused activity provides military end-users – accomplishing different tasks – with a shared context for common actions. The ontology structure and content also feed the “Knowledge Inference” service. This service with its set of rules is essential to discover and gain new relevant pieces of knowledge based on the ones already accumulated. The third specificity of the k-mapping prototype application is to be built along a service-oriented architecture where the encapsulated services can be tapped by other applications and reciprocally.


[image: image6]
Figure 6: Alpha K-Mapping Prototype: Screen Shot.

3.0
K-mapping and NATO’s key Challenges 
The rationales for which this research project investigated the domain of k-mapping for the purpose of the Canadian Forces, can apply to investigating the use of k-mapping to solve some of NATO’s challenges in crisis and emergency situation. In fact the alpha prototype application was demonstrated during a military exercise concerning national/public security situation within a Joint, Interagency, Multinational and Public (JIMP) context. During the exercise, k-mapping activities were pursued to help reaching several desired outcomes as for instance: an increased collaboration within or between organizations, an enhanced knowledge awareness, or else, a higher level of understanding of the encountered situation, which are challenges that NATO also faces.

3.1
Making Sense of the Situation

Making sense of the situation is of critical importance to mission success. Knowledge mapping can support the development of this capability in preparation for a mission; at the offset of it; as well as while the mission unfolds. By exploiting the conceptual dimension, which is based on domain ontologies, the end-user develops an understanding of the context of the situation and its significant concepts as well as their potential correlations. Moreover, through this network of concepts and their related KAs, the user reaches another type of understanding being the one of the social constituents involved with the situation. For instance it can be of key interest to find out that a specific local organisation has a group specialized in the control of infectious diseases. Connecting with such a group can help understanding local population habits and determining the most urgent measures required to be taken. Also, the alpha k-mapping prototype application has the capacity to extract logs of incidents as they occur while the situation is taking place. These incidents, considered as knowledge artefacts, were extracted from the “Incident Management System” and subsequently linked to concepts pertaining to the situation being faced.
3.2
Diversity of situations to take into consideration
Facets of emergency, crisis, or terrorist threat situations can be manifold; it is therefore extremely difficult to plan for so many diverse circumstances. The conceptual dimension of the multidimensional k-mapping approach can, to some extent, facilitate responses by only considering KAs pertinent to the situation. Indeed, the alpha k-mapping prototype application is an ontology-based system. Figure 7 depicts the first ontology that constitutes the prototype; it is the “KMapper core ontology”, which supports the application itself. This ontology permits the definition and description of concepts and their relationships related to the KMapper application, as well as its structure, dimensions, etc. This ontology is a permanent part of the application and it is required by the system to organize the KAs under the appropriate dimensions and with adequate properties.
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Figure 7: KMapper core ontology.

In addition to the core ontology, the system also requires a domain ontology. The domain ontology relates to the conceptual dimension and can be replaced or augmented with another ontology of interest. The domain ontology is considered as the backbone of the KMapper as it supports the search engines in retrieving information about KAs of significance to the end-user. First the application searches new data sources to extract KAs, subsequently it is also around the concepts of the domain ontology that the extracted KAs are organized and linked to one another. The domain ontology is specifically significant in complex situations as it can support the extraction of commonalities between concepts (figure 8). The current alpha k-mapping prototype is supported by a chemical, biological, radiological, nuclear, and explosive (CBRNE) domain ontology. Numerous concepts within this ontology concern emergency and crisis situations but some concepts are also of potential interest in the case of a terrorist threat. For instance, some of the chemicals possibly involved in a terrorist attack can be comparable to the ones involved in an unfortunate manmade disaster. Consequently both situations require some of the same handling and caution to be taken. Furthermore once a terrorist attack has occurred, in some aspects, the way to respond to it is considered as an emergency and crisis event with similar emergency response plans, concepts of operation, etc.

[image: image8]
Figure 8: Similarities and shared areas between domains.

3.3
Knowledge Awareness

The first supporting constituent to enhance knowledge awareness is to build the knowledge foundations required to enable accurate and adapted action based on individual roles and responsibilities. Knowledge mapping can support the identification of key social KAs such as individuals, groups and organisations knowledgeable in specific domain for possible subsequent contact if required. K-mapping can also support the identification of more explicit knowledge in order to build the prior understanding required to support later activities. Without trying to become an expert of each type of issue being faced, the mapping of KAs can at least start building the first blocks which will enable the treatment of specific upcoming information in short delays. One of the strengths of the actual k-mapping approach is that it relies on concepts from the domain ontology and therefore allows a more focused search on potential events in specific situations. For instance if there is an indication of the potential presence of key terrorist groups during an event, the individual might want to start consulting information about those groups as for instance their preferred types of attack and what it requires. This avoids having to map the world KAs about all topics.
3.4
Under-exploitation of critical KAs
In their book, Edwards and Steinhäusler [10] mentioned that "often overlooked intelligence-gathering resources are available and unused within the civilian response community…an understanding of the types of intelligence available, and the challenges of distributing useful intelligence products, must be addressed as part of the development of an information-sharing plan." The intelligence products are only one type of critical KAs which are overlooked. In this case the reasons are more related to a time issue as mentioned by the authors: “additionally, the evaluation and analysis of raw intelligence may prevent intelligence from being shared in a timely manner.” During coalition operations, the number of these overlooked KAs increases. Indeed, some KAs simply stay unrevealed or are made available within inadequate timeframes and consequently not capitalized. K-mapping can help identifying those critical KAs in a timely manner. In fact, the alpha prototype was built to support an automated gathering of KAs from multiple data sources and under different formats. For demonstration purpose, on top of this automated gathering of KAs, an interface was built in order to support a voluntary posting of data sources by allies. This capability was built to permit access to incident management systems of other organizations for instance.
Within NATO there is a requirement to "[activate] an Intelligence Fusion Centre to improve information and intelligence sharing for Alliance operations" [10]. In some cases, specific identified KAs can be classified and therefore not even revealed to the end-user depending on his/her own security level. In other circumstances, information on the overall content of these KAs can be known whereas the KA itself cannot be accessed. In the latest case, the value added of the k-mapping prototype application comes from its capacity to identify and locate critical KAs based on metadata even if the KAs content are not accessible directly by the end-user. The application also provides the end-user with metadata regarding the KA owner information, location, last update, etc. These pieces of information will permit an indirect access to these critical KAs for further exploitation. An instance of this can be metadata about the name, phone number, and person of contact from the organization in charge of a specific key database of restricted access. Furthermore, this capability of the KMapper has been identified as a potential catalysis to efforts from different organisations to enable access to some of these critical KAs that should require more sharing.

3.5
Requirements to collaborate
Being able to respond to a disaster or to help the population after a terrorist attack requires working closely with local organisations, which are deeply knowledgeable of the population needs and structure. Coordination is also required with allied nations as well as with non-governmental organisations whom to, in some cases, the population is more open to turn to for help and support. In general researches on collaboration demonstrate how an increased level of collaboration impact positively knowledge or information sharing. The opposite can be supported by k-mapping. Indeed, some authors [12] have demonstrated how active knowledge awareness provides individuals with the information required to enhance collaboration. The process dimension of k-mapping can be of great support for an increased level of collaboration. Some studies [14, 15] demonstrated the importance of commonly shared processes or shared awareness of respective processes in order to increase collaboration specifically in situations where participants are geographically dispersed.
Currently, collaborative actions between Forces and other friendly instances are perceived as positive behaviours and clearly key to mission success. Nevertheless in order to perform effective collaborative behaviours; it is required to understand its pursued benefits as well as its drawbacks to avoid. Some researchers [11] have identified that some of the key drawbacks of collaboration are its time consuming aspect and the fact that it sometimes requires to collaborate with too many instances. Indeed, effective collaboration takes time and collaborating with too many groups or organizations widespread collaborative results, which leaves the military with disappointing experiences. By mapping the groups/organizations and their specific knowledge in a domain this permits more focused collaborative efforts with critical instances. For instance, in the situation where a pandemic outbreak of a disease occurs in a foreign country, discovering that a specific branch of the national department of foreign Affairs is a source of knowledge (along with the fact that it holds certain roles and responsibilities) can be important to develop collaborative behaviour with its people.
3.6
Building Mission/Organizational Memory

As mentioned, even if numerous KAs are automatically identified and located, each of the users is himself/herself a KA and should therefore be able to add his/her own knowledge to the overall base of knowledge feeding the application. This important feature is essential in the military domain where rotations are frequent and the need to build collective or mission specific memory is even more essential than in other types of organizations. This given, new individuals arriving can benefit from knowledge previously developed. Similarly, for individuals working in the same group at a given time, the KMapper also provides them with the ability to share comments, workspaces as well as specific discovered KAs.
4.0
Conclusion
The NATO has to respond to very complex situations where mission success relies on their ability to take into consideration and collaborate with other instances. These instances can be other governmental organizations, allies or local representatives, each of which can hold critical KAs with respect to the situation being faced. Being able to identify and locate those KAs is not a trivial task. As a result, during the last few years, DND/CF has investigated the field of knowledge mapping in order to respond to this challenge. Based on this research, the challenges faced by the Canadian Forces are transferable to the NATO context and the value of k-mapping can be levered for the benefit of NATO having to respond to emergencies and crisis operations. Therefore in this context, k-mapping can support NATO in its attempt to identifying KAs within and outside each ones’ organisational borders, increasing collaboration, enhancing situation awareness and building mission memory.
5.0 Future Work

The current KMapper, the alpha prototype, was developed in the light of operational environment and needs. Presently, the prototype is to be integrated and revisited to respond to intelligence domain activities. More specifically, it will be integrated within a “Multi-Intelligent Tool Suite” (MITS). To perform this, it will require revising some of the underlying concepts of operation as well as the application functions as for instance, the automated reporting system built in the system in order to respond to military operational requirements.
From a technological standpoint several enhancements are planned. At first there is a need to improve the inference and filtering services. These are key elements in order to focus only on KAs pertinent to end-users. In second arise the requirements for more sophisticated visualisation algorithms. During the development of the alpha prototype no major resources were attributed to visualisation issues. Nevertheless, such a k-mapping system relies heavily on visualisation capacity and diversity depending on the end-user needs and objectives. Thirdly comes the integration of time and spatial components, this will be of specific interest within a MITS. Finally the end-user should be more informed about the reliability of the KAs identified.
The KMapper was built with three of the four dimensions; the process dimension was investigated in a parallel research in the maritime domain. Therefore, the process dimension will need to be coupled to the remaining part of the system.
Finally, current researches in social network analysis and patterns of life recognition are also considering leveraging some concepts from the k-mapping domain as well as services from the alpha prototype application.
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