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Abstract
In the work here presented, we aim to define the concept of information and decision support system for the crisis management. This research was led from the analysis of numerous experience feedbacks on past crises and through the interviews of crisis management actors (public transport companies, national civil defence, food suppliers, hospital, etc.). In the first part, we characterised the notion of crisis and clarify the concept of crisis management. Using a static approach, based on criteria, we proposed a definition of crisis and a crisis typology; then a phenomenological analyse established a temporal cycle representation of a crisis. Based on this, we defined the concept of crisis management, which, in itself, is a paradox. In the second part, we aimed to define the concept of information and decision support system (IDSS) for the crisis management. This highlighted additional paradoxes. We then elaborated the list of characteristics required by a decision support system for the crisis management and showed that there is one disjunction between two concepts of IDSS for the crisis management: the dedicated system or the resilient systems. Finally we established the list of main relevant functionalities for an IDSS for crisis management.
1
Introduction
Nowadays, we assist to a major development of a wide diversity of crises (natural disasters, terrorist attacks, pandemic, etc.) and the emergence of new threats (for example, the development of atomized and mutant networks). This trend is emphasised by the growing expectation of civil populations towards the decision-makers (as it was the case in the 2003 heat wave in France). Though, one cannot but ascertain that many crises did not have an appropriate response management (for example, 2003 heat wave in France, 2005 Katrina hurricane in New Orleans, etc.). There are many reasons to theses failures: human deficiencies, organisational problems, lack of training to face exceptional situations, resources and means shortage – in particular lack of information and decision support systems to assist the decision-makers during the disasters.

In the study here presented, we thus aimed to define the concept of information and decision support systems for the crisis management.

Indeed, even if there are some experts specialised in crisis management, there exists rather few studies putting the crisis systems (such as those used in crisis response units) in the centre of the analysis. Users’ needs are still partially stated and specified, and the users rely on basic tools to manage the crises, and are not aware of the potential given by the new information technologies. This illustrate the necessity to tackle the subject with the wider open-mindedness in order to multiply the usages and the concepts. The study that we present has thus been carried out upon many past crises analysis and through the interviews of about fifteen crisis management actors (RATP – French Parisian underground, SNCF – French National Railway Company, DDSC – French Direction of the Civil Defence and Security). 

This work, integrated in a larger study ([8], [1]), has been carried out in several steps, that are hereafter presented into two main sections. In the first section, we aimed to characterise a crisis and to make explicit the concept of crisis management in a global way. In the second section, we sought to define the concept of information and decision support system (IDSS) for the crisis management. We present hereafter the results of each steps for both sections.

In the first part, we propose a definition and a typology of a crisis, based on the analysis of past crises. We also present a time cyclic representation of a crisis event, that serves as a reference in the rest of the study. This early analysis enables to provide a definition of the crisis management concept and establish the inherent paradox of the concept.

In the second section, we define what can be a IDSS for the crisis management, using the concepts of crisis and crisis management established in the first section. We thus precise the term of “information and decision support system” used in the study, focussing on the notion of IDSS for the crisis management. This enabled to highlight some additional paradoxes related to the concept. We then built the list of characteristics required for a IDSS for crisis management and showed that there is a disjunction between two concept of IDDS for the crisis management: the resilient systems and the dedicated systems. Last, we propose the list of relevant functionalities for a IDSS for crisis management.
2
From the crisis concept to the crisis management concept

2.1
Crisis definition

With regards to etymology, the term “crisis” comes from the Latin “crisis” and means “severe appearance of a illness”. The Latin “crisis” itself derives from the Greek “Krisis”, with the same meaning, but in Greek, it also designs the interpretation of signs, dreams, and bird flocks. As for the close Greek term “krinein”, it intends a bifurcation that requires a choice, a decision in the actions run, and implies a “Pre-” and a “Post-” event. In the Chinese thought, the crisis notion is characterised by a lack of adaptation in a restrained time. In English, crisis means generally a crucial and decisive moment, a turning point, a time of difficulty or distress, an emergency. In medicine, it designs a change in the course of a disease and is announced by particular physiological phenomena. The crisis can be physical, spiritual, personal, social, political, economic, etc. 

From these various thoughts, we retain the notions of fork, lack of time, the decisive nature, the stakes, the break, the alert signals, as associated with the crisis.

To define and characterise the crisis, we based our study on a static and phenomenological analysis build on one hand on the reading of experience feedback [18], and on the other hand on a conceptual analysis ([12], [13], [7], [4]).

Crises differ by their duration, their spatial extent, their type. The multiplicity, the specificity and the variety of past crises are large, we did not thus try to be exhaustive, and privileged an approach by touches [19]. To report a minimum of the variability of the past crises, the examples of crises we considered cover several types; in particular, we analyzed terrorist attacks (through, among others, the the events of September 11th, 2001 in the United States, the bomb attacks of March 11th, 2004 in Madrid, the sarin attack in Tokyo subway on March 20th, 1995 and attacks in Paris subway in 1995), natural disasters (with the analysis of the tsunami in Asia in 2004 and Katrina hurricane in Louisiana in 2005 [14]), industrial accidents (with the explosion of AZF factory in Toulouse in 2001, the electrical blackout in the Northeast of the USA and Canada in 2003, and the power cut in Italy in 2003), and sanitary crises (with the study of the SARS in 2003, the mad cow disease (BSE) in 1996, the heat wave in France in 2003, the epidemic of chikungunya in Reunion Island in 2005-2006 [17]). We also considered other types of crises, and situations with high potential to turn into crisis (‘crisogen’ situations), in particular social situations, through the analysis of big gatherings (for example football meeting, demonstrations), of drug trafficking and of independent armed groups (such as the increase of forces of opposition groups as the FARC in Colombia), the cybernetic attacks (Estonia 2004) and the attacks of banking systems.

So, to characterize a crisis, we accepted and validated on the previous experience feedback, the criteria proposed by the doctor General Crocq [6], which are: a break (disorder, disturbance), a fork (transition period, decisive moment, choice), a threat (danger, severity), an important stake (large number, large scale), the urgency (surprise, miss time), a degraded, unordered situation (means shortage), a difficulty, a psychological tension. The validation of one or more of these criteria is then a sufficient condition to qualify the event as a crisis.

Also, validated on the previous analyses, the definition of the crisis that we retain for the rest of our study is the following one.

Crisis definition: situation of break with regard to the previous events, which threatens the functioning and the values of the individual and/or the community, and where appears an urgent necessity to act despite the degradation of the means, the information and the control. The characteristic of a crisis is that it is unpredictable, out of frame, that it exceeds the existing means, and that it cannot be anticipated by scenarios.

This definition identifies the crisis as an exceptional situation because of its unpredictable character and the underlying overtaking of means; and as thus, we see that most of the usual methods of intervention will not be adapted. Then, what is crucial for the resolution of the crisis is the capacity and ability to get some tactical reflection and the intelligence which we can mobilize. This need was well understood by P. Lagadec, and we can quote its concept of “strengths of fast reflection” units, set up in EdF (French Electricity board). These structures aim at facilitating this work of reflection [5]. The important and essential role of the reflection and the intelligence in the resolution of the crises reveals the necessity to get some information systems and decision-making supports to assist and facilitate this reflection.

2.2
Crisis cycle and crisis topology

To approach the notion of crisis management and structure the experience feedbacks analysis, we then sought to model the crisis, and established a typology of the crises to better take into account the variety of the crises.

2.2.1
Crisis cycle

The modelling of the crisis that we propose (Fig. 1) is drawn from the “Disaster Risk Management Cycle” (DRMC) proposed by S. Baas and Al. [2] and M. Barnier [3].

In the “Pre-disaster” phase, we identify the activities of watch, monitoring, intelligence, detection, identification of the crisis and assessment of induced risks.

Unless the crisis is avoided, the next phase is then the “response” phase, which begins with the alert, followed possibly by procedures of evacuation. It encompasses damages evaluation, the rescue commitment and the resolution of the crisis in all the aspects that it comprises (human, material, financial and legal aspects). This phase can borrow some methods to defence services, as for example the preliminary sorting of the victims to manage a large number of victims. This phase leads back to a normal (stabilized) situation, and is more or less long and expensive depending of the resilience capacity of the organization. From the beginning of the crisis, experience feedbacks procedures must be applied, to enable a accurate analysis of the crisis in the third phase, the “Post-disaster” phase.
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Figure 1: Temporal cycle of the crisis.

In the “Post-disaster” phase, we proceed to the analysis of these experience feedbacks, so as to better anticipate and forecast potential forthcoming problems, to identify the risks and to revise planned procedures. We enter then a process of preparation, teaching, simulation and training.

It is manifest that this cycle hides some subtleties; for example, the analysis of the experience feedbacks can start before that everything is resolved; also, during long term and progressive crises as pandemics or sanitary crises, the identification of risks or the evaluation of the damage must be continuously performed and revised and not only at the beginning.

We used this representation of the crisis, as well as the typology presented hereafter, to go deeper into our analyses of the past crises and to better comprehend their diversity.

2.2.1
Proposition of a crisis topology

The crises can be classified according to three dimensions, as represented on Fig. 2: their duration (from few days to several years), their spatial scalability (for example located on an industrial site or spread out over city, a region, a country, or several countries) and their types (political, economical, financial, sanitary, ecological, humanitarian, and social). The type of a crisis is often polymorphic, for example a humanitarian crisis is often intrinsically linked to a political crisis; and economic, ecological or sanitary crises often have a social component.
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Figure 2: Typology of the crisis.

Next to this first classification, we can also list the crises or the crisogen situations according to their nature: terrorist attacks, natural disasters, industrial accidents, sanitary crises, population gatherings, drug trafficking, development of independent armed groups, cybernetic crises, banking systems attacks. We also can distinguish intentional crises (caused by man, for example, terrorist attacks) and non intentional crises (for example, natural disasters), as well as the fixed crises (for example, explosion in the subway) and progressive crises (for example, pandemic of plague). This last point is very important in the way to tackle the crisis management. For example, the RATP (French subway company) consider a “conventional” explosion in the subway much easier to manage than a pandemic of bird flu. In the case of an explosion, once the situation assessment (evaluation of the damage and the means) is done, the crisis is known and more or less stabilised, and rescue operations can be launched with full knowledge of the events and risks. In the case of the pandemic, the people in charge do not know which percentage of the staff is able to work, nor if the population will continue to use the public transports; it becomes then very difficult to organize the deployment of means (unknown) to satisfy the needs (uncertain).

Beyond this typology, we can develop typologies more detailed according to the studied question. For example, to analyse the optimal anticipation of the crises, P. Lagadec, distinguishes the crises according to their level of uncertainty; and classify them as follow:
· rise of a phenomenon for which 80 % of the information is known (for example a standard meteorological event, a recurring epidemic),

· loss of control of the rescue means, for which only 20 % of the information is known (example of Katrina in New Orleans),

· mutation and unpredictable even unthinkable phenomena, for which only 1 % of the information is known (examples of September 11th or the tsunami).

The utility of such classifications is to facilitate the analysis of the diversity of situation which hides behind a unique concept of crisis, and here, is to estimate in which measure the crises targeted in our study are representative or not of all the crises. We chose to keep the three dimensions presented above (duration, spatial scalability, type), to be able to cover most of the aspects of the concept of crisis and to structure the following reflection on the crisis management.

2.3
Crisis management concept

Now that the conceptualization of the notion of crisis has been settled, we are confronted with a first paradox: the crisis is characterized by a shortage of the means; does it make sense to speak about crisis management? “Crisis management” is from to a certain extent a contradiction in the terms. We do not manage the crisis; we try to anticipate the crisis, possibly to avoid it, to minimize its impact, to deal with the events and to restore an organisation as soon as possible [9].

Using the phenomenology of the crisis drawn from the experience feedbacks analysis, we can translate the concept of crisis management into more concrete actions. “Crisis management”, it is so, in the “Pre-disaster” phase to anticipate the crisis, to forecast its evolution, to get ready; in the “Response” phase, it is to analyse and think, to decide, to act; and in the “Post-disaster” phase, it is to repair, to analyze and to train.

We conceptualized the notion of crisis and asked the question of the crisis management; let now see what is intended by information and decision support system (IDSS), why such systems could be useful for the crisis management and that could be the definition of such a system for the crisis management, in terms of characteristics, concept and functionalities.

3.
IDSS for crisis management

3.1
IDSS concept

An IDSS is a computer system capable of handling data and of restoring the information to bring a decision support. As underlined by Keen and Scott Morton [11], an IDSS implies the use of computers to assist the decision-makers in their decision process in semi-structured tasks, to support rather than to replace managerial judgment; and to improve the effectiveness of decision making rather than its efficiency. 

By definition, an information and decision support system thus has to bring a support for each of stages of the decision process (such as defined in [10]). We can decompose a SIAD into five main classes of functions (Fig. 3): the framework functions, the transverse functions, data acquisition, situation assessment and understanding, and decision support.

Support functions: it is the layer of functionalities that enable the system to exist. Choices can be made which will have a big influence on the characteristics of the system. As an example, a centralized architecture (military command) is very different from a distributed architecture (WEB technology): easier to configure, it is more vulnerable because it centralizes the information. Characteristics of the system such as the safety, the security, the reliability, and the robustness can rely on the choices made for these functions.

Transverse functions: these are functions of communication (for example transmission of information by means of networks of communication such as the radio or internet), of information reports, displays, etc. Here also, choices required will have a major impact for the system: a military transmission system has no primary antenna relay (to avoid points of vulnerability), unlike the system of communication of fire brigades.

Data acquisition: they are the functions allowing the gathering of the real world in the form of numeric data which can be worked out by a computer (video, audio, satellites, radars data, etc.), but also of data collected by someone (intelligence). These data have to satisfy certain qualitative criteria so that they can be used. In many domains, the data are still manually entered by an operator into the systems.

Situation assessment and understanding: these are the functions that enable the processing of the data into relevant information, towards an objective and with regard to the asked question. It includes for example functions provided by geographical information systems (GIS), by the information systems of command centres, biometric systems, and statistical tools of analysis. The assessment and understanding of the situation shall provide to the user a clear and synthetic vision of the situation, and enable to organize and analyze the information, to facilitate the decision making process. This thus comprises the production of key indicators, dashboards, etc.

Decision support: these functions assist decision makers to overcome the complexity of the situation by suggesting or supporting decisive alternative. We can mention for example the planning and scheduling systems and the resources management (ERP). This domain still remains exploratory. The decision-making relies very often on the combination of expertise assessments and complex logics; and, although we do not try to replace the expert, to attend him in his decision task can turn out to be very delicate and complicated. Some systems, used in well delimited domains, nevertheless already proved their effectiveness.

FIG. 3 : Main functions of an information and decision support system

Let us notice that during the three phases of the crisis (“Pre-disaster”, “Response”, “Post-disaster”), the systems are sometimes used with different usage and requirements. As for example, a monitoring system can be used in the “pre-disaster” phase of the crisis to detect any abnormality, but also during the “Response” phase of the crisis to follow in real time the situation, and in the “Post-disaster” phase to make sure that the situation is back to normal and stabilized.

Using this definition, we will in the following sections adapt and characterize the concept of IDSS for the crisis management. First of all, we will show that this adaptation of IDSS to the context of crisis raises some questions.

3.2
The paradoxes of the crisis management

The characteristic of a crisis is that it is unpredictable, out of frame, that it exceeds the existing means, and that it cannot be anticipated by scenarios. We saw that what is then crucial for the resolution of the crisis is the capacity and ability to get some tactical reflection and the intelligence of tactical reflection and the intelligence which we can mobilize, in real time, during the crisis.

The analysis of past crises shows that, partially linked to the crises characteristics, the difficulties encountered in crisis situations are induced by: a cognitive overload of the actors, some difficulties of coordination between the actors (often because of a lack of information sharing and of a common situation synthesis), the difficulty to check the relevance of the information, the importance of the stakes of the decisions taken, the degraded state of the situation, psychological tension which makes difficult the decision-making, etc.

An IDSS for the crisis management thus has to provide an answer to these difficulties and mitigate the current lacks. For example it shall enable to share the information between all the actors, to build a common representation of the situation, to anticipate, etc. Indeed, an IDSS for the crisis management has to assist the decision-makers at every stage of the decision-making process.

However, if we take back the definition of crisis we proposed, it immediately appears that the implementation of decision process for the crisis management raises many questions.

Indeed, the definition of an IDSS for the crisis management contains some paradoxes such as: how to design a system to manage the unthinkable? How to structure a system for a situation which, by nature, is disorganized?

An IDSS is normally used by a person (trained) in a given environment. Yet a crisis is an unthinkable situation (unknown environment), completely disrupted, where the persons in charge to decide and act are not necessarily the ones initially envisaged. Thus, to design a system, what environment should be considered? For who should the system be thought? How to make a system independent of the environment it shall depict and interact with (resistant to the deteriorated situations and to unpredictable attacks)? Also raise some question to size the system, and to choose the organization and the structure of the system.

Finally, more important is the following question: why to equip oneself for events which will maybe never arrive and whose nature is by definition unknown?

The approach chosen to answer these questions is a conceptual approach by the context. If we do not know, a priori, the types of crisis which can occur in a given place, we can nevertheless consider the context of these places and see in what they are well prepared, or not, for potential crises.

3.3
IDSS for the crisis management: proposal of a solution

To find a resolution to the above paradoxes and an answer the previous questions, we have been led to characterize an information and decision support system for crisis management in three stages:

· First, we established the list of the characteristics required by an IDSS for the crisis management 

· 
Then, we showed that there is a disjunction between two concepts of systems: the dedicated systems and the resistant systems.

· 
Last, we proposed the list of the functions that an IDSS for the crisis management has to provide.
3.3.1
IDSS required characteristics

We consider that, to handle the crisis characteristics and inherent difficulties listed above, an IDSS for the crisis management shall reach some performances in term of speed, effectiveness, robustness, capacity to deal with a huge amount of data, simplicity of use, adaptability, reliability, safety, distributiveness and interoperability. This shall be defined at the level of the system specification and requirement (Fig. 4). To illustrate these characteristics, let us give some examples: the fire alarm used in public buildings is a simple and efficient system to indicate to everyone that they have to evacuate the place; lighthouses are resistant to bear the assaults of the sea and efficient for to help the sailors to find a way; the information signboards in the streets or on the motoways enable the broadcasting of the current situation state, and is fast, efficient and easy to use.
Figure 4: Characteristics of an IDSS related to the crisis criteria.

These characteristics seem obvious; nevertheless it is essential to have them in mind and to specify them in the initial requirements of the system. To make a commitment on the performances of a system following these criteria is not simple: some qualities can be conflicting. According to the situations and the environment the system will be fit in, it will be necessary to give the priority to some characteristics at the expense of some others less critical for the target use of the system.

3.3.2
Dedicated systems / resilient systems

At a conceptual level, we propose a disjunction of the IDSS for crisis management in two groups: the systems designed as “dedicated” to the crises and those said to be resilient to crises (Fig. 5).

The first concept, called dedicated systems and noted C1, refers to systems which purpose is mainly the crisis management. These systems are used by actors such as NGOs, servicemen or civil safety actors (firemen). These actors arrive on the crisis place with a complete equipment, specially created to manage the crises; they are themselves specialized in the management of such events and trained with these systems. These systems should be reliable, strong, secure and efficient.
The second concept, called resilient systems and noted C2, refers current IDSS reinforce the capacity of these systems to be resilient, adaptive and adequate in a crisis. These tools are used by the administrations of a country, by private companies, we can also include the individuals. Their nominal use is not related to the crisis management but to the fulfilment of decision-making tasks so as to facilitate the organisation and the correct running of the unit. In this second case, we aim to handle the crisis by some anticipation effort on the context in which the crises take place. For example, the everyday information system of hospitals should still be operant and adapted in case of a massive inflow of victims. Such systems would be used ordinary by the administrations or companies, to facilitate the daily tasks, but would still be adapted and efficient in case of a crisis.

Figure 5: Two IDSS concepts for the crisis management.

Let us outline, that depending on the users and the chosen concept (C1 or C2), some of the above listed characteristics will have a higher priority than some others, and that this shall contribute to set the priority between conflicting characteristics. Also, this disjunction will have an impact on the selection of the functions required by an IDSS for the crisis management, as presented hereafter.

3.3.3
Functions of an IDSS for the crisis management

Using the temporal crisis cycle representation defined in the first part, we went back through the analysis of the past crises to identify the functions which should be provided by an information and decision support system to sustain the process of decision in crisis situation. We also carried out a series of interviews with operational people in charge of the crisis management. The domains of activities of the encountered persons covered several sectors: public transports, hospitals, civil security, civil sanitary administrations and food supply chain. The analysis of these interview were then completed by the reading of several studies among which [7], [12], [13], [16] and [17]. Thus this allowed to list a set of functional needs for the crisis management (to see Fig. 6); among which we present the main ones: collection of information, update of information, sharing of information, analysis of situation, understanding of situation, monitoring of situation, watch, detection and the identification of crisis, alert, elaboration and suggestion of decisions, the resources allocation, the evaluation of the impact of the decisions, and rating of the decisions.

Figure 6: IDSS functionalities for an IDDS for the crisis management.

These functions can be sorted according to three main stages of the decision-making process: the acquisition of information (collection of information, updated of information, sharing of information), the analysis and understanding of situation, (analysis of situation, representation of situation, understanding of situation, monitoring of situation, watch, detection and identification of crisis, alert), the decision-making support (elaboration of decisions, suggestion of decisions, evaluation of the impact of decisions, rating of decisions, resources allocation, evaluation of the impact of the decisions, rating of the decisions).

These functions can be selected to be integrated in an information and decision support system according to the context and the targeted type of system. For example, at the level of an institute of sanitary watch, it can be useful to define a system dedicated to the preparation and anticipation of crisis, and the required functions will be centred on the acquisition of information and the establishment of situation (data acquisition, monitoring, watch, analysis and understanding of situation, detection and identification of crisis). In case of a resilient system, we can favour the integration of light functions (with lower performances) but give a priority to cover the main part of the cycle of crisis. In particular, it will be useful to have the establishment of situation functionality so that it enable at the minimum to raise and lift the alerts, as well as to have a function to evaluate the damages and means.

To complete our study, we propose a “radar” analysis to estimate the effectiveness of an information and decision support system for the crisis management. This estimation is obtained by building a radar which axes correspond to the main identified functions (see Fig 7). This radar has gradual axes which represent the functional effectiveness of each of the function, from 0 “function not addressed by the current system” to 5 “function covered by an efficient technology”.


Figure 7 : Radar analysis of the efficiency of an IDSS for the crisis management.

This estimation of IDSS effectiveness is proposed to compare several systems. In case of the dedicated systems, it will be convenient that the effectiveness of the target functions of the system is maximal. For the resistant systems, this approach can allow to assess the global resilience of a system to handle a crisis situation.

4.
Conclusion

In conclusion, this study deals with the definition of the concept of information and decision support system (IDSS) for the crisis management. We first specified the notion of crisis, of crisis management, and of IDSS, as these terms cover numerous and diverse realities. We thus defined the concept of crisis management and put in evidence the paradoxes and the questions raised by this definition. We then proposed a characterization of an information and decision support system for the crisis management in three stages: we first listed the characteristics required by a IDSS for the crisis management; then we established that there exist a disjunction between two concepts of IDSS for the crisis management: the resilient systems and the dedicated systems; finally we identified the list of the functions of an IDSS for the crisis management and proposed a radar analysis of their effectiveness.

This preliminary work is currently being completed by the identification of the technologies which can supply each of the above functions. The analysis of the maturity and the effectiveness of these technologies by the radar analysis which we proposed will allow determining areas of research that should be consolidated to improve the effectiveness of the IDSS for the crisis management.
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