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AbstracT
This paper discusses crisis and emergency management decision support based on the Joint Command Decision Support System experience. Crisis and emergency management requires a set of enablers to address the challenges of the unfolding situation under time and space constraints. The paper presents an overview of the complexity of crisis situation. Then, the requirements for an integrated decision support system are portrayed.  The Defence R&D Canada technology demonstration project Joint Command Decision Support System (JCDS 21) is used to illustrate the implementation and the integration of the different decision aids investigated. JCDS 21 has addressed Canadian domestic operations management context characterised by the multiplicity of actors and stakeholders, the diversity of the public infrastructure, the complicated legal framework, the changing lead agency based on the situation and the scarcity of response resources. Lessons learned have been deducted for further investigations.
1.0 Introduction
Emergency Response requires multiple stakeholders to be engaged, as a matter of course, in planning, executing and sustaining operations in complex settings. In a massive fire near Nanticoke, 346 organizations converged; this included 27 Federal Government, 25 Provincial Government, and 10 Regional agencies, 7 Local Government Departments, 31 Fire Departments, 8 Voluntary Groups, 41 Religious/Hospital/Schools groups, 4 Utilities, and 52 Private Sector players
. Figure 1 illustrates a Department of National Defence’s Architecture Framework (DNDAF)
 Operational View-2 (OV) of the flow of activities when such events arise. It depicts key organizational authorities and process (input/output) dependencies when the different levels of governments are involved. Emergency response exposed the challenge and identified the requirement for process integration. Crisis and emergency management is very challenging because situations at hand are generally Complex. A US study into lessons learned following Hurricane Katrina distinguished between Unity of Command and Unified Command. The former describes a hierarchical organization construct and well defined reporting lines. The latter an extension of the Incident Command System in which designated representatives work together to establish common objectives, agree a plan and coordinate actions. Cohesion and inclusion are important enablers and unified direction is a key to success. The Canadian Forces has articulated the requirement for Decision Support to be “command centric”. “During CMX 05 achieving Decision Superiority was found to be critically dependent on building a shared, common awareness of crisis situations”.
 This will involve improved integration between systems, timely fusion and tailored depiction. 


[image: image1]
Figure 1: Operational View-2

A time sensitive decision support should effectively support time-critical as well as deliberative collaborative joint and integrated planning, distributed team problem solving and options analysis. “A decision without analysis is akin to a trip without roadmaps”.
 The provision of situational awareness is the prelude to informed analysis, adaptive planning, and effectual management of operations. The sheer complexity of the operations in the 21st Century requires investigation, trial and adoption of more sophisticated decision support aids for crisis and emergency management (e.g., planning, options analysis, resource visibility, logistics, readiness and sustainability tools). Another very important requirement is to Monitor Execution and to provide clear, comprehensible feedback linked to the plan and allows progress to be tracked, and adjustments to be made in near if not real time. The performance parameters established during the planning phase that are linked to the desired effects should provide measurement standards and advance warning of failure. 
In this paper, we illustrate the concepts with a focus is on domestic operations and crisis management in a joint, inter-agency and public framework. We use the case of the development of Joint Command Decision Support (JCDS) systems for illustration. We describe the decision support architecture and components. This paper is structured as follows. In section 2, we discuss the complexity of time sensitive decision making for crisis and emergency management. In section 3, we present the decision support requirements. In section 4, the different components of a decision support system are discussed including knowledge and information management concepts to supporting individual and collective situation awareness, decision and planning aids for emergency and crisis management situations, and execution support enablers to oversight and facilitate plan repairs and timely corrective adjustments. In section 5, we conclude the paper by a set of lessons learned and overarching principles for a time sensitive decision support for crisis, emergency and consequence management in an inter-agencies setting.

2.0 crisis and emergency management is complex 

The Canadian incident response environment has a number of key influences that impact the articulation of stakeholder relationships, command and control roles and decision-making capabilities. Domestic incident response environment are framed by a hierarchy of relationships that are defined by legislation, policy and emergency response plans
. These facilitate the ability for multiple governments, departments and agencies across Canada to share resources and provide a mechanism for interagency collaboration. Canadian domestic legislation, such as the National Defence Act and the Emergencies Act, and policy, such as the National Security Policy, provide guidance for emergency response plans at the federal, provincial and municipal levels. Provincial and municipal legislation, i.e., Emergency Acts, follow the lead set by the federal or provincial level. Federal emergency response plans such as the National Support Plan, the National Counter-Terrorism Plan, and the Federal Nuclear Emergency Response Plan, form a hierarchy that guide and are supported by federal government agency plans (such as the CF’s DCDS Direction to Operational Commanders for the Conduct of Domestic Operations (DDDO) and Health Canada’s National Smallpox Contingency Plan), as well as provincial and municipal government emergency response plans and their associated agencies and departments. Continentally, documents such as the Joint Canada-US Radiological Emergency Plans are also written within the framework of the federal plans, and provide a mechanism for collaboration with the US. 
[image: image16.emf]Much of the literature and emergency response plans document the bottom-up nature of incidents (see Figure 2). Many incidents occur with some element of surprise and start of at the local level as an isolated incident. As such, the flow of response progresses from the individual to local to regional to national to international. 
Figure 2: Incident response flow as characterized by Emergency Management Ontario
.

While all emergencies begin as local emergencies, the planning structure is legislated from the top down. These two conflicting orientations can cause confusion and misrepresentation as information flows from the top-down and bottom-up can cross paths and may work in detriment to each other. The hierarchy of relationships is not limited to legislation, policy and emergency response plans. Unique organisational relationships are formed between the responding departments and agencies as each incident occurs and unfolds. Organisational relationships are defined for each incident, thus lead agency for command and control and support agencies/department will be determined by resource capabilities and incident requirements. These relationships are dynamic and can change as the incident unfolds. In the domestic realm, many incidents occur as a local incident with the municipal authorities in charge of command and control. Thus, response assistance from other cities, provinces, federal agencies, or specialty teams are provided in direct support of that local commander. As the incident progresses, command and control could pass from municipal to provincial to federal authorities. In addition, the lead agency role could change from one department to another. Command is formalized in structures through Emergency Operation Centres (EOCs) that exist at each level of response (Municipal, Regional, Provincial, and Federal)
. At the federal level, each department (PSEPC, DND, RCMP, Health, Transport, Environment, Foreign Affairs) has their own EOC, with a Government of Canada Emergency Centre (GOC) supporting the highest levels of government decision making. Command and control in domestic scenarios is distributed, with various levels of command and decision making occurring at many different operation centres. The primary communication channel among these centres consists of liaison officers or members from a variety of agencies being combined into the various centres, resulting in cross over in communication channels and role confusion. 

Figure 3 illustrates the main components of an Incident Command System (ICS). Although there is not formal, standardised structure for Canadian government agencies or departments, many civilian organisations have applied the ICS framework. For example, the province of British Columbia (BC) has adopted the framework for organizing emergency management activities at all levels. In BC, the provincial regional coordination level acts in support of the site support level, and manages the assignment of multiple-ministry and agency support to individual site support locations or multiple site support level locations, acquires and deploys resources at the request of the site support level, and provides emergency response services where incidents cross local authority boundaries, or where local authorities may not have the infrastructure to fulfil their role.
Crisis and emergency response plans revealed a number of common variables in emergency situations resulting from terrorist activities and asymmetric threats. Many variables have been identified into an overall framework that can characterize Complex Situations. This framework introduces four broad categories of variables that influence the complexity of a response situation (see Figure 4): 

· Response Team Characteristics: The composition, characteristics, and behavioural norms of the Response Team influence the complexity of the situation. Variables in this category include: Number of Participants, Number of National Actors, Number of Agencies, Number of Different Types of Agencies, Complexity of Organizational Structure, Stability of Organizational Structure, Organizational Procedures (the “chain of command”) , Number of Communication Channels (n(n-1), Level of Interoperability, Level of Preparedness for Attack…

· Adversary Characteristics: The composition, characteristics, and behavioural norms of the Response Team influence the complexity of the situation. Variables in this category include: Number of Participants, Number of National Actors, Number of Agencies, Number of Different Types of Agencies, Complexity of Organizational Structure, Stability of Organizational Structure, Organizational Procedures (the “chain of command”), Number of Communication Channels (n(n-1)), Level of Interoperability, Level of Preparedness for Attack…

· Environment Characteristics: The composition, characteristics, and behavioural norms of the adversary influence the complexity of the situation. In situations where there is an adversary (such as asymmetric threat and terrorism) the variables in this category include: Degree of Financial Support, Speed of Adversary Decision Cycle, Level of Violence, Level of Asymmetry in Adversary Organization, Level of Asymmetry in Adversary Tactics, Level of Threat Visibility…

· Incident Characteristics: The characteristics of the attack or incident influence the complexity of the situation. Variables in this category include: Level of Attack Surprise, Breadth of Incident, Number of Causalities, 
Level of Public/Responder Fear, Level of Restraint Required, Level of Fluctuation Between Action and Restraint, Level of Time Pressure, Number of Possible Response Contingencies, Level of Novel Problem Solving Required to Plan Response, Long Term vs. Short Term Effects of Incident (Overt vs. Covert)…

Figure 3:[image: image17.emf] Incident Command System Structure

The results of the analysis conducted to understand the Canadian incident response environment and emergency response scenarios for this project enabled the development of a Generic Collective Response Model (GCRM) model of the collective response to emergencies caused by terrorist attacks and other asymmetric threat situations. Example of response patterns that were identified during the literature review, such as response activation, formed the base structure for the GCRM (see figure 5). In addition, the need to recognize the elements of organizational complexity was considered as shown in figure 6.
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Figure 4: Categories of Variables that Influence the Complexity of Response Situations

[image: image18.emf]
Figure 5: General Response Activation Pattern
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Figure 6: Example of Increasing Organizational Complexity

3.0 decision support requirements

Notwithstanding the import of communications and computers, Command and Control is fundamentally a human activity, and organization and technology exist to support the human dimension of decision making. In essence, the C2 process can be viewed as systemic execution of collection, perception, projection and choice. Figure 7 provides graphic elaboration, encapsulating the complexity of Command and Control and underscoring the importance of mental models and the cognitive domain. Through the employment of ISR and the mining of civilian and military sources, headquarters gather and process huge quantities of heterogeneous information. The decision-maker needs to make sense of the situation and understand its dynamics. Once situation awareness is achieved, a thought-driven process starts to determine possible actions and effects against a set of higher-level (strategic) objectives or goals. The Commander will be advised with respect to the best way to intervene. Based on his personal mental model(s) and background, the Commander will develop his intent, which he will communicate in an understandable format to his staff and organization. The implementation of the Commander’s intent requires a broad spectrum of people, units, teams and capabilities. It is therefore, important to ensure that the Commander’s intent is well understood and implemented as intended; translated into tasks, orders and operations. A rapid feedback loop is essential to assess whether the implementation and unfolding events are in accordance with the Commander’s intent. Execution management will assist decision-makers to adapt to changes in the situation and to make necessary changes in plans. Effects resulting from actions taken will be observed and measured. This representation is Command centric and does not deal with the collaboration. For instance, collaboration between Commanders and Headquarters (HQ) is not shown. 

As with most Decision-Making models, Figure 7 distinguishes an initial “orientation” function. The first step is to identify prevailing circumstances. Awareness and analysis can be both individual and collective. Education and experience assist in recognizing actors, factors and relationships. The product is a situational understanding. Plans and Decisions are perception driven. Situation monitoring, awareness, and analysis inform planning. Tipping points/centres of gravity are determined and alternatives identified and evaluated. Again, this is scalar and the formality of the process can vary. Typically planning involves two distinct activities: 1) the assessment and selection of an option; and 2) implementation coordination/activity synchronization.


[image: image3]
Figure 7: Key Functional Activities of Command and Control 

Models emphasize systemic procedure and feature critical decision points. In practice, decision making is more akin to a continuous, streaming process. Goals, resources, uncertainty, and risks are being constantly appraised and decisions taken. Direction involves enterprise guidance and management. Such instruction can be vague and tacit, or specific and overt. In more formal military processes, key decisions include determining objectives, establishing the appropriate Competence, Authority and Responsibility construct, and allocating resources. Direction has become synonymous with orders and more recently, Command Intent. Execution is the application of decisions and the performance of directed tasks. The specificity of the direction may vary leaving leeway for interpretation in execution. The feedback loop is particularly significant as Execution may alter Situational Understanding, require Plans to be adjusted, new Decisions to be taken, and Direction to be amended.

Cohesion and inclusion are important enablers and unified direction is a key to success. Command and Control is a very dynamic domain. A decision support system for crisis and emergency management should be developed around a system-of-system vision integrating process, organization and technology enhancements and leveraging investments to achieve decision superiority. Collaboration is one piece of the puzzle; program integration another. As the decision-making includes four different domains (cognitive, knowledge, organizational & observable), a successful command decision support must create an integrated view of the different dimensions influencing the Commander’s ability to make decisions. Human-Human, Human-Organization and Human-Technology thrusts should be integrated, and the integration based on fully net-enabled and connected forces with a command-centric philosophy. 
Conventional systems engineering is requirements-driven. Complex adaptive systems design must cater for “rampant uncertainty, persistent surprise and disruptive innovation”.
 Complex adaptive systems are, of necessity, built in increments. Given urgent requirements and the pace of innovation, the majority of the work programme will focus on incremental/evolutionary change, the immediate/next generation support to operators. New ideas must be incorporated on the fly. “Thinking about command and control must be conceptually based, rather than focused on technology and material”.
 Decisions Support System Integration & Interoperability involves design and construction of a test bed to support integration, and to provide the means to carry out rapid prototyping and trial procedural, tool and system improvements. A broad range of interests are represented and organizations will be required to integrate disparate Command and Control systems, processes, and philosophies to ensure activities are coordinated and desired effects achieved. An understanding of information interoperability and the impediments to communications and trust will inform Preparedness and Response planning and performance. Decision support should be designed based on a sound appreciation of Human and Organizational sciences. Support cognitive capacity, shared situation awareness, common intent, trust in distributed teams and in automation, and communication and information strategies are key foundations joint decision effectiveness.
A time sensitive decision support might equally be characterized as a complex adaptive system; provision must be provided for changes in the environment. Conventional systems engineering is requirements-driven. Complex adaptive systems design must cater for “rampant uncertainty, persistent surprise and disruptive innovation”
. Complex adaptive systems are, of necessity, built in increments. “Thinking about command and control must be conceptually based, rather than focused on technology and material”
. A decision support should be developed around continuous, successive enhancement and capability augmentation.

A crisis management decision support should be conceived based on a sound appreciation of Human and Organizational sciences. Support cognitive capacity, shared situation awareness, common intent, trust in distributed teams and in automation, and communication and information strategies are key foundations joint decision effectiveness. Collaboration is fundamentally a human and social activity. Consequently such time sensitive decision making poses challenges in maintaining a knowledge base and in sustaining trust among heterogeneous stakeholders and organizations.
4.0 Decision support system components for crisis and emergency management

Information and knowledge management for situation awareness support

In the Joint Command Decision Support, the Advanced Command Portal (ACP) provides the foundations for a Command and Control Collaborative Environment (on top of Command View and other C2 applications) supporting shared situation awareness, information management, systems integration and collaborative working (see Figure 8). The Advanced Command Portal illustrates how a command portal environment is tailored to user’s roles and needs, with new information/knowledge management services to provide enhanced situation awareness, and access to C2 applications. The Knowledge Management services, including notification, document management with metadata, search, collaboration in communities, ontology, GIS, and the underlying core services lay the foundation for the JCDS command and control collaborative environment.
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Figure 8: View of ACP 

Timely locating and exploiting knowledge assets and artefacts during crisis management are very important enablers for good decision support. The knowledge assets are considered along four different dimensions: 

· Social including knowledgeable/experienced individuals, groups and organizations,

· Knowledge artefacts including explicit knowledge such as documents, databases and websites,

· Procedural including the knowledge assets associated to specific organizational processes,
· Conceptual including knowledge assets related to key subjects, and linked to specific domain through domain ontology.

JCDS has developed a Knowledge Mapper (KMapper) concept (see Figure 9). The KMapper aims at enhancing of situation understanding, sense-making and knowledge awareness through the visualization of related knowledge assets (KAs), as well as their relationships. KMapper provides knowledge assets discovery and visualization. The KMapper is a dynamic system supporting the identification, localization, visualization, and exploitation of information/knowledge assets (knowledge sources). It seeks the enhancement of situation understanding, sense-making, and knowledge awareness through the visualization of knowledge assets as well as their relationships. This ontology-based system provides mechanisms supporting the identification, localization, visualization, and exploitation of knowledge assets.   For example, when an incident has been reported into the Incident Management System, it will automatically show up on the Advanced Command [image: image21.emf]Portal and a Knowledge Map will be generated to help the Watch officer finding key knowledge assets like the subject matter experts, concept of operations, crisis management check-lists, etc.
Figure 9: View of KMapper
JCDS 21 has also developed a Total Resources Visibility (TRV) tool for near real-time resource visibility providing asset information (see Figure 10). It can be used to analyse/visualize contingency plans and their assigned resources. TRV can also be used to analyze and perform measurement of resources employment and usage. The aim of TRV is to offer the ability to ascertain the identity, location, status and condition of assets in the logistics chain at the operational level. The scope of TRV is to enhance information capability to support logistics decision making and planning. TRV provides integrated functions for assets visualization with drill-down capabilities and readiness estimation based on the operational plans (Op Plan or Contingency Plans). In case of crisis or emergency, the TRV is a vital capability to quickly locate and assess the readiness of different response units or movement assets to deploy and assist with the crisis unfolding. TRV is also handy for planning and re-planning in dynamic way. TRV allows also monitoring the status of different pre-planned plans or contingency plans for execution under short notice.
[image: image22.emf]Figure 10: View of TRV

Planning, options analysis, execution and operations management
One facet of crisis and emergency management decision support is to shorter the time required to make good decisions. The Operations Planning Process Advanced Decision Support (OPP-ADS) has demonstrated an integrated suite of tools able to create/store/retrieve and rapidly to adapt operational plans and contingency plans to produce executable plans for specific situations (see Figure 11). The OPP-ADS are automated and distributed tools including time-sensitive planning, planning dependencies and implications management, analysis, risk management and reporting tools (including OPLAN, CONPLAN, branch plan and sequel plans management tool). Additional reasoning support include link management allowing for better integration of tools supporting the design of a campaign plan (ex. Center of Gravity analysis and Decisive Point analysis), the management of risk elements, the management of criteria with their associated after action report and the management of decision-matrixes.  This concept of linking key analysis elements provides the capability to rapidly identify pieces of analysis that requires to be revised according to modifications of the situation.  This works has lead to the identification of functional requirements related to decision-support tools for the planning of operations.
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Figure 11: Views of OPP-ADS Tools

Crisis and emergency management will require the ability to exploit wireless technologies and exercise command regardless of time and space distribution. Many communities and emergency management organizations count on the cellular phones for emergency and crisis management. In collaboration with SME PED capital project, JCDS 21 has produced a Commander’s HandHeld Support System (CHESS) supports Commanders and senior staff officers on the move or with limited connectivity to access real-time (or near real-time) information from Command View and COPlanS and provide guidance and decision to the staff in a secure manner (see Figure 12). To support commanders on the move, enabling technologies will have to encompass communications capabilities, handheld mobile hardware handling secure as well as unclassified information and mobile device applications providing access in real-time to current operational military C2 applications.  CHESS (Commander HandhEld Support System) has demonstrated that mobile device applications such as the SME PED can be used to exchange information with Command View, IMS, COPlanS and EMPA.  The lessons identified related to the design/development process of user interfaces for a portable device are part of the key achievements of CHESS.
The Execution Management and Plan Adaptation (EMPA) supports time-sensitive as well deliberative operations execution through continual automated monitoring of the situation inputs and execution reports (see Figure 13). In an uncertain operational environment, good plan development must be followed by good plan execution, which involves real-time monitoring of external events and actions by friendly, enemy and neutral forces, continuous comparison of observed effects to expected effects, and rapid adaptation of goals, assumptions, risk assessments, subsequent activities and expected effects in light of current goals and constraints. JCDS 21 has developed an Execution Management and Plan Adaptation (EMPA) prototype in order to provide essential decision aid to current operations staff officers as well as to commanders and other potential end-users. EMPA is a distributed, multi-layered system providing execution management services to JCDS 21. It communicates with several situation-awareness and asset-visibility services. EMPA supports time-sensitive as well as deliberative operations execution through continual monitoring of situation inputs and execution reports and plan repairs advices. EMPA allows managing assets; they can be tracked on the map and can be assigned to tasks. EMPA also presents different visual indicators of the plan progress and status.  The execution of this work also led to the identification of areas of research that has been the subject of a new applied research project on Collaborative Multi-Level Plan Monitoring.

Figure 12: CHESS Concept

Figure 13: Views of OPP-ADS Tools

System of Systems Integration

Crisis and emergency management decision support requires human-system integration (HSI). One solution that was explored in JCDS is the creation of a HCI style guide. Such guidelines enable developers to create software tools that share similar ‘look and feel’. Since existing industrial guidelines do not focus on military applications, it was the plan of this study to create tailored guidelines for supporting the CF C2 applications. The scope of the style guide consisted of both the common interface components and the typical user interaction styles. The topic areas that were covered in this study ranged from general design concerns (e.g., user input devices, data display) to more specialised type of interfaces (e.g., hand-held devices, web portal and portlet interfaces). It is useful to point out that symbology was considered a sub-category in the style guide. An effort was made in this study to review existing symbol sets for C2 applications, particularly the framework that was used to create these symbol sets. Like the rest of the style guide, the use of common symbols across the JCDS tools likely will reduce users’ training effort. In addition, a properly designed symbol set potentially could improve commanders’ SA by reducing their mental recognition effort. Such benefit becomes more pronounced in situations where time-critical decision needs to be made.

This study reflects an initial step toward the creation of a standardized HCI style guide for C2 applications. Major efforts in this study involve the collation and reconciliation of existing style guidelines which cover mature interface technology. As a result, a functional integration of the different C2 applications has been implemented (see Figure 14).      
Figure 14: Functional Integration of C2 Applications

The system of systems integration might be based on service oriented architecture (an enterprise service bus, standards and data exchange services). JCDS 21 – Achievements from the System Integration and Interoperability sub-project (see Figure 15). A set of system of systems interoperability mechanisms have been implemented based on the web services standards, the Service Oriented Architecture (SOA) paradigm, the Enterprise Service Bus (ESB), the discovery of services using the Universal Description, Discovery and Integration (UDDI) service and the implementation of publish/subscribe mechanism based on the JCDS 21 notification service.

Figure 15: Functional Integration of C2 Applications

5.0 conclusion
Developing decision support for crisis and emergency management is a complex and challenging. Emergency Response Plans (ERPs) in Canada exist at the municipal, regional, provincial, and federal level.  For the most part ERPs are “all hazard” response documents, whereby they define the general policy, roles, and responsibilities for the response to any hazard.  In order to determine the requirements for improved command and control within the collective response community, a better understanding of the processes and activities performed by responders at different levels was achieved through the review of ERPs.  

Time sensitivities inherent in response activities puts emphasis on the necessity of efforts in incident management to be carried on in tandem with consequence management, a key component of emergency response.  A comparison of roles and responsibilities and the conduct of command and control between the military and civilian agencies revealed a number of areas that could present challenges for collaboration with multiple groups involved in strategic and operational command. Three main areas of inter-agency cooperation challenges associated with collective response were identified in:  Communication and Collaboration, Situation Awareness Support, Authority Structure and Business Processes. 
The complex situation characterization framework was used to develop decision support systems for Crisis and emergency management in domestic context.  The complex situation characterization framework might be used to map possible mitigation strategies against the various variables that drive complexity.  
The analysis of complexity of crisis and emergency management called upon developing new generation of integrated and distributed decision support systems. We used JCDS 21 to illustrate how such systems might be developed.   
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