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Abstract 

Harbour security requires attributes of detection, fusion, and intelligence to detect, prevent, and respond during crisis events.  Through the development of modern sensor technology such as handheld devices, geospatial databases, and wireless communication; there is a growing interest to coordinate and disseminate information to respond to a crisis.  Many traditional methods of disaster preparedness have supported emergency crews to respond to the catastrophe; however enhancements can be made through persistence surveillance and sensor technology to determine open traffic routes and cleared pathways. One of the difficulties inherent in harbour crisis response is the restricted terrain from which vehicles and supplies are available.  The demarcation of the land-to-sea transition (littoral) could be a hindrance; however, with persistent surveillance to support information fusion needs, it can be a method of valid ingress of supplies and egress of people.  This paper explores some of the emerging persistent surveillance techniques that could support crisis  preparedness and  response for a harbour environment.
1.0
IntroDUCTion
Much of the supplies of the world are transported to harbours.  Many times, the harbours are located in areas that are protected by a natural coastline.  These coastlines become a barrier for protection from the weather elements.  During a crisis response, these natural barriers could become an impediment to transport of supplies as well as evacuation of people. Issues that are important to monitoring the harbour for crisis management include (1) vehicle tracking, (2) weather monitoring, (3) impending threats from explosives, and (4) examination of supply containers.  Examples of these events include land attacks, tsunamis, explosive attacks, and container inspection shown in Figure 1.




Figure 1: The tsunami that struck Thailand on December 26, 2004. 
(from http://en.wikipedia.org/wiki/Tsunami)
During the NATO conference on Harbour security [2, 3], many of the issues to collect and support crisis response were detailed in a flow chart to coordinate the needed data to information flow as shown in Figure 2. The group divided the information into (a) strategic warning, (b) warning indications, (c) assessment and response, and (d) consequence assessment.  In each case, threat warning assessment was paramount in the analysis for harbour security and consequence response.  One capability to support the developments of the warning indicators can be developed across the operating conditions (targets, sensor, and environment) of the scenario.  Typical targets of interest would be the ships and supplies that are being exchanged at the port.  The environment would be the land, sea, and littoral environment.  Finally, the sensors would be those that monitor activity.  The sensors providing data could be (a) observation devices: land cameras, GPS tracking reports from the ships, and weather pattern observations, (b) inspection reports: RFID tags of the containers, boat registries to support the approved traffic lines, and (c) assessment databases: business supply details, coast-guard confirmations, and harbour monitor graphical user interfaces. In each case, there is an emerging capability to augment user needs [4] by collecting data, assessing anomalies, and indicating warnings of problems to alert the harbour protection staff.
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Figure 2: Candidate Threat Assessment and Response System presented by group #4 
(From E. Shahbazian, SPIE06)
Recent developments in technology can aid in the analysis of the warnings to include persistent surveillance over (a) aerial coverage, (b) constant terrain (i.e. Digital, Terrain, Elevation Data) and weather information, as well as (c) data-base support to users.
2.0
Persistent Surveillance through Fusion of Terrain and Weather Information
A littoral zone includes areas between the sea and land as shown in Figure 3.  The shoreline could also include the man-made ports that describe the loading and unloading of supplies. Given modern technical observations from satellites, both terrain and weather information can be maintained for up-to-date assessment of the current terrain.  Supporting the geographical and man-made GIS products would support the preparedness for crisis response.  These products would support Level 0 Information Fusion for data preparation much like road networks, trafficability maps, and weather information. 



    


Figure 3:  Littoral zone (from http://en.wikipedia.org/wiki/Littoral) and 
      dock (from http://en.wikipedia.org/wiki/Shipyard)
The use of a centralized reporting of the weather and terrain information would aid in crisis response as impending threats from weather, explosive attacks, and shipments would be localized spatially. Given the ability to monitor activities, events would provide the temporal aspects of the events. To maintain the database of information, a third type of information could be provided to aid in crisis response, and that is the spectrum frequency of data collected over various sensors. In addition to electro-optical data (i.e. video), Figure 4 shows the use of radar and digital terrain data products that could aid in crisis response over harbours.
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Figure 4:  Synthetic Aperture Radar port image , (From Sandia)                   Digital, Terrain, Elevation Data (DTED)
Benefit of Terrain/Weather Surveillance: Because of the various issues surrounding the complexity involved in crises response for harbour security, there is a need to be prepared by utilizing the terrain and weather information.  Unlike land-locked environments, there is greater need to be placed on the use of terrain data because of the various environmental differences between the land and water ways used.  The supporting terrain information determines where threats could come from and how to respond to them.

Given the preparation of persistent surveillance through the operating condition of the environment: terrain and weather information, there is also the case of the sensors that are used to collect and report the information. 
3.0
Persistent Surveillance through Aerial Coverage
Persistent surveillance through aerial coverage is shown in Figure 5 [5].  There are many emerging platforms to report events in harbour security such as satellite and UAVs (as shown as a raven in Figure 5).  The satellites could have cameras and Hyperspectral data to report the terrain and material coverage. NASA has supported continuous coverage of regions and much work has been completed for imagery analysis.  What is emerging is the capability to utilize Unmanned Aerial Vehicles (UAVs) in support of harbour crisis detection and analysis.
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Figure 5 : Harbour Security (from Maritime Expeditionary Security Force… Operating in the Global Maritime Security Environment CAPT John Sturges, NCWG-1, 24 May 2007 : AFCEA S4ISR Symposium).
UAV’s could be used to provide continuous coverage of a specific area to drill down in a higher resolution of the events and activities at a harbour.  Figure 6 shows the use of synthetic aperture radar (SAR) and electro-optical (EO) collected over a refined area.  EO data can be used to track and identify ships that come into and out of a port [6].  EO data is rich in information for tracking and identifying ships, however, it can be limited due to obscurations from weather.  Thus, alternative sensors are needed to aid in the crisis determination.
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Figure 6. SAR and EO of a runway. (From Sandia)                                            Radar of Bridges (from Sandia) [7]
New developments have afforded miniature SAR devices that could monitor and activity.  SAR offers an all-weather, distance-invariant continuous coverage. The use of SAR is also important as it can be used for detection of man-made objects as well as human activity.  In each case, the use of radar provides a robust detection of information for assessment to support crisis response.

As persistence surveillance is aided by differing sensors, the location of the sensors becomes important.  Aerial coverage can be supported by land-based observation of information. Figure 7 shows simulations of different harbour monitoring activity to determine the warnings and threats associated with an impending threat.  Likewise, the monitoring of activity (combined with the aerial coverage) can be used to support crisis management by determining the traffic flows, the egress routes and the areas of unsafe travel.  What is noted from the simulation is the ability to model and simulate the various targets that would be present in the harbour.  The targets could be people, ships, boats, and tanks.  
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Figure 7. Harbour Protection Issues.  Don Brutzman, “Web3D Past, Present and Future: X3D Earth”,                       Keynote Presentation, Web3D Symposium, 19 April 2006 [8].
In addition to the persistent surveillance from the environment and various combinations of sensors, is the vast amount of targets that are of interest in crisis response. Typical targets include the man-made ships and vehicles; however, there is a host of information in databases that could be used to augment the harbour situation. 

4.0
Persistent Surveillance through User Support and Warnings

4. Persistent Surveillance through User Support and Warnings 

As detailed by Shahbazian [2], there are many types of information that can be reported in a harbour situation (shown in Figure 8).  The data available for harbour security could be more than just the overhead coverage of targets (ships and boats) to include database information about containers as well as the groups transporting the containers. RFID information can be used to track the containers and confirm the initiation and termination of cargo.  Other information could be used to collect the material content of the containers through inspection of the devices.  
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Figure 8: Group #3 assessment of the threats and vulnerabilities

I – the explosive or WMD concealed in the container, C – cargo or container substitution, O – attached outside of the container

From the persistent surveillance of the environment, sensors, and targets; all of the data collected needs to combined and processed for warning and threat detections to support users who are available to act on the information. New graphical user interfaces can support the decision maker in timely response from the imagery. [9] Many organizations would be involved in the process and the data collected should be relayed to the appropriate agencies as well as afford different agencies to access the information.  Allowing differing agencies to access the data-bases would allow each group to process the information as needed. 

Various response agencies would be interested in different details. The protection force would be interested in the explosive threat, while a humanitarian group would be interested in the terrain information to help in the evacuation of people.  Various groups would also process the information differently as they inherently are interested in different threats and warnings they are interested in responding to.  Since the persistence surveillance of harbour environments is provided in a hierarchy of layered resolution (granularity); so should the data be supported in a layered retrievable way to afford users to access and make decisions. 

Figure 9 shows the case of the decision-maker and the interest in diagnosing the situation. Each person who is responsible for port security is prepared for differing response interests from the situation. Differing information can be stored centrally but network protocols have to be developed to allow distributed processing of the information.  As shown in Figure 9, different jurisdictions are processed over the differing information. Thus, crisis response center’s need to work with local and global organizations to determine what data is inter-operable and accessible to groups in need.  The coordination of the data would aid in crisis response such that during an event, information is readably available.  
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Figure 9: Multi-Jurisdiction Decision Center’s Co-operation Model presented by Group #2 [2].
5.0
DISCUSSION AND CONCLUSIONS

Crisis response requires crisis-preparedness. With the advent of current information fusion technology, there is a need to augment disaster-responders with tools and information to support timely and actionable decisions.   This paper makes the claim that “persistent surveillance” can be supported over the operating conditions of the environment (terrain and weather), layered sensors (satellites, UAVs, and ground sensors) over various spectrums (electro-optical to radar), and  targets (hard: ships and people to soft: container reports and database information). Together the combined use of data to support  information would aid port security and disaster response personnel to deal with emergences and crisis response. While much of the ideas are not new, what is new is the need for 

(1) Persistent coverage of environmental data to support a common environmental database

(2) Persistent coverage of sensor data by traditional (i.e. EO data) with newer radar capabilities; 

(3) Persistent coverage of targets by way of common and inter-operable reporting ; and

(4) Persistent coverage through a common database from which crisis responders can access the information
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