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Introduction

This report addresses the IST-091 Symposium on Information Assurance and Cyber Defence held on the 22nd and 23rd November 2010 in Tallinn; rescheduled from the 26th and 27th April 2010. A welcome speech by the Estonian Minister of Defence Dr Jank Aaviksoo emphasised the importance of the topics addressed at the symposium particularly when he coupled the disciplines with those discussed at the summit in Lisbon, which he had attended the previous week. The symposium was divided into four session addressing:

· 
Intrusion Detection, Protection and Countermeasures

· 
Security Models and Architectures

· 
Security Policies, Evaluation, Authorisation and Access Control

· 
Network and Information Security Awareness

The topics for the symposium had been established sometime ago and the papers reflected the further research which had taken place following the postponement caused by air transport disruption resulting from the Icelandic Ash Cloud. The topics included in the Call for Papers were appropriate and reflected the wide domain covered by the title. Not all the topics solicited a response, of note were detail of cryptographic protocols, key management and recovery, insider attack counters and trust negotiations. It is recognised that some of these topics may be sensitive but dissemination of information is critical to cyber defence which is not restricted to the military.

Initially, in April, 58 abstracts were received and a commendable programme of 28 presentations and 15 poster sessions were identified. The papers submitted in April were generally of a high standard and it is regrettable that the ash cloud forced a postponement. The reorganised event attracted about fifty percent of the original response and in some instances the technical committee members were unable to attend, which was disappointing, but understandable. Despite the enforced rescheduling this symposium has been a success and the symposium chair Prof. Nazife Baykal and her technical committee should be congratulated on their persistence to retain the quality and enthusiasm.

Issues

All IT systems whether military or civilian are subject to threats which are not static. The impact on some control systems e.g. power stations could be catastrophic if sustained attacks are successful.

Hackers are becoming more sophisticated, see the challenge of Stuxnet.

Botnets are becoming more prolific

Transfer of Cyber information and knowledge needs improving both in quality and timeliness, this requires trusted communications.

The vocabulary of the discipline needs to be consistent for all the users; see use of an ontology.

Discussion

Cyber Defence is a broad church well beyond strictly military applications but the principles are very similar to conventional warfare. The process is well known and follow: 

a) Detect a threat; 

b) Identify the threat; 

c) Take timely action to reduce the effect; and 

d) Secure safe recovery of the system under attack. 

Regrettably the dynamic nature of the potential threats demands a proactive stance to ensure that appropriate counters are available.

It was pleasing to note that the welcome speech by the minister aligned the topics discussed at the summit with those of the symposium. The papers, in the symposium, were topical and generally of a high standard addressing the issues identified above. Progress was significant with some mechanisms able to detect abnormal behaviour; detection of bots was indicated but was processor intensive. Transfer of information about a potential threat particularly across national boundaries with the appropriate trust was deemed necessary for a timely reaction. The installation of a dedicated CERT team has shown merit in Poland and should be consider elsewhere.

Security using open systems enhanced by weaving in additional security features looks encouraging. SCADA systems should be made robust with the use of security tokens and adding necessary signatures in data partitions to hamper intruders.

Several papers addressed the PCN (Protected Core Network) concept which appears to be viable. An exercise/experiment was conducted in the Baltic which was successful in showing the principles. A warning about RFIDs and simple wireless devices was made since they are declared vulnerable to replication of bugs which will corrupt the data and allow attackers to set up false nodes with the consequential outcome.

A proactive stance to predict the next generation of threats was advocated and use of Genetic Algorithms thought appropriate. The mathematics of this disciple are sufficiently advanced that some confidence is generated in the predictions.

Detail of the papers

The first invited speaker, Geer from the Cooperative Cyber Defence Centre of Excellence Estonia, provided a background with an assessment of the observed attacks and the capabilities of a small group of attackers. The emphasis of the presentation was on hacking but he readily acknowledged that hacking was only a small part of the problem. The historical examples which he provided showed considerable gearing, in favour of the adversary. with massive disruption caused by limited resources. The defender does, however, have an advantage in a reactive posture with knowledge of the platform he is defending. He highlighted the example of malware hidden in MP3 formats but indicated that the biggest weakness of the systems is to prevent disaffected internal users corrupting systems. This group will hold security privileges allowing them to bypass a number of the security features. I was a little disappointed with the lecture and thought that greater detail of the current problems could have been aired.

Rumour Detection in Information Warfare: Understanding Publishing Behaviours as a Prerequisite was the first submitted paper presented by Nel. The need for rumour detection was emphasised because of the ease in which publications on the internet can be manipulated. A detection process was presented in which changes in published material and behaviours were identified for analysis. The tool ONICS (Ontils de Navigation,d'Indexation et de Classement des Sources) was described which combines hierarchal clustering and 'k-mean' to extract the clusters of common behaviour. It is known that this method is computationally demanding. Some initial results were presented which showed that multiple patterns could be identified with a consensus matrix. The work used known publishing houses e.g. Le Monde for its source data. Further work would benefit by applying other descriptors and to establish the propagation mechanism.

A second paper on behavioural analysis this time by Gates entitled Combining Trust and Behavioural Analysis to Detect Security Threats. The current methods suffer from a declared high false alarm rate and leads to a low degree of confidence in the results. The proposal presented was to establish the aggregated behavioural space by the dynamic use of ontologies. Basic SiLK data was employed to display patterns establish from selecting the ordinate and abscissa using heuristics. The technique can be compared to methods adopted to extracting signals in an ESM domain. Several results were presented which isolated clusters for further analysis and inference. The results clearly show temporal aspects and country of origin as significant.

Couture presented a paper on 'Using Anticipative Malware Analysis to Support Decision Making' which advocated the use of an encyclopedia holding the parameters of an attack. The design of a support tool is in progress and a demonstration was offered, it shows promise but has some limitations. It will search internet addresses and report on the activities of the malware. A degree of filtering is necessary to limit the time required for analysis. A question from the floor was posed on the capability when faced with block communications.

Extending Mondrian Memory Protection was presented by Kolbitsch as part of multinational cooperation. The memory management scheme was developed to identify race conditions to retain a stable and secure memory. The basis of the work was the x86 memory management with the inherent coarse control limited to two bits. This was then compared with the standard Mondrain implementation before discussing the extended Mondrian Memory eMMP. This has a user defined access with fine grain protection,the claim is that it will identify race conditions.

Inan presented 'Information Security in Maritime Domain Awareness';he described the process to acquire information superiority which relies on secure exchange. The system employs an air gap between the secure and unclassified domains. The alternative use of a virtual air gap was indicated but the details were not available but see following paper also from Turkey

Virtual Air Gap: A Secure Architecture for Information Assurance by Ozgit. The virtual air gap is a mechanism which allows information to flow across the boundary without IP connectivity. This is achieved by both sides accessing a common data base. The design is the subject of a patent application with software development in progress. The security is enforced with a crypto function where the keys are stored external to the system. It will currently handle a throughput of 20Mbps with a delay of 10nsec. The longterm aim is to handle video streaming. No formal analysis was evident.

Coalition Network Defence. Common Operational Picture by Tolle. This was a presentation outlining the work of task group IST-081/RSG-039 sponsored by the IST panel. The aim of the group is to investigate how sharing cyber defence information can enhance global situational awareness. It is foreseen that a number of the current challenges will be resolved particularly in the area of legal ownership and the procedural implications. The COP will then incorporate Threat Intelligence, Malware Analysis and Risk Assessment

Goranin then presented a paper from Lithuania entitled Extension of the Genetic Algorithm Based Malware Strategy Evolution Forecasting Model for Botnet Strategy Evolutionary Modeling. The paper focuses on the proactive approach by understanding the evolutionary trends in malware development. It has been shown that botnets will exhibit the characteristics curve for propagation as that for epidemics with different time scales and peak infection values. The design aim is to force the malware to saturate as soon as possible with a low value for the saturation. Genetic Algorithms(GA) emulate the natural environment and their use offers a measure of forecasting The model appears to be in an advanced state but needs real statistical data for parametric training.

Couture presented a critical overview on 'Self Defence of Information Systems in Cyber-Space. He discussed the strategy, based on good system concepts of redundancy and diversity. The conceptual architecture used LINUX and BSD UNIX for diversity in a redundant configuration. The operating systems were at the core with controllers and comparators linked to ensure consistency, in this mode any probe would need to solicit the same response in the same time frame for both systems; regarded as unlikely. The system would have health assessment with embedded forensics capture and thus have a potential life of some 20 years. A question from the floor raised the issue of using virtual machines to establish redundancy.

The second morning started with the second of the invited keynote speakers. Corcoran gave a lecture on 'The Way Forward Following The Strategic Defence Review' He identified the issues of cyber defence applicable to a multinational group but developed from a UK perspective. Whilst the cyber threat is difficult to define, because of the evolving and transient nature, all the evidence points to a growing risk. Attacks on secondary installations can be devastating and pose a major economic risk. Tier 1 threats were declared all the counters indicate a desire for stronger international alliances to ensure fragmented intelligence is coupled. The need to enhance research was raised and again improve the derived information. The question of targeting econometrics was indicated together with the implied impact on the population. The structure of the internet specifically designed as an open system permits the inclined adversary to reroute all traffic through selected servers for potential analysis; examples are available. Action is necessary before the general population are effected though critical events e.g. power failures or financial instability. The lecture provided a reasoned appraisal of the environment and should encourage a proactive posture through research and information exchange.

Metrics based Computer Network Defence Decision Support by Sawilla was the next presentation. The approach was to exploit the field of graph theory to analyse the networks. The graph constructed uses AND nodes for compound dependences and OR nodes for redundancy, a further constraint is to complete the analysis and offer solutions in a short time frame consistent with the rate of change of the network. Some graphs have been constructed and the results are encouraging. A comment from the floor confirmed that speed is essential with recommendation provided before an optimum solution is provided.

Besson gave a presentation based on work in Thales on 'Developing a Cooperative Intrusion Deception System for Wireless Sensor Networks.' The presentation was a description of the AWISSENET project within the European Framework Initiative, with the aim to develop a security toolbox for trusted routing, service discovery and intrusion detection in WSNs. The issue is one where a large number of simple devices are deployed and the information gathered in a central processor. They are used both by the military and industry and were shown to be vulnerable. Most devices are power limited with the consequential minimal functionality allowing false signals to be injected or false nodes can be add to the network. The counter is to add a level of security through the use of secure protocols and voting methods but this will inevitably be power consuming and hence detract from the primary purpose.

Schutz again from Thales presented 'Protecting Core Networks Concepts and Changes'. This was selected as a poster session in April but allocated for presentation at this symposium. The concept of a local protected core was expanded to cover multinational and NATO deployments. The use of enforcement nodes interfacing with the coloured clouds representing different levels of classification has been expanded. The degree of diversity was discussed during questioning.

A second paper by Gates was presented on FloVis: Leveraging Visualisation to Protect Sensitive Network Infrastructure. The tool presented is extremely powerful in giving a wide spectrum and perspective to the data collected. Standard views are available but the skill and experience of the analyst is necessary to drill down to the appropriate data set. The aspect of how the necessary and sufficient data reaches the repository for analysis was a little vague, examples of SiLK data were presented. The IST have sponsored an independent research study group in this discipline, the inclined reader is directed to their report for additional detail.

Validation of the PCN Concept: Mobility, Traffic Flow Confidentiality and Protection Against Directed Attacks was presented by Carlen. The paper presented some experimental results for an environment around the Baltic. It reports on the work of the RTG-032 Task Group sponsored by IST. In general it proved the PCN concept but identified some areas for improvement, particularly in the peer-peer discovery following CC movement. During the exercise 8 out of 9 of the PCNs regained communications within 2 minutes following relocation. The enforcing nodes used open source IP sec routing on a LINUX Ubuntu server.

Silick from Poland presented ' Research and Development Projects Launched in Response to the Dynamic Evolution of Internet Security Threats- A Perspective of a CERT Team' . Computer Emergency Response Teams (CERT) have been established to provide a first response to internet security incidents. The presentation covered four related projects ARAKIS, Honey Spider, Wombat and Fisha some of which had received funding from the EU. Arakis detects threats through scanning by aggregating data from distributed sources . Honey Spider has been designed to counter browser exploits and serves as an early warning. Wombat expands the monitoring to a global scale in conjunction with other agencies whilst Fisha concentrates on the European environment to alert small business of a threat. A conclusion from the project is that knowledge exchange in a timely fashion is highly significant.

Authentication and Authorisation of Users and Services in Federated SOA Environments – Challenges and Opportunities was presented by Jasiul again from Poland. The motivation for this project was to ensure trusted information exchange to establish a Coalition Common Operational Picture, but is also loosely coupled with the paper above. The exchange is achieved with a federated system having a trusted interface at the PEP level. A multinational exchange was created to exercise the principles using SAML( Security Assertion Markup Language) and PKI (public key infrastructure); some issues were identified and solutions implemented.

Kiviharju presented 'RFID as a Tool in Cyber Warfare'. A warning was given that despite the small memory size of most RFIDs, malware can propagate and contaminate the TAG. A case study is available for inspection in the paper, the mechanism is by self replication onto the data base. Since RFIDs are employed in logistic systems care should be exercise in their deployment.

Security Evaluation and Hardening of FOSS was a second paper presented by Charpentier. Trusted free and open source software (FOSS) has been available for some time and has been used in the military since about 2005. A strong recommendation from the presenter was that a hybrid of COTS and FOSS can be beneficial. The paper offers a mechanism to establish secure software; he takes FOSS removes unnecessary code and adds ad hoc security functions. The weaving of FOSS and specific code is undertaken at an intermediate level. In the examle presented this was undertaken in GIMPLE.

Strategic Road Map of Network Enabled Capability for Defence in Turkey by Arslan. As the title implies this presentation was the Turkish perspective of implementing NEC with the appropriate security features.

The final paper 'Automated Attacker Correlation for Malicious Code' was presented by Dullen. The amount of malware is rapidly increasing and automatic methods are required to identify events and incidents which will cause harm. The paper describes VxClass which detects similarities between executables. This is achieved by unpacking the engine, use a fast comparator to establish clusters and hence isolate the signature. Details of the elements are available in the paper together with a case stude undertaken within the financial sector. The presentation also offered a means of breaking the cycle by partitioning the users data base and giving each group a different signature.

Round Table Discussion

The discussion was subdivided into a Political focus followed by a Technical focus.

Political Focus

A short presentation was given by Anil who is Head, Cyber Defence at NATO HQ, he outlined the Emerging Security Challenges Division (ESCD) and outlined the way ahead on Cyber Defence discussed at the recent summit in Lisbon. The political statements appear to reflect the aims of the symposium. A copy of the statement applicable to Cyber Defence is available in Anil's slides.

Technical Focus

To set the scene for discussion Grosche presented a view starting from the OODA loop. He posed the rhetorical question as to how to gain in depth knowledge of the malware and used Conficker and Stuxnet as examples to counter. The need to liaise with coalition partners to share information of an attack became obvious as the threats became widespread.

A lively discussion ensued with elaboration on Genetic Algorithms and Botnets. General agreement was reach consisted with the detail presented during the symposium. It was acknowledged that the transfer of information is a cultural aspect and in some instances better protection would be afforded when the legal and political constraints are removed.

Analysis of Questionnaires

I received 34 replies to the questionnaires which is about a third of the registered attendance. From experience extremes of the population will voice an opinion so we can assume we have a representative sample. Not all the returns had all the questioned answered.

All the returns indicated that the symposium was well organised.

60% thought the theme very appealing; 40% satisfactory

60% thought the symposium worthwhile; 38% sufficient and one replied as partial

5 replies though that the papers met half the objectives; all others thought that most papers were compliant.

For the overall impression 26% Excellent 60% Very Good and 14% Good

94% marked the overall value in excess of 81 with one at 61-70 and one at 71-80

The selection of the most interesting and least interesting papers are reasonably spread reflecting the disciplines of the audience 

I received one adverse comment relating to the way that the session chairs introduced the speakers, he thought that the CV could be compressed.

Conclusions

The symposium has addressed a wide number of issues within Cyber Space and provided a forum to disseminate information in an informal manner. The coffee breaks and lunch times afforded an environment conducive for networking and establishing trust to subsequently transfer knowledge. The timely transfer of information particularly across national boundaries has been advocated throughout the symposium. Research topics were aired which progress the knowledge in the Cyber Defence field but further work is necessary to preempt the next generation of threats. Attackers are becoming more sophisticated aided by advances in technology and the proliferation of simple devices which can propagate bugs.

I am pleased to conclude that the symposium was well organised, addressed pertinent issues and was of a high quality.

Glyn Wyman
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