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Introduction

This report addresses the IST 099/RSY-024 Symposium on Emerged and Emerging 'Disruptive' Technologies held in Madrid on the 9th and 10th May 2011. The technical committee had two primary aims:

1) To expose methods, tools and techniques which can be applied to identify the emergent technologies; and 

2) To identify innovative applications. 

The call for papers addressed a wide set of disciplines including:

· Quantum Capabilities, 

· Autonomous Intelligent Technologies, 

· Ubiquitous Mobile Wireless Networking Technologies, 

· Virtual and Augmented Reality and Cognitive Interfaces, 

· Biology Based Solutions, 

· Internet Enabled Social Networking, 

· Networks as Complex Adaptive Systems and Their Visualisation, 

· Hyper-computing. 

The Technical Committee were able to select 17 papers for presentation and a further 13 as posters coupled with three invited Keynote presentations. The nature of the topics is such that some elements will fall into sensitive areas which in this forum were not addressed.

Issues

It is essential to avoid surprises in all walks of life but particularly during developments in a military domain. Disruptive technologies create a step function in the performance and in most instances are not predicted so fall in this category. It is particularly relevant to be able to predict behaviour and establish trends when projects are of a multi-disciplinary nature. Prediction of events with no a priori information is, clearly, not possible hence the need to establish a general baseline. Optimising this process is a challenge. Historically individuals would have a prompt through networking but today with the large amount of information available foraging tools are required. Of concern is the interface between military and civilian developments. Best practice in this field is not static and we must remain vigilant to avoid systems exhibiting chaotic behaviour.

Discussion

The topic of the symposium is highly relevant, the RTO and the technical committee should be congratulated on organising the event which provoked a lot of interest with 150 persons enrolling. Attendance was not quite as high but all the sessions were well attended. The wide set of disciplines encompassed within the theme of the symposium allowed a spread of topics which was reflected in the programme. The aspect that a small perturbation in a technology or discipline can have a profound impact on behaviour and system outcome implies that investigations must be conducted across the spectrum of interest, hence the diversity of subject and style.

The general quality of the papers was good but lacked focus and exposure to novel methods. In retrospect the authors could have been explicitly asked to align their subject matter with those topics identified in the call for papers. In some instances the audience were left to draw their own inference about the potential impact. The technical committee offered comments to the authors following compilation of the programme, a process which is to be encouraged.

The aims expressed in the call for papers are laudable and, I would have anticipated a larger response from which a higher degree of filtering could have been applied, again improving the quality. A stronger reaction to the presentations could have been generated if the papers or the abstracts were available before the event, regrettably in this instance the papers were late appearing on the web. The structure of the symposium mirrored the content with a logical progression through the four declared sessions. The quality was further enhanced by the inclusion of the three keynote speakers who provided a good background to their respective disciplines. Questions from the floor were well managed and relevant, adding to the understanding. Prepared questions from the session chair assisted this activity and were appreciated.

The room was well appointed but designed for speeches without modern visual aids and the location of the screens was not optimised; although all the audience had a good view of at least one of the screens. The symposium room would have been cramped if all 150 persons had attended at one sitting. 

The posters were of varying quality but gave an opportunity to expose complementary topics not strictly aligned to the symposium themes. Unfortunately the space allocated to show the posters needed to be larger to avoid cross fertilisation during discussion with the authors. The time of one hour dedicated each day appeared to satisfy the demands for appropriate dialogue with the authors. 
Analysis of Questionnaires

Thirty questionnaires were completed with the majority offering satisfactory replies; a category offered on the proforma. Comments were made as to the lack of focus, which I support. With one exception the overall rating was in excess of 70% with the fifty percentile in the low 80's interpreted as exceeding individual contributions. Whilst I acknowledge that the scale may be skewed the returns indicate that the symposium was beneficial. Individual returns indicated that the most interesting papers were those of the keynote speakers, a result which confirms the appropriate selection of the invited lectures. If these are removed the remainder are relatively uniformally distributed reflecting the difficulty in selecting the best paper. A specific comment was made referring to the small number of industry contributions; which may be explained by the financial constraints which we are all facing but implemented with vigour within Industry. A surprising number of replies declared that detail within the presentations was superficial. The nature of the topics will generate differing depths of detail, perhaps the audience were expecting more technical input. Most thought that the time allocated to both presentations and questions was about right.

Detail of the papers

Keynote 1 Autonomous Intelligent Technologies. Prof Ricardo Sanz from Universidad Politecnica de Madrid opened the technical section of the symposium with a lecture on Autonomous Intelligent Technologies. He raised the question as to why autonomy and addressed a general question about the interaction with philosophy. He concluded that fully autonomous systems are not desirable for several reason but primarily the need to define rules. It was also recognised that robots have difficulty to differentiate between combatants and innocents. However in environments hostile to humans or when short reaction times are demanded they can have a significant role. A group of agents emulating biological behaviour was discussed outlining their ability to adapt and have a capability for self healing to maintain a robust system.

Paper 1 The Spanish MOD's Search for Disruptiveness. The project developed from a recognition that knowledge of the environment is required to maintain a robust system when uncertainty, complexity and diffusion is increasing. It is acknowledged that systems adopted for civilian applications cannot be directly employed within the military domain. Spain has developed both a top down and bottom up approach which are used simultaneously, results are encouraging particularly when searches are not restricted. The technology watch is closely coupled to the social and legal aspects to achieve cross fertilisation.

Paper 2 An Overview of Foresight Methods to Identify Potential Disruptive Technologies in the Defence and Security Context. Eight methods were identified which have application in the appropriate context; details of the methods are available in the published paper. Again, as with the Spanish contribution in this area the difference between the civilian tools and the military demands was emphasised. 

Paper 3 The Value of Horizon Scanning. The third paper in the session under methodologies, this time from a UK perspective. The value of accumulating relevant information from a wide set of sources can only be advantageous. In this project inference is gained from a knowledge source by applying three levels of filter that of: surveillance, cognitive and power. A model has been developed and artificial examples provided during the presentation to affirm the approach adopted. Information is accumulated by interrogating a wide variety of sources, it was shown to be advantageous if the users switch to an alternative parameter before the primary parameter becomes saturated as displayed on the S curve. The technique claims to identify new concepts from existing technologies and new combinations, potentially disruptive, by synthesising the technologies observed. To date the project has yielded good returns from a small investment.

Keynote 2 Location, Complexification: Spatial Constrained Networks Scaffold Complex Co-Ordination. This keynote speaker Prof. Seth Bullock from Southampton University presented an overview of location complexity based on his own research. He cited examples from the natural world including the structure of an ants nest. He provided evidence that allowing nodes with spatial correlation to form a clique could be advantageous which would simplify the consequential analysis. Allowing spatial connectivity could also identify emergent behaviour. Coupling elements can make a stronger more robust system where the aggregate is more than the sum of the parts. The presentation would have benefited from aligning the material to address the questions posed in the call for papers regarding disruption.

Paper 4 Scientometrics and Horizon Scanning: Complementary Methods in Identifying Potentially Disruptive Technological Emergence. This presentation is closely coupled to paper 4 presented by Holland-Smith and provides the detail of extracting data, and hence information, from journals, the internet and other technical sources. Detail of the scheme was given in the form of examples and the statement made that most of the information is obtained from a small number of good sources. Knowledge could be enhanced through collaboration, including international collaboration which offers a different perspective.

Paper 5 Application of ICEE: A Novel Web-Based Collaborative Tool for Tracking Emerging and Disruptive Technologies for Soldier System Capability Enhancement. This presentation described a Canadian initiative to provide an environment for collaboration; primarily within Canada between Government, Industry and Academia but does not exclude international players. It is an open tool but private discussions are permitted. The interaction should expose disruptive technologies during the procurement cycle if ICEE (Innovative collaborative exchange environment) is successful. A explanatory set of rules to participate is available to the inclined reader.

Paper 6 RTO-SAS-DTAG Disruptive Technology Assessment Game. This was a presentation of an initiative through the SAS community in which a framework is created to analyse disruptive potential. A description of the technology under study is introduced in a war game played between two entities who are not in conflict. The process is time consuming with one analysis taking one day, but provides a good appreciation of the mechanisms involved. Participants were encouraged to provide input in the form of environments to analyse during subsequent war games.

Paper 7 Automatic Generation of 3D Virtual Cities from Lidar Data and High Resolution Images. Five levels of detail are planned with level 0 the terrain data currently based on a map with 5m error bounds. The four remaining layers provide greater refinement with level 4 offering internal features of buildings. The first two levels were provided as examples modelling the Spanish town of Alicante. The data source for the internal details was not provided. A question was raised about the fusion of other data e.g. google street view; the reply indicated it would be feasible but did not offer a mechanism to integrate the data. The model is based on CITYGML, an open source product.

Paper 8 Cognitive Radio as Enabling Technology for Dynamic Spectrum Access. An interesting paper which would have benefited from the presenter aligning the content with a disruptive technology. The need for the study stems from the lack of available spectrum; a finite resource with a high demand particularly in specific bands. The proposal is to make assignments from secondary allotments when cognitive radios are deployed. The network would utilise a 'Cognitive Manager' who would be in a position to optimise spectrum use if a sub-licence is available for secondary use. The open sharing concept amongst peers is under investigation using both centralised and distributed management. Caution was raised to ensure that the system remains robust.

Keynote 3 Quantum Information Science. Prof. Raymond Laflamme from University of Waterloo provided an outline of his discipline starting from the premise that we all require knowledge transfer to develop because of our innate curiosity. He explained the concept that quantum systems can have more than one state and that observations will necessarily perturb the system. The later is significant in any secure distribution since an eaves dropper will leave a fingerprint. The potential for quantum computing is considerable since it permits classically hard problems to be solved in polynomial time. Most systems are at a proof of concept stage but the potential as a disruptive technology is considerable, their ability to rapidly search unstructured data could be exploited. The presenter gave a comprehensive survey of the research and an assessment of the applications in hand, which appear to be expanding.

Paper 9 Analysis of Quantum Key Distribution as a Disruptive Technology. This paper focused on the specifics of quantum key distribution using photons. Examples were provided for both free space propagation and using fibre where distances up to 150 Km are possible. Some difficulties in implementation were exposed but technical detail was sparse.

Paper 10 Biometrics as a Potentially Disruptive Technology The presentation addressed 6 of the 13 techniques available in the paper. In percentage terms fingerprinting remains the most popular by a large margin. The methods adopted correlate physical features or behavioural traits and use a wide variety of sensors. The interest is recognising behaviour which is different and alerting additional sensors to concentrate on the identified activity. 
Paper 11 The Dermoskeleton Concept: Application of Biomechatronics and Artificial Intelligence to Change the Soldier Survivability/Mobility Paradigm. Using expertise developed on prosthetic limbs to fit devices to solders to reduce muscular stress and hence prolong users activity. The example cited was that of Special Forces using the assistance to reach their location and then resorting to no augmentation for refined work. The attachment should have a neutral impact on the demands of the user. Sensors interrogate the messages sent to the muscles and assist the movement. Results of trials with the device supporting the knee looked encouraging. It is recognised that the devices need training on the particular user. 

Paper 12 Plug and Play Robotics. The author presented the case that if robots conformed to a standard their influence in society would be accelerated. The paper discusses the status of standards and open systems which could act as a catalyst to move forward. He suggests that the growth of robotics will follow the same path as that experienced by PCs

Paper 13 Robots as Team Members. This expresses the concept that robots would work alongside humans rather than be dynamically controlled. This implies that the robots will react in a natural way which demands rapid adaption. Implicit in this is that the robots would work within a prescribed set of rules. The legal aspects of this scenario were questioned from the floor but no consensus reached.

Paper 14 Understanding Social Networking and Exploration Tools. This topic was specifically addressed in the call for papers and this paper provides a comprehensive description of the current position. Progress in this area is however swift. The structure allows insurgents to hide in an internet crowd whilst still able to transfer information. A list of social networking sites is available in the paper with a brief comment on their influence on society.

Paper 15 Collaborative Ontology-Making Using Semantic Wiki. The traditional method is to construct an ontology by using experts; this approach is to use a community approach cf. Wikipedia in which all participants can offer contribution or edit earlier statements. It is hoped to achieve a cross functional information exchange between the parties who have contributed. A number of difficulties were identified including security, it is thought that these issues will be solved but may delay the project.

Paper 16 Computational Linguistics Tool Exploited for Automatic Threat Recognition. Work at Fraunhofer-FKIE has engaged in this type of investigation for some years, this is an update on the recent progress. The principle is to conduct a search on the elements of a de-constructed sentence rather than a crude word search. The method has been applied to the Wiki-leaks data set with some success; the overheads associated with the search were manageable. A question of scalability was raised from the floor but the bounds were not declared.

Paper 17 Tactile Reasoning and Adaptive Architectures for Intelligence Sense-Making. The paper describes a schema to assist users to draw inference from a set of data by presenting the data in different forms. The priority and the order in which entities are displayed are made at the discretion of the user in an interactive fashion. This greatly assists the users to identify trends and collect observations with similar characteristics or identify a temporal correlation. The information displayed is managed using INVISQUE.

Poster 1 High Accuracy Camera modelling and Calibration for Automated Imagery. The presenter claims to improve the distortion introduced by digital cameras by an order of magnitude. A paper is available on the web which provides some of the justification.

Poster 2 Understanding Change and Human Factors by Analysis on Spatiotemporal Data. An interesting poster which, in retrospect, could have been promoted to a full presentation to offer a better incite into the project. Several examples were available in which inference was derived from linked open data (LOD). The methods adopted are three fold: extracting relevant data, assuring the data and presenting the findings. IBM who are sponsoring the project are looking at natural and medical research but this could readily be expanded to the military domain. Use of cloud computing was evident within the project. A paper is available to the inclined reader.

Poster 3 Strategies for the Identification of Emerging Chemical and Biological Technology Threats: Pathways and Pitfalls. This poster complements the presentations by Holland Smith and Kemp in the main body of the symposium and reinforces the statements made. This coupling should be encouraged since it allowed further discussion in the margins. Several interesting search methods were introduced in the posters and a hybrid approach advocated. Although the poster was directed at CB aspects it is directly applicable to other domains.

Poster 4 2D Tunable Graded Index Prism Beam Steering Device Based on Nematic Liquid Crystals. A well presented poster which offered a novel liquid crystal device for accurate beam steering of lasers. The advantage over a conventional prism is that the orientation profile of the liquid crystal molecules can be modified to permit changes in the axis of up to 1.8 degrees. The angle is not affected by any modulation of the laser but is primarily used for static sites. 

Poster 5 The Use of Virtual Reality for PTSD Treatment and Evaluation of Cognitive Functions. This poster was not available for comment. 

Poster 6 A Novel Architecture to Achieve Security and Mobility in Coalition Networks. This work is part of the European Commission's Seventh Framework Programme. The intent is to achieve a high level of security by placing the digital identities in the centre of communications. They plan to pursue the work to investigate decentralising identity validation.

Poster 7 Free Space Laser Communications with UAVs. The initiative is part of the low-impact technology programme from Spain. It is proposed to fit a modulating retro reflector as a communication terminal on board a UAV reducing the weight on the vehicle. Further enhancement to increase the data rate are proposed.

Poster 8 Analysis and Decision Systems Based on Network Science Using Cloud Computing and NoSQL Databases. An interesting presentation of exploiting free capacity by applying cloud computing techniques.

Poster 9 IDT3D: Identification and Tracking in Controlled Environments Using 3D Unified User Interface. The poster and associated paper describe a 3D tracking tool which greatly reduces classification time. Whilst it is specific to harbours it has applications elsewhere. The results presented are encouraging.

Poster 10 Multi sensor Data Fusion for Accurate Modelling of Mobile Objects. The project looks at the fusion of data from a video camera and a laser scanner combining aspects which are sensitive to ambient light condition to a relatively robust range finder. Once the scene is established an algorithm is be able to establish patterns of behaviour and particle filters will be able to track objects even with occlusions. An interesting poster which could readily have military applications.

Poster 11 Design and Implementation of High Performance and Energy Efficient Wireless Sensor Networks in Heterogeneous Scenarios. Unattended ground sensors can be of benefit but suffer from a long term power supply issue. With efficient schema and reduced power consumption their usefulness will be improved. This poster described some methods supported with modelling to advance the science. 

Poster 12 Security Devices for Valuable Documents Based on Liquid Crystal Technology. A second poster from ESTI Universidad Politecnica de Madrid exploiting the properties of liquid crystals this time to improve security by authentication and detection of fakes. Achieved by employing liquid crystal technology and dichroic colourants to create multiple images which are attached to the side of the devices and can be observed with the use of a polariser.

Poster 13 Mobile WIMAX for Next Generation Tactical Wireless Networks. The poster looked at the feasibility of using WIMAX for the next generation of tactical wireless networks. The security implication need to be resolved but progress has been made.
Conclusions

The aims of the symposium, as expressed in the 'call for papers', were highly relevant and generated high expectations. The quality of the papers was good but not exceptional and, in some instances, would have benefited by providing greater depth. The technical committee had improved the quality of the papers by offering comments on the abstracts which had been accepted, this is strongly encouraged for future events. The selection of the three Keynote Speakers was appropriate and greatly enhanced the value of the symposium. The topics were timely and relevant and exposed some methods adopted to retain a stable position. Regrettably few novel research projects were presented, which was disappointing. Tools and methods to monitor all sources to identify potentially disruptive technology were described which is critical to maintain stability.

I am pleased to report that the symposium was timely and worthwhile and thank the chair and his technical committee for a successful outcome. 
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