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Abstract
In recent years assessment of technology developments and their possible applicability in the defence and security domain have gained a strong interest. One of the challenges when assessing technologies, and in special emerging technologies, for these applications is to have experts, that can understand technologies and its development cycles, talking in a meaningful way with those that are able to appreciate military applicability and challenges and the consequences of disruptions in the military balance. Hence, if a profitable dialogue between military operators, planners and researchers can not be stimulated, there will be a severe risk of spending a lot of money integrating new technology in new systems that may prove to be less then effective or not well fitted in with the existing organisation and doctrine. Or in the other hand, some promising technologies may miss the boat because we failed to envisage their full potential. 

Since 2006, NATO Research and Technology organisation (RTO) Systems and Analysis Studies (SAS) Panel has carried out two consecutive activities Task group SAS-062 and 082 which have tried and still try to address this issue. The first of these two groups, Task Group SAS-062, developed and tested a gaming methodology/tool, so called DTAG, to generate insights in the potential military value of emerging technologies and their applications. To play a DTAG, a group of military staff personnel and technical researchers work together on a topic - emerging technologies and their potential to disrupt the military operations - they hardly ever discuss together in early stages of development. 

This TG 062 was tasked to identify and subsequently answer questions like which are the future most promising technologies to invest in, or what kind of new capabilities a future technology will provide; but was also to address more conceptual issues such as “What might the insertion of a particular new technology signify for our own doctrine?” or “What kind of operational consequences will the possible implementation of a new system have on enemy behaviour?”. This Disruptive Technology Assessment Game (DTAG) methodology was aimed to answer these kinds of questions in the intervening zone where ‘technology push’ and ‘military requirements pull’ meet. The methodology is divided in 4four steps:
The first step is the identification of possible disruptive technologies, in which each participating nation utilised its own national work to identify potential technologies of interest. These are brought together by the group, consolidated and given a common format developed by the group, known as the Technology or T-Card. 

The second step is the creation of ideas of new systems from the previously identified technologies. These ideas are also consolidated in a template, called Idea of System or IoS-Card. These cards use the technologies to create a potential system that could be employed by or against the military. Although these systems are potentially theoretical they are considered feasible within the proposed timeframe (2020).

The third step is a variation of “war-game” exercise, called Disruptive Technology Assessment Game (DTAG). A series of 3 DTAGs were held within the SAS-062 TG and one more within the SAS-082, that explored the potential use of the ‘Ideas of Systems’ in a military context, by bringing together military players, technologists and operational analysts. Each DTAG consisted of a number of vignettes, each considering a different military task. The military tasks are set within the same NATO scenario in 2020, but are independent of each other. For the game, military players are split into two teams, Red and Blue, with each team supported by technologists, an analyst and a military controller.

The fourth step is the assessment of the outputs of the game, where data collected throughout steps 1-3 is used to assess the relative disruptiveness of the technologies being considered by the Group.

This article will elaborate on the DTAG methodology, its results and effects.
1.0
INTRODUCTION

A key driver in NATO future force planning activities is ‘developments in technology’. Technology watch, assessment and foresight are therefore activities that are vital to all NATO partners.

NATO partners frequently undertake research and share knowledge on a multitude of system applications, systems technologies and enabling technologies. What is not so commonly performed is the integration of applications and technologies to construct a view across the whole spectrum of defence relevant technology developments and the impact they may have on Force and System concept level. The SAS Task Groups 062 and 082 developed a method and process to assess these impacts.
Technology plays a significant role in our daily life, in global society and in particular for defence and security needs. Hence the need to monitor, collect and assess the variety of technological developments on all levels of readiness has become increasingly urgent. A special facet of this problem is given by the so called “Disruptive Technologies”. The following definition reflects the special perspective in our community and for the context of this work:

“A Disruptive Technology stands for a technological development which changes the conduct of operations (including the rules of engagement) significantly within short time and thus alters the long-term goals for concepts, strategy and planning”.

The international defence and security community has to obtain some common understanding about those technologies which might have a significant or even “disruptive” impact on future threats, operational needs, evaluations and finally on long-term goal-finding and planning. Long-term analysis is typically performed nationally as part of governmental planning processes. Approaches vary widely in both method and perspective, ranging from being implicit using intuitive expert opinions and literature studies to broad systematic surveys to develop comprehensive overviews and systematic long-term plans. 
The aim of the work carried out by both groups was, firstly, to gain as much experience as possible about how to organize a common assessment process between military and technological experts and secondly to collect conclusions and recommendations about potentially disruptive technologies. This paper describes the method and process, as well as lessons learned during development of the process.
2.0
DTAG: THE GAME
The work of the SAS-062/82 was developed around a short of war-game, called DTAG: “Disruptive Technologies Assessment Game”. This is a confrontation game in which the potential of disruption of a technology is addressed. And like in any other game, the DTAG is composed of the several elements: a “board”, “cards”, and a set of “rules”. 
2.1
The Board: Scenarios and Vignettes
The DTAG board is the military scenario, in which different situations can be defined, the so called Vignettes (“game modes”). The scenario is chosen to give a good and realistic context for the players of the game in which they can recognize situations and reflect on them in a proper way. To choose such a context, it is important to the Task Group to have a scenario not too disputed in NATO, to give enough ‘space’ for free thinking, to represent both symmetric and asymmetric situations, as well as operations other than war. The unclassified Zoran Sea scenario developed and used at the NATO School in Oberammergau, having the different aspect in it was available. The scenario is normally used a planning exercises at the operational level; so the Task Group develop vignettes at the tactical and technical level in which the IoS-cards are to be employed. A vignette is a rather detailed situation describing a situation between opposing parties, their aims and objectives and what forces and strength they have at hand. An important part of this is also to decide what futuristic technologies the different parties should have on stock. It was also important for the Task Group to ensure that land, sea, air, and joint aspects were represented in these vignettes.

Prior to each DTAG a working meeting with the staff is conducted. The vignettes and the setting were discussed in order to identify any loop-holes in the setting. These meetings are also important in the sense of bringing the staff to a common understanding of the game.

The reference document regarding the scenario describes the situation in a number of countries in a ‘parallel world’. A developing crisis is outlined including actions by rebels in one country, steps taken by various nations around the Zoran Sea, actions by the United Nations (UN) and provision of humanitarian aid. The situation starts with the actions of rebels, the Batari Liberation Army (BLA), in the Republics of Auriga and Perseus. The rebels are supported by the Republic Vulpecula. The actions result in threats to the regional stability and security, which makes UN actions necessary. 

The role of the Alliance and its forces is also described in the reference document regarding the scenario. This Alliance is comprised of several generic European and North American nations. In some aspects, it resembles NATO, but formally it should not be considered as such. In the reference document, the crisis starts to develop without forces of the Alliance in the area. After escalation and in line with UN actions, the Alliance gets involved. The role and involvement of the Alliance increase gradually. For the purpose the game, it was assumed that Alliance forces are already in the area.

Vignettes were developed to each DTAG, although some vignettes were reused and played several times. In the vignettes a general background is given to the teams playing the situation. The description could vary in order to have some sort of a different situational awareness between the ‘opposing parties’. Furthermore an objective and a mission are given to the blue and red team, along with the order of battle available in the given vignette. In some vignettes specific tasks are stated, but in order to stimulate free thinking this is kept at a minimum.

The missions in the vignettes may not necessarily be possible to accomplish with existent capabilities; in that case, technology support can be requested from the Technology Support Group.

2.2
The Cards: IoS-Cards and T-Cards
Once the board of the game is well described, the next required elements are the “cards”. To develop the “cards”, first of all, possible disruptive technologies are identified by each participating nation utilised in its own national work. These technologies are brought together by the group, consolidated and given a common format developed by the group, known as the Technology or T-Card. 

The design of the T-cards was done on basis of the following elements:

· Focus on technologies (not systems);
· 
Need to be precise in the selection, not very broad areas;
· 
Possibility for technologies as a set (translate system of system idea to technologies);
· Common level of detail / depth of the descriptions.
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Figure 1: T-Card Example.

Technology assessment is the focus of DTAG, but not yet typically “fixed” in a “system design”, and on the other hand this military assessment process needs “some” generic system idea. The second step is the creation of ideas of new systems from the previously identified technologies. These ideas were also consolidated in a template, called Idea of System or IoS-Card. 

The design of the IoS-cards was done on basis of the following elements:

· Description and Operational Interest

· 
Main components

· 
Operational capability concerned by the IoS.

· 
Conditions of use (targets, threats…).

· 
Expected effects.

· 
Possible indirect impacts on other operational capabilities or doctrines.

· Critical Performances of the IoS

· Levels of performance involving an operational stake.

State of the Art of the operational capability concerned by the IoS

· 
Current systems (brief description, main performances).

· Armament programs in progress (brief description, main performances).

Technologies

· 
List of the technologies (with ref to taxonomy), which contributions are determining in the operational performance of the IoS.

· 
The pragmatic solution chosen for this study was not to use the T-card philosophy and concentrate on using the WEAG-taxonomy, though its ‘areas of technology’ do not contain technology information in detail.

· 
For each technology :

· Brief description.

· Current readiness level.

· Availability in time (0-5 yrs, 5-10 yrs, 10-20 yrs, or later).

· Reference to the technology card, when it exists.

· Compatibility of the technologies.

Critical points

· Major risks in case of development.

Affordability

· Great, medium or small powers.

Acceptability

· Society acceptance, ethical considerations.

Training requirements

Studies references

· 
Technical-operational studies more or less related to the IoS.

· Studies helping to assess the relevance of the IoS.
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Figure 2:  IoS-Card 1st Page Example.

In the course of the DTAGs it turned out that the IoS-Cards needed more focus on the one hand because they were in some cases not specific enough and reflected too many slightly different system ideas and on the other hand because they contained too much and too detailed information for the military players. For the DTAGs a “page 1” card was defined to provide a “playable” set of IoS-Cards. This Card “fixed” plausible assumptions about the IoS to exclude too much discussion about technical details by the players. The existing two pages of the IoS-Cards served as background information during the DTAG.

2.3
The Rules: Golden Rules and Analysis Tools
As it was mentioned before, the aim of the DTAG is to assess the links between technologies and operational capabilities and effects. The direct linkage is difficult to realize because few people have both an operational and technological experience and here the DTAG plays its role. Ideas of systems are used to ensure the role of footbridge between the operational community and the technological community. The technological community is capable of filling a matrix describing the IoS in terms of technological functions with a level of performance ensured by one or a combination of technologies. The operational community is capable of filling a matrix linking the IoS to effects, capabilities and missions. At the end of the process, forgetting the intermediate use of IoS, the assessment will give a cartography linking technologies and effects with additive information about missions, capabilities, levels and performances.

Each time an IoS-card was used in a Vignette by the players the impact made by that IoS was assessed. Although the panel held several DTAG’s, during DTAG 1 the method and process was still in development which made assessment of the impact the IoS were having impossible. As such the impact assessment was performed only during next DTAGs.

On the other hand, it is important that all participants understood the purpose of a DTAG. It is designed to deliver an assessment of ideas of systems and if it could change the future battle, it is not meant to evaluate the military planning skills of the ops floor groups. Therefore it is essential to stress the golden rules for the participants:

· Obtaining the military perspective is key to the success of the DTAG;

· DTAG is technology centred not military centred.

· The Red and Blue Teams are NOT in competition.

· It is important to keep an unbiased and objective perspective and not jump to hasty conclusions.

3.0
PLAYING A DTAG

3.1
The Players
Once the elements of the game have been defined, it is necessary to define the role of players and the profile of the experts required for each role. All the staff has to be selected carefully, as key to this assessment has been the active participation of both scientific, analytical and military staff all working together.
The main roles of the participant’s within the game generally fell into one of the following categories:

· Game Moderator: The focus of the Moderator during the DTAG is on facilitating the process and time management. This includes ensuring that the different groups during the confrontation analysis have balanced possibilities to give their inputs.

· Military Players: They are divided up to form two teams, Red and Blue. Their focus during the DTAG is on Course Of Action (COA) analysis and specifically on IoS-card assessment. This includes developing actionable plans for given vignettes; assessing the usefulness of IoS-cards in the vignettes; briefing on the intent/course of action; taking part in the confrontation analysis together with Military Group and Technology Group. They also participate and ensure data entry into TARTAN.

· Military Group: They undertake preparations for the DTAG by developing the scenario; developing the strategic vision; developing the operational situation; developing the vignettes; developing the Order of battle (ORBAT) for each vignette, as required. During the assessment game the military group has a role in supporting both the red and blue teams with expertise and the confrontation with military expertise; and drawing conclusions and adapting the next rounds accordingly.
· Analyst Group: The focus of the Analyst Group during the DTAG is on data capture and data feedback. This includes ensuring that the TARTAN tool is running and is available to the red and blue team; monitoring the information that was captured during the DTAG, and advising the “game moderator” if the information captured needed to be amended, or the gaming procedures modified to capture sufficient information.
· Technology Group: They take an active part in the planning with the red and blue military players as well as the confrontations. The main roles include introducing the IoS-Cards for the DTAG-process; and provide technical clarification support and provide new IoS-Cards on demand (if possible).
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Figure 3: The Players.

3.2 
The Gaming Process
The game process is similar to a war-game exercise; in this case it is called Disruptive Technology Assessment Game (DTAG). A series of 3 DTAGs were held within the SAS-062 TG and one more within the SAS-082, that explored the potential use of the ‘Ideas of Systems’ in a military context, by bringing together military players, technologists and analysts. Each DTAG consisted of a number of vignettes, each considering a different military task. The military tasks are set within the same NATO scenario in 2020, but are independent of each other. For the game, military players are split into two teams, Red and Blue, with each team supported by technologists, an analyst and a military controller.

As it was mentioned in point 2.1 “The board: scenarios and vignettes”, each DTAG consisted of a number of vignettes, each considering a different military task. The military tasks were set within the same NATO scenario in 2020, but were independent of each other. For the game, military players were split into two teams, Red and Blue, with each team supported by technologists, an analyst and a military controller. An outline battle rhythm for a single cycle of the game is outlined below, and is illustrated in 
Figure 4: Process of a DTAG
. Each cycle takes approximately one day to conduct. 
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Figure 4: Process of a DTAG.
Battle Rhythm for a Single Game Cycle:

· Tactical situation briefing.

· Phase 1: Baseline – military led

· Player Course Of Action (COA) Generation used current capabilities and doctrine, enhanced with some capabilities expected to be standard in 2020.

· Confrontation Discussion. All DTAG participants meet and the Red and Blue teams each briefed on COA. Discussions on the main perceived difficulties and threats, led by the Military.

· Phase 2: Future Systems – technologist led

· Generation of COA using the IoS-cards presented.

· Confrontation Discussion. All DTAG Participants met and the Red and Blue teams each briefed on COA. Discussion was mediated and covered reasons why COA had changed (if it has), reactions to each other plans, the main benefits (or issues) that the IoS gave over current capabilities and any other implications (e.g. less manpower required), as well as any other new ideas of systems that have arisen. This was facilitated by the lead technologist.

· Post game information capture was achieved through structured interviews of the Red and Blue Teams. This elicited more detailed information than was discussed during the confrontation.

3.3
The Analysis Phase

The last step is the assessment of outputs, where data collected throughout steps 1-3 is used to assess the relative disruptiveness of the technologies being considered by the Group. 

The aim of the DTAG is to assess, in a military context, the possible disruptiveness of new technology. For the Task Group a theoretical analytical framework was developed to enable the analyst group to translate the captured information - via the technological community through the operational community back to the technological community again. 

As the technological community is capable of filling a matrix describing the IoS in terms of technological functions with a level of performance ensured by one or a combination of technologies, and the operational community is capable of filling a matrix linking the IoS to effects, capabilities and missions; the end of the assessment will give a cartography linking technologies (relevant and possibly disruptive technologies) and effects with additive information about missions, capabilities, levels and performances.

In order to capture all the data that comes out of the Assessment Game, a tool has been developed. The name of the tool is ‘TARTAN’ (Tool to Assess Revolutionary Technologies and Assets for NATO). TARTAN enables the players of the operational community to fill in the answers to questions that the analyst group wants to ask. The TARTAN operator/analyst can add vignettes, playing cards, parties, tasks, question categories and questions to force players to generate the desired kind of information. All the results of the games and vignettes structured along these questions are captured for analysis.
4.0
DTAG conclussions and lessons learned
4.1
DTAG Conclusions and Lessons Learned
The DTAG is considered to be of significant value for NATO and its partners in relation to force planning and the decision-making processes regarding defence science and technologies. The methodology developed is a big step forward from the existing processes, as it brings together different kinds of expertise, demonstrating that it is possible to have military officers and scientists, discuss the usefulness of technology in an interactive way over various new systems in combination; it also demonstrate that emerging technologies can be assessed, and the most important conclusion, DTAGs can stimulate and force participants to think out-of-the-box, in addition to getting them acquainted with new technologies in early stages of their readiness levels.

Apart from the methodology, another result of the work carried out by the Task Groups SAS-62 and SAS-082  is number of ideas of systems and emerging technologies with disruptive potential.

This methodology for assessments is considered to be of significant value for NATO and national goal finding, force planning and the decision-making processes with regard to defence science and technologies. The panel has demonstrated that:

· It is possible to have military officers and scientists, discuss the usefulness of technology in an interactive way over various new systems in combination. 

· Technologies that are still in a relatively immature state can be assessed. 

· DTAGs can stimulate and force participants to think outside-the-box, in addition to getting them acquainted with new technologies in early stages of their readiness levels.

· Is possible to identify technological developments, which could be transferred into a “system design”, de facto into “some piece of equipment or gadget” for use by the military. It is also able to identify technologies which when combined into a particular system can have a high impact in an operational environment.

The methodology developed is a useful additional tool for the decision-maker who is considering:

· Long term planning of force structures and equipment;

· Future Concepts of Operation;

· Investment decisions in science and technology. 

However, the DTAG cannot currently assess those technology developments which cannot readily be formulated into a “system design” (for instance “Remote Control” or “Network Enabling Technologies” with their “system of systems” aspect). An option may be harmonisation with the capability perspective, where a more direct link between a technological development and the military benefits could be possible.

There is potential for harmonization of the methodology with the top-down capability driven planning in NATO and the EU.

4.2
Lessons Identified

The need to identify and analyze well in advance technological developments, which have a disruptive potential and to adapt the long-term goal finding and planning process is a major challenge for the nations as well as for the international community. There is no well established methodology as compared with the war game approach for shorter-term common planning. The development of a comprehensive methodology backed-up by IT and M&S tools would require by far too much engagement of most nations. Therefore a pragmatic approach was chosen, by which the basic need, i.e. the need to bring together the technological and the military perspective, could be organized in a interactive process - the DTAG’s - which left room for a general discussion of methodological as well as military/technological observations.

The utility of a common technology taxonomy as a communication tool is stressed. Having “clustered” information items in such taxonomy provides an easy way to build ontologies for IT and M&S Tools, which help in cooperation and common analysis. A robust and mutually-agreed upon Taxonomy for technologies is therefore required and should be maintained on an on-going basis. The group chose the so-called WEAG taxonomy which is based on the UK5 taxonomy and is now also used by the RTO and the European Defence Agency.
One of the major problems to play a DTAG successfully is the necessity to gather input for such technologies and/or IoS-cards, which could be candidates for an analysis of their “disruptive potential”. As there is no well established common approach for the identification of such “Emerging Technologies”, the only way to start was “hunting and gathering” in the working group, i.e. in the participating nations. 
This methodology has been amending by the follow-up group, SAS-082. The major changes in the final methodology are the absence of T-Cards, as they were not as useful as they were meant to be for the DTAG players, and the wider number of actors invited to run a DTAG, to encourage thinking out-of the box with students and to support with their expertise new vignettes, as humanitarian disasters, with NGOs members.
At this moment the Task Group SAS-082 is working on a plan to professionalize the DTAG to make it reusable for NATO and NATO nationals.
5.0
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