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Abstract 

Various considerations about the present and future of quantum cryptography together with a security analysis are discussed in this paper. We also present a free-space GHz-clocked QKD system designed for urban links.
1.0 INTRODUCTION
Quantum cryptography or more precisely Quantum Key Distribution (QKD) [1] allows two remote parties to share a key with absolute secrecy. QKD was born as an alternative to public key cryptography, which currently protects the vast majority of our information, but it is seriously threatened by the future development of a quantum computer.

QKD is based on the laws of Quantum Mechanics compared to current public cryptography, whose security has yet to be mathematically proven. In particular, the two cornerstones sustaining the security of QKD are the Heisenberg Uncertainty Principle and the No Cloning Theorem, which both protect the secrecy of the transmission of a key that will be later used for encryption. This key will be shared by two remote parties - commonly referred to as Alice and Bob - by using properties of single photons that follow an uncertainty principle such as two linearly polarized non orthogonal states. The Uncertainty Principle guarantees that tapping the quantum channel by an eavesdropper will cause a disturbance that sender and receiver can detect. On the other hand the No Cloning Theorem forbids perfect copies of an unknown quantum state, which prevents an eavesdropper from cloning the quantum states.

In any QKD protocol the so-called quantum channel is used to transmit the quantum states encoding the binary values of the cryptographic key. This channel is usually free space or optical fiber and this selection divides the two main types of QKD systems. The progress in both approximations since this technology was born 25 years ago has been outstanding, although it must be said that there are still great challenges to overcome. In free space systems the first implementation was over only 30 cm of air in 1991 and was later extended to 150m, 1km, 1.6km and finally in 2002 quantum keys were successfully exchanged between two mountains in Germany at a distance of 23 km [2]. The world record to date is 140 km between La Palma and Tenerife in the Canary Islands in 2007 [3]. The first transmission in optical fiber was realized in 1993 and only three years later the distance was increased to 23 km through standard telecommunications fiber of the telecommunications provider Swisscom. This distance has been further enhanced to 150 km [4] by Los Alamos National Laboratories and to 200 km [5], which currently holds the world record by collaboration between NTT, NIST and Stanford University.
The rest of the paper is organized as follows. Section 2.0 includes a comparison between the different approaches of QKD systems regarding the quantum channel. Present and future trends in QKD are discussed in section 3.0. Section 4.0 briefly outlines the application areas and mentions the centre of gravity of the research concerning quantum cryptography. The study of QKD as a disruptive technology and a security analysis are presented in section 5.0. Section 6.0 includes a brief explanation of our experimental free-space QKD system and finally, conclusions are derived in section 7.0. 

2.0 Comparison between the two main approaches: optical fiber or free-space QKD systems

We will briefly expose the differences of using optical fiber or free space as the transmission channel of a QKD system. On one hand the atmosphere is non birefringent, no dispersive and transmits well in the first and second telecommunications windows. Optical fiber, on the other hand, is a dispersive and birefringent medium and it needs of compensating techniques to overcome these effects. Free-space optics also constitutes a portable technology, which means that it can be transported to different locations depending on the user’s needs. This constitutes an enormous advantage when compared to fiber optics channels, as once fiber cables are installed they cannot be moved, which becomes a sunk cost. Moreover it is more expensive to acquire the spectrum licenses for optical fiber than for free-space optics. However there are not only advantages associated to free-space systems: they also need an open line of sight between the transmitter and receiver, they are weather dependant and they suffer from performance degradation due to scattering and turbulences in the atmosphere.

However, as previously mentioned, the two approaches will be likely used together to achieve global QKD. It must be stressed that the maximum transmission distance of QKD systems is limited today by the impossibility of using quantum repeaters. However a huge amount of research is currently focused on the development of these devices, and although there is still considerable work to do, progress is continuously being reported. Global QKD will be achieved mainly by two means. The first involves the development of the mentioned quantum repeaters, which will amplify the quantum signal, and the second requires the aid of a low-orbit satellite which will retransmit the keys to any desirable location on the globe.

3.0 Present and future of QKD
Quantum cryptography is moving from point-to-point links to optical networks. However, this transition is not simple as some of these networks contain active components that can influence the delicate quantum states carrying the key. On another matter, although QKD is secure in theory, side channel attacks exploit the vulnerability associated with the non ideal nature of the devices composing a QKD system. One example of this sort of attack is the photon number splitting (PNS) attack, whereby the attacker exploits the multiphoton emission of the attenuated laser sources that are used as an approximation of a single photon source in most systems. Fortunately this attack can be counteracted by a new protocol employing additional signals states designed specifically to detect this attack: the so-called decoy states. Using these protocols absolutely secure distances have been increased to a few tens of kilometers. However, for hundreds or thousands of kilometers quantum cryptography faces serious challenges. Equally the search for higher rates also constitutes a considerable challenge, since exchange rates of most experimental implementations are not sufficiently competitive when compared to conventional cryptographic algorithms.

To increase the transmission distance, future developments to be expected include the implementation of reliable and efficient quantum repeaters and/or the development of earth-to-satellite links, as mentioned in the previous section. On the other hand, on the search of GHz clock rates, faster electronics and efficient synchronization need to be accomplished. 

As mentioned earlier side channel attacks profit from the non ideal behavior of physical devices. Therefore if protocols that are secure - even when using imperfect technology - were to be designed, quantum cryptography will be absolutely secure in any scenario. This is currently still being studied (Device independent security proofs X[6]) and experimental demonstrations have yet to be carried out.

The main European groups working on fiber-based systems are N. Gisin and H. Zbinden (Geneva, Switzerland), A. Zeilinger (University of Vienna, Austria), A. Shields (Toshiba Research Europe, Cambridge), P. D. Townsend (Tyndall Institute, Ireland), P. Grangier (Institute d’Optique, France).Working on free-space systems, A. Zeilinger (University of Vienna, Austria), H. Weinfurter, (LMU University, Munich), J.Rarity (University of Bristol, UK).
4.0 Application areas and centre of gravity of the effort
As mentioned above, disruptive technologies such as Quantum Computing could pose a threat in the future to current encryption techniques and therefore endanger worldwide data protection. In the face of such scenario, QKD would be an ideal candidate to meet the defense requirements of information security. However, not only government, military agencies and research institutes constitute clear recipients for quantum encryption technologies, but also several commercial entities including financial companies, police, gaming houses, public utilities, airports and law firms can profit from the benefits of QKD to establish secure links for their transactions X[7]X.
The majority of the experimental and theoretical research and development concerning QKD is being driven mainly by academic researchers and increasingly by industrial institutions worldwide. Among the leading market participants active in the field are id Quantique and MagiQ Technologies, which have already entered the commercialization phase.
5.0 Is QKD truly disruptive? Security analysis
QKD has proven to be truly disruptive since unlike any other encryption methodology it offers unconditional security for the distribution of cryptographic keys between two parties that wish to communicate in absolute secrecy. Since there are no technological assumptions inherent in QKD but its security relies on the laws of physics, even advancements in quantum computing cannot break quantum cryptography. However imperfections of the devices used in current experimental QKD systems can pose a threat X[8]X, and must always be carefully considered.
In this line, there are still some implementation considerations that must be taken into account for QKD to become a truly competitive technology in the security market. One is the need of improving the robustness of physical devices such as single-photon sources and single-photon detectors. It is also of utmost importance to enhance the data rate and to increase the distance over which a QKD system can work, reducing at the same time the cost of applying new materials and technologies to achieve these purposes. Another challenge is to integrate QKD with existing technologies, which is also a subject to current studies. The miniaturization of quantum cryptographic modules would also permit the delivery of secure communications directly to a pilot in the air or a sailor underway. Moreover, this miniaturization would increase the flexibility and redundancy of the QKD networks, diminishing enemy attacks to destroy communications infrastructure. Finally, earth-to-satellite links based on free-space technology will allow the enhancement of QKD applications, currently limited to point-to-point connections, to global quantum cryptography. 

For quantum cryptography to provide a significant improvement in military capabilities the mentioned implementation considerations must be firstly overcome. Even so, QKD involves satisfying what military commanders have always searched for, since it guarantees the security of communication links between tactical, operational and strategic echelons. Moreover, quantum cryptography brings to military missions an increase in the data reliability necessary to efficiently execute operations across the full spectrum of military responsibility X[9]X.
As already mentioned QKD security is built into and protected by the technology itself. Therefore potential adversaries owing the hardware or understanding the QKD protocols involved in a key transmission does not jeopardise any communication link that uses the same technology. In classic cryptographic systems open traffic can be intercepted and cryptographic keys can be captured allowing for the deciphering of the encrypted data. On the other hand due to the nature of quantum cryptography the interception of a quantum cryptographic key is completely ineffective since any disturbance of a quantum state modifies it, which discovers the existence of the eavesdropper to the legitimate parties of the communication. Damage or disruption of the QKD infrastructure can be the most plausible threat to the military’s communications. The disruption of satellite links or the damage to optical fibres can reduce the electronic facilities to execute military operations. However, redundant links can be deployed to mitigate such denial-of-service attacks. 
6.0 Our QKD system
As mentioned in section 3 high-bit-rate QKD constitutes a considerable challenge for experimental QKD implementations to become a practical alternative to conventional cryptography. Additionally, free-space links offer a more flexible and cheaper solution for urban-span applications than optical fibre. There is a growing demand for higher bandwidths in certain regions of metropolitan networks due to lack or poor connections. High-speed links using free-space optics constitute an attractive solution to this problem. Applying QKD to these free-space links security demands could be also satisfied. Since high-bit-rate QKD is a major challenge we are building a GHz-clocked free-space QKD system. For this purpose high-clock-frequency pulse generation together with high-speed laser modulation is being used at the emitter. Moreover optical synchronisation for temporal timing and Low Density Parity-Check Codes (LDPC) for high-speed error correction are being implemented. Preliminary prototypes of emitter and receiver have been already realised (Figure 1). In addition a custom-made two-high-precision-motor system has been designed and fabricated for the fine pointing and tracking of the system. GHz-clocked QKD systems have already been explored over a free-space link of less than 1 km [10]. Our system is being designed to operate at GHz clock rates over a quantum channel of several km in an urban area.
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Figure 1: Photos of the emitter (left) and receiver (right) of the free-space QKD system.
Our experimental free-space QKD system is currently designed to implement the B92 protocol and we are improving the system to also implement BB84 protocol. B92 protocol uses only two non-orthogonal states of a quantum system as opposed to four, like in the BB84 protocol, since two states are enough to implement secure QKD. In practice, these two states can be two linearly polarised states at a nonorthogonal angle, as it is implemented in our system. The transmitter then encodes the binary levels ’1’ and ’0’ in the two polarised states, and sends them to the receiver. When the receiver performs projections onto subspaces orthogonal to the signal states, he can measure the bits with certainty at the expense of some loss. This loss is the effect of the Heisenberg Uncertainty Principle, as nonorthogonal states cannot be distinguished unambiguously without perturbation. After the transmission Bob tells Alice in which instances he detected a photon. In this case there is no need for reconciliation of basis sets between Alice and Bob to discriminate unambiguous measurements, as opposed to the BB84 protocol, which makes B92 protocol simpler and faster to execute. However, B92 protocol is particularly vulnerable to the “intercept-resend” eavesdropping attack when implemented in conjunction of a ‘lossless’ channel. An eavesdropper (Eve) can substitute the transmission channel for a perfectly transparent one and resend the photons to Bob, i.e., she uses this ’lossless’ channel to hide the loss she introduces in the measurement. This eavesdropping attack is especially harmful, as Eve would not introduce an additional error to the Quantum Bit Error Rate (QBER) - a measure of how ’secure’ the transmission has been. However, the problem of simulating a noisy channel between Alice and Bob while extracting information of it is far from trivial [11].

6.1
Description of the QKD Emitter: Alice

In our proposed QKD system the transmitter in Alice’s module is mounted on a 30 cm side square aluminium base plate (see Figure 1, left). This platform is mounted on a high-precision gimbal system, which will be used for the alignment of emitter and receiver. The emitter has two λ ~ 850 nm channels, used for the transmission of the key, and a λ ~ 1550 nm channel for the synchronizing signal. The three channels are combined by means of a 50/50 optical beampsplitter and a broadband pellicle, and the resulting beam is expanded with an output telescope formed by two lenses, producing a 40 mm-diameter diffraction limited spot. The expansion of the beam is made to allow a long-distance transmission without large beam divergences.

6.2
Description of the QKD Receiver: Bob

The receiver module, Bob, is placed at a distance of 40 m from Alice during the preliminary tests (3 km in the final system is expected) and, therefore, it receives a diverging beam. To efficiently detect the beam a Schmidt-Cassegrain telescope of 25.4 cm diameter, 2.5 m equivalent focal distance and fine-pointing capability is used. Bob’s optics has been designed to be coupled to the output of the telescope by using lightweight and compact mounts (see Figure 1, right). The outputs of Bob’s channels are connected to two single-photon avalanche diodes by using optical fibre. The optical synchronization pulse is detected by an avalanche photodiode. The outputs of all three detectors are connected to an electronic card which is able to measure the arrival time of the photons with high temporal precision. This information is then sent to Alice from which she can infer which key bits have been received by Bob and hence she can determine whether the transmission of the key has been secure or not, i.e. the QBER.
Especial care must be paid to one of the most critical parts of the system, the filtering of the solar background radiation. For this purpose, a combination of spectral, spatial, and software filtering are used. The spectral filtering consists of a band-pass filter at 850 nm. The spatial filtering is carried out by optical fiber. A good compromise of the diameter of this fiber must be found, as small diameters improve the filtering of the solar radiation at the expense of higher signal losses. In addition, if the diameter is too small the signal could be lost due to the beam wandering caused by the fluctuations of the index of refraction of the air. Finally, the software filtering discards all the photons lying out of a window centred on the time the photons are expected to arrive. 
6.3
Characterization of the System
The QKD system has been characterized in terms of polarization and losses and an estimation of the QBER has also been measured. The polarization extinction ratio (PER) of the polarization states has been improved by means of a half waveplate and two quarter waveplates, since the birefringence present in certain optical components degrades the linearity of the states. The error improves after the correction from 4% to 1.4%.

In the most coming future, several tests of the system at various distances between 0 and 3 km will be performed. Moreover an automatic tracking process with high-precision motors will be implemented so that relative deviations between both stations due to expansion and compression of buildings or turbulence in the atmosphere can be corrected. For that purpose two PCs will control the tip/tilt movements of the transmitter and receiver’s gimbals with the feedback information provided by two position sensitive devices (PSD) in the transmitter and receiver. The PSDs will detect any deviation from the position of a beacon laser shining between transmitter and receiver and parallel to the data beam and will order the motors to compensate for them. 
7.0 Conclusions
QKD offers the highest security of any encryption technique developed so far and a secure prospect of a future with quantum computers taking part of everyday life. However it still faces some challenges to become truly competitive in the present, such as higher distances, higher rates and more robustness against side channel attacks.  

A high-bit-rate free-space QKD system for urban-span applications has been also presented. The modulation of high-bandwidth laser diodes with a fast frequency generator in the transmitter, in conjunction with an optical synchronization at a different wavelength and detectors in the receiver that can be operated at high frequencies, will permit faster key generation than those currently achieved.
8.0
Acknowledgements
We would like to thank the Ministerio de Educación y Ciencia, project MTM2008-02194.

9.0
References
[1] C. H. Bennett, and C. Brassard, “Quantum cryptography: public key distribution and coin tossing”, in Proceedings of IEEE International Conference on Computers, Systems, and Signal Processing, Bangalore, India, Page 175-179, IEEE, New York (1984).
[2] C. Kurtsiefer, P. Zarda, M. Halder, H. Weinfurter, P. M. Gorman, P. R. Tapster, and J. G. Rarity, “Quantum cryptography: a step towards global key distribution”, Nature 419, Page 450 (2002).
[3] T. Schmitt-Manderbach et al., “Experimental demonstration of free-space decoy-state quantum key distribution over 144 km”, Physical Review Letters 98, 010504 (2007).
[4] P. A. Hiskett, D Rosenberg, C G Peterson, R J Hughes, S Nam, A E Lita, A J Miller and J E Nordholt, “Long-distance quantum key distribution in optical fibre”, New Journal of Physics 8, 193, (2006).
[5] H. Takesue, S. W. Nam, Q. Zhang, R.H. Hadfield, T. Honjo, K. Tamaki and Y. Yamamoto, “Quantum key distribution over a 40-dB channel loss using superconducting single-photon detectors”, Nature Photonics 1, 343, (2007).
[6] A. Acín, N. Brunner, N. Gisin, S. Massar, S. Pironio, and V. Scarani “Device-Independent Security of Quantum Cryptography against Collective Attacks”, Physical Review Letters 98, 230501 (2007).
[7] Global Industry Analysts, Inc., Quantum Cryptography. Global Strategic Business Report, MCP-1812 (2009). 
[8] L. Lydersen, C. Wiechers, C. Wittmann, D. Elser, J. Skaar, and V. Makarov, “Hacking commercial quantum cryptography systems by tailored bright illumination”, Nature Photonics 4, 686–689, (2010).

[9] Donald J. Barrett, Quantum Cryptography: Operational Impact on 2030 Operations, Graduation Research Report AU/ACSC/Barrett/AY08, USAF Air University (2008).
[10] J. C. Bienfang, A. J. Gross, A. Mink, B. J. Hershman, A. Nakassis, X. Tang, R. Lu, D. H. Su, Charles W. Clark, Carl J. Williams, “Quantum key distribution with 1.25 Gbps clock synchronization”, Optics Express 12, 2011-2016 (2004).

[11] K. Tamaki, M. Koashi and N. Imoto, “Security of the Bennett 1992 quantum key distribution protocol against individual attack over a realistic channel”, Physical Review A 67, 032310 (2003).







































RTO-MP-IST-099
9 - 1
9 - 6
RTO-MP-IST-099
RTO-MP-IST-099
9 - 5

