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Abstract

Biometrics has been identified as a potentially disruptive technology for about ten years and it is therefore possible to take stock of progress in this field in order to identify the trajectory of the technology and its potential for disruption. This paper relies on an extensive review of open sources on biometrics looking for evidence and points of comparison on the disruptiveness and impact of biometrics. It concludes that biometrics is a technology area relevant to defence and security; but that its disruptive effect remains limited for the moment.

1.0
INTRODUCTION

Biometrics has been identified as a promising, even disruptive, technology for at least ten years. This field of research and its technology in the form of biometric systems have been identified as particularly relevant to the security environment that has emerged in the 21st century with its focus on homeland/domestic security, counter-terrorism, and expeditionary operations where the military are in close contact with civilians as part of stability or counter-insurgency operations
. The past decade, therefore, offers a near ideal case-study to evaluate the potential of biometrics to provide a “game-changing” capability to military and security forces.

The organizers of the symposium have given us a very useful set of 11 questions under the main theme: “Assess and Plan” to orient our analysis and these questions form the general outline of the present paper. In order to provide more depth of analysis on the dimensions that matter to an assessment of disruptive potential, this paper treats more extensively some questions while others have been merged and treated more summarily. Finally, a caveat is required. This paper and its sources are unclassified, this limits the level of detailed discussion that is possible on some dimensions of the assessment.

2.0
Why should we consider biometrics as a potentially emerging disruptive technology?

There is no shortage of potentially disruptive technologies. Most magazines with some coverage of technology (e.g., The Economist, MIT’s Technology Review, Wired Magazine) publish lists of promising technologies and many think-tanks publish assessments of promising emerging technologies. In that context, why should we consider biometrics as a potentially emerging disruptive technology? There are at least three reasons for doing so in my opinion. First, biometrics has been identified as a technology with significant defence and security potential for nearly a decade [see, for example, 1, 2]. This makes it more than a fad. Second, the 9/11 events and the subsequent focus on counter-terrorism made biometrics an apparently promising technology to identify terrorists in a variety of contexts from airports to major sports events [3, 4]. In parallel, the commitment of US and coalition forces to counter-insurgency and stability operations in Afghanistan and Iraq confronted the military to largely faceless opponents and to interactions with large numbers of civilians with uncertain identity credentials. In that context, biometrics was seen by its advocates as a “game changing” tool “by enabling deployed forces to rapidly identify individuals and manage information pertaining to an individual” [5, p. 1]. Third, biometrics might be said to share with a number of other IT technologies a pattern of “disruptive innovation” whereby civilian commercial applications take the lead and then trickle down in the realm of defence and security.

3.0
What is biometrics and WHAT IS its current state?

For the purpose of this paper the definition of biometrics offered by the US Department of Defense’s Biometrics Identity Management Agency is more than sufficient to convey the two common meanings of the term:

“A general term used alternatively to describe a characteristic or a process. As a characteristic: The measure of a biological (anatomical and physiological) and/or behavioral biometric characteristic that can be used for automated recognition. As a process: Automated methods of recognizing an individual based on the measure of biological (anatomical and physiological) and/or behavioral biometric characteristics.” [6, p. 12]
Biometric systems are generally composed of a series of components:

· “A data collection component which collects the biometric data.

· A data storage component which stores the biometric data.

· A signal processing component which processes the biometric data.

· A decision component which makes decisions regarding matches between biometric data and whether to accept or reject.

· A transmission component which aids the data collection, data storage and signal processing components in compressing and expanding files required at different stages of the process.” [verbatim from 7, p. 2]

There are two modes of identification to biometric systems: it can be either “close-set” identification (also called verification) where the system attempts to match the biometrics of a person claiming an identity against the biometric template belonging to that identity in the database in order to confirm the identity of the individual (1:1 match), and “open-set” or “watchlist” identification where the system attempts to match the biometrics of a person against all the biometric templates in the database in order to identify him or her (1:N search).

Table 1 lists some of the biometrics the most often discussed in assessment of the technology. The list is not exhaustive, but representative of the variety of biometrics in terms of inputs, technological maturity, capability and potential applicability. Detailing and comparing biometrics can be the subject of substantial analysis [in addition to the sources used for Table 1 see also 8, 9, 10]. This is not, however, the purpose of the present paper, which aims at providing an overview of the state of the technology and its disruptive potential.

Table 1: An Overview of Representative Biometrics.

	Biometrics
	Comments

	Fingerprint
	Fingerprint identification is the leading biometrics in terms of market share and the oldest with a scientific record. It is characterized by relative ease of enrolment and low-error rates
. Recognition accuracy can be increased by using prints from multiple fingers. It can be used easily in the field and for forensic purposes. Drawbacks generally include the need for contact with a sensor, degraded performance when in presence of dirt or degraded fingerprints (by age, manual work, or injury) and the requirements for intensive computation when trying to match a sample to the templates in a large database.

	Hand geometry
	This biometrics relies on the general features of the hand to verify the identity of a person. It has gained a niche market in the areas of access control and time/attendance monitoring. This may be due to the size of the sensor, making it more practical for fixed applications, and the fact this biometrics may not be very distinctive when applied to large populations.

	Vascular recognition
	This biometrics relies on the unique pattern of blood vessels of an individual, generally using the back of the hand. It requires proximity, but no contact, with a sensor (in contrast to fingerprints). This biometrics is quite popular in Japan for banking and ATM access. In an interesting recent case, researchers claim to have confirmation of the identity of the terrorist who executed US reporter Daniel Pearl by comparing the hand of the executioner in a video with the actual hand of a suspect in US custody [13].

	Iris
	Automated iris recognition only emerged in the 1990s. It relies on light to sense the unique features of a person’s iris. It has demonstrated low-error rates in tests and performance in fielded systems is improving. It requires cooperation for enrolment and re-enrolment may be required over a lifetime.

	Retina
	This biometrics relies on the unique blood vessel pattern found in every retina. The technology has a very low error rates; but it is expensive, requires cooperation from the enrolee and is perceived as intrusive. In addition, it can raise privacy issue with regard to some medical conditions. As a result, it tends to be limited to the niche market of access to highly secure material or facility.

	
	

	Facial recognition
	This is a biometrics well-known to humans. Human performance, however, declines with fatigue and repetition (e.g., an operator verifying photo identification of passengers that are boarding an airplane). It can serve for standoff or covert biometric systems and be combined with other biometrics for increased confidence in results. With iris, it is a strong contender for the second place (in market share) among biometrics. This biometrics can be the object of a variety of modalities
 including 2D and 3D imaging, 2D/3D combination, and thermograms and various analytical methods for recognition. Due to change in facial appearance over time, this biometrics generally requires some periodic re-enrolment. It is the least intrusive of biometrics, but when combined with extensive surveillance camera systems it can raise issues of privacy.

	Ear
	This biometrics relies on such modalities as thermograms or conventional imagery to capture pattern of the external ear anatomy. It can be combined with facial recognition to augment performance for a system that would have some commonality in biometric modalities.

	Voice recognition
	It relies on the temporal and spectral characteristic of an individual’s voice for identification. Low to medium error rates are obtained and are dependent on the quality of the communication link and ambient noise and can be affected by the speaker’s condition (e.g., emotional state, health). Its strength is that it is currently the only biometrics applicable to voice communication systems.

	Gait
	This biometrics relies on an analysis of the temporal and frequency components of an individual’s motion. Generally, the modality involves a radar sensor or video image processing and is designed for standoff identification where higher error rates may be seen as an acceptable trade off for the gain in standoff or covert capability. Recent research for commercial application, however, relies on the accelerometer in some portable electronics (e.g., some smart phones) to obtain a passive identification based on gait [14].

	Signature
	Signature has been used as proof of identity for centuries. As a biometrics, however, the focus is on the process of signing, the speed, pressure, and stoke order used by an individual when signing. It is a biometrics with high social acceptability, but the state of the technology can lead to a relatively high FNMR (i.e., one’s identity not being recognized by the machine).

	Keystroke recognition
	This biometrics is similar to signature in that it relies on the relatively unique way an individual of doing something to verify his/her identity. It is also part of a broader category of passive biometrics in development that can operate in the background without requiring a formal process of identity verification through a separate and dedicated biometric system.

	Odour
	This biometrics remains for the moment at a low technology readiness level. Developing an electronic nose with the chemical analytical capacity to identify a person despite the presence of deodorant or perfume is a significant challenge. This biometrics could play a limited role for forensic purposes or standoff identification.


	DNA
	DNA is not universally recognized as a biometrics because its analysis is non-automated and lengthy; causing significant delays in the analysis of samples and their exploitation. However, progress is being made in the development of a technology for rapid automated analysis of DNA. DNA is for the foreseeable future limited to forensic purposes. In comparison to other biometrics it raises more issues of privacy (revealing genealogy and health-related information). Finally, it would not allow for distinguishing between identical twins.


Sources: adapted from material in [7, 11, 12], except otherwise noted.

Because so much of the challenges surrounding biometrics revolve around the sensing, extraction, processing, and management of data and information, this field of science and technology has developed over the years strong affiliations with the related fields of sensors development and information technology and systems.

The present assessment excludes technologies or scientific areas that exploit human biological signatures or processes without being focused on individual identification, such as emerging technologies designed to detect lies or malignant intent through physiological or behavioural indicators [15, 16, 17]; sensors capable of detecting and classifying humans through material barriers [18, 19]; and techniques that can exploit the human body’s property of accumulating residues to demonstrate contact with or consumption of certain substances, or evidence consistent with a recent presence in certain regions of the world [on the latter technique see 20, 21]. These technologies or techniques certainly exhibit elements of “disruptiveness”, and they deal with information gained from human biology; however, they do not fit conventional definitions of biometrics and integrating them into the assessment would have led to a too heterogeneous object of study.
As indicated in the introduction, the past ten years have been auspicious to biometrics. The technology has been perceived as a key component of security solutions in the aftermath of the 9/11 terror attacks, attracting private capital and government support and leading to new markets and technologies. In the specific realm of military operations, US and coalition forces operating in Iraq and Afghanistan became confronted with significant identity problems in their interactions with local populations and this propelled into rapid development and deployment portable biometric systems that had been until then only the object of relatively obscure technology demonstration—e.g., the US Biometric Automated Toolset (BAT) developed as early as the late 1990s as an Advanced Concept Technology Demonstration. As a result, a unique set of historical conditions were put in place to make the technology “potentially disruptive”.

Nearly ten years later what is the state of biometrics? What trends have emerged in the industry? Fingerprints in their various modalities remain the dominant biometrics as measured by industry’s revenues. They generated about two-thirds of the industry’s total revenues of US$ 3,422 million for 2009, with other biometrics trailing far behind (see Table 2). Market analyses for biometrics [see for example 22, 23, and 24] predict for the near future continued significant growth with fingerprint continuing to dominate the market; but with increasing shares going to iris and face recognitions, with one analysis forecasting that by 2017 these two biometrics combined would start to equal in percentage of revenues the AFIS / Live Scan biometric modality [23]. This growth however has been and remains evolutionary rather than disruptive as summarized by Acuity Market Intelligence:

“Biometrics as a class of disruptive or discontinuous technology has not moved completely through its revolutionary market development cycle and yet is now subject to significant evolutionary or continuous innovation. In other words, just as biometrics are beginning to stabilize and deliver on past promises, current expectations continue to be driven by “next generation” technologies. It is therefore likely that although there may be instances where specific markets and/or regions experience accelerated growth, the overall market will experience sustained linear growth rather than the exponential growth most readily associated with the "hockey stick" growth curve of innovations such as mobile phones or the Internet. Biometrics adoption will mimic the growth curve of ATMs, which achieved roughly 80% adoption through linear growth over a period of 20+ years.” [23]

The evolutionary growth of the industry is probably a reflection of its underlying structure. We are not here in the realm of the Google, Facebook, Twitter and other businesses that achieved from scratch exponential growth and “disruptive” impact in the economy and society in a matter of a few years. The pattern of innovation and growth in the biometric industry is characterized by a more stable structure involving research communities, businesses of various size, and governments. The centre of gravity in terms of mass is industry; but this industry has been sustained in the past ten years by government business and programs designed to stimulate innovation and it has been fuelled by innovative ideas developed by researchers. In this respect, the United States stands out because its federal government has produced guidance to identify challenges and research focuses for biometrics [25] and has put in place vendor tests and “grand challenge” competitions to stimulate innovation—e.g., notably for fingerprints and face recognition. This might explain why the United States remains the leading nation in biometrics in facts and perceptions [26, p. 19, and Table 3 below].
Table 2: Share of Revenues from Biometrics Industry, 2009.

	Share (%)
	Biometric Technology

	66.7
	Fingerprint. This share includes fingerprints (28.4%) and Automated Fingerprint Identification System (AFIS) / Live Scan (38.3%)

	11.4
	Face recognition

	8
	Middleware (e.g., identity management software)

	5.1
	Iris recognition

	3
	Voice recognition

	2.4
	Vascular recognition

	1.8
	Hand geometry

	1.6
	Other biometrics


Source: [22]

Within the industry, the last ten years have seen a dynamic landscape with mergers and acquisitions as small innovative start-up companies, or middle-sized businesses, get acquired by larger businesses. Market analysis forecasts that the biometric industry will increasingly see its market opportunities shift from North America and Europe to Asia; with one forecast assigning up to 32% of global revenues, and the first place, to the Asia/Pacific region by 2017 [23]. The likelihood of this shift in market can easily be appreciated when one considers the immense markets for biometrics in both commercial and government applications in India and the People’s Republic of China alone [27, 28]. The deployment of the technology appears to face fewer obstacles of a political or legal nature in this region of the world
, and the technological expertise exists or can be developed through knowledge/technology transfers.

Table 3: Major Biometric Industrial Players by Country/Region.

	Country/Region
	Main industrial players

	East Asia (Japan and Korea)
	Hitachi, Fujitsu, LG Electronics, NEC

	Europe
	Cognitec Systems, SAFRAN/Motorola, Schlage/Ingersoll Rand Security Technologies (also United States), Precise Biometrics

	United States
	AuthenTec/UPEK, Cogent Systems, Daon, DigitalPersona, ImageWare Systems, L-1 Identity Solutions, Lumidigm, Nuance, Schlage/Ingersoll Rand Security Technologies (also Europe)


Source: Adapted from [22]
4.0
promising markets and applications

While we are interested in the impact of biometrics on military capabilities and operations, it is important to understand that this “market” is not likely to be the driver of the broader field of biometrics. There are far more revenues to be generated from commercial or government services applications of biometrics than there are from military or security applications. Even within the combined security/military market, the segment associated with the application of biometrics to transport, infrastructure, building, and homeland/domestic security will dwarf the narrower military segment of the market. In that context, disruption can be hypothesized to be more likely in areas where the military would rely on a rapid adoption, or adaptation, of solutions developed for civilian markets, than it is likely to come from a dedicated military-specific biometrics effort. How much disruption can be envisaged if one adopts this hypothesis? My answer would be that in the context of the military “riding the civilian wave of biometrics”, the level of impact will be similar to the one quoted earlier in the context of the whole field of biometrics, that is a steady linear growth of capability followed by a plateau rather than a rapid disruptive effect. This forecast is based on the corollary hypothesis that, in the future, biometric technologies will reach a level of maturity that answers the bulk of the requirements for identity applications in civilian government, industry, and commerce. At that point further innovation and growth may be constrained by applications that face more technical hurdles and that target smaller markets. To give a sense of the resulting progress that could be expected one could envisage that a stability or counter-insurgency operation conducted in a horizon of ten to twenty years would see NATO or coalition forces performing identify operations far more easily than now due to the widespread implementation by national authorities of identity documents with embedded biometrics. This situation—which assumes that a number of important issues of interoperability and legal access to national databases have been resolved—would represent a significant improvement in capability for the intervening military; but whether or not it would prove disruptive in countering insurgents and terrorists is less certain as we will see later in this paper.

Of course, there will always be some exotic applications of biometrics for which only some elements of the military or security/police establishments will have a requirement and for which no commercial solutions readily exist. In these cases, defence and security establishments will have to play a greater role in stimulating innovation and industrial development if they want to see their requirements met. An example of such a narrow requirement would be the search for a standoff biometric system that could operate in the dynamic environment associated with military or counter-terrorism operations, that is, capable of working in various light conditions, through atmospheric degradation, and packaged in a portable and ruggedized device [29, 30]. The production of such a biometric system would require significant research and development.

If market trends are one relevant indicator to look at for potential disruption in the context of a commercially-driven technology, the other important indicator is represented by trends in the technology. One of these trends is the increased reliance on multi-modal biometric systems. By incorporating multiple modalities of a single biometrics or multiple biometrics into a single system, designers attempt to develop system more resistant to identity fraud/spoofing and that may have increased overall recognition performance [5, 7, 30, 31]. Such biometric systems have already been fielded by US and some coalition forces in Iraq and Afghanistan—e.g., the BAT system and the Hand Held Interagency Identification Device (HIIDE) work with fingerprint, face and iris biometrics [32]. In fact, this is one area—portable multi-modal biometric systems—where military demand has led to technological solutions that are now being transferred to the civilian world, namely for police application [33]. 

Another trend that is discernible in the technology is improved capture and processing of well-established biometrics such as fingerprints and face recognition. Fingerprints, for instance, can be captured and read with multispectral imaging, which increases the range of conditions under which fingerprints can be easily captured and read and can reduce attempts at spoofing the sensor [34]. In the realm of face recognition, 3D facial recognition is gaining momentum for its ability to increase face recognition under a broader range of perspectives; thus opening the possibility of identifying individuals in more dynamic environment and at standoff distance [30, 35]. More trends could be added dealing with related technologies—e.g., biometrics and smart cards, biometric sensors embedded in more products from smart phones to military firearms, and new algorithms and analytical techniques to improve the processing of biometric information—however most of these trends will at some point face some of the same problems that have slowed down innovation in other technologies that require large-scale investment and implementation; namely, as businesses and governments make significant investment in certain biometric solutions and standards their incentives to adopt new ones later will decline as the costs of switching to superior technology could prove prohibitive.

5.0
Is this a truly disruptive technology from the standpoint of military operations?

To some extent all what preceded was a long introduction to biometrics as a way to provide context to the following question: Is biometrics a disruptive technology from a military perspective? The short answer to this question is: it depends on how you define disruption and on your point of comparison. The following section will therefore address the question through a series of perspectives of increasing critical tone. The intent is not to dismiss the value of biometrics, but rather to assign to it a more realistic set of expectations, in particular with regard to its impact in stability and counter-insurgency operations.

The easiest test of “disruptive potential” that biometrics should pass is to meet the standard of “disruption” set by Professor Clayton Christensen from the Harvard Business School. Christensen introduced the concept of “disruptive technology” and its importance to a generation of technology and business managers [36, 37, 38]. In Christensen’s view a technology is disruptive when an apparently inferior technology establishes a small market and then rapidly overtakes the established technologies in their established markets. A detailed example given by Christensen in the context of the IT industry is how the dominant industrial players in the hard-disk industry were repeatedly displaced by competitors introducing apparently inferior technologies—from the perspective of the established markets—only to see these new technologies overtake most of the market over a short period of time —that is, the rapid passage in hard-disk drive from 14 inches to 8 inches, 5.25 and finally 3.5 inches. Other examples of disruptive technologies in the IT sector (and the displaced/threatened technologies) include: personal computers (minicomputers and mainframes), LCD screen technology (CRT screen technology), and USB flash drive (floppy and CD/DVD drive technologies).

Does biometrics fit Christensen’s pattern of disruptive technological innovation? A valid case can be made that it does in the sense that it is highly probable that biometrics will displace or marginalize in the near to mid-term some established identity verification/authentication solutions, namely the combination of identification number or user name and password used to access buildings, ATMs, computer systems, personal electronics. We are rapidly reaching a saturation point where the passwords we have to manage either overwhelm our mnemonic capability or lead to unsafe password practices. With the increasing reliance on distributed and remote services, including the rise of cloud computing, the requirements for strong identity credentials will only increase. In that sense, biometrics should be perceived as a disruptive technology to all managers of enterprise-wide IT or identity systems; even it does not match the initial low-cost niche market characteristic that Christensen generally associates with disruptive technologies in their initial phase of market penetration.

The second perspective on “disruptive potential” that can be used to assess biometrics consists in a comparative one. The argument is the following: the world is rife with potentially disruptive technologies, but resources to pursue them are limited, how do we know that biometrics has a greater disruptive potential than, say, nanotechnology? A review of the literature conducted as part of this research found only two studies that adopted such a comparative perspective. One study summarizing the evaluation of 58 foresight studies dealing with the potential of biometrics in the years 2010-2020 came to the conclusion that biometrics was a technology progressing incrementally and that it had less of a revolutionary potential than nanotechnology for society and security [39]. A similar assessment—that is where biometrics was assessed in the context of other emerging technologies—conducted by the RAND, also came with a relatively conservative forecast on the progress and impact of biometrics by 2020 [40]. From a comparative perspective, therefore, biometrics does not seem to have a clear disruptive potential in comparison to some other emerging technologies. That being said, this does not mean that it is not worth pursuing. A technology can be very useful even when it is not disruptive.

The third perspective brings us to the usefulness of biometrics in the recent stability or counter-insurgency operations carried by US and coalition forces in Afghanistan and Iraq. These operations have seen the deployment of significant biometric resources and of new biometric systems that until then had no real equivalent in civilian biometric applications. These operations offer a critical case study for evaluating the impact of biometrics in support of military operations because in contrast to conventional war operations, these operations do not involve confrontation against recognizable military personnel and systems, but against adversaries that carry little or no distinctive identity markers as combatants and who often rely on dual-use technologies—e.g., fertilizers and consumers electronics turned into improvised explosive devices (IEDs)—to target military and security forces. In that context, advocates of biometrics have made the case that the technology is critical and is making a difference in identifying the “bad guys”, whether they are active insurgents or terrorists, or the network of supporters that enable their activities.

Evaluating the impact of biometrics in the context of recent operations in Afghanistan and Iraq is not an easy task. Most of the evidence is anecdotal or represents partial statistics and it generally comes from sources that have an interest in presenting biometrics in a positive light. The following are representative of this body of evidence. In 2007 a briefing on the BAT and HIIDE reported that the former had been deployed in over 2,000 systems that had led to over 560,000 biometric enrolments [32]. In 2008, an open-source account on the use of biometrics reported that in a period of two years in Iraq 28,000 biometric submissions had resulted in 1,722 positive matches linking individuals to IEDs and that biometrics in the context of the Global War on Terror had “directly led to 379 of the most dangerous terrorists being ‘taken off the street’”[41]. Another source referring to activities conducted in Iraq over a period of one year ending in September 2008 stated that biometrics had led to the arrests of “400 tier-one high-value individuals” including insurgent snipers and leaders [42]. In early January 2009, a report indicated that more than 1,000 BAT kits had been deployed to Iraq and nearly 7,000 HIIDE in Iraq and Afghanistan and that biometrics had prevented some Iraqis with biometrics matching those of identified terrorists, insurgents, or individuals with criminal records in the US from enrolling in the Iraqi Police Academy [43]. With greater US military presence on the ground in Afghanistan and with the Afghan government on the cusp of deploying identity cards with embedded biometrics, military officials estimated that the 20 to 25 Afghans a week who were being caught in biometric sweeps would be likely to increase further in 2010 [44]. All these figures represent some evidence of progress and impact of biometrics in military operations. However, in the absence of more contextual information—for instance, how much impact hundred of arrests represent is dependent on the rate of recruitment and leader replacement of an insurgency—it is difficult to take these figures as indication of disruptive or “game changing” impact.

The lack of evidence on the disruptive impact of biometrics in military operations is also related to security issues. There are issues relating to biometrics that cannot be easily discussed in open forums
. While some will interpret this cloak of secrecy as an indication that the actual capabilities of biometrics must therefore be much higher than what can be inferred from open sources; an alternative hypothesis that merits as much attention is the possibility that the secrecy is designed to deny to adversaries knowledge of the limitations of the biometric capabilities available to US and coalition forces. Of course, there is also the third possibility that the secrecy hides a situation mixing elements of both hypotheses. In any case, the secrecy surrounding some of the capabilities and use of biometrics cannot be taken as evidence of disruptive potential as if we were dealing with some sort of 21st-Century equivalent of the Manhattan Project that led to what is perhaps one of the few military technologies around which there is a relative consensus on its disruptive potential.
What can we rely on, then, to assess the impact of biometrics in recent military operations? In the context of this research the author decided to rely on the following sources and logic of evidence to evaluate the disruptive potential of biometrics. First, does the technology emerge as a “game changer” in open-source analysis of operations in Iraq or Afghanistan, in particular in accounts that take a broad view of these campaigns? Second, has the technology reach a level of recognition by the military that its employment is mentioned in doctrine manuals that describe best practices to conduct such operations? Third, does the technology fundamentally address or resolve some of the problems it was claimed it would fix?

Has biometrics emerged as a “game changer” in open-source analysis of operations in Iraq or Afghanistan, in particular in accounts that take a broad view of these campaigns? In order to answer this question, the author searched a database of over a hundred electronic publications he had accumulated in recent years on operations in Afghanistan and Iraq with the search term “biometric” in order to capture all references to biometrics and related terms. The results were the identification of about fifteen publications where biometrics was discussed. In an overwhelming number of instances the subject was treated in the context of the recruitment and vetting of local security forces (army and police units) and marginally in the introduction in the general population of identity documents with embedded biometrics. The marginal place of biometrics in high-level assessments of the operations in Iraq and Afghanistan is not surprising. In fact, the results could probably be extended to most other technologies. This relates to a more fundamental point about the nature of these operations, namely that they emphasize issues—of governance, institution-building, economic development, security forces ratio or density—that are not easily solvable with technological solutions. As a result, high-level accounts of these operations do not point out to the importance of some “war-winning” weapons, technologies, or technology/force combination as have been the case in the 1991 Gulf War, the opening stage of the operations in Afghanistan in 2001-2—with the apparent success of the combination of special forces and airpower in support of local anti-Taliban forces—or the 2003 Iraq War. In short, searching for “technological disruption” in the context of counter-insurgency or stability operations is probably a false premise. Technology can assist in these operations; but it will not prove to have the “war-winning” impact it can have in more conventional wars.

When one considers the presence of biometrics in doctrine dealing with counter-insurgency or stability operations one can see that the technology is starting to be recognized by the military as valuable enough that it deserves to be integrated in its “best practices”. The author reviewed a number of doctrine manuals from Canada, the United Kingdom and the United States to determine how the employment of biometrics was envisaged by these military establishments [45, 46, 47, 48, 49]. The results are that biometrics generally gets mentioned more often in the most recent publications than in those written only a few years ago, with the Canadian Army manual being silent on the subject, the US publications offering a very brief treatment, and the more recent British publications offering the most comprehensive discussion of the range of employments. This might be a reflection of the increasing awareness of biometrics among the military as biometric systems deploy in larger numbers in theatre and are tied to local biometric census and national or local biometric databases. What emerges from a review of the doctrine manuals is that biometrics is seen as a valuable tool in support of force protection and counter-intelligence, and more specifically the screening process that controls the access of civilian employees and host nation forces to bases and installation while minimizing the risk of hostile-force infiltration. As well, biometrics is seen as part of the set of population-control measures—including curfews, checkpoints and barriers limiting the access to communities—designed to increase local security. The latter measure is a significant improvement on historical counter-insurgency practices in terms of population control which often consisted in displacing and concentrating the population away from their homes in order to separate them from insurgent elements. The creation of access-controlled communities enabled by biometrics represent an improvement in terms of humane treatment of civilian populations in operations that have been traditionally difficult to conduct from a humanitarian-law perspective.

Preventing hostile forces from penetrating friendly forces’ installation and infiltrating civilian collaborators and local security forces and to assist in the identification of insurgents are two crucial contributions expected from biometrics in doctrine. This is also a recurrent element in the pro-biometric literature [see 50, for example]. Does the technology fundamentally resolve these issues? Let us consider each of them, starting with the prevention of infiltrations by hostile forces. The formative event for the deployment of biometrics in support of force protection appeared to have been the suicide attack on a US base in Mosul in December 2004 [31, 42]. In that incident a suicide bomber gained access to the base under a false identity—passing for a member of local security forces—and triggered his explosive vest in the mess tent killing 22 and injuring 72 persons [51]. This incident drove home the need to better secure installations and prevent infiltration of hostile forces. More than six years later have we solved this problem with biometrics? Not really, hostile forces may not get into bases as easily as before, but there are still enough hostile forces with no fake identity and proper biometrics to mount attacks as evidenced by the suicide attack that decimated a CIA forward detachment in its base in Afghanistan in December 2009 [52] and the incidents where Afghan security forces recruits and members have turned their weapons on their trainers or mentors
.

Does biometrics allow a breakthrough in pulling out the insurgent fish out of the population water [5]? Again, there are reasons to be doubtful of such a proposition. Yes, “bad guys” can get caught at the tactical level because their biometrics get associated with criminal, insurgent or terror activities; but this misses the more fundamental problem of identity in the context of counter-insurgency and stability operations. The fundamental problem of identification in these operations is not so much the confirmation of the physical identity of a person than knowing if this person supports the effort of the local government and coalition or is against them, or play on both sides. This issue has been well captured in an essay on intelligence in the context of counter-insurgency by a contemporary expert and practitioner of these operations, David Kilcullen, when he explains that “enemy-focused intelligence” in counter-insurgency is problematic because “understanding which players are ‘enemy’ is complex, and contingent on the situation” [54, p. 143]. He further adds: “populations in insurgency negotiate a complex process of continuously morphing contingent identity, where each person’s or group’s status (friend, enemy, neutral, ally or opponent, bystander, sympathizer) changes moment by moment, depending on the nature of the group with which it is interacting” [54, p. 144]. Only when one understands the plasticity of identity in these conflicts does one start to make sense of situations such as the one reported by the US House of Representatives where the protection of US supply lines through local contractors in Afghanistan was suspected of being a source of financing of the insurgency, or the one where a local Afghan warlord appeared to enjoy relationships with US special forces, drug dealers, and insurgents while being in tense relations with the Afghan government [55, 56]. No biometrics now or in the future will assist in identifying friend and foe in such complex situations.

A final aspect of the assessment of a disruptive technology requires that the technology be assessed from the “red force” perspective. Is biometrics a technology of more use to our adversaries than it is of use to us? Are the employment scenarios a mirror image of blue-force employment, or do they include different or asymmetric use of the technology? It is useful in answering these questions to differentiate between state and non-stare actors. For non-state actors such as criminal, insurgent, or terrorist groups the benefits of biometrics are limited. Essentially, their “force protection” and “counter-intelligence” problems are similar to the ones just discussed. In other words, in most cases these non-state actors would be faced with the threat of double-agents and infiltrators, cases where the biometric identity of the individual is generally valid but his true group affiliation is hidden. Biometrics would not help in resolving this friend or foe identification problem. On the other hand, there is a potential for hostile-force exploitation of biometrics if coalition forces were to carry out a biometric program limited to their local collaborators. In that case, hostile forces could spread terror by threatening to maim the biometrics subject to enrolment by the coalition.

In the case of state actors an interesting “red force” employment of biometrics would consist in tying biometrics collected on foreigners at ports of entry with extensive video surveillance systems, in particular in dense urban areas, leading to an ability to track military personnel and diplomatic or government officials. At least two US sources have pointed out at how the deployment of biometrics could hamper the operations of special forces when they require clandestinity [57, p. 33; 58, p. 131]. A glimpse of that future employment scenario can be found in the investigation following the assassination of a Hamas cadre in Dubai in early 2010 in which the local police authorities were able to reconstruct the various stages of the operation through video surveillance systems and biometrics obtained at the ports of entry on individuals presumed to be Israeli agents [59]. Not all cities have the density of video surveillance systems found in Dubai or London, and it is not yet the case that these systems have reached a level of performance that they can fuse biometrics and video surveillance into an automated process of near real-time identification—as opposed to a process of forensic reconstruction by humans as observed in Dubai, or in London after the 7 July 2005 bombing [12, pp. 92-93]. Yet, it is an area where some progress can be expected and which could affect both counter-terrorism and intelligence activities at home and abroad.
6.0
CONCLUSION

This paper has made a case for being skeptical of the potentially disruptive impact of biometrics on the basis of the following factors:

· The structure of the biometric industry points toward an evolutionary model of innovation; rather than to the disruptive model seen in some other IT sectors and that have come to characterize the expectations with regard to “technological disruption”.

· As large-scale investments in biometric systems are made for civilian applications, the technology will increasingly lock-in on certain solutions and standards; this will make subsequent waves of innovation more likely to be “sustaining” rather than “disruptive’ in character to use Christensen’s terminology. Governmental and private sectors will not want their biometric solutions to be re-invented every few years with the attending costs and disruption in their operations.

· The markets driving biometrics are prominently civilian in applications. In a context where innovation is driven by civilian applications, the military sector is best placed to benefit from it if it can ride the wave of civilian innovation by adopting or adapting commercial-off-the-shelf solutions. However, this approach will only give a steady linear growth followed by a plateau of capability performance in a military context because biometric technologies will reach a level of maturity that answers the bulk of the requirements for identity applications in civilian government, industry, and commerce. At that point further innovation and growth may be constrained by applications that face more technical hurdles and that target smaller markets (e.g., the requirements for portable standoff biometric systems).

· The disruptive potential of biometrics when assessed in comparison to other potentially disruptive technologies is not evident; at least in the few studies that take such a comparative perspective.

· Biometrics has proved useful to counter-insurgency and stability operations in Afghanistan and Iraq. However, there is no evidence that the technology is a “game changer” in the overall conduct and success of these operations.

· The non-disruptive impact of biometrics in counter-insurgency and stability operations in Afghanistan and Iraq is not due to the level of performance of current systems or the scale of their deployment but to the nature of these operations and the fundamental problem of friend/foe identification rather than physical identity.

That being said, investment and R&D activities in biometrics for military applications remain valid. The technology offers improvement in enterprise-wide identity operations relating to physical and virtual access to facility, equipment and data. Even in the context of counter-insurgency and stability operations, where its impact is not likely to be decisive, it offers an improved capability to physically identify individuals, in some instances to the point of providing judicial-like evidence of their ties to criminal, insurgent or terrorist activities. In addition, in conjunction with other measures, it offers a more humane way of controlling populations than the historical practice of displacing and concentrating populations away from areas of insurgent activities.

There is a maxim about emerging technologies by the futurist Roy Amara that says: “We tend to overestimate the effect of a technology in the short run and underestimate the effect in the long run” [60]. It is clear that the assessment offered in this paper is not making the former error, but is it possible that by being overly critical of the current or near-future state of the technology it underestimates its long-term potential? This is a question difficult to answer since the future remains undetermined particularly as one forecast further into time. However, what this paper did was to identify a number of factors that are likely to affect the development and impact of the technology one way or the other. These factors are not based on the intrinsic potential of the technology—as the technologist can envision it by limiting himself/herself to only our knowledge of physics and mathematics—but rather on factors that have recurrently impacted the development of technology in society.
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� In the context of this paper there is no need to go into the nuances between stability, stabilization, and counter-insurgency operations, each term can have a slightly different meaning in the context of a country’s military doctrine; the emphasis here is on common features involving military operations among civilian populations in which a potential for significant violence exists.


� The error rates discussed in the context of biometric systems are generally the false match rate (FMR)—the probability that a person is recognized by a biometric system while it is not that person (false positive)—and the false non match rate (FNMR)—the probability that a person is not recognized by a biometric system while it is that person (false negative). For a discussion of the statistical implications of the focus on FMR and FNMR on the evaluation of the performance of biometric systems see [12, pp. 36-47]


� A modality in the context of biometric systems is a combination of biometrics, sensor type and algorithms chosen to design a system [12, p. 31]. A single biometrics can therefore be the object of a variety of modalities.


� This is not a cultural argument about Asians being less democratic or concerned by human rights; but rather a statement to the effect that the deployment of biometric systems in Western Europe and North America has often been hampered or blocked by reference to legal and ethical arguments, and historical/cultural references specific to these societies and their history. Critics of biometrics in Asia have not yet been able to identify and leverage equivalent references or arguments to slow down or block the deployment of biometrics in their respective countries.


� The level of secrecy to which biometric issues are submitted is variable across NATO nations. For example, the use of biometrics for the forensic exploitation of IED incidents and IED-related investigation is discussed in US open sources; while it is a sensitive subject in Canada.


� 	Since March 2009, recruits and members of the Afghan security forces have killed at least 38 military and police personnel from NATO countries [53].
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