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Abstract

An exploratory study was conducted to examine the connections between social networking technologies and potential use by insurgents; however the scope was quickly expanded to include all forms of social media. We set the context by briefly discussing social media as a disruptive technology and the nature of insurgency.  We propose a model for the identification of social media of interest to the insurgents (insurgent wheel) and a model for a future characterization of the technologies within those categories. The results show that social networking stands out as a category of significant interest. Six social media technologies have high potential for use by insurgents in the areas of sympathy and influence, financing, recruiting, and external communications. Another nine have medium potential in additional areas like information gathering, operational coordination and planning.  Interestingly, none of the social networking technologies examined has better than a low potential for training purposes; a fact that can be exploited by COIN operations. The phase of “Organize” on the insurgent wheel has the most number of probable social media categories available for use and social networking was ranked as high in both activities in this phase. Video is the most diverse category scoring 5(high potential for use) in the “Organize”, “Recruit”, and “Act” phases. It would be used for influencing population sympathy, helping to recruit and for promoting the cause after acts have been committed.  Livecasting, similar to video, was also scored high in the same areas except for recruiting.

1.0
Introduction

With the conclusion of the Cold War, many believed that the world would become more stable than before; on the contrary, that ending started an era characterized by a proliferation of unstable and unclear parties fighting one another to get control. While state-on-state conflicts cannot be ruled out in the future, there is currently an increased requirement for the involvement of the Canadian Forces and their allies in so called “Irregular warfare”. Even when taking place locally, these asymmetric attacks pose the principle security threat to the world. Indeed, globalization has lead to greater connectivity and complexity producing a multitude of potential threats, adversaries and actors with divergent motivations that are not limited to simple political theories. Canada and its allies are being and will be challenged by the activities of malignant non-state actors, such as trans-national criminal organizations, terrorist groups and religious extremists 1[]
. Such activities will often be insurgent in nature perhaps in the traditional sense or perhaps with goals centred on group survival and wealth gain rather than seizing governance of territory. As such Canada and NATO are likely to continue to be involved in counter-insurgency (COIN) context missions. COIN context operations require assessing the political and social architecture of the operational environment, from both friendly and adversary perspectives. Deemed essential to successful COIN operations is an understanding of the political, military, tribal, religious, patronage, and other networks that are the backbone of decision-making and control in a society where the insurgents are part of a larger community. Based on these needs, DRDC Valcartier has recently undertaken an Applied Research Projects (ARP) entitled “Social Network Analysis in Counter-Insurgency" (SNAC). The SNAC project is considering social media (SM), and in particular the subset of social networking (SN) tools, as some of the technologies enabling the analysis and sense-making of the social media related to insurgencies and COIN.
Kaplan and Haenlein 2[]
, define social media as “a group of Internet-based applications that build on the ideological and technological foundations of Web 2.0, and that allow the creation and exchange of user-generated content” and social networking sites as “applications that enable users to connect by creating personal information profiles, inviting friends and colleagues to have access to those profiles, and sending e-mails and instant messages between each other.”

The paper first will describe the connection between Social Network Analysis (SNA) and social networking technologies.  Next we examine SM in the context of a disruptive technology. The context of this research, insurgency and counter-insurgency, is described then the paper expands on the underlying study about social media. It describes the objectives of the study, the methodology as well as two proposed analysis models.  First we propose a model for the identification of social media of interest to the insurgents and second a model for a future characterization of the technologies within those categories. Finally, the paper engages discussions around the research and its initial results.

2.0
SNA and Social networking
The main objective of the SNAC project is to investigate SNA techniques, methodologies, and tools in order to enhance the Canadian Forces intelligence analysis capability and enable sense-making based on SNA results in COIN context operations. The extent to which commanders, through their intelligence analysts, are able to identify, analyse and understand the various networks associated with an insurgency, may well determine the success of COIN context operations, such as influence operations, and can provide high-pay-off for the mission success. SNA is a powerful technique allowing the analyst to identify and portray the details of a network structure and reveal how an insurgency’s networked organization behaves and how that connectivity affects its behaviour. More specifically, it allows intelligence analysts to assess: 

· the network’s design; 

· how its members may or may not act autonomously; 

· where the leadership resides or how it is distributed among members; and 

· how hierarchical dynamics may mix or not mix with network dynamics.

From an analysis perspective, social networks are structures made up of individuals (or organizations) called "vertices", which are tied (connected) by one or more specific types of interdependency called “edges”, such as friendship, kinship, common interest, financial exchange, line of command, sexual relationships, or relationships of beliefs, knowledge or prestige. Empirical research 
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 in a number of academic fields has shown that social networks operate on many levels, from families up to the level of nations, and play a critical role in determining the way problems are solved, organizations are run, and the degree to which individuals succeed in achieving their goals. It is the relationships and the patterns formed by the relationships (edges) that is analyzed using SNA 8[]
. In addition, insurgent networks are part of the larger local community7[]
. A SNA approach permits a more complete understanding of such communities as well as how the network based “enemy” systems behave within them.
As depicted in Figure 1, the SNAC research project is articulated around intelligence issues emerging from operations taking place in a COIN context. Specific issues combined with an understanding of the desired effects, permit analysts to identify more precisely the social networks of interest and the analysis to be performed on them. The data, collected in an automated or semi-automated way, permits the representation of the social network of interest and allows discovery of significant features that in turn leads to deeper analysis as needed. The overall results of the SNA enhances the sense-making process of the intelligence analyst regarding potential threats, enables efficient smart targeting, and identification of additional networks requiring further intelligence analysis.
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Figure 1: The Social Network Analysis in Counter-Insurgency research framework.
Within this research context, it is recognized that collecting data on insurgent networks is not trivial due mostly to their covert nature 9[]
 but also due to legal reasons (discussed below). While some of the required data are extracted from different intelligence sources available to the analysts, other additional data pertaining to the insurgent networks and the larger community they belong to, can be collected from some of the social media as for instance SN technologies.
The development of social networks has been an inherent part of human society since the dawn of Man, however SNA was difficult due to the complexity of gathering reliable and sufficient data 3[]
 and, until recently, limitations with statistical methods for quantifying large networks 10[]
. The growth of the Internet over the past 20 years has given rise to an era of human interconnection like no other and with it access to unimaginable data. For example, Facebook, launched in February 2004, has more than 500 million active users as of January 2011; that is about 1 in 13 people in the world 11[]
.  More recently micro-blogging sites like Twitter 12[]
 combined with the ubiquitous nature of mobile communication and computing devices
 have fuelled an explosion of new access capabilities furthering the ease of use and leading to an exponential growth in data 14[]
.
While the majority of site users are ordinary folk benefiting from an ability to stay close to family and friends, there is also a darker side to these capabilities
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. Insurgent and criminal groups now have new and powerful tools for sympathy, support, funding or also recruitment. Using them, they are able to find anonymity, privacy, and even protection from the law in some cases. If the SN tools reveal themselves as a powerful tool for the insurgents, in turn, they could also be used in order to counter insurgency. Notwithstanding some of very important legal issues faced by many nations, it is this use of SN  technologies and tools when placed in the specific context of countering insurgencies that is of interest in the SNAC research and more specifically with this specific piece of research conducted on SN technologies.

3.0
Social Media as a disruptive technology
This research considers the SM (and by extension SN) technologies as a very powerful tool for the insurgents or for NATO forces countering insurgency.  We believe that a case can be made to consider SM technologies as a disruptive technology. In order to claim such, one must first assess the meaning of the concept of disruptive technology along with the characteristics of disruptive technologies per se. Neither the concept nor the characteristics are commonly understood or homogeneously described in the literature. The concept of “disruptive technology” was first introduced by Bower and Christensen 15[]
. It can be claimed that their definition has very much a managerial and marketing standpoint but, nevertheless, it was the first definition proposed. They describe a disruptive technology as one that, while providing different values from the mainstream technologies, is somehow inferior to them and hence less attractive to the main customer market. They identify two major characteristics of disruptive technologies: “first they typically present a different package of performance attributes - ones that, at least at the outset, are not valued by existing customers; Second, the performance attributes that existing customers do value improve at such a rapid rate that the new technology can later invade those established markets.”  Further, the authors specify that it is only at this point that the mainstream customers will want the technology. Unfortunately for the established suppliers, by then it is often too late: the pioneers of the new technology dominate the market.”

An additional challenge in defining the concept of disruptive technologies is, in our case, to place it in a defence context. Once positioned in this context, the definition of what is a “military disruptive technology” is potentially different. Mitchell 16[]
 claims that the definition of a disruptive technology in a military context must be modified because of the differences based on the strategic, operational and tactical impact that the disruptive technology will have when employed against the United States. In his as well as in Shaffer’s terms 17[]
 for defence systems, lower cost and lower initial performances as stated by Bower and Christensen 15[]
 do not matter. For the purpose of our research, we will retain that what matters is the radical nature of the change along with the fact that the usage could lead to a military advantage.
Further defining disruptive technologies and their characteristics, the committee on Forecasting Future Disruptive Technologies from the National Academy Press (NAP) 18[]
 identified a number of elements. They recognized that disruptive technologies for the defence domain can emerge from the public domain and they identify two categories of disruptive technologies. The first category “displaces an incumbent technology in a phase transition, during which users adopt the new technology over a period of time.”  The second category “creates a new market or capability where none had previously existed” and in this case cites the personal computers as one such example. The NAP also identifies several attributes characterizing the emergence of many disruptive technologies. The first attribute pertains to a “discontinuity when a key factor is plotted against time. The key factor could be performance, cost, reliability, adoption rate, or any of a number of characteristics that commonly describe a technology. The discontinuity may be related to a new application area and not to a change in the technology itself. Bringing an established technology into a new application can be disruptive within that application even when the technology itself is well worn”. A second attribute relates to the impact of the disruptive technology on other technologies. It is not sufficient for the application to be incidental; it needs to be impactful. The third attribute is the convergence of more than a single discipline when a crossover technology is born. And finally, the NAP refers to an attribute related to the corporate vision to support change rather than feeling threaten by it. This last component is also important in a defence domain when having to internally embrace a disruptive technology. In this last case, the perceived threat of the disruptive technology when used by the adversary catalyses the willingness friendly forces to familiarize themselves with the technology.  An Improvised Explosive Device is a good example. From these observations, the committee 18[]
 concluded that when having to assess the disruptive influence of a technology one should consider if the technology:

· “Delivers a capability at a previously unavailable level, which may create disruptive forces;

· Combines with other technologies to create synergies, which may also be disruptive;

· Evolves from the nexus of seemingly unrelated technologies;

· Disrupts a workforce, society, or the economy when combined with multiple existing technologies;

· Generates products with new performance attributes that may not previously have been valued by existing end users;

· Requires users to significantly change their behaviour to take advantage of it;

· Changes the usual product and technology paradigms to offer a competitive edge;

· Exponentially improves the value received by the user;

· Creates industry growth through penetration or creates entirely new industries through the introduction of goods and services (if it is dramatically cheaper, better, and more convenient); or

· Becomes mainstream to a region, a country, or a community.”

4.0
Insurgency and Counter-Insurgency Intelligence Aspects
Some clarification around the concepts of insurgency, insurgents, as well as counter insurgency is required.  As was mentioned, the Canadian Forces and its allies are increasingly being involved in so called “Irregular Warfare”. While this type of warfare has been around for millennia, we have only recently, in perhaps the last fifty years, started to see an emerging vocabulary in terms of “irregular warfare”, “asymmetric threat”, or “counter-insurgency”. This section does not intend to delve into defining precise descriptions of those terms but rather to contextualize them in order to understand the objectives pursued by the SNAC research project.
In 2007, the US Department of Defense (DoD) clearly started to use the following definition of “Irregular Warfare (IW)”:

A violent struggle among state and non-state actors for legitimacy and influence over the relevant populations. IW favors indirect and asymmetric approaches, though it may employ the full range of military and other capacities, in order to erode an adversary’s power, influence, and will. It is inherently a protracted struggle that will test the resolve of our Nation and our strategic partners 19[]
.

This definition stresses some essential elements; first it refers to asymmetric approaches by opposition to the conventional threats that were known up to the cold war period. Second, and similarly to insurgencies or counter insurgencies, it positions the importance of gaining local population support as the central objective of such warfare. Finally, it integrates the threat to our country (in this case actually the United States) as well as to partners. The Canadian Forces Counter-Insurgency doctrine 20[]
 defines insurgency as being “a part of a wider set of irregular activities and threats to a secure and stable environment” – or we could say a proposed secure and stable environment. Irregular activity may be defined as: “behaviour that attempts to affect or prevent change through the illegal use, or threat, of violence, conducted by ideologically or criminally motivated non-regular forces, groups or individuals, as a challenge to authority”. Within this context, the insurgents will search to acquire the support from the population and in parallel will potentially conduct criminal activities directed against the government in place or else instances supporting the government.
Since the proliferation of operations taking place in a COIN context, the term counter-insurgency was employed to refer to situations where NATO forces were asked to intervene in support of a government in place, as it is the case with Afghanistan. The Canadian Forces (CF) and the allies were required to further develop corresponding strategies and doctrines to deal with the situation adequately. For instance, in 2006 the US ARMY 21[]
 developed and published a Counter-Insurgency Manual  along with the proposed Counter-Insurgency tactics 22[]
 in 2009. In the mean time, the CF established its counter-insurgency doctrine 20[]
 in 2008. This standpoint still pertains to the research being conducted here. Nevertheless, the latest developments, and in some cases insurgencies, taking place in North Africa, require thinking about the larger conceptualization of counter-insurgency. For example, in the recent case of Libya, the situation remains an insurgency as well as a counter-insurgency conducted by the government in place, however the role of the coalition forces has evolved. While the coalition forces will not perform counter-insurgency activities they will still be required to understand such context. While this paper uses some of specific examples taken from recent North Africa events it is mostly with respect to the usage of SN technologies per se rather than the insurgency or COIN context.  Notwithstanding, the use of multiple SM technologies by the populations in recent events did point out the requirement to expand the scope of this research from just focussing on SN to now look at SM overall.
In conventional warfare, opponents are most often a known entity and warfare is usually conducted within the bounds of established doctrine. However, there have also been many conflicts where established tenets of warfare have been eschewed in favour of a much less structured approach – typical examples include terrorism, guerrilla warfare, and insurgency. Such conflicts are referred to as being “asymmetrical” and it is normal for at least one of the protagonists not to be military in nature. When this is the case, identifying your opponents and understanding what their intentions are becomes exponentially more difficult. Regardless of the insurgents’ identity and purpose, there is a planning cycle that can be applied to asymmetrical warfare. As illustrated in Figure 2
, insurgent activities can be grouped into at least four distinct phases. 
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Figure 2: Insurgency activities cycle.
These represent activities that insurgent groups must undertake if they are to conduct those actions necessary to achieve their objectives. Moreover, these phases and activities are not unique, but are typical of those undertaken by any group involved in organizing and executing operations. Intelligence efforts are typically aimed at identifying activities in each of these phases, and their associated key indicators, to develop a series of “signatures” that point to the group’s intentions. This in turn may point toward potential insurgent targets and what stage they are at in preparing to act. Nevertheless, it should be noted that while broadly similar in intent, these indicators and signatures may vary substantially from group to group and by region/country. 
Intelligence officers with knowledge of specific insurgents typically pay particular attention to what non-optional things the insurgents must do if their operation is to be effective. These are usually expressed as key indicators and signatures. Once these are defined, it can be used to support those essential elements of information that authorities require in order to counter insurgency activities. This is achieved through a range of intelligence collection and analysis activities, including source development and targeting. Ongoing collection, collation and analysis is aimed at detecting the presence, extent, and changes to these indicators and signatures, all of which may be used to determine what insurgent groups are doing, how ready they are to act, and where and when those acts may occur. This is another application of a long-established intelligence process called Indications & Warning (I&W) intelligence and it is a potentially valuable tool in counter-insurgency operations.  
It is always an incessant race between the detectors and the detected - once insurgent groups come to understand that certain things they are doing are being exploited, they will inevitably change them. Fortunately it is not necessary, nor usually prudent, to wait until the ACT phase. Counter-insurgency infiltration is usually undertaken in the ORGANIZE and RECRUIT phases, while counter-insurgency forces will often try to subvert attacks by shaping and diverting during the PLAN phase.

While this study focuses on electronic means, many of the collaboration and coordination tools used by insurgent groups are often “old school” non-electronic means, or likely a combination of the two. This poses additional challenges to the monitoring and analysis of insurgent communications. It should also be noted that by their nature, certain insurgent activities must be less covert if they are to be effective. Recruiting and the extension of influence are two such examples. Others such as planning and operational coordination, on the other hand, may be conducted discreetly to avoid interference by authorities.  However, with the power of mass media communications, now in the hands of individuals through the combination of tools such as mobile phones linked to Twitter and Facebook, the world is suddenly privy to the intimate happening in once closed societies.  Oppressive and violent acts by dictators are now posted online for the world to see. This begs us to question the role of covert operations by insurgents in certain forms of insurgency such as popular uprising for political change.

5.0
Social media ranking study
5.1
Objectives

As previously mentioned above, one of the SNAC project activities is to leverage the social networking technologies in order to enhance the analysis capability of social media use by insurgents.  This research was exploratory in nature and designed to help us focus on technologies of interest.  In order to perform such an analysis, the objectives of the research were to:

· evaluate the potential use of SN technologies by insurgents; and

· evaluate the potential use of SN technologies by CF/NATO for intelligence purposes to counter insurgency.

The leading questions of this research were to: 

· define social media and the limits of the field of interest;

· propose a taxonomy of the different categories of social networking technologies/tools using the Figure 3 as a basis.
On the World Wide Web, there is a plethora of social media including many social networking technologies 23[]
.  Recent events in Tunisia, Egypt and other Middle East countries have further highlighted the disruptive effect (at least for the previous powers) of social media and their networking capabilities.  As was stated, these well-publicized and dramatic events made us realise the need to expand our research scope to look at the larger basket of SM, not just SN. Hence, this study looked at Social Medial sites that corresponded to the 22 categories found in Figure 3, 24[]
.  All the research was done between February 2nd and 9th 2011, so our findings represent a picture of the SM technology at that time.
Further, while many social media started out specializing in a particular aspect of user participation for example posting of photos, bookmarks, or video sharing, most sites have increased their scope and offer multiple capabilities that often include direct linkages to social networking and streaming feeds.  Hence the lines of categorization are not as clear as depicted in Figure 3. To illustrate, Flickr, a photo sharing website, has evolved from a chat room with real-time photo exchange to now include tagging, tag clouds, mail, and integration with Facebook and Twitter. 
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Figure 3 : Brian Solis, & JESS3, 24[]
,The conversation prism representation.
5.2
An Insurgent Adoption Model of Social Media
In order to identify which SM tools are more likely to be used by insurgents, we need to understand what motivates the insurgents to use the tools and what make them using one tool instead of (or more than) another. To do so and in order to model the insurgent adoption of SM tools, we revisit the theoretical models and research developed in Information Systems (IS) to study how and why individuals adopt new information technologies, systems, or applications. IS researchers have developed several theoretical models to explain user acceptance and adoption of emerging technologies. Based on the Theory of Reasoned Action by Fishbein and Ajzen 25[]
, one of the first and most widely used and accepted models is the Technology Acceptance Model (TAM) proposed by Davis 26[]
. The TAM model and its augmented and modified models (TAM 2 by 27[]
), explain users’ adoption of technology by predicting their intentions based on perceived usefulness and perceived ease of use. During the last two decades, studies have been conducted to validate and update the TAM model and it is considered the basis to determine user adoption of novel technologies.

We propose an insurgent adoption model of SM tools, Figure 5, based on the modified TAM 26[]
. In order to build such a model, existing TAM studies on collaboration, cooperation, and communication technologies, systems, and applications such as instant messaging, web-based collaboration systems and online games have been taken into account 
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Figure 4: An insurgent adoption model of social media tools.
Overall, the adoption model we propose in this paper considers that the adoption of SM tools by insurgents will depend on both the insurgent intention for using SM tools and on the facilitating conditions. The absence of the facilitating conditions such as the needed resources (e.g. internet connection, sufficient bandwidth, etc.) could present a barrier that hampers the use of SM tools. On the other hand, the insurgent intention for using SM tools has three determinants: the perceived usefulness, the perceived ease-of-use and the perceived risk. In fact, the insurgent will intend to use or not a SM tool if they perceive the tool as useful for their activities, ease to be used and not presenting a major risk for them.  More specifically:
· Perceived usefulness is the degree to which the insurgent believes that the use of the SM tool will support the activities they are planning to do. Height criteria considered for the evaluation of social media categories apply here to measure the usefulness from the insurgent point of view: support to recruiting, support to training, support to information gathering, support to planning, support to operational coordination, support to financing, support to external communication, and the increase of influence/sympathy. 
· Perceived ease of use has to do with the insurgent’s belief that the use of the SM tool will be free of effort or worth the effort relative to other options.
· Perceived risk is the degree to which the insurgent believes that the use of the SM tools could be hazardous for them. Risk is strongly related to the degree to which the insurgent trust the tool. Three dimensions have been considered: the risk for insurgent to being detected and/or located, the risk for insurgent to being countered and the ownership of the tool (country of origin).

In the following sub-sections, we rank the different social media tools according to their likelihood of being useful for insurgents’ activities. Among the variables of the model proposed in Figure 4, our study focuses on the perceived usefulness of the tool. Future research work will perform more in-depth analysis of the social media tools considering the other variables proposed by the model as the perceived ease of use, the perceived risk for insurgent and the facilitating conditions.
5.3
Methodology
A World Wide Web search was conducted to identify SM technologies and the applicability of the categorization as per Figure 3.  Once the categories were determined, an analysis was conducted by our military intelligence expert
 to determine which categories were most likely to be used by insurgents.  In order to perform this, the following areas were selected: 

· Sympathy and influence;

· Financing;

· Recruiting; 

· Training;

· Information gathering/Reconnaissance;

· Planning;

· Operational coordination; and 

· External communication. 
These 8 areas can be understood against the four distinct phases of insurgent activities Figure 5 express through the insurgency planning cycle depicted in Figure 2 (Insurgent Wheel) of the previous section.
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Figure 5: Insurgents activities of interest and the areas of investigations.
Upon determining that 20 applicable categories existed, each was assigned a usage potential value as follows:
· HIGH (5)– Insurgent use is highly probable. This category is likely to be an important factor in their planning and execution of all activities;

· MEDIUM (3) – Insurgent use is possible. This category may be a factor in the planning and execution of some activities; and

· LOW (1) – Insurgent use to any measurable extent is unlikely. It is unlikely to play a significant role in any activities. 

· N (0) – No insurgent use.

5.4
Results
During the categorization, Business Networks, Boards/Forums and Genealogy
 were added as categories by the military expert.  By assigning scores to each category as described above, Table 1 shows the rank order of social media categories, their importance in the four insurgent wheel phases as well as the specific areas of potential insurgent usage as determined by our military intelligence expert.
Table 1: Weighted ranking of social media categories.
	Insurgent Wheel Phase
	Organize
	Recruit
	Plan
	Act
	

	Social Media

Category
	Sympathy & Influence
	Financing
	Recruiting
	Training
	Info Gathering/Recce
	Planning
	Operational Coordination
	External Communiqué’s
	Weighted sum
	Ranking

	Social Networking
	5
	5
	5
	1
	1
	1
	1
	0
	2.375
	1

	Video
	5
	0
	5
	1
	1
	0
	0
	5
	2.125
	2

	Blog Platform
	5
	1
	3
	1
	1
	1
	3
	1
	2
	3

	Blog /Conversation
	5
	1
	3
	1
	0
	1
	3
	1
	1.875
	4

	Lifestreams
	1
	3
	1
	1
	1
	3
	3
	1
	1.75
	5

	Livecasting
	5
	0
	1
	0
	0
	1
	0
	5
	1.5
	6

	Boards/Forums
	3
	0
	3
	1
	1
	1
	1
	1
	1.375
	7

	Business Network
	1
	5
	1
	0
	3
	1
	0
	0
	1.375
	7

	Blog Communities
	1
	1
	3
	1
	3
	0
	0
	0
	1.125
	9

	Document/Contents
	3
	0
	1
	1
	0
	0
	0
	3
	1
	10

	Wiki
	3
	0
	1
	1
	1
	1
	0
	0
	0.875
	11

	Location
	0
	0
	0
	1
	3
	1
	1
	0
	0.75
	12

	Niche Working
	0
	0
	0
	0
	0
	3
	3
	0
	0.75
	12

	Geneology
	0
	0
	1
	0
	3
	0
	0
	0
	0.5
	14

	Pictures
	1
	0
	0
	0
	0
	1
	1
	0
	0.375
	15

	Events
	1
	0
	0
	0
	0
	1
	0
	0
	0.25
	16

	Music
	1
	0
	0
	0
	0
	0
	0
	0
	0.125
	17

	Comment & Reputation
	1
	0
	0
	0
	0
	0
	0
	0
	0.125
	17

	Crowdsourced Content
	1
	0
	0
	0
	0
	0
	0
	0
	0.125
	19

	Social Client Relations Management
	0
	0
	0
	0
	0
	1
	0
	0
	0.125
	19


In addition, potential usage of social media by insurgents can be ordered into insurgent wheel activities as shown in the first row of Table 1.  However, activities can overlap, and hence this should not be taken as an absolute classification.  Table 2 provides greater details on potential insurgent use of social media.  The original analysis was done with the notion that insurgents would desire to remain covert to the greatest extent possible.
Table 2: Describes the potential use by insurgent of the ranked social media categories
.
	Rank
	Social Media
Category
	Comments on usage by insurgents

	1
	Social Networking 
	Most likely to be used (if at all) as a recruiting and community "bonding" tool.
Use for operational purposes is less likely and would require covert practises (not an ideal environment for this).

	2
	Video
	Primary potential is for propaganda and recruiting purposes. May also be used as a means to release statements to the internet at large, although there are better forums for this.

	3
	Blog Platforms
	Can be used to create tailored blog sites and optimized environments to support propaganda, recruiting and fund raising.
Can also be used overtly to promote/manage lawful activities such as protests and rallies, as well as to covertly trigger/coordinate violent or unlawful activities by means of coded messages or preassigned codewords.

	4
	Blogs / conversations 
	Propaganda, Influence and Recruiting: Low key, employing 'soft sell' approach to appeal to disaffected persons that could be potential recruits.  Use for Operational purposes would be in a covert context and would probably involve pre-assigned codewords or phrases.

	5
	Lifestreams
	Could be used overtly to promote/manage/coordinate lawful activities such as protests and rallies, as well as to covertly trigger/coordinate violent or unlawful activities by means of coded messages or preassigned codewords.

	6
	Livecasting
	High potential for use for propaganda purposes and to stimulate recruiting and fund raising. Overt in nature. Ability to cross propagate to mobile devices enhances the dynamic distribution potential (e.g. 'going viral').

	7
	Boards / Forums
	Propaganda, Influence and Recruiting: Low key, employing 'soft sell' approach to appeal to disaffected persons that could be potential recruits.
Use for Operational purposes would be in a covert context and would probably involve pre-assigned codewords or phrases.

	7
	Business Networks
	Insurgents may use this to conduct/coordinate fund-raising and money transfer activities.
In another context, insurgents may use these forums to gather intelligence on businesses involved in their areas and activities of interest.

	9
	Blog Communities 

	Used to identify sources of recruits, or sympathetic individuals, based upon their blogs and social profile. 
May also be used to gather/compile intelligence info from blogs by security/military forces or their families.

	10
	Documents / Contents
	Could be used to publish documents favourable to the insurgent cause.

	11
	Wiki
	Propaganda, Influence and Recruiting: Low key, employing 'soft sell' approach to appeal to disaffected persons that could be potential recruits.
Documents acquired/distributed at venues such as wikileaks are a potential goldmine for insurgent groups. Although the info may be dated, they reveal operating methods and capabilities, as well as (potentially) personnel or units involved.
Use for Operational purposes would be in a covert context and would probably involve pre-assigned codewords or phrases.

	12
	Location
	Overt use would be in information gathering and dissemination of key landmark data.
As in many of the other social networking sites, use in a covert context to coordinate operations would probably involve pre-assigned codewords or phrases.

	12
	Niche Networking
	Some potential to establish and coordinate insurgent group activities, but very conditional and unlikely.

	14
	Geneology
	Use unlikely.

	15
	Pictures
	The use of images for propaganda purposes is more likely to be focused on dynamic video sites such Youtube (e.g. the video of the killing of the Iranian female protester last year).
However, the posting of images to less visible image sharing forums could be used as a means to pass discreet messages and coordinate covert ops. 

	16
	Events
	Could be used overtly to coordinate  rallies, demonstrations, protests, etc.

	17
	Music
	Use of this vehicle is unlikely. However, it is possible that covert activities could be coordinated/triggered by the posting of certain music and/or lyrics. The broadcast of certain songs was used for this purpose in WWII.

	17
	Comment & Reputation
	Unlikely, unless to avoid surveillance and detection efforts directed against more appropriate means.

	18
	Crowdsourced Content
	Use would be fairly narrow and may be confined to dynamic scoring to determine what public messages are receiving the most favourable reaction and sympathy.

	19
	SCRM
	Use unlikely.


6.0
Discussion
6.1
Social Media as a Disruptive Technology
Can we say that SM/SN is disruptive technology? Using the Bower and Christensen 15[]
 concept of a disruptive technology, we can say that social media is replacing conventional media such as newspapers and broadcast news programs.  It can be argued that initially, and still by many, social media were consider inferior due to the lack of editorial review – “anyone can say anything they want and call it news”.  However, today we see the use of social media by the major news organizations (albeit with the caveat that the “report or video” has not been confirmed). Hence, we have seen an invasion of the established news market.  From this civilian point of view, we can say that social media are disruptive.  Now the question is whether or not such a disruptive technology applies and influences the military case?

For this we need to consider the use of SM as a means to collect data for use in intelligence and we will use some of the characteristics from the committee on Forecasting Future Disruptive Technologies from the National Academy Press 18[]
:

· “Delivers a capability at a previously unavailable level, which may create disruptive forces”; Social Media does not seem to be replacing an incumbent technology, however it is gaining momentum to becoming an unavoidable source of information – particularly in helping to determine the pulse of the population, which is of high importance in a counter-insurgency context. However, social networking clearly “delivers a capability at previously unavailable levels”.  It is this very notion that has allowed the passing of information and the mobilization of populations in the events of North Africa in 2010/2011.  This network effect is exponential.

· “Disrupts a workforce, society, or the economy when combined with multiple existing technologies”; Such a disruptive effect is a phenomenon we have seen over the past 5 years with user photos (Abu Ghraib prison), wiki-leaks, Youtube, and iTunes.

· “Requires users to significantly change their behaviour to take advantage of it”; and “changes the usual product and technology paradigms to offer a competitive edge”; Social media users have changed the paradigm for a new-consumer to a new-prosumer – one that both consumers and produces.  In the process users have had to learn to express what was once private.  This “requires users to significantly change their behaviour”.

· “Creates industry growth through penetration or creates entirely new industries through the introduction of goods and services (if it is dramatically cheaper, better, and more convenient)”; Social media has “created entirely new industries through the introduction of goods and services”.  iTunes and the huge number of “apps”, and more specifically “Apps for the Army
”, are good examples.  

It is evident that social media and its subcomponent social networking display many of the characteristics used by the National Academy Press.  Hence, we can conclude that we are indeed dealing with a disruptive technology in both the civilian and military domains. In the military domain, the latest events in North Africa are probably one of the major demonstrations of the disruptive effect of the social media/social networking technologies.  The power of the network, when a government is attempting to hamper the usage of these technologies, cannot be circumvented. A network only requires a small numbers of nodes to be connected back to the outside world to re-connect the entire network.

6.2
What are the Technology Categories of Interest to the Insurgents and for What Reasons?
While we initially targeted SN, it soon became evident that the larger scope of SM would be required in order to be comprehensive.  However, the results show that SN stands out as a category of significant interest in this context. The results of our study, see table 1, show that 6 social media technologies have high potential for use by insurgents in the areas of sympathy and influence, financing, recruiting, and external communications.  Another 9 have medium potential in additional areas like information gathering, operational coordination and planning.  Interestingly, none of the social networking technologies examined has better than a low potential for training purposes.  The phase of “Organize” on the insurgent wheel has the most number of probable social media categories available for use and social networking was ranked as high in both activities in this phase.  
Video is the most diverse category scoring 5 in the “Organize”, “Recruit”, and “Act” phases.  It would be used for influencing population sympathy, helping to recruit and for promoting the cause after acts have been committed.  Livecasting, similar to video, was also scored high in the same areas except for recruiting.

The best represented insurgent activity was the sympathy and Influence with 8 social media categories.  This was followed by recruiting with 6 applicable categories.  Again, training did not score above 1 and overall the “Plan” phase was least populated by viable social media categories.  
Subversive organizations are in fact a social group, differing only from benign and legitimate groups in terms of intent and the fact that at least a portion of their activities are unlawful and therefore necessarily covert.

The following are examples of the types of collaboration and ‘networking’ typically employed by legitimate cultural and social groups in western countries. There is no suggestion that insurgency is associated in any way with such groups, however it is a demonstration of the breadth and depth of collaboration means that can be employed, not all of which are digital/electronic. It also should be noted that not all of these means are available in the type of states in which insurgency is currently prevalent (e.g. Iraq, Afghanistan, etc.) – on the other hand each such country may have additional means other than those listed below:

· Email lists (manually maintained);

· Automated/facilitated mailing lists (e.g. Yahoo lists);

· Facebook type social networking;

· Selected or purpose-oriented websites which may include a ‘bulletin board’ posting capability;

· Twitter;

· Wireless SMS texting;

· Ethnic or politically oriented broadcast media (TV or radio);

· Religious institutes and their affiliated educational and social networking means;

· Telephone call-up lists (fan-outs);

· Messengers;

· Flyers;

· Bulletin boards in culturally or regionally specific outlets such as specialty food stores, markets, etc;

· Newslines (phone in and post voice messages);

· “Friendship” societies or clubs; and

· Specific social venues.

6.3
Implications for Counter Insurgency Operations
Recognizing changing circumstances is both an intellectual and intelligence challenge.  This is part of the art of war.   The intelligence system must be attuned to, and look for, indications of changes in the environment, and commanders and staffs must be able to interpret the key indicators that demonstrate a shift is taking place.  Since insurgencies spring from dissatisfaction with a social structure or government policies, social media technologies will play a significant role in monitoring indications of change.  Each insurgency will have its own set of causes, aims and desired end-state.  While insurgency based on religious ideology may be the most difficult to resolve with Western aid, insurgencies that stem from unresolved real or perceived grievances or through a particular group’s desire to gain power seem more manageable – at least to a certain extent.  In these latter cases, monitoring of social media will provide information on where governments have failed to address or satisfy the basic need of their populous.  More and more today, people will discuss, online, their lack of the basic essentials for a stable life, an irresponsible government, religious oppression, and economic troubles.

Insurgent capabilities have exponentially increased with the availability of sophisticated but inexpensive information technologies that enable the exploitation of mass media to convey their message, propaganda, threat and capabilities to a large audience.  Insurgents seek support internally and externally, and they often conceal fund raising campaigns behind facades of charitable or political organizations 20[]
. Hence, social networking provides a number of advantages to insurgent groups, including:

· The ability to communicate in near real-time and maximize participation; 

· The ability to reach broad audiences. Even if one only hopes to influence 1-in-a-1000 people reached, if one can promulgate a message to 3 million people, then there is the chance to influenced 30,000 people for the cause; 

· The ability to react and coordinate activities dynamically across long distances and for many people; and

· The ability to hide in "the Internet crowd" in plain view. The use of electronic media rather than in-person actions provides some degree of anonymity for insurgent organizers and is much more difficult for authorities to ‘shut down.’

While the seemingly unstructured nature of insurgent groups would seem to defy data capture and analysis, our results point to the following factors that can be exploited: 

· Perhaps the most significant finding of this study is that the “Organize” phase has the most number of social media categories available for use.  Placing emphasis and resources on this phase makes sense as this is the best place to intervene in a potential insurgency.  

· Social networking has the greatest potential for discovering insurgent organizations in the early phases; hence Social Network Analysis could play a critical role in uncovering developing insurgencies.  SNA is not trivial and requires dedicated teams and comprehensive training.  Further, it is expected that continual or high frequency monitoring would be required to understand the networks, however further study is required in this area.

· Based on our results, training will most likely require a physical location depending on the nature of the training.  This provides a tangible entity that can be located using traditional intelligence gathering methods.  Of course certain insurgent activities could be trained online.  Further investigation is required.

· In addition to social networks, monitoring of Blogs, Livecasting, Streams, and Business Networks (for funding), is recommended.

· Insurgents can cross international borders and may establish bases in a sympathetic country or in states with weak governments.  Hence, when assessing the technological capabilities of countries of interest, one must not only look at the country in which an insurgency is occurring but must also look to surrounding countries and assess their SM capabilities.

· As described by the insurgent wheel there are certain critical activities insurgents must undertake if they are to be successful in achieving their aims. How they conduct these activities may vary, but the fact they must be conducted remains constant. Moreover, as the group becomes larger and their objectives become larger in scale, these activities are likely to become more structured and involve more people. As a result, these activities will also become more vulnerable to detection and pattern-based analysis.

· It should also be noted that many insurgent groups are well aware of the ability of intelligence agencies to monitor electronic devices and networks. Therefore, these groups may try to mask their use of electronic communications via encryption (itself an indicator) or steganography, and also use additional non-electronic networking means on at least an alternative basis. However, certain insurgent activities must be less covert if they are to be effective. Recruiting and the extension of influence are two such examples. Others, such as planning and operational coordination tend to be covert by nature.

The following sub-sections constitute three options for countering insurgent operations through their use of social networks (there are undoubtedly others).
6.4
Intelligence Support to Counter-Insurgency Operations
Intelligence exploitation of insurgent use of social networking may provide authorities with the information they need to conduct effective counter-insurgency operations as detailed in the following two examples:
· Critical Time Disruption - In this option, insurgents are channelled to become dependent upon certain forms of social media for the coordination and effective conduct of their operations. Instead of prolonged outright denial of access to social networking (which would inevitably result in the insurgents developing alternatives that may be beyond the control or authorities), authorities attempt to disrupt social media at specific critical times causing confusion, loss of coordination and control, and ultimately failure of the insurgent objectives. This option is highly problematic, as it presumes a level of control over social media that is seldom enjoyed by authorities. Certainly, when governments experiencing insurgency problems have tried to compel service providers to withdraw or block services, those efforts were met with little if any success. As was seen during the 2011 upheaval in Egypt, information leakage was widespread despite continued government attempts to apply controls (in fact, the face of Egypt’s ousting of the Mubarak regime, Wael Ghonim, has praised social networking services such as Facebook, crediting them directly for their success).

· Covert Manipulation - This is the social networking equivalent of traditional warfare techniques of psychological operations (“psyops”), disinformation, spoofing, and deception. It can be used to plant seeds of doubt, generate mistrust, and eventually breakdown the esprit and cohesiveness of insurgent social groups. Done well it can be highly effective; however, it requires sophistication, skill and an intimate knowledge of the insurgent psyche. Done poorly it can backfire, becoming an embarrassing source of ridicule, encouraging the insurgents at the expense of the authorities. If it is to be done at all, a detailed knowledge of the insurgent use of social media, their methods, habits and terminology, is absolutely critical.

Insurgent use of emerging social networking technology will be extremely difficult to predict with any accuracy.  Insurgency groups in Afghanistan, as an example, would have very different technology adoption patterns than in other global regions where modern technology is more entrenched.  This notion could be seen through the different use of technologies between Egypt and Libya in the popular uprisings of early 2011. Notwithstanding this, social networking technologies have in the past been used by both insurgent and terrorist groups, and it is expected that subject to the factors discussed in the “insurgent use of SM tools model” local infrastructure limitations, this trend will continue to grow for the future. 

6.5
Identifying New Groups through Social Network Profiling
In some cases, authorities may have prior knowledge of groups and will use social network analysis to increase their knowledge of those insurgents.  However, assuming that you have a complete understanding and awareness of all the groups that exist is a very dangerous assumption. In fact, most intelligence analysts agree that, inevitably, the group that you overlooked, or were unaware of, is the one that is likely to pose the greatest risk.

The question remains, how do you look for something that you don’t know exists?  One answer appears to be to employ those homogenic analysis techniques to develop defining characteristics of the insurgent groups that are of interest. These, in turn, are used to develop a generic insurgent group profile. 

Collection resources are tasked against these indicators in a methodical manner, allowing sufficient overlap so as to ensure collateral confirmation. Ideally, the intent should be to ensure that, if active, each key indicator is likely to be detected by at least three independent sources. This means that counter-insurgency forces must be prepared to conduct dynamic collection management, analysis and modelling simultaneously. Social media can be expected to represent prolific sources of such information. The problem will be to cope with the mass of data being presented and have in place the means to analyze and exploit it adequately. It is stressed that this cannot be done manually and it is imperative that automated data-mining and social network analysis tools be developed and optimized before any engagement begins.  The rapidly moving nature of insurgency operations may mean that there is insufficient time to develop such tools and expertise ‘on the fly.’ 

6.6
Jurisdictional Considerations

International law concerning non-consensual access to social networking data and other forms of Internet communications by third parties is limited and what exists is unclear. The mining of publicly posted information is unlikely to be considered prohibited (or even controlled) under any jurisdiction.  The Office of the Privacy Commissioner of Canada 38[]
 specifically notes:

“Protecting privacy in this rapidly transforming online landscape demands agile, creative and effective responses.  The reality is, however, that we have a situation where legislative amendments wind their way through the Parliamentary process at a glacial pace in comparison to the rate at which the world is changing.  A dispute over a point of law can take several years to resolve through the courts.”

In addition, by posting that information to a widely accessible public forum, one cannot claim to have any reasonable expectation of privacy. As a result, if that information can be obtained legally, there are no restrictions on its exploitation, at least within Canada.  Even if the information is not publicly posted
, where both parties in a social networking transaction
 are in a foreign destination, interception of that communication is not likely to be deemed illegal in most third party jurisdictions.  In some instances there are restrictions if one party is within the jurisdiction, in other cases there are no restrictions along as one party is foreign. 

In addition, the Government of Canada has recently tabled legislation
 to further assist in the intercept and investigation of Internet communications. If passed, it will compel Internet and social networking service providers to preserve and provide to specified Government organizations certain records that would assist investigations. Presumably, these investigations could include those related to espionage, terrorism, and any form of insurgency that was deemed to be unlawful (e.g. the violent overthrow of a duly elected government).

6.7
Comments on the Weaknesses of Our Method
While there are some very interesting results from this research, it must be remembered that it was exploratory in nature with the purpose to help focus further research in SNAC.  We used only one expert to categorize and determine relevancy to insurgents. Activities within undertaken within the context of this research will widen the analysis experts to consult in the domain.  In addition, the view that insurgencies must remain covert in the “Plan” and “Act” phases has been challenged lately by events in North Africa.  A thorough review of the consequences of these events added to the influence effect that individually recorded videos and photos can have on support for insurgency need to be considered.  How would a more open approach to insurgency affect the SM categories that require monitoring?  

Pertaining to the SM categories used during the research, an updated version of the conversations prism, Figure 5 was discovered late in the process.  This updated version includes other categories, such as collaboration and virtual worlds, which have high face validity for inclusion for analysis.  As SM is a constantly changing field, ongoing analysis of categories and related technologies will be required.
7.0
Conclusions
Adoption and growth of mobile SM is expected to be particularly rapid in second world and emerging third world countries, as they do not have entrenched social communications legacies to overcome (e.g. wireless devices, etc.). As an example, it is much easier and less expensive to erect wireless network towers and repeaters than it is to lay thousands of miles of land line. It is for precisely this reason that in many instances in emerging countries, conventional telecom services are rare but cellular usage is widespread.  On balance, it can be expected that insurgent groups will continue to use modern technology. The following three examples are offered as cases in point:
· Al Qaeda – Osama bin Laden is well known for having employed mobile (satellite) telephone systems and SMS texting, until it became clear that NATO was exploiting these systems in their attempt to track him down. Notwithstanding this, it is understood that many Al Qaeda activities further abroad still employ wireless communications and (likely) social networking on at least a measured basis;

· Egypt – Famously, the recent popular uprising in Egypt which resulted in President Mubarak being deposed was largely organized and coordinated using TWITTER. The Egyptian government, in particular the police and interior security forces attempted to block TWITTER and other social networking technology, however they were not successful in doing so and it remained a major factor in that event 39[]
; and 

· Libya – Events surrounding the internal uprising in Libya are still unfolding as of April 2011. Libya does not enjoy the same level of technology adoption or infrastructure that was the case in Egypt. However, we are already seeing the use of mobile devices and social networking technology to publicize events occurring in that country and to generate sympathy for the rebel cause. This is especially noteworthy, as the government forces continue to try to impose a media blackout in areas were the unrest is most prevalent.  

While we believe that such technology will overall provide a significant disruptive advantage, there exists specific potential for intelligence analysts, as discussed above, to leverage those technologies in order to counter the advantage.  

Social networking is here to stay. As has been seen by recent events in North Africa and the Middle East, it also represents a very powerful tool for use by legitimate political groups and lawful dissent, as well as those espousing insurgency and insurrection. Thus, social networking is becoming part of the landscape in which the CF may be asked to operate. To do so, Commanders must have tools at their disposal that will allow them to understand and predict all facets of the situation at hand. To that end, the following recommendations are offered:

· Further development – It is important to properly understand all the ramifications of Social Media, and in particular Social Networking, and the impact to military operations, and how it may be exploited. This preliminary paper has just scratched the surface of this subject. We need to better understand the social network environment, including technological, sociological and psychological aspects;

· Further develop behavioural models that accurately depict terrorist and insurgent use of social media, and which will aid predictive analysis;

· Investigate and develop tools to gather, analyze and exploit social networking information (within the bounds of Canadian law, Government policy, and accepted ethical practice) to support projected CF operations and roles;
· Given complex legal restrictions, develop appropriate social networking information sources and methods;

· Develop effective countermeasures to the insurgent (and terrorist) use of social networking; and

· Make recommendations for CF and NATO policies, procedures and processes related to the exploitation of social media.
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� 	This planning cycle is based on the warfare experience of a contracted intelligence expert. However, it should not be a particularly new or starting concept to anyone who has done any amount of intelligence analysis. Insurgency and asymmetrical warfare are not new, of course; dating back to the beginnings of civilization, wherever there was authority, there were those who opposed it.  Over the years, these groups evolved naturally and logically along very parallel lines. Authority and insurgency are invariably forced by circumstance to undertake broadly similar categories of activities in order to achieve their aims. Understanding what those things are is the very simple basis upon which most intelligence analysis is predicated - it's really not rocket science. Even anarchist groups are forced to conform to the reality of their situation and adopt a logical pattern, which in itself is oxymoronic.�Also, to a much lesser extant, it was inspired by the Deming wheel or Deming cycle, which is 'plan-do-check-act'��HYPERLINK "../../../../../AppData/Local/Microsoft/rlecocq/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.Outlook/GLJN74X3/--ESFSECEV-TY3011----------------"��http://en.wikipedia.org/wiki/PDCA�


� 	A military intelligence officer with more than 20 years experience in intelligence analysis, management and training at the strategic, operational and tactical levels, both within Canada and overseas. He has served as a national strategic analyst, a senior theatre-level intelligence analyst, a senior Command staff advisor, the operations officer of the NATO Maritime Intelligence Coordination Centre (NMICC) Atlantic fusion centre in the UK, a battle staff advisor to the US Army four star NATO Theatre Commander in Bosnia, and as the Officer Commanding Intelligence Training for the Canadian Forces Intelligence Branch. He also served as Canada’s military intelligence team chief for the Falklands War, for which he received the Chief of Defence Staff Commendation. He also has significant expertise in Command & Control and operational information fusion.


� During the cold war, geneology was used to find family ties of intelligence agents in order to exert pressure. 


� As determined by the military intelligence expert


� Launched on March 1, A4A is the Army’s first internal application development challenge. In 75 days, 141 Soldiers and Army civilians registered in teams or as individuals to participate in the A4A challenge. By the May 15th deadline, 53 web and mobile applications were developed and submitted. The top five winning apps support physical training, mental health, disaster relief, mapping and recruiting.


	 �HYPERLINK "http://ciog6.army.mil/AppsfortheArmyChallengeBuilds53Appsin75D/tabid/67/Default.aspx"�http://ciog6.army.mil/AppsfortheArmyChallengeBuilds53Appsin75D/tabid/67/Default.aspx�


� The opinions expressed in this section reflect lay opinion based upon preliminary research and should not be considered to represent expert legal advice.


� 	e.g. member-only forums.


� 	The two primary parties in such a transaction may be a user and a social network service site (e.g. TWITTER).


� Bill C-46, An Act to amend the Criminal Code, the Competition Act and the Mutual Legal Assistance in Criminal Matters Act, tabled for first Reading June 18, 2009.
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