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Abstract 

Emerging chemical and biological (CB) threats have assumed a greater significance in the light of events such as the 2001 ‘Amerithrax’ mailings, ricin letter mailings, the Tokyo subway attack and the Rajineeshee cult Salmonella poisonings and many others. As such it is important to survey the development of science and technology areas that may be employed in highly imaginative and unexpected ways to develop substances or methods with the potential to be used in a highly disruptive fashion, and to assess mitigating strategies where appropriate. Classic methods of information surveillance, such as technology watching are inefficient at identifying emerging or ‘parallel’ technologies (‘concepts’) that may give rise to unexpected or unplanned adverse events when used either in isolation or in novel combinations. This failure is in part due to the highly focussed nature of technology watching that inherently filters out wildcards and weak-signals at the margins of the search field. Additionally technology watching is, by its nature, biased or constrained within certain bounds of technological discipline. This paper describes the use of a hybrid horizon scanning approach to the identification of novel and emerging CB threats as an exemplar of the method. Although devised for a specific search strategy, the method offers a robust technique with broader applications in the identification of potentially disruptive science and technology (S&T) developments.
1.0
Horizon Scanning
Within the context of novel and emerging chemical and biological (CB) threats it is important to survey the development of science and technology (S&T) that may be used in highly imaginative, unexpected and disruptive ways (in this context, ‘disruptive’ is defined as having the ability to cause a profound adverse impact on the population). Traditional methods of information surveillance, such as technology watching, fail to identify emerging or ‘parallel’ developments in S&T (‘concepts’) that may give rise to unexpected or unplanned adverse events when used either in isolation or in novel combinations. This failure is in part due to the highly focussed nature of technology watching that inherently filters out wildcards and weak-signals at the margins of the search field. Additionally technology watching is biased or constrained within certain bounds of technological discipline. Figure 1 shows a schematic highlighting the differences between horizon scanning and technology watch. 
The horizon scanning model developed by Holland Smith and Strong [1] collects and categorises concepts with disruptive potential, however it is inefficient at identifying sufficient relevant material; alternatively, simple technology watching is likely to duplicate findings, or to identify already well-known and characterised threats. Accordingly, a hybrid approach was devised and refined and is represented schematically in Figure 2.  The method is based upon a structured framework with the following key components, each of which provides specific capabilities that otherwise would be absent: 
Sentiment searching* – enables searches to be performed in an ‘agnostic’ fashion with respect to S&T and therefore does not constrain the search to one domain or theme. 
Geographic search constraint*– allows certain countries/regions of interest to be scrutinised, and linkages between countries to be determined. 
Extended (non-English) language searching* – reveals language specific nuances that may not be reported in English by the originators, or might be missed in websites translated into English by the originators. Literature (citation) based discovery* – assists in the identification of research areas, authors or materials attributed to institutions and aids in establishing connections between apparently unrelated institutions. Threat agent attributes* – utilises specific properties of likely threat agents, their methods of production, precursors, dissemination methods etc to identify S&T developments likely to lead to their production.

Scientometrics – employs large datasets from worldwide academic citation databases across all areas of S&T and is used to refine the search fields based on identifying and ranking the commonalities of lead researchers, key institutions, funding agencies and subject areas. It is complementary to the preceding components and functions as an iterative process in the development of search strategies (see Figure 2).
In addition to the above, methods and processes to disseminate information as well as alerts have been established and are described below. Using this hybrid approach wildcards and weak-signals found at the margins of the knowledge horizon can be identified and assessed. The key components are described in detail in the following section.
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Figure 1: A stylised view of the relationship between technology watch and horizon scanning.
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Figure 2: Schematic representing the stages of the hybrid horizon scanning process. 
1.1 Sentiment Searching

Searches for disruptive technologies should not be constrained to any particular discipline, therefore much of the terminology specific to a particular technology is omitted to avoid such constraint. Sentiment searching relies upon the overall meaning or ‘sentiment’ implicit in a technology, whilst being ‘agnostic’ to the science and technology itself. General examples of this include the use of such words and phrases as: ‘breakthrough’, ‘revolutionary’, ‘ground-breaking’ ‘unprecedented’, ‘orders of magnitude’ etc. In the context of potential threat hazards the searches can be further refined by the inclusion of such elements as ‘(casualt* OR mass-casualt*)’, ‘panic’, ‘disrupti*’ etc, as these represent the sentiments of the (potential) outcomes, rather than the technologies themselves. 
1.2 Geographic Search Constraints
In this approach, search space is constrained, by limiting query strings to geographic locations, using Internet domains or languages as proxies e.g. ("world's first" OR "first ever" OR "first time") inurl:.sy) or [(“Syrian scientists” OR “Syrian technologists” OR “Syrian researchers”) AND ("world's first" OR "first ever" OR "first time")]. These queries are further enhanced by adding modifiers that limit the topic by searching for attributes that may be associated with CB agents, their effects or their methods of dispersal e.g. “Syrian scientists” AND  (“aerosol”  or disemm*) AND ("world's first" OR "first ever" OR "first time"). Other ‘attributes’ such as methods of production and related terms are also regularly included in the search string query (e.g. freeze-dry*, lyophil*, ‘home-brew’ etc). These core search queries are then configured according to the syntax of the search engine.
1.3 Extended Foreign Language Searches
 Online translation tools (e.g. Google Translate©) are used to convert domain specific words and phrases into appropriate languages; machine-based translation is then used to translate and/or transliterate the output back into English for manual interpretation. Table 1 shows a small sample of Russian Cyrillic queries that can be used to develop a foreign language search strategy.
Table 1: Basic sentiment queries in Cyrillic.

	English query phrase
	Russian Google translation 
	Russian Systran translation

	significant advance
	значительный шаг вперед
	значительно выдвижение

	significant breakthrough
	значительный прорыв
	значительно прорыв

	major breakthrough
	крупный прорыв
	главный прорыв

	world’s first
	первый в мире
	мир первое

	first ever
	впервые
	во первых всегда

	from science fiction to science fact
	От научной фантастики с наукой факты
	от научной фантастики к факту науки

	world leading
	ведущих мировых
	ведение мира

	previously unknown
	ранее неизвестных
	Ранее неизвестно


Additionally, some foreign news agencies offer English language services which can be used to search manually for appropriate developments. This approach generally has the advantage of reducing the ambiguities introduced by automated translation services.
1.4 Scientometric Analysis
Using basic toolsets as part of the online academic citation index Web of Science® (Thompson Reuters™), key factors regarding potentially disruptive technologies can be educed. Using this approach, lead researchers, key institutions, funding agencies and subject areas can be identified and ranked, and the interconnectivity of these fields and collaborations established.  This component of the scanning process is valuable as it aids in the identification of lesser known researchers and institutes.  The format of search syntax is specific to Web of Science® and typically would follow: 

((FO=defense OR FO=defence) OR FO=military OR FO=warfare OR (OG=defence OR OG=defense) OR  OG=warfare )
This example query would return results in which defence related terms appear in the funding agency or organisation name fields (i.e. the research is likely to be funded by militarily related monies, or be conducted in defence establishments). This query when combined with others outlined in Section 1.1 (e.g. (TS="step change" OR TS="paradigm shift" OR TS="groundbreaking")) and constrained for example by date range and/or geographic location yields results that can be further analysed on the parameters outlined above. 
1.4.1 Literature Based Discovery
Work undertaken by Swanson et al. [2] explored the potential use of (ostensibly) non-weaponised viruses as biological weapons based upon their innate characteristics. The underlying principle of literature based discovery is that within the set of all scholarly publications, both disjoint (i.e. unrelated and incompatible) and complementary (i.e. unrelated or related, and compatible but as yet unconnected) literatures are present. When complementary literatures are brought together discoveries can be made and innovation stimulated. Swanson et al. noted two important bio-warfare agent characteristics, virus pathogenicity and virus transmissibility in the citation patterns; these had been studied by two unrelated research communities that were not familiar with each other’s literatures. Both literature sets were retrieved and analysed to find ‘virus’ terms common to both literatures. Viruses identified by this method included many previously identified by expert panels as potential bio-weapons and others that had not previously been considered.  The commonality of research fields, authors or materials can therefore act as a ‘sentinel’ to aid the identification of emergent technologies.
1.4.2 Threat Agent Attributes
Open source literature (particularly ISI Web of Science® and Google Scholar™) was used to identify attributes that may be associated with emergent threat agent effects, dispersal or methods of production. Many of these attributes were identified and reported by Geissler [3], and the work of Swanson et al. was in part based on this.  Geissler identified 13 criteria that he believed were pivotal to the selection of 21 viruses known to be of potential military interest as weaponisable. Subsequently at a 2005 Congressional Hearing [4], Callahan identified seven conditions required for biological weapon production. The two sets of criteria are represented in Table 2. Combinations of these properties can be used to configure search strategies for novel and emerging biological threats, the properties marked with an asterisk represent those most widely used in this research to identify novel threats.
Table 2: Criteria for the use and production of biowarfare agents. (properties marked with an asterisk represent those most widely used in this research to identify novel threats).
	Geissler's criteria for effective biological warfare agents
	Callahan's seven conditions

for biological weapon production

	Agent has consistent effect
	Access to agents.*

	Agent has low infective dose
	Access to reagents.*

	Agent is highly contagious*
	Expertise, which can be derived from other disciplines and open source literature.

	Agent should have a short and predictable incubation time from exposure to effect.
	Access to laboratory equipment and technology including roller bottles, agar trays, fermentors, lyophilizers, egg incubators and cold storage.*

	Target population should not have natural immunity.
	Budget.

	Prophylaxis should not be available to the target population.
	Covert production facilities.

	Target population should not have ready access to treatment.
	Access to laboratory safety equipment and or prophylaxis for laboratory staff.

	Aggressor forces and population should have protection against the agent.
	

	Economical mass production of the agent should be possible.
	

	Agent should be stable under conditions of production and storage without significant reduction in activity.*
	

	Agent should be capable of efficient dissemination through aerosols, living vectors.*
	

	The agent should be stable during dissemination so it reaches target population.*
	

	Agent should persist for only a short time after attack allowing prompt occupation by aggressor’s troops.
	


1.5 Automated Alerts
Automated alerts through such services as Google Alert©, Web of Science® Citation Alerts and RSS feeds are used to provide ‘background surveillance’. Although the frequency of alerts can be high, there is still a requirement for human assessment of the returns, as most alerts do not have a sufficient level of discrimination. The more complex and discriminatory a query, the fewer returns it will generate, running the risk of missing relevant developments; similarly, a simple search strategy may yield a large number of returns, many of which will be irrelevant. Providing such issues are considered, automated alerting provides a useful adjunct in the large-scale sifting of data. 
1.6 Communication and Assessment 
1.6.1 Newsletters

Identified concepts are communicated through a quarterly newsletter (HoriZone) to various subject matter experts (SMEs) and interested parties. Newsletters contain 21 or more concepts identified as presenting a potential threat either as agents, production methods, or dissemination/delivery mechanisms. They contain highly abstracted forms of the original articles or research, giving quantitative data or comparators where appropriate. Feedback from newsletters is used to refine search strategies further.  A sample page from an issue of HoriZone is shown in Figure 3.  Additionally certain concepts are sent as email alerts to a variety of deep SMEs for comments. 
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Figure 3: A sample page from CB HoriZone.

1.6.2 Workshops
Workshops typically take the form of a panel of 12-15 SMEs from the core disciplines, non-core areas and policy level participants. Attendees are presented with 20-30 concepts (drawn from both the newsletters and other concepts gathered), all presentations are highly and concisely abstracted (see sample output below) and are image rich where appropriate. Following discussions, participants complete an electronic survey using laptop computer based groupware to rank the concepts on the basis of their timeliness, relevance, unfamiliarity and exploitability. Concepts are ranked against the following criteria:
· Timeliness – the degree to which the current period is the best time to consider this concept within Ministry of Defence (MOD) research programmes

· Relevance  - to MOD

  

      - to commercial industry (i.e. commercial potential)
· Unfamiliarity (i.e. novelty) - The degree to which the concept is likely to be unknown by those within the MOD (or other communities of interest) to whom it may be interesting
· Exploitability (or actionability) - The degree to which the MOD can make ‘practical’ progress with the concept within its research programme.
The results from this are used to stimulate further discussion and assess potential areas of vulnerability in our current research and surveillance strategies.  

1.6.2.1
Sample Workshop Outputs
Based on the strategies described previously, a small selection of typical workshop output concepts are given below.

Amoebal neuropathogenesis
Aim: Increased risk of lethal amoebal infection

What's different: Naegleria fowleri occurs in lakes, hot springs, soil, dirty swimming pools and warm standing water. Usually, this amoeba feeds on algae and bacteria in the sediment, however in rare cases it can enter the nose, travel to the brain and devour the tissue. From initial exposure, fatality occurs within two weeks and there is no good treatment. Boys and young men are more susceptible to infection. According to the US Centers for Disease Control (CDC), cases of infection due to Naegleria fowleri are on the increase. This amoeba is heat-loving, so as global temperatures increase, even more cases are expected.

Source(s): http://www.chron.com/disp/story.mpl/front/5172801.html (Houston Chronicle)

http://www.cdc.gov/ncidod/dpd/parasites/Naegleria/factsht_naegleria.htm

Radiant Energy Vacuum dehydration technology

Aim: To replace the industry standard of freeze drying

What’s different: A new process for dehydrating foods, bulk starter cultures, liquid vaccines and antibodies, using patented REV (Radiant Energy Vacuum) technology – bioREV® – uses a combination of microwaves and vacuum pressure to control the temperature at which liquids boil and subsequently evaporate. Initial testing showed that bioREV® was capable of successfully drying live attenuated salmonella typhoid and rotavirus vaccines, with promising retention of bioactivity in the shorter term. Liquid evaporation at or below room temperature represents a major advance for drying sensitive organisms that are easily damaged by freezing.

Source(s): http://www.datamonitor.com/store/News/enwave_launches_new_radiant_energy_vacuum_dehydration_technology_platform?productid=C2C94435-EE69-49A3-8582-C321AB1835EF

Novel toxin sources

Aim: The identification of toxigenic endocytosolic bacteria in fungi

What’s different: The biosynthesis of most fungal toxins is well understood, however certain toxins present in fungi have now been found to be produced by bacteria living in the cytosol of the fungal cells. Although the fungal species (and hence the toxins) are plant pathogens, it is possible that compounds toxic to humans may also be bacterially produced in other fungi.

Source(s): Trends in Microbiology, Volume: 17, Issue: 12, Pages: 570-576. Dec 2009
Bacillus cereus strain causes anthrax

Aim:  An uncharacteristic pathogenicity in a known bacterium.

What’s different: A strain of Bacillus cereus causes the same symptoms as anthrax in chimpanzees. Unlike classic Bacillus anthracis, this strain is motile. Comparative genome analysis revealed that the chromosome was substantially similar to other members of the non-B. anthracis B. cereus group, whereas two plasmids were identical to the anthrax virulence plasmids pX01 and pX02. In addition to motility this strain was also resistant to γ-phage and penicillin G, the authors note that the strain caused haemorrhaging in nearly all internal organs of the (naturally) infected chimpanzee.
Source(s): http://edoc.rki.de/oa/articles/rey64y2bz0Cg/PDF/22VkT5DpM3oc.pdf
2.0
CONCLUSION
Using the hybrid method described above, a logical sequence of processes can be applied to disparate information streams in order to uncover emergent and emerging disruptive technologies. This approach is robust and flexible enough to be applied to areas of threat, other than those in the CB realm, and variants of the process have been applied to the identification of developments in nanotechnology and smart materials [5]. 
An additional benefit of the method is that due to the technologically agnostic and terminologically neutral search strategy, methods for the detection of, and countermeasures to CB agents may be revealed or suggested, even though the original research and/or development may not have been conducted for that purpose. 
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* Components marked with an asterisk in the text, are encompassed under the heading ‘Configure searches and sources’ in Figure 2.
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