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Abstract

In this paper we show an identity-based network architecture for coalition environments with special focus on security and mobility capabilities, while protecting the privacy of communication parties and raising their identity to be a central element of the network. As a side effect, our architecture inherently supports authentication of the entities involved in the communication. Moreover, it is designed to be agnostic to any underlying network infrastructure and can be used to enhance them with reduced penalty, which makes it a perfect component to take its features to existing networks without defining a brand new transport layer. We also discuss the successful verification of the protocol security and how mobility is achieved depending on the underlying network used to instantiate the architecture.

1.0
INTRODUCTION

Coalition networks to support military operations can be characterized as complex, dynamic networks with high security requirements and heterogeneous communication links among administrative network domains. This complexity makes difficult to achieve high level of security, particularly in cross-domain and mobile scenarios, in which many details must be dynamically taken into account and communication must also be dynamically negotiated through policies that can affect multiple and different parts of the communication.

To overcome the problems mentioned above we propose to adopt identities as communication endpoints in top of an identity-based overlay network. On the one hand, abstracting communication endpoints into identities provide a secure and reliable way to address a person, an object, and many other abstract or concrete entities, on the other hand, overlay networks provide a robust and highly flexible way to transfer information from one point to another, crossing heterogeneous networks without a problem.

As we discussed in a previous work [1], we have designed an identity based network architecture that, as the objective described above, brings identities to the middle of communications and uses overlay networks to let it work in top of many different underlay network architectures, either together or separately. Starting from this concept, in this work we deepen in the architecture and adapt it to bring its capabilities to coalition environments.

The resulting architecture is kept as simple as possible without penalizing functionality. Instead of joining multiple protocols with different behaviors, we prefer to integrate functionality with abstract and powerful solutions. For instance, the heterogeneous networks are supported incorporating an overlay network, that contrasts with other architectures that use to define complex and ugly mechanisms to intercept and adapt traffic from different underlaying network infrastructures. Also, while maintaining security, our architecture supports different administrative domains in a totally separated manner from the network domains, so the mobility and roaming is completely inherent. Finally, everything is controlled by domain-specific policies to ensure that anything unexpected happens in the network.

The remainder of this paper is organized as follows. First, in Section 2 we discuss related work that precedes this work. In Section 3 we describe the architecture. In Section 4 and Section 5 we respectively illustrate its security and mobility capabilities. Finally, in Section 6 we discuss how this architecture can benefit to coalition environments. and in Section 7 we comment our conclusions and future work.

2.0
RELATED WORK

Although we can find previous research work that covers some of the features provided by our architecture, most existing proposals and standards lack some important capability required by coalition networks. For instance, the Locator-Identifier Separation Protocol (LISP) [2] achieves the separation of locator and identifier with a map-and-encapsulate scheme that can be used in top of current IP model but does not provide an easy way to deal with heterogeneous networks or networks with constrained requirements, because it heavily depends on network infrastructure to properly do its job, so a malfunctioning element may break the whole network. Other example of existing proposal is the Host Identity Protocol (HIP) [3], which also approaches the loc/id separation but using a public key security infrastructure to disseminate the cryptographic host identifiers to be used by applications instead of the location-specific IP addresses. This protocol is focused in the secure and hard identification of networked hosts but does not provide other necessary capabilities, such as dynamic negotiation of communication aspects. Finally, as part of the new research trend of proposing clean-slate architectures that require a complete revamp of the current communication model, we can highlight Enhanced MILSA [4] that provides loc/id separation with many advantages over the previous architectures but with the inner disadvantage found in clean-slate proposals, they require the current architecture to be jettisoned before being deployed.

In this paper we address the loc/id separation as part of the capabilities of our architecture but with special attention in coalition environments that require the intrinsic support of many separated domains that interoperate, as well as high level of security and privacy, in the form of traceability prevention, and the separation of the identity of an entity from the identifiers or addresses it can use in the communications. Thus, we define an architecture that go beyond current proposals by making the identity concept, as defined in ITU-T X.1250 [5], the central element of a secure end-to-end communication architecture (identity-to-identity communications).

3.0
IDENTITY-BASED NETWORK ARCHITECTURE

The main objective behind the definition of a network architecture for coalition environments is to bring secure identity-based end-to-end communications (identity-to-identity) to the network, with special attention in multi-domain environments, security and privacy. To achieve this, we propose to build an identity overlay network in where entities are addressed by their digital identity, instead of logical address of the device (or host) they use to access network. This overlay network is then divided in many domains of trust that are independent of the actual networks. Each entity is associated to a domain and can have different devices connected to different physical or logical networks at the same time.

Figure 1 shows an overview of the architecture with its main elements, leaving out the lower layer networking infrastructure used by the devices of the communication parties. The most important elements of the architecture are the entities participating in the communication, which can be people, software (services), hardware (machines), things (Internet of Things [6]), etc. One special element is the Domain Trusted Entity (DTE), which manages the association of entities and identifiers for its domain and permits communication parties to be sure they are talking to who they pretend without revealing identity information. It can also be used by other elements to obtain certain identity attributes if allowed by policies. The DTEs of different domains are connected forming an infrastructure that supports and protects the identity of the communication parties. Finally, the underlying network infrastructure is used to transmit low-level messages among communication parties.

In this architecture, the communications are established through endpoints that are used in message exchanges and are identified by location independent identifiers. If the underlying network is based on addresses, our architecture requires to allocate many addresses to be associated with the different identifiers which can be dynamically negotiated through the DTE infrastructure. Also, it permits to change any endpoint identifier at any time, so the mobility support is inherent and the privacy can be enhanced with arbitrary identifier renegotiation.

At the identity level, our architecture proposes to manage identities and build identifiers with XRI and XRDS [7]. XRI is used to build the identifiers and XRDS is used as resolution mechanism to dynamically associate the identifiers to an identity and vice-versa. This way, our architecture has a consistent and coherent identifier scheme that may be coupled with existing identity federation architectures, such as OpenID [8].

3.1
Identity and Identifier

This architecture emphasizes the differentiation of identity and identifier. As commented above, we meet with the ITU-T definition of identity on its X.1250 recommendation as follows: The representation of an entity in the form of one or more information elements which allow the entity(s) to be sufficiently distinguished within context. For identity management purposes, the term identity is understood as contextual identity (subset of attributes), i.e., the variety of attributes is limited by a framework with defined boundary conditions (the context) in which the entity exists and interacts. Thus, each entity is represented by one holistic identity, which comprises all possible information elements characterizing such entity (the attributes). However, this holistic identity is a theoretical issue and eludes any description and practical usage because the number of all possible attributes is indefinite.

In addition, also meeting with its ITU-T definition, we consider an identifier to be a piece of fixed-size data that identify something. In a general sense, this architecture uses identifiers to determine the endpoints of communication parties, as well as to obtain information from the identity if permitted. Nevertheless, they are not used to unambiguously associate an identity to an object on time, just in certain moment and communication event.

3.2
Domain Trusted Entity

The aforementioned Domain Trusted Entity (DTE) is a special entity that manages and protects the communication aspects of its domain identities. Moreover, if allowed by the policies, it can reveal some identity attributes to other entities. Thus, the DTE is based or collaborates with other identity management technologies like SAML [9] and Shibboleth [10]. In this architecture, the DTE stores XRDS documents that belong to its entities and which other entities may request. The XRDS document describes the services offered by an entity and how they can be contacted, their service endpoints. Therefore, the DTE plays the role of the XRI/XRDS resolution infrastructure in the OpenID architecture.

The DTEs are also used to validate that the identifier (or identifiers) used by an entity belongs to such entity. Thus, any communication party can be sure that is talking with the entities it pretends to talk without knowing any attribute of the actual identities behind them. Again, this functionality is also controlled by policies, so some entities may decide to forbid the validation. Furthermore, when an entity requires anonymity, it may request an anonymous identity whose identifiers can be validated and whose attributes can be requested, but the actual information of the real entity is not disclosed in any manner.

Due to the high number of interactions and traffic that is presumably supported by each DTE, it should be constructed in a distributed manner. For instance, it can be constructed using technologies found in many DHTs [11].

3.3
Underlying Network

This architecture needs, in one way or another, a special underlying network infrastructure that is capable of deliver messages using identifiers instead of network addresses. When being instantiated in top of an address-based network architecture, it should allow the reservation of many network addresses from the same device. For instance, both IPv4 and IPv6 supports this feature, but current IPv4 based network infrastructures obstruct and/or forbids this operation, so we can only consider IPv6 as a direct underlying network. Thus, the protocol of the architecture, discussed in Section IV, can be instantiated over many different underlying networks and, occasionally, allow the coexistence of multiple underlying architectures.

Many other network architectures are better suited for our architecture than current IP infrastructures. First, we have the overlay network protocols used in many DHT infrastructures, as used in Chord [12] because its simplicity and its performance improvements, such as LPRS [13]. Then, we have other interesting protocols coming from content-centric or publisher/subscriber network architectures, such as Content-Centric Networking (CCN) [14] and Publish-Subscribe Internet Routing Paradigm (PSIRP)[15].

3.4
Application Message Exchanges

Since our architecture provides endpoint semantics and permits services to have their own identifiers, it may be directly used by applications and services to exchange their messages, reducing the final layers used in communication. For instance, in a SOAP [16] based application, each layer introduces its own headers and message format so it is difficult to take full communication control from the application layer and also makes it difficult to apply traffic engineering because communication semantics are hidden in upper protocol layers. On the contrary, using our protocol the messages are directly delivered through the network, so it is simpler and traffic engineering may easily consider the application level.

3.5
Message Format

Considering that exchanged messages must support at least the capabilities described above and, preferably, other value-added features, the message format of this architecture needs to be quite extensible. The best alternative is to have arbitrary number of fields while keeping mandatory the essential fixed-position fields, such as the source and destination identifiers, the signature, and the content (payload).

Once defined a flexible message format, applications may include specific headers into network messages so identity infrastructure is able to correctly, securely, and efficiently deliver them. Also, other information to be used by endpoints may be introduced, so applications get a fine control over their messages. Furthermore, messages can be instantiated in many low-level message representations that may need specific headers, as name/value/field-separator, JSON, XML, and binary.

4.0
SECURITY

Instead of hiding the identity information of an entity, this architecture offers the possibility to access it in a controlled manner. Thus, the DTE is responsible of managing the identity information, so others may ask it to ensure that an entity is “who” is pretending to be. Also, we can consider that an entity is authenticated just by validating that the identifier (or identifiers) it is using belongs to it and ensuring the integrity of the messages exchanged with it, which is done by a signature (or token) field included in the messages. Therefore, our architecture and protocol provides integrated authentication of all communication ends as well as message integrity.

In addition, our architecture proposes and recommends to use an asymmetric encryption mechanism to give confidentiality when needed. It may be inefficient and processor hungry but with obvious benefits over weaker encryption mechanisms:

· Transmitted information will be kept secret for longer.

· There is no need to negotiate the security terms, with the speed-up it represents.

· Fits perfectly and performs much better in publisher/subscriber underlying networks.

· In the future, processor performance improvements may make those methods much more feasible.

Anyway, the architecture does not prevent to adopt symmetric mechanisms and key exchange protocols such as IKEv2 [17] but they are out of the scope of the current work.

4.1
Protocol Security Analysis

To achieve the objectives of the architecture proposed in this work we define a protocol that supports all capabilities discussed in the previous section. As discussed above, this protocol is not tied to a current underlying network architecture. By other means, both the architecture and protocol are so generic that can be instantiated in top of many network architectures. To describe the protocol we use a scenario in which two entities start a conversation.

Figure 2 shows the main scenario of the protocol in which an entity or peer (Alice) that belongs to a domain (Domain 1) starts a conversation (session) with another peer (Bob) from other domain (Domain 2). This process is divided in four stages: registration, entity search, session establishment, and message exchanges.

During the registration, each peer contacts with the DTE of the domain it belongs to authenticate itself and register the XRDS document that describe its exposed facets, each one with its own identifier based on XRI. Those facets, also known as virtual identities, represent the entities during communication acts to protect their actual identity. In the next step, Alice sends a request to its DTE with a query to get an XRDS document that describes some facets of Bob, providing the facet Alice wants to use.

To start a session, Alice selects the identifier of the Bob’s facet to which it wants to contact, allocates a new session identifier, and communicates it to Bob, using the selected facet identifier, through the DTE infrastructure. Once Bob has confirmed the session communicating its own session identifier, Alice starts sending the data it wants using only this identifier because Bob has associated it to the session identifier allocated by Alice. Then Bob uses the session identifier already provided by Alice to respond.

As we want to ensure the high level of security of the architecture, to prevent human mistakes, we perform the security analysis with an automated validation tool. In this case, we opt to use AVISPA tool [18] because its simplicity and strength when analyzing network protocols.

First, we formalize the protocol model shown in Figure 2 using Alice-Bob (A-B) notation that can be later used to perform its analysis and validation. We are interested to analyze the portion of the protocol started by Alice to communicate with Bob. The resulting notation is as follows:

A -> DTE1 : {{AfID.AsID.BfID}_inv(KA)}_KDTE1

DTE1 -> DTE2 : {{AfID.AsID.BfID}_inv(KDTE1)}_KDTE2

DTE2 -> B : {{AfID.AsID.BfID}_inv(KDTE2)}_KB

B -> DTE2 : {{BsID}_inv(KB)}_KDTE2

DTE2 -> DTE1 : {{BsID}_inv(KDTE2)}_KDTE1

DTE1 -> A : {{BsID}_inv(KDTE1)}_KA

A -> B : BsID

B -> A : AsID

In this extract, A, B, DTE1, and DTE2 are used to represent Alice, Bob, DTE1, and DTE2, which are the entities taking part in the protocol. The remaining tokens are as follows: AfID and BfID represent facet identifiers of Alice and Bob; KDTE1, KDTE2, KA, and KB represent the cryptographic public keys of the entities; AsID and BsID are the session identifiers of Alice and Bob. Finally, the inv function gets the cryptographic private key of a public key.

From the notation described above we create a full description in High-Level Protocol Specification Language (HLPSL) that is used by the AVISPA tool. On it we define a different role for each entity taking part of the communication and fulfill each role with its specific responsibilities defined above in the notation. Then, we indicate that the analyzer tool should check that AsID and BsID can be used to authenticate Alice and Bob respectively, and that it should check the secrecy of AfID and BfID to be sure that there is a secure channel between Alice and Bob through the DTE infrastructure, so the session identifiers can not be publicly associated to their owners. Finally, the HLPSL file is then used as input for the AVISPA tool using the On-the-Fly Model Checker (OFMC) as backend of the analysis, getting a positive result that demonstrates the safety of the protocol.

5.0
MOBILITY

As the architecture we have defined is completely based on identity, it is easy to see how it is location independent and how mobility characteristics can be achieved.

First, when the architecture is instantiated in top of a location independent underlaying network like an overlay network such as Chord or a publish/subscribe network such as CCN or PSIRP, our architecture only needs to ensure that the time needed by the infrastructure to reflect the location change is reduced. For instance, in a Chord-based overlay network, as soon as a node have changed its position, it can report its new position to the necessary network nodes that, since they are reduced, it is an easy and quick task. The overlay network is a very good solution to implement our architecture because it is completely distributed (no central point of failure) and works like a living being that is automatically and dynamically adapted to topology changes, with also automatic self-healing capabilities.

On the other hand, the publish/subscribe architectures, although they also have very simple operational behavior, need a bit more work. When a node changes its position, it needs to report a two different operations to the network:

1. Before the node leaves a location it needs to be unsubscribed from the content it is subscribed (or report that it is not interested in that content).

2. As soon as the node is in the new location it needs to subscribe again to all the content it was subscribed (or report its interest in that content).

These two operations are needed to prevent the network to send the content to a location in where the node is no more located, so the content is not lost and kept by the infrastructure until the node is already subscribed to it. If the node is not reconnected after a short time the content may expire or the buffers of the infrastructure elements can be full and the content is discarded, so it is mandatory to reduce the handover to the minimum. It can be easily done if a node knows its new location, because the node can pre-report it to the infrastructure, and it is very efficient if the new location is hierarchically near the old location, because the publish/subscribe infrastructure is usually hierarchically organized, so the content is being flowed very near and the subscribe messages are also near to the first target element.

Finally, when the architecture is instantiated in top of an address-based underlaying network infrastructure it needs to do a much harder work than with the previous infrastructures. This is because two networks can be near geographically but far in their address space and because it could be difficult to make the different nodes to dynamically know where are their other communication parties. To resolve this problem we have adopted a model similar to that found in HIMALIS [19] to jump from the global transit network to the edge network. On it, the edge networks are completely independent of each other and also independent from the global transit network. Then a gateway from a source network is instructed to map destination identifiers to the address of the gateway in the way to the destination edge network and vice-versa. This mapping is updated by the DTE infrastructure, so when a node changes its location it only needs to report to its corresponding DTE. Certainly, in our architecture, when a node changes its location it needs to negotiate connection parameters and it is done by the DTE of its home network and the DTE controlling the visited network, so during this negotiation the original DTE knows that the node has changed its location and knows the new location itself and it updates the mappings of the necessary gateways, contacting other DTEs if necessary. With this approach, the mobility impact is very similar to Mobile-IP [20] but much more efficient because it is not needed to build tunnels or IP-IP encapsulation.

6.0
Coalition environments

Once discussed the security and mobility concerns of the architecture, we want to illustrate how it works for coalition environments. First we start from the different domains that form the coalition. Each domain needs to have at least one DTE that is responsible of inter-domain negotiations. Each action of the network operation is negotiated between the DTEs of the different domains, from the establishment of a simple session to the complex mobility and roaming operations. Therefore, the DTE is loaded with the necessary policies decided by the administrative domain. In contrast, the network equipment may be outside of the same administrative domain but in the same network domain. To interact with this initially untrusted equipment we also need to contact to DTE and make it negotiate the interactions. In summary, with the DTE controlling all operations and ensuring policies, security and trust, we only need to pay attention to physical/logical security of the DTE and reinforce it to the maximum, particularly when the whole coalition network is moving, like when it is formed in a vehicle. Furthermore, when meeting with other domains or networks we only need to make their DTEs to contact each other to establish a dynamically and temporary federation. This way, any entity or device from a network domain can move to the other network domain if permitted by policies and in a totally secure manner.

7.0
Conclusions and future work

In this paper we presented a novel architecture and protocol to provide high level of security and mobility support to coalition environments, placing the digital identities in the middle of communications. In this manner, it allows identity-to-identity networking, while keeping the overall security, with special interest in privacy and preventing traceability of the entities taking part of communications. We then verified the security of the protocol using an automated security verification tool, and discussed how mobility works when the architecture is instantiated in top of different underlaying network infrastructures.

For the future work we plan to investigate the decentralization of identity validation to gain certain level of independence from the DTE. This may let accelerate the transactions involving only a few messages. Also, we plan to investigate how to reduce the interconnection impact of underlying networks with different addressing scheme and how to apply XRI to make them interoperate with each other. Furthermore, we plan to continue studying the behavior of the architecture over different network infrastructures, mainly overlay networks, as well as how to advance in the direct interaction with current IP architectures.
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Figure � SEQ "Figure" \*Arabic �2�. Session initiation.
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