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Abstract 

The capabilities of emerging technologies based on the IEEE 802.16e-2009 standard are being considered as a potential commercial off-the-shelf solution to the operational requirements of the future warfare. This work examines the aptitude and challenges of deploying a tactical WiMAX network. Firstly, the State-of-the-art in Mobile WiMAX technology is reviewed. Next, proposed modifications are evaluated using system parameters defined in the context of military scenarios with the purpose of integrating WiMAX technology into the Army’s communications architecture.  The project was named ‘Estudio de Viabilidad Técnica para el Desarrollo de un Sistema de Comunicaciones Táctico basado en el estándar IEEE 802.16e-2005 (WIMAX TÁCTICO)’, framed within DN8644-COINCIDENTE program co-funded by Indra and SP MoD with the technical direction of PEC / ITM.

1.0 INTRODUCTION

Current tactical communications networks and their associated command and control capabilities cannot support future warfighter’s needs. The Army’s future tactical network must have the ability of communicating OTM (on-the-move) in either LOS (Line Of Sight) or NLOS (Non-Line Of Sight) scenarios. In addition, a critical operational requirement to be included in tactical networks is the capability of mobile mesh networking, commonly referred to as Mobile Ad-Hoc Networks (MANETs). Hence, it is apparent the Army needs of advanced wideband wireless communications with mobility support in tactical environments.

On the other hand, commercial wireless networks have significantly improved their performance and coverage within the last two decades. Their success is mainly due to the market size with millions of end-users; vendors developing the best competitive equipment; and service providers investing in wireless infrastructure. 

Hence, since commercial wireless networks are more mature, they are appropriate to fulfill current tactical deployments necessities, it is a natural idea to incorporate into tactical networks the technology developed for commercial wireless networks. In ‘Estudio de Viabilidad Técnica para el Desarrollo de un Sistema de Comunicaciones Táctico basado en el estándar IEEE 802.16e-2005 (WIMAX TÁCTICO)’, framed within DN8644-COINCIDENTE program co-funded by INDRA and SP MoD; WiMAX is identified as a relevant, appropriate and applicable technology to future tactical wireless systems. Indeed, WiMAX has been identified in the modernization plan of the different armies as promising technology to cover current and future necessities (i.e. Plan Siglo XXI from Spanish Army).
Mobile WiMAX is a Broadband Wireless Access (BWA) technology that enables ubiquitous delivery of wireless broadband services to either fixed and/or mobile services [1]. It is a technology based on the IEEE 802.16 standard for the delivery of last- mile wireless broadband access and it has been proposed as an alternative to cable and DSL. The name WiMAX was coined by the WiMAX Forum which was formed to promote conformity and interoperability within the standard IEEE802.16 [2].

Nevertheless, direct utilization of WiMAX technology in tactical networks is not possible. Tactical networks differ from commercial networks in their security constraints, reliability and robustness necessities, mobility/dynamic topology, scarcity of bandwidth, excessive delay … [3]. For this reason, a tactical version of WiMAX is necessary for the provision of broadband wireless access in military scenarios.
This paper is structured as follows; Section II presents a brief description of Mobile WiMAX. Section III describes our approach to a Tactical WiMAX including the two most frequent scenarios as seen by the Spanish Army for the new wireless tactical network. In Section IV the operational requirements are briefly explained. Taking both the identified tactical scenarios and the operational requirements associated as a starting point, a technical analysis is performed in Section V to conclude the specification of technical implementation requirements. It was necessary to compare the civil standard capabilities with our technical requirements specification in order to evaluate the changes on the physical and MAC layers. The proposed modifications are discussed in Section VI. Section VII briefly explains methodology considerations to successfully implement the WiMAX PHY layer. Section VIII presents the results from the experimental evaluation of the constructed prototype and, ﬁnally, Section IX is devoted to the conclusions.

2.0
Mobile WiMAX
Mobile WiMAX technology embraces broadband wireless equipment designed according to the IEEE 802.16e-2005 standard [4]. Nowadays, the standard IEEE 802.16e-2005 is included within the standard IEEE 802.16e-2009 which gathers the fixed and the mobile versions. It is certified by the WiMAX Forum which describes certification profiles, conducting standard compliance, interoperability testing, and certification of WiMAX products.

The physical layer of Mobile WiMAX is based on SOFDMA (Scalable Orthogonal Frequency Multiple Access) technology for improved multi-path performance in NLOS environments. SOFDMA was introduced in the IEEE 802.16e amendment to support scalable channel bandwidths from 1.25 to 20 MHz. It provides scalability in both radio access technology and network architecture, thus offering flexibility in network deployment options and services. It supports TDD as well as full and half-duplex FDD operation. The inclusion of a full range of smart antenna technologies like Beamforming, STC (Space-Time Code) or MIMO antenna techniques with flexible subchannelization schemes, as well as AMC (Adaptive Modulation and Coding) made viable to improve the system performance to reach peak data rates of 63 Mbps in the downlink and 28 Mbps in the uplink.

As an IP-based solution, mobile WiMAX provides voice, video and data services to mobile users and additional features like QoS (Quality of Service) management. The protocol architecture of WiMAX is structured into two main layers: MAC (Media Access Control) and PHY (Physical) layer. For tactical operations, Mobile WiMAX has the potential to significantly intensify situational awareness and collaborative communications in environments limited to bandwidth-constrained terrestrial circuits or low data rate tactical networks.

3.0
tactical WiMAX
Mobile WiMAX provides adequate protection for commercial users through enhanced security functionalities such as AES, X.509 certificate, data encryption, EAP-based authentication and message authentication. Nevertheless, tactical networks face much stricter necessities in order to protect classified material and defend against malicious attacks and eavesdropping. 

After identifying WiMAX as COTS technology to be used, the selection of tactical scenarios where the use of WiMAX could be relevant is the first issue to be addressed when defining a tactical version for WiMAX. Afterwards, the capture of operational requirements associated to these scenarios comes to identify the necessary upgrades and modifications of the standard.
The methodology conducted to extract the operational scenarios and the associated requirements was, in first place, to identify the appropriate partners within the Spanish Army Forces and contact them through the PEC/ITM: 

· CIS Section of Operations Division of Army General Staff Office (DIVOPE CIS).

· Office of Information Systems, Telecommunications and   Technical   Assistance (JCISAT) of the Land Army.

· Office of Technical Information and Telecommunications Services (JSTCIS).

· CIS Division of the General Staff of the Navy.
Secondly, two rounds of questionnaires were needed to extract the necessary information. The responses came from the three bodies of Spanish Armed Forces nevertheless Land Army’s responses were taken as main reference.  At the same time, some research is being made to define the appropriate scenarios for the other armies. It was necessary a depth analysis of the responses to obtain the most relevant requirements and needs.
As a result, it was concluded that, without ruling out other possible scenarios, WiMAX may be applicable, although with considerable changes, in two main reference scenarios:
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Figure 1: Type 1 scenario.
· Type 1 scenario: wireless communications between command and control center at company and battalion level (see Fig. 1). The environment where this scenario fits is a typical rural environment, with no significant obstacles and almost direct LOS between the different elements of the communication network. The maximum range of a company is about 20 km, while at the battalion level is about 60 Km. Battalions may be composed of 3 to 15 companies. With all these assumptions, the maximum distance in a single hop between command centers will be around 20 km. Mobility is assumed to exist at both ends. A mesh communication scheme would be adequate, i.e. a command center at company level may contact with battalion level through other company command centers within the range limit of communication.
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Figure 2: Type 2 scenario.
· Type 2 scenario: wireless communications between command and control center at battalion and brigade level (see Fig. 2). The philosophy of this scenario is the same as that in the case of type 1, but at a higher level of hierarchy. Battalions’ radius of action is approximately 60 km, while brigades’ will be approximately 150 km, considering that brigade can be composed of 4 to 20 battalions. From these assumptions we derive that maximum distance in just one hop between command centers is about  50 km. Mobility will exist at the battalion  command center level, while the brigade command center level lacks of mobility. It is considered that the communication scheme is mesh.
Given the Plan Siglo XXI information from Spanish Army, and the answers received, the type 1 scenario seems to be the important one for the large number of technological challenges regarding to the suitability of WiMAX technology to a tactical environment. 

4.0     Operational requirements

This section focuses on the topic of gathering and analyzing the operational requirements extracted from the questionnaires [5].  The requirements have been collected in operative capacities, and they are the basics for conducting the translation into technical requirements.
· Deployment features. The deployment will depend largely on the hierarchy of the Land Army in which we are. In big units (e.g.  brigade size and bigger) the general character is semi-static with a non-restrictive deployment time, 20 minutes approximately at brigade level and 30 minutes at corps. In small units it is required constant mobility and perform a quick deployment in less than 10 minutes.
· Deployment system management and planning. The definition of different roles is  necessary; the intelligence of network management must reside at brigade level allowing a simple monitoring configuration at the battalion level. It must be taken into account that network management can be transferred from one command center to another at the same level. 
The management system must present an intuitive and simple graphical user interface. The configuration tool in the user profile must allow the system configuration from files containing a preset and stored configuration in the equipment. 

The inclusion of central frequency management, device synchronization, SNMPv3, network hierarchy information among other aspects should be considered.

· Supported services and applications. Routing information takes priority over any other traffic, the following services sorted by priority must be supported with robust QoS:
· Voice services

· Instant messaging, critical data and command and control messages with real time requirements.

· Video services in real time, transfer images and high resolution maps.
· Low criticality data transfer services without real time requirements.

· Web services.
· Best-effort traffic.

· Network capabilities. It must provide IP architecture compatible with IPv4 and IPv6.
· Supported network topologies.  Network architecture requires point-to-multipoint or point-to-point.

Mesh features with network auto discovery, efficient automatic routing are critical at the small units.
Network topology sizing will depend on the scenario, in PMP would achieve 1 to 20. The command center at the brigade level comprises another 4 centers and a maximum of twenty subordinate units, so the maximum relation BS to SSs would be 1 to 23. 
· Mobility Capacity.  In the most restrictive scenario, at the lowest level of the hierarchy, both ends of the communication must support mobility with seamless handover [6,7] following the infrastructure present in the 802.16e-2005 standard (BS stations). The speed at this level is set at 100 km / h (200 differential may be a good approximation), which corresponds to a typical speed in vehicles.
· Security Capabilities. 
· TRANSEC and COMSEC capabilities: the purpose is ensuring LPI, LPD and antijamming capabilities.

· Access control.

· CRYPTOSEC
· Other capabilities: NETSEC, IPSEC, integrity, confidentiality and mutual authentication.
· Robust capacity. The developed network protocol has to be prepared to overcome circumstances and drop a link without affecting the overall network performance (strengthening of network synchronization). The system must provide adequate protection to preclude its own interferences (WiMAX systems) as well as interference from other systems operating in a similar frequency band. Identified systems can either be civil (3G, GSM...) or military (radio links, radar, communications, UAVs...). In addition, our system must guarantee robustness against intentional noise jamming, specifically barrage and sweep and look-through techniques [8]. 
It is concluded that our system would support wide-band high frequency, automatic least jammed frequency selection and track-on-jammer. 

It is necessary to accomplish survivability based on redundancy, providing BSs with more than one antenna/transceiver per sector and the possibility to a remote station to automatic reconnect to another base station or transceiver. It should be noted that to ensure robust communications, the system must be provided different transmission systems managed by a tool with the capability of choosing the best transmission medium at all times.

· Frequency bands.  It is one of the key aspects to consider in the system deployment, and the starting point for a comprehensive technical analysis of aspects such as the channel model or available subchannelization.
From the answers obtained from the operative groups, it is noticed that currently communications systems are grouped into a series of mixed military bands (HF, VHF or UHF). But the intention projected by the operatives is to migrate in a short/medium term to NATO bands, specifically the NATO Band IV ranging from the 4.4 GHz to 5 GHz, which is reserved for military use and up to now, can be deemed to have no output power restrictions (it could reach 5 W).
It might also be considered system modes on NATO frequency band II with a range from 225 MHz to 400 MHz. 
· Coverage capacity. The aim is to determine the maximum range of coverage of the point to point communication between network elements considering urban, suburban and rural environments with NLOS and LOS propagation [9].
Taking into account the most relevant identified scenarios, mainly in the Land Army, an appropriate coverage will be 20 km (easily increased with mesh capabilities).

The Battalion-Company scenario should replace the current RBA (Basic Area Network) links, so the system must be designed to reach a distance of 50 km or even up to 100 km. Initially, these distances are covered with other mediums such as satellite or HF communications, but adding diversity will allow tactical WiMAX systems to be another medium of backhaul.
· Interoperability capabilities. Task Forces are highly oriented to the requirement of all IP architecture, according to the NNEC concept which provides interoperability, e.g. Blue Force Tracking system.  In addition, it was mentioned in the answers the need to include certain interfaces to facilitate the inclusion of external elements, such as fill gun. 
· Target Platforms. It can be concluded that the priority target platform of the system should be a vehicle platform. Large units will employ external antennas, while small units will use platform integrated antennas.

The vehicular platform must be a rugged system with characteristics against environmental testing and EMI/EMC. It should be also MIL-STD-810 and MIL-STD-461 compliant.
5.0    technical requirements

After examining the operational requirements, the following technical implementation requirements were obtained:
· Deployment features. To achieve the deployment characteristics, the following features will be necessary: mobility management both in MAC and IP level and SNMPv3. It is also needed power management (operation modes and fast-switching technologies).
The equipment must be of reduced size and weight with the greatest possible integration (auto-acquisition antenna system) and easy installation.  

· Deployment system management and planning. It must provide a planning simulation tool.

· Supported services and applications. WiMAX MAC layer has a connection-oriented architecture designed to support all the applications needed, each with its own QoS requirements. Besides, it is necessary to introduce QoS IP end-to-end (DiffServ, MPLS, RSVP...), and provide AMC capabilities in the PHY layer.
The choice of an efficient scheduler [10] will be the main point of investigation due to its impact on system performance.

The PHY layer should allow a data rate of 300 Kbps per user to cover all services.
· Network capabilities. IPv4 and IPv6 protocols must be implemented in the same station. With the aim of reduce the used bandwidth it is essential the use of PHS (Packet Header Suppresion) or more advanced techniques like ROHC or ECRTP [11].
In the context of multimedia communications it is necessary an IMS (IP Multimedia Subsystem) architecture.

· Supported network topologies. Network architecture requires routing protocols that maximize its efficiency.   Proactive (QOLSR, Fast-OLSR, TBRPF, OSPF...) and reactive protocols like AODV have been studied to suit our needs. 

· Mobility Capacity. Cross-layer design techniques are needed to provide an MBS layer, e.g. FMIPv6.

· Security Capabilities.  These capabilities serve to defeat a jammer (also improve robust capacity). The targeted station may employ such schemes as frequency agility, frequency hopping, or spread-spectrum techniques, these defensive measures are intended to minimize the effectiveness of jamming.  

Access control is ensured by means of security strategies in network layers (AAA infrastructure), privacy support like AES-CCM, X.509 digital certificates and public-key encryption algorithms like ECC (Elliptic Curve Cryptography) [12,13].

Private and Key Management Protocol, PKMv2 (IEEE 802.16m will introduce PKMv3) is used for securely transferring keying material and ensuring mutual authentication. 

· Robust capacity. Subband division and the creation of spectral masks is needed. The use of AAS (Advanced Antenna Systems) strategies like MIMO, beamforming...will improve the link quality and the system readiness. 

The use of power-efficient modulations, a robust FEC (such as LDPC or turbo-codes), HARQ or ARQ strategies will improve system robustness.

· Frequency bands.   NATO frequency band II and IV will be defined with its associated parameters.

· Coverage capacity.  The maximum rate of coverage and related parameters were estimated:

· In case of NATO band II, LOS and rural environments without mobility by SUI-1, SUI-2 or Pedestrian-A (ITU-R M.1225).

· NATO band II, LOS and rural environments with mobility by RMa or Rural Macrocell (ITU-R M.2135).

· NATO band II, NLOS and urban environments with mobility by Vehicular-B, Urban Macrocell (UMa) or  Suburban Macrocell (SMa).

· NATO band IV, LOS and rural environments without mobility by SUI-1, SUI-2 or Pedestrian-A.

· NATO band IV, LOS and rural environments with mobility by Rural Macrocell (RMa).

· NATO band IV, NLOS and urban environments with mobility by Urban Macrocell (UMa) or Suburban Macrocell (SMa). 

· Interoperability capabilities. Adequate ports or connectors are needed to support integration with external ciphers.  A SDR implementation is required.
· Target Platforms.  It must be followed the military standard proposals.
6.0
Proposed modifications

The modifications included in the physical layer have focused on providing antijamming capacities, TRANSEC and robustness to the reference physical layer. After assessing and prioritizing the technical requirements, countermeasures like intra-frame frequency hopping, differential modulation, spread spectrum, cognitive radio through channel quality measurements, robust channel encoding  or cryptographic seed for randomization of certain features of the physical layer were designed, implemented and validated in the target Platform.

6.1       New System Profile

Since some implemented tactical modifications imply throughput reduction, a new wider profile was introduced to reduce its impact.

6.2       Frequency Hopping

Frequency hopping is a spread spectrum technique [14] to minimize the impact of interferences in the system performance (improve LPD and LPI). Its behaviour is based on the time changing of the used frequencies to avoid narrow band jamming. In the DL (downlink) it was implemented an intra-frame frequency hopping in which the adjacent subcarriers are grouped in subchannels.  For each OFDM symbol of a frame, the information is sent through a randomly selected subchannels group. The used spectrum width is configurable and its granularity is specified in the number of subchannels used in each OFDM symbol. The implemented system only allows the transmission of a burst of data for each frame, so the transmitted burst is not distributed over all the symbols for the same subchannels. It is also avoided the transmission of pilots at frequencies where there are no data. 

The countermeasures in the UL (uplink) focus on making  the hop sequence less predictable, following the premise that if two users are simultaneously transmitting, they cannot match their hop sequences at any time. The data subchannel rotation scheme proposed by the standard for data bursts is implemented, which implies an intrinsic frequency hopping mechanism. Hop sequence is a circular movement of larger or smaller size depending on the temporal instant in which the subchannel is transmitted. In our tactical mode, the expression proposed by the standard related to the slot index will be replaced by a random sequence that takes a different value at each time slot.

6.3       Spread Spectrum

Spread spectrum consists in replicating the transmitted data with the purpose of averaging the received data and thereby gaining signal quality, especially in low SNR situations. In both DL and UL, the spread will be performed for each burst after the mapping stage; the de-mapping process will be done before sending the data to the detector.
It was also study, in terms of BER, the effect of spreading or amplifying the pilots in a frequency selective channel.
At reception, data is obtained after channel equalization and replicated symbols are combined to produce a higher quality symbol that is sent to the next block of the system.

6.4
Differential Modulations

Sending the information in the phase difference between two consecutive symbols, rather than in the module and phase of a single symbol limits the use of constant modulus constellations to those such as BPSK or QPSK. Differential modulations are unsuitable for high data rates but have the advantage of not needing channel estimation.

Differential modulations incur in a 3 dB loss of SNR with respect to coherent modulations considering the channel is perfectly known at the receiver. Using only the differential angle between consecutive DQPSK symbols is perfectly valid for hard decision. However, for soft decision is important to improve the estimation of soft bits using, for example, the received amplitude information in successive symbols.

One thing to note is that although there is no need to send pilots to estimate the channel, it is necessary to send an initial OFDM symbol used as a reference.  This causes a performance loss that becomes smaller as the data frames are longer. 

Using differential modulations in OFDM is possible by creating N independent channels in the frequency domain that are differentially modulated. Differential demodulation is feasible if the channel does not vary significantly from one OFDM symbol to the next at all frequencies. 

6.5
System Global Seed

In the IEEE 802.16e all safety measures are located at the MAC layer and above [15-20]. The objective of this modification is to add certain security capabilities at the physical level, adding a password to enable the correct decoding of frames and data.
6.6
Channel Quality Measurements

The standard proposes two mandatory metrics for Channel Quality Measurements to enable better performance and adaptability to channel conditions. The MS reports the mean and the standard deviation of the RSSI (Receive Signal Strength Indication) and CINR (Carrier to Interference-plus-Noise Ratio) in dBm units, both with open implementations.

RSSI enables obtaining an estimation of the signal strength received at mobile stations without affecting the process of signal demodulation. RSSI can be obtained from an expression through a dedicated ADC.
CINR can get a more accurate quality signal estimation of the received signal. It can only be measured once the data has been demodulated, and it can be referred to the data preamble or the pilots of a particular zone.  The chosen implementation was based on the EVM (Error Vector Magnitude) metric.
7.0
development methodology
With the purpose of validating the specified modifications, a real time implementation of the physical layer was developed on a test platform for SDR (Software Defined Radio) made up of COTS (Commercial Off-The-Shelf) elements. This test and validation platform is based on the TERSO (Spanish SDR Terminal) architecture. The processing elements used in a SDR platform consist of general purpose processors (GPPs), digital signal processor (DSPs) and field programmable gate arrays (FPGAs). 
In order to be able to implement a flexible and reconfigurable SDR system we use the following methodology:

· Identify and minimize the time–consuming tasks that will be placed on the FPGAs. 

· Decouple the tasks among them to minimize the propagation of the modifications introduced in the tasks due to the reconfigurability needs. 

· Minimize the degree of reconfigurability present on every task.

· Given that all tasks are reconfigurable, the interconnection among them is also reconfigurable. To simplify the implementation a task template is used. This template defines the structure, which is constituted by two different paths: one for the data –including the processing steps– and another for configuration. 
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Figure 3:  Distribution of the main blocks.
In Fig. 3 it is illustrated the partition of the modem functionalities, and which core they have been implemented in. The host sends the transmission parameters to the DSP’s MAC_CTRL task and then it sends/receives data from the MAC_CTRL block. This block creates bursts according to the number of symbols in the frame, the modulation and the code rate. The bursts are sent to PHY_CTRL task, which encodes and maps to symbols using the FEC block and send the confirmation registers to the first block in each processing chain. Data are sent to the PUSC block, responsible of the subchannelization and calculation of the symbol structure. The built frame is sent to the OFDM blocks (IFFT/FFT, DUC/DDC). At the receiver it is necessary a synchronization block.
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Figure 4:  General design of OFDM blocks.
The project development was divided in the following phases.  First, a theoretical model was made that divides the system in blocks specifying its inputs/outputs. Second, the reference software was performed (blocks tests in simulation, fixed-point analysis and anticipation of implementation issues).  Simulink models were developed to verify the correctness of the design, the PHY layer behaviour and to perform more extensive testing with the synchronization algorithm. Third, the real time system architecture (see Fig. 4) was defined (tasks for the DSP and FPGA, and hardware support for communication between tasks). Next, tasks were implemented. The final phase is the system integration and validation.

7.1     Time and Frequency Synchronization Model 

At the receiver, demodulation and decimation operations cause that originals signal cannot be accurately obtained. The oscillators frequency used in transmission and reception causes a frequency offset. On the other hand, the decimation of the signal will imply the not recovery of the optimal sampling point. 

7.1.1
 DL Synchronization Algorithms
7.1.1.1
  Timing Offset Estimation

The most popular timing offset estimation algorithms are those reported by Schmidl and Cox’s [21] and Minn’s [22] but they have to be modified because WiMAX preamble is not made up of two equal parts, but three.
There is another algorithm based on the existence of a cyclic prefix equal to the end of the symbol; this property can be used to detect the arrival of new OFDM symbols and at the same time refine the sampling point. Therefore, this is not a valid method for the detection of a frame, as any OFDM symbol would pass a test of this kind, but is useful to determine the arrival of new symbols.
7.1.1.2
 Frequency Offset Estimation

Schmidl and Cox [21] also propose a frequency offset estimation algorithm composed of two phases: fine and rough estimation. The first, achieves estimation by evaluating the phase of the autocorrelation calculated to estimate the time offset. To correct major offsets, it adds to the preamble another OFDM symbol in a special format that allows using correlations in the frequency domain and centers the spectrum efficiently into its original value. 

This idea was later extended by Morelli [23] by dividing the preamble into a number of equal parts greater than two. This way a wider range of acquisition of frequency offsets is possible without using two symbols but at the expense of fewer samples to make the estimation. Thus, if it is possible to determine the maximum frequency offset of the system, it will be always possible to design a preamble which supports this offset. Again, WiMAX does not include in its OFDMA physical layer the transmission of two preamble symbols and, therefore, cannot make use of Schmidl and Cox algorithm in this case. Nevertheless, it is possible to adapt the same technique to the autocorrelation of the cyclic prefix.
The algorithm used to detect the arrival of OFDM symbols performs the ratio between a cyclic prefix correlation with the end of the symbol, and an energy calculation of the cyclic prefix. This operation produces for each time instant a complex value which can be used to detect the symbol and get a fine frequency synchronization. For the first task, the squared modulus can be used as a metric since this value will reach its maximum when the full cyclic prefix is received.

Taking into account that all OFDM symbols have a cyclic prefix, it is necessary to add a method to detect the arrival of a preamble. This task was implemented using two algorithms:
· Correlation of the OFDM symbol first third with the last third. This method provides a rough estimation of the presence of a preamble. It is based on a property of the OFDMA physical layer in which frequency modulated subcarriers are separated by two zero subcarriers. This means that the signal in the time domain has a three repetition property with the same module but with a different phase. 

· Cross-correlation of the received signal with a known preamble, obtains an estimation at symbol level to determine where is the latest sample of the preamble.
7.1.2
UL Synchronization Algorithms

7.1.2.1
 Timing Offset Estimation

The main characteristic of the UL is that preambles are not transmitted before each subframe. The synchronization parameters must be obtained from pseudo-random sequences transmitted in reserved zones during the subframe. Regarding time offset estimation, whenever the delay in the arrival of the symbols does not exceed the size of the cyclic prefix, time offset does not have a critical effect since it can be compensated in the channel estimation stage.  Otherwise, assuming the structure of ranging areas of the standard the following algorithm can be used:  

· Detect the existence of the sequence with an energy threshold at the arrival of a ranging sequence.

· Detect the transmitted pseudo-random sequence.
7.1.2.2
 Joint Channel and Frequency Offset Estimation

Assuming that ranging bursts are transmitted, the SAGE (Space-Alternating Generalized Expectation-maximization projection) synchronization algorithm described by Morelli et al. can be applied. This is an iterative algorithm in two stages known as step-E and step-M. In step-E maximum likelihood estimation from the data is obtained, and the M-step maximizes this likelihood modifying a series of unknown parameters. After each iteration, the estimated parameters are updated and the process continues until there are no significant changes in their values. The overall complexity of this algorithm is rather high, since it involves approximately LNM (2Ne +1) operations to estimate the parameters, where M is the number of iterations, N the OFDM symbol size, L the channel impulse response length and Ne the number of candidate frequency offsets during the search that maximizes the expression for the step-M. This complexity does not include the calculations required to get the initial estimates and assume that the base station has a pre-calculated version of the Moore-Penrose generalized inverse of the sample matrix.
Simplifications can be made assuming that only one user transmits at any moment during an OFDM symbol, or taking advantage that ranging symbols are equal in two consecutive symbols.
8.0
RESULTS
In order to evaluate Tactical WiMAX, it is necessary to verify that the proposed modifications in the PHY layer meets the operational requirements explained at the beginning of this paper. A set of functional and perform tests were developed (see Fig. 5). Tests were performed over two different scenarios: intermediate frequency (IF) transmission through a cable, and radio-frequency (RF) transmission with antennas. The carrier frequency of the IF tests was set at 15 MHz.
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Figure 5:  Testing environment.
In the hardware platform, WiMAX frames with frequency hopping, spread spectrum techniques and differential modulation, accomplished under some circumstances an EVM (Error Vector Magnitude) minor or equal -25 dB  (see Figs. 6a and 6b) and a BER (Bit Error Rate),  using  FEC, minor or equal to 10-6.

TRANSEC capabilities were proved showing that, when seeds are not the same at transmission and reception, the communication cannot proceed.

The use of a subset of subcarriers in frequency hopping was verified, measuring with the spectrum analyzer the power spectral density for a different number of subchannels.

In the case of spread spectrum, the system was configured with a prefix cyclic of 1/2 transmitting 100 subframes with two OFDM symbols each. The obtained results showed an EVM gain of 3 dB every time you double the spreading factor. 
Differential modulation versus 4-QAM has been tested through a cable, transmitting 75 frames of 2 symbols each, achieving an EVM of -36.89 dB with differential modulation, while a 4-QAM modulation obtained -39.81 dB.
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	Figure 6a: IF scenario, received 16-QAM 
constellation (EVM =-37.12 dB, RSSI=-55.19 dBm 
and SNR=63.40 dB).
	Figure 6b: RF scenario, received 16-QAM constellation (EVM= -22.55 dB, RSSI= -68.68 dBm 
and SNR= 27.72 dB).


9.0
Conclusions

This paper examines the feasibility of Mobile WiMAX technology for the next generation of tactical wireless networks. The next step of this work is the development, implementation and integration of a tactical version of the WiMAX MAC layer, that focuses on the identification and analysis of WiMAX standard vulnerabilities as well as proposing enhancements to be used in tactical deployments such as: authentication and ciphering of MAC management messages, increase the robustness and security in the network entry, adapt the payload ciphering to military standards... Also, the need of end-to-end QoS, a mesh network topology, mobility management, power management, handoff and cross-layer design have been pointed out as next important considerations for a suitable tactical deployment. The analysis, design, implementation and validation of these issues is proposed as the second phase of COINCIDENTE Project (presented to the 2010 call and also to the coming 2011 call).

Even with the conviction that this technology offers significant benefits, various technical challenges remain as open concerns and need to be confronted to ensure the feasibility of this technology in a tactical deployment. One of the main constraints is that WiMAX is a commercial standard. A detailed study showed that there are many unsolved security issues and, thus, more research is needed in this direction. Critical threats such as jamming or scrambling; eavesdropping of management messages; BS or MS masquerading; DoS; relay suppressing or interleaving attacks; and data traffic modifications have been analysed. As a result of this investigation, a tactical system is being implemented to demonstrate the significant potential of Mobile WiMAX as a proper technology in the military environment.
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