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Overview

The NATO Modelling and Simulation Group (NMSG) Symposium (MSG-060) “How is Modelling and Simulation meeting the Defence Challenges out to 2015” was conducted in Vancouver, Canada on 07 - 08 October 2008. All sessions of the Symposium were unclassified. The Symposium audience of approximately 125 persons included experts from NATO countries, Partners-for-Peace (PfP) nations, as well as invited nations.

Out of approximately 50 abstracts submitted 24 Papers were selected and submitted for presentation. In addition, one invited paper and two keynote presentations were given. This technical evaluation report summarizes the core ideas and results presented in this wide variety of valuable contributions from NATO countries, PfP nations, and invited nations by capturing the main ideas in the flow of the symposium and connecting related papers with each other. Furthermore, the report provides an overview of the discussions conducted during the symposium following each presentation and gives recommendations.
1
Introduction

The importance of Modelling and Simulation (M&S) and its impact on training, experimentation and analysis in NATO and nations is well recognised and continues to grow. The call for papers of the MSG symposium 2008 asked the question just how well we are meeting those challenges, now and in the future. Advances in low cost, high power computers, graphics from the commercial and telecommunications markets have not yet been matched by the advances in the military environment to enable better interoperability and reuse between simulations and the integration of command & control systems.

There have been many technical activities and some successes within NATO and nations to improve interoperability and ensure effective reuse. The vision of Project “Snow Leopard” is to create a persistent distributed network for training and experimentation. Several significant steps towards this goal have been accomplished. Among these steps are the following:

· Important existing standards, such as HLA STANAG 1516 and the SEDRIS STANAG series, have been evaluated and identified as valuable potential standards supporting NATO federation.
· The MSG-027 Pathfinder Integration Environment has proven the concepts and the feasibility of NATO focused federation development and execution in a common integrating infrastructure comprising standards, tools, and methods in form of knowledge supported by a web-based and portal-based solution.
· The MSG-048 Coalition-Battle Management Language (C-BML) has been tasked to evaluate the Simulation Interoperability Standards Organization (SISO) activities on standardized information exchange between M&S and C2 systems.
· The MSG-052 Knowledge Network for Federation Architecture and Design designs a way to manage essential knowledge necessary to integrate national contributions to a common NATO solution.
With NATO engaged in long term operations ACT mission is focused on both the short term and long term benefits to the warfighter. This increases the need for rapid insertion of technology into training systems and interoperability between new and legacy systems. The focus of this conference is therefore on papers that demonstrate and challenge how M&S has – or has not – met the challenges by improving component command, joint training and doctrine development, experimentation, net-enabled capability (NEC) and interoperability for NATO and the Nations. In addition, several conference contributions address the themes of new research, development and the application/adaptation of models and simulation in the defence and commercial environments.

This technical report summarizes the mains ideas of contributions presented and discussions following these presentations. These summaries are not meant to replace the papers but should help the interested reader to identify papers presented during the MSG-060 event that are of interest to him. Furthermore, potential contributions of papers to the NATO vision for M&S in general in “Snow Leopard” in particular are highlighted. It also connects the presentation to other relevant work that may be of interest in the context of further evaluation, such as activities in other NATO panels or other M&S organizations.
2
Keynote Presentations

Major General Stuart Beare, Chief of Force Development (CAN), presented as the Host National Government Keynote Speaker. He addressed the necessity to deal with full-spectrum operations targeting to enable self-sustaining stabile government, development, and security. Exclusive focus on security may be counterproductive for the overall operation. It is essential to identify the forces on all these levels and to understand how they work together. A comprehensive approach to winning must orchestrate all contributing organizations and institutions. Nonetheless, the armed forces must contribute with appropriate means of force development, force generation, force deployment, and force sustainment to this orchestrated set of means, but it is now embedded into joint and combined efforts contributing to a whole government approach. M&S contributes already to this view, but projects are often limited to be snapshots. The common objective and visions is not sufficiently stressed. As M&S is a means to an end, this overarching approach needs to govern M&S as well. M&S should seen as a major enabler for the forces for increasing their efficiency and ensure their effectiveness. The main contributions of M&S were summarized as visualization, analysis, preparation for operations, and command support. The essential contribution, however, will be to support moving from survival to winning the new war in an overarching effort. It is worth mentioning that these goals and visions are well aligned with the current conceptual work of the Systems, Analysis, and Studies (SAS) Panel. They are in particular in line with the NATO Code of Best Practice for C2 Assessment (SAS-026) 
 as well as the current work on the NATO Net Enabling C2 Maturity Model
 that also point towards the necessity for such orchestrated approaches.

As the Host National Academic Keynote Speaker, Dr Paul Roman presented his work. He started with the ACT Overview on M&S Support to Application Areas. He used this figure to evaluate the contributions of the MSG-060 paper to this overview to show the need to embed the different contributions into a bigger picture. As General Beare, he requested the alignment and orchestration of efforts. However, his presentation pointed towards a stronger simulation support to operations, such as using battlefield visualization to improve situational awareness or use mission rehearsal and combat superiority. As an example, he introduced games in support of tactical applications. He used the five forces effecting the adoption of game technology model introduced by Smith (2007).
 The first two main forces are hardware and software costs that drive the adoption pattern. Additional influences are industry success using the approach as well as social acceptances to use this approach. Finally, experimentation is the fifth field. Within the armed forces, these five factors are applicable as well. Currently, the use of games for training and education support, as the costs can be handled, is perceived to be successful and accepted, and the use for experimentation is established.

A recent study using Virtual Battle Space 2 (VBS2) showed the evidence of effectiveness of this approach. The Canadian Armour School recently incorporated VBS2 into the Troop Warrant Officer’s course.  This allowed to assess cost savings (efficiency) and performance improvements (effectiveness) associated game-based training. In the first serial of the course, the trainees received one day of game-based training and 5½ weeks of live training. In the second serial of the course, the training staff increased the game-based portion to 2½ weeks and decreased live training to 3 weeks. All classes participating in this experiment had the same number of students. Generally, the game-based trained student performed better than those only exposed to the traditional field training. The series with 2½ weeks game-based training was even the very first class that passed the final test with 100% of the students. Although this experiment shows only a snapshot, the trend is promising.

3
Invited Presentation

MP-MSG-060-01 Simulated Battle – Real Challenges. How Today’s Simulations Meet Tomorrow’s Battlefield? by Cohen D, Yaroshevich A (ISR) 

This invited paper is the first paper from Israel. The paper is based on the experiences of the presenters with small scale simulation in support of ballistic missile defence (BMD) over several years. The recent developments in M&S introduced a multitude of possibilities, but several challenges have to be overcome in order to support real operations. They are summarized in the domains of 

· realistic communications (addressing both issues: introducing M&S into operational environments using real communications as well as modelling real communications realistically within the simulations),

· ambient phenomena (such as weather representation, dirty battlefield effects) that need to be modelled,

· graceful degradation and performance predictability (if a real system reaches its saturation limits, there is a degradation, if this happens in simulation systems, the observed result is often the crashing of the federation), 

· debriefing and analysis (data collection plans as requested in the NATO Code of Best Practice for C2 Assessment are not common practice and often not supported by systems), and

· integration of legacy systems.

The derived requirement list for future simulation supports includes usability, self description, graceful degradation, integratability into the operational environment, and standardized methods for descriptions and analysis capabilities. However, the standardization efforts require leadership based on experienced experts in this field. It is of interest that the collaboration of NMSG and the Simulation Interoperability Standards Organization (SISO) to produce and influence required simulation standards is contributing into this direction.

4
M&S Concepts, Techniques and Federation Design

MP-MSG-060-02 Improving the Federation Agreements Definition. New Proposals Out of the NATO MSG-052 Working Group “Knowledge Network for Federation Architecture and Design” by Huiskamp W (NLD), Chaigneau S (FRA), Cutts D E (USA).
This paper presents a group effort of MSG-052 summarized by the authors. It was presented in a similar from as a paper on the fall simulation interoperability workshop (SIW) of SISO in September 2007, showing the degree of collaboration in support of future standards. MSG-052 decided to use the Wiki approach to support collaboration in the group and documentation of the results. The focus of the presentation was how to capture simulation agreements. Currently, this is mostly done free text. MSG-052 evaluated the feasibility of a more structured approach. The recommendation is an information centric approach comprising of operational perspective, system perspective, technical perspective, and physical perspective. The operational, system, and technical perspective are derived from the architecture frameworks used in NATO and the US DoD, the physical perspective introduces the M&S specific views, including but not limited to execution of federations, implementation constraints, etc. The approach has been mapped to an extension of the Federation Development and Execution Process (FEDEP, IEEE Standard 1516.3), the Distributed Simulation Engineering and Evaluation Process (DSEEP), which may replace the FEDEP on the mid term. The formalized approached was successfully used within the group and is captured in the paper. This requires a common metamodel in support of the DSEEP, which needs to be adopted by NMSG for Pathfinder contributions.

MP-MSG-060-03 Verification, Validation and Accreditation (VV&A): The GM-VV Contribution and Roadmap (REVVA) by Masys A (CAN), Roza M (NLD), Giannoulis C (GRC), Jacquart R (FRA)

The paper introduces another example for collaboration with and use of products developed by SISO. It presents the Generic Methodology for Verification and Validation (GM-VV). Currently, the artefacts used for V&V are most often project-focused and/or product-focused. GM-VV is a generic approach that can be tailored and configured in support of projects. It is based a system engineering approach using a four-world approach in support of V&V: the real world is conceptualized and results in the problem world. By using M&S to model the problem world the M&S world is created. As several alternative products can be used to implement the M&S concepts, the product world is a world on its own. GM-VV is now defined and documentation is provided. It is worth mentioning that this approach reuses and merges contributions from various organizations, including WEU, SISO, and NMSG activities. The paper gives several application examples to prove the feasibility of GM-VV. It is planned to submit GM-VV to SISO for standardization.

MP-MSG-060-04 The Future Aviation Simulation Strategy for the United States Army by Goldiez B (USA)

This paper is an update of a former paper written for the Interservice/Industry Training, Simulation and Education Conference (I/ITSEC) 2007. As such, it makes another connection of NMSG activities and other professional M&S efforts. The study presented is a short study conducted for the US Army Aviation over a short period of time focusing on short- and mid-term recommendations and results. The findings show room – and need – for improvement in the domains of interoperability, common terminology, and a sustaining infrastructure. The paper documents the findings as well as recommendations, both directly relevant to NMSG. The use of Semi-Automated Forces (SAF), in particular OneSAF in case of the US Army, facilitates interoperability. Similar findings can be shown for the use of SE Core. The general trend of this study is that common tools and model significantly support and facilitate interoperability. The way forward is described in categories of procedural changes (such as a common section on standards in all specifications), programmatic changes (such as a persistent network and a common set of tool), and cultural changes (in particular in how to do M&S business, what to describe/prescribe). In particular for the current NATO ACT effort on the NATO wide Education and Training Network “Snow Leopard,” there are some lessons learned in this paper.
MP-MSG-060-05 How to “Train As We Fight” for Skills Beyond Fighting: Using Synthetic Teammates to Enrich NATO Simulation and Training by Bell B (USA), Lee J (CAN)

This paper addresses the “hard issues” of on-demand training for skills beyond fighting, focusing in particular on team training. The main challenges are how to support virtual instructors as well as virtual team members. The paper uses the examples of training cultural awareness, communications (including communication as a social skill), and tactical team training and gives examples how games can support these efforts. As papers before, the need for training for non-kinetic warfare, cultural awareness, and human terrain is recognized requiring for a common way forward to bring such systems together into a coherent solution. The paper recommends a cognitive architecture to complement the currently technology and implementation focused simulation standards.

In the discussion following the presentation, the need to integrate the cognitive aspects into the bigger framework as it was discussed in earlier contributions. However, the aspect of cognitive aspects needs t be added into the vision.

5
SIM to SIM and SIM to C4I Interoperability

MP-MSG-060-06 Semantic Standards for Common C2 Data in Warfighting and M&S Systems by Whitehead S, Winters L, Beardsworth R (USA)

The presentation on semantic standards for common C2 data addresses interoperability issues between M&S and operational C2 systems from the side of current efforts in the C2 domain, in particular from the US Joint Forces Command viewpoint. The idea is that M&S should use the same processes, methods, and data as the warfighter in the field wherever possible. The main two challenges to overcome are nonlinearity and overloaded ambiguous expressions. M&S as a means can support to better understand complex systems (complex being defined as multiple and highly connected via non-linear relations and functions). The focus of the paper lies on achieving the goal of common semantics. In the domain of the Global Information Grid (GIG), the Net-centric Data Strategy aims to accomplish this. Recent developments are striving for a common semantic core. The proposed solution embraces a C2 Data Model Hierarchy enabling maximal re-use in different communities of interest. At the heart, a universal core captures the most general terms. In the second tier, domain cores are defined, such as C2 terms. In the third pier, COI specific extensions are captured, while other extensions are captured in the fourth tier. Where it is possible, open solutions are integrated, such as the Geography Mark-up Language (GML) of the Open Geospatial Consortium for location and time or the Joint Command, Control and Consultation Information Exchange Data Model for C2 specific data. The paper enumerates further implications for net-centric command and control. This work is of particular interest for the MSG-062 task group. In addition, the need was emphasized that M&S and C2 collaborate more closely in the net-centric domain. Furthermore, the need to bring the Battle Management Language activities into these efforts was recognized in the discussion.

MP-MSG-060-07 Enabling the MSG-048 Multinational Demonstration 2007 with the Command and Control Lexical Grammar and JBML Web Services (MSG-048) by Pullen M (USA), Hieb M (USA), Schade U (DEU), Kruger K (DEU), Frey M (POL), Orichel T (DEU)

This paper delivers an update regarding the current MSG-048 efforts on Battle Management Language evaluations. Both papers presented on this topic during the NMSG Symposium last year have been awarded for their outstanding technical contributions. The current paper documents the successful proof of principle and feasibility of these ideas in a demonstration delivered by MSG-048 members during the 2007 I/ITSEC. The focus of this paper is the work conducted at the George Mason University and the German research organization FGAN. The main premise is that an unambiguous language, such as BML, needs a formal grammar. The recommended solution is the C2 Lexical Grammar (C2LG). It uses the terms of the JC3IEDM and rules defined by GMU and FGAN in referenced publications. The C2LG rules follow the principle to define the grammar rules such that resulting constituents correspond to the doctrine (sentences and constituents correspond with common doctrine). In addition, C2LG is lexically driven (each task determines what kind of constituents are obligatory, optional, and forbidden). FGAN developed a graphical user interface to construct valid C2LG expressions. The second part is the application of JBML web services. They comprise three layers: domain configured service representing the domain specific language, BML base services specifying information objects of interest, and the common data access services for database access. MSG-048 demonstrated the feasibility by an experiment of six nations participating with their systems.

Although not part of the presentation, it is worth mentioning that this activity is another example of potential collaboration between NSMG and standardization bodies, in particular SISO. In the following discussion, the need to collaborate with the Multilateral Interoperability Programme (MIP) responsible for the JC3IEDM dictionary was emphasized.

MP-MSG-060-08 Finding Real Interoperability Among Simulators by Applying Communication Standards by Serna M, Castillo J M, Pastor L (ESP)

The presentation on interoperability based on common communication standards focuses on the technical aspects of interoperation (often referred to as integratability in layered models). TCP/IP and XML are seen as promising candidates for solutions that may be superior to HLA based communications. Other aspects are the operating system used (MS Windows, Linux, and Solaris mentioned in the paper) as well as programming language used. The recommended solution proposed in the paper is the use of Interoperability Checking Agents (in the paper HLA Check Agents) that support the integration on the different levels identified: differences in the infrastructure (such as the HLA RTI), differences in the operating systems, and differences in the programming language.

The approach is very similar to the Study Group on RTI Interoperability (Final Report published in 2005) that identified and interoperability lexicon and comparable categories for use cases.

MP-MSG-060-09 SE Interoperability – Barriers and Enablers by Petford C, Frank S (GBR)

The paper is an update on the current efforts in support of the Simulation Interoperability Requirements and Enablers (SIRE) programme in the UK. Four interoperability-focused tasks are indentified: examining the current need and status, examining the likely future directions on needs and priorities, guidance and enablers, and validation. Of general interest for the NMSG – and additional findings are enumerated in the paper – is the ongoing strive for a common infrastructure and common standards. As important as these technical means is guidance and buy in by the higher management. The use of operational standards, such as the use of architecture frameworks for virtual systems in the same rigor as for operational real systems shows potential. Of particular interest are the artefacts describing necessary interfaces, information exchange definitions, and sequencing and timing diagrams.

The findings are consistent with the method developed for NATO’s Active Layered Theatre Ballistic Missile Defence, which used the NATO Architecture Framework to identify M&S support to evaluate alternative architectures.
6
M&S in Support of Future Coalition Operations

MP-MSG-060-10 The Simulation Interoperability Framework – Mapping Interoperability Requirements to Coalition Outcomes by Roman P, Bassarab R (CAN)

The American, British, Canadian and Australian (ABCA) Army Coalition recently conducted a study on simulation interoperability. The results can be applied in every federation that comprises at least one member of this group. Objective was to establish policy, practices and procedures to enable the creation of a shared baseline for constructive simulation. Target audiences of the study result presentations were not technicians of the M&S domain, but warfighters and users of M&S. The common understanding is that the use of common simulation tools is the baseline. Using common standards increases the flexibility, but also adds complexity to the interoperability task. Purpose-built-interfaces are the elements of the next layer. The most flexible but also most challenging preference is a common integration effort. Common tools in ABCA are OneSAF and VBS2. The paper shows how and where they are used. The study was conducted outcome oriented, which means that the means are only evaluated in the light of what shall be accomplished, such as lessons learned are applied to enable and increase mutual understanding, exercises and experiments are conducted to increase efficiency and effectiveness, and so forth.

One of the big advantages of NATO is that the knowledge of nations is used in their contributions that are applied within NATO. Therefore, while the use of common tools is a valuable goal, it is not always possible. It was stressed in the discussion that the framework needs to have the flexibility to support a heterogeneous solution as well.

MP-MSG-060-11 The Role of M&S in the Canadian Joint Fire Support Technology Demonstration by Abdellaoui N, Wheaton K, Allen D (CAN)

The Joint Fire Support (JFS) Technology Demonstration described in this paper applies a system of systems engineering process to orchestrate the contributions to the various effectors to a joint operation. Currently, the Canadian forces do not have the capability to deliver a call for effects from all services in a Joint environment. Doctrines are not yet aligned, C2 systems are service specific (resulting in the observation that interoperability between Canadian and UK Navy is easier to accomplish than between interoperability between the Canadian Navy and Army). The JFS projects targets to close some of these gaps. It uses M&S to stimulate the necessary C2 systems that need to be orchestrated: GCCS-M is stimulated via the C4I Gateway of JSAF (Navy); TBMCS is stimulated via the C4I Gateway of JSAF (Air); LCSS is stimulated via the VICCI of JCATS. The three simulations are federated via HLA. The C2 systems feed into the Multi-Sensor Integration Common Operating Environment (MUSIC) test bed, which is a current research projects. The JFS project is in progress. The experiment was not yet conducted. The paper enumerates several difficulties that still have to be solved, which are not limited to the M&S components. The spiral experimentation approach chosen proves to be helpful.

The framework presented in this paper is a valuable example how to use M&S for the testing of net-enabled systems. The SE created by the M&S tools can be used to generate meaningful and operational relevant test and evaluation.

MP-MSG-060-12 Geographically Distributed Simulation Architecture for Missile Defense System Hardware-in-the-Loop Weapon Facilities by Farbman M, Buford J A Jr, Vatz B II, Barnett T Jr (USA)

The paper describes distributed single stimulation framework (DSSF) architecture. The objective is to stimulate missile defence systems in a realistic manner. It contains threat models and common results. This allows integration of various influences of weather, such as rain, or atmospheric effects in a consistent manner. The main idea is to use Truth Interface Units (TIU) to mediate the common effects into inputs useful and meaningful to the hardware-in-the-loop to be tested. The DSSF also coordinate M&S specific events in the three phases of pre-mission (initialization), mission (execution), and post-mission (analysis and review). It also separates truth data and tactical data (what is real in the SE used to stimulate systems versus what are the tactical results produced by these systems). In summary, the DSSF provides a unified test control and truth simulation network. Again, the NATO “Snow Leopard” may be able to derive meaningful insights from the lessons learned of this project.
7
M&S in Support of Homeland Security

MP-MSG-060-13 SAGECE: Towards a CBRN Crisis Management Training Capacity at French Multi-Agency Level by Gougeat J L, Bonot J (FRA)

The French White Paper from June 2008 identified the need to continue efforts in support of defence and homeland security, addressed as internal and external security. The paper presents the French SAGECE project that evaluates research and applicability, but also creating contract opportunities. The project plans to make intensive use of M&S to educate and trains first responders as well as security and defence personal. The envisioned interactive simulation tool must support multiagency experiments and exercises and simulate all events the internal and external security forces have to react to. Examples are anthrax attacks, mass casualties due to man made or natural disasters, and more. Project partners are enumerated in the paper and come from government, academia, and industry. The technical gaps to be closed, such as behaviour modelling of autonomous individual characters in crisis situations, are of high interest of NATO as well. Similar problems have already been identified in paper MO-MSG-060-05 for team training. The planed demonstrator shall address training capabilities at various multiagency decision levels by embedding the training audience into an interactive SE. Furthermore, the reuse of existing components shall be addressed. Another unique aspect is the use of actors in the experiments, creating some special challenges for their integration into the SE, including but not limited to attacks on actors.

The results of SAGECE on multiagency cooperation and human behaviour representation have potential to significantly contribute to NATO capabilities. In particular cross border crisis management is a domain that was identified. The project has a similar scope as the “Golden Phoenix” exercises that delivered first results recently.
 One of the main challenges in both examples, SAGECE and Golden Phoenix, is to ensure that key personal from first responder organization is available for the exercises. This may require additional planning and steering groups beyond the scope of exercises and CAX focusing on military training.

MP-MSG-060-15 Advanced Integrative Multiscale Modelling System for Countering the Threat of CBRN Terrorism by Yee E, Hogue R (CAN)

The paper on advanced integrative multiscale modelling presented an integrative approach over several scale to realistically model the dispersion of substances through the atmosphere, in particular in urban areas. Motivation is the current limited capability of first responders to detect and model hazardous releases. In order to address the dispersion of such materials, a layered approach was chosen. The main idea is to use a high level model driving high resolution models on lower layers, starting on the mesoscale and going down to the urban scale and to building models. The Global Environment Multiscale (GEM) model has been developed for climatic research. The GEM model is used to compute the dispersion on the big scale. The next step is to connect the GEM model with local cells that are enriched by additional urban parameterization.  This allows modelling the urban microclimate, such as urban canyons, concrete covered large areas, etc. For this, additional data is needed describing land-use in 5 meter resolution. These data can be generated from satellites. Finally, additional data is obtained for the building model. Within this third ties, complex flow models based on computational fluid dynamics are used. They are completed by urban dispersion models. In the underlying study, two different complementary models are used for this task. It is of interest that this three-tier-model is modelling physical effects. Therefore, the approach could be validated by tests and observations. A study including field experiments and measurements – Joint Urban 2003 – was used to validate the model. Current research is conducted regarding using the model for event reconstruction.
NATO is conducting similar efforts already under MSG-049. The results of these studies will contribute significantly to make all kind of simulations more credible when they serve as climate-flow-dispersion servers within a NATO federation.

MP-MSG-060-16 I2Sim Modelling and Simulation Framework for Scenario Development, Training, and Real-Time Decision Support of Multiple Interdependent Critical Infrastructures during Large Emergencies by Martí J R, Ventura C E, Hollman J A, Srivastava K D (CAN)

The Complex Interdependent Integrated Systems (CIIS) research group developed a conceptual integrative framework – the Infrastructure Interdependence Simulation (I2Sim) – to assist multiple contributing organizations to coordinate their planning, response, and recovery actions during large disaster situations. The general objective is the conservation of human life in disaster situations. While sophisticated models exists for power systems, transportation networks, and many more infrastructure components, the confidentially of internal information is an essential concern. Therefore, the obtainability of such data cannot be assumed. The approach chosen was therefore to use the dynamic output of contributing private infrastructures as the model parameters. This allows the needed transparency while ensuring the privacy of confidential data. It uses a common I2Sim ontology to make sure that the terms use for integration are understood: cells (production units), channels (transportation units), tokens (exchange units), and controls (distributor and aggregation units). These high level concepts allow composing infrastructures using channels and tokens without exposing the internal response mechanisms. The model was successfully applied in case studies described in the paper. The structure of the model supports massive parallel computing. Command and control structures become controls allowing the use of I2Sim for planning, decision support, and analysis in multiple interdependent domains, such as coordinating first responder activity in case of disasters.

The main purpose of I2Sim is t provide a shielded interface allowing the collaboration of organizations without having to expose their confidential data. It also allows the application of various simulation methods to directly support executable versions, such as Petri Nets, agent based implementations, use of trusted intelligent agents as representatives for detailed infrastructure models, and others.

8
National Initiatives, Research Programmes & Strategies

MP-MSG-060-17 UK Defence Common Simulation Infrastructure and Services by Edmondson D, Patel B (GBR)

The paper on the defence common simulation infrastructure ad services (DCSIS) is a vision paper on the way forward within the UK. DCSIS is currently a research and development programme to define the requirements better and to evaluate feasibility of new ideas. The initial DCSIS structure is planned to use t he Joint Multi-National Interoperability Assurance Network (JMNIAN) as the infrastructure, allowing the access of intranets and extranets. The DCSIS Core comprises computer generated forces (CGF), synthetic natural environments (SNE), synthetic environment tools, scenarios and data, and integration capability for live-virtual-constructive (LVC) simulation. UK established a Steering Group for direction and oversight and a Commercial Lead for tasking and payment to orchestrate the various necessary task groups. The programme is conducted in three phases of definition, R&D, and Delivery. The definition phase is nearly finished, the R&D phase is planned to span from 2008 to 2011 leading to the delivery in 2012. This national programme is interested in alignment with other activities, such as NATO tasks, SISO activities, and other relevant efforts.

In the discussion, the reuse of the ideas development in the MSG-027 web portal effort was raised, as this approach may facilitate licensing questions, controlled distribution of solutions, identification of potential common components, and other ideas discussed in support of a common integration environment as envisioned by DCSIS as well.

MP-MSG-060-18 A Simulation Framework for Higher-Level Fusion by Wehn H, Guitouni A (CAN)

This paper describes a research tool defined in closed collaboration with academia and governmental research facilities to access the merit of net-enabled systems. Dynamic information fusion was the main technical challenge addressed by the project. Furthermore, the prototype should support distributed, dynamic resource management enabling planning, scheduling, resource de-confliction, load balancing, resource migration, and dynamic configuration management. The implemented architecture is based on distributed intelligent agents that can be edited and viewed by integrated applications of the test bed. The communication between test bed components is based on XML; the communication between the agents is based on the agent development environment. The agents are used to model of complementary networks, such as C2 networks, communication networks, social networks, and physical networks. The agents use the belief-desire-intent (BDI paradigm to implement the observe-orient-decide-act (OODA) ideas. This approach allows well defined and sufficiently simple interfaces. Several platforms and sensors were implemented for the prototype, including sensors (electro-optic and infrared), scanning and imaging radars, and transponders. A simple and elegant structure to compute situation evidence comprising a proposition (“What is observed?”), a set of proposition quantifiers (“How? Where ? When?”), a set of situation objects (“Who?”) and a time stamp (“When asserted?”) was defined in the project. In summary, the prototype provided a useful and general framework for development and testing of distributed information fusion and resource management algorithms.
In the discussion, the similarity of the situation evidence descriptions with elements of the C-BML (“Who, What, Where, When, Why?”) and related JC3IEDM web services structured was observed. The idea to use C-BML as a language between agents, as already envisioned earlier, was positively accepted, in particular when C-BML becomes a standardized way for communications.

MP-MSG-060-19 Using a Competitive Approach to Improve Military Simulation Artificial Intelligence Design by Stoykov S (BGR), Darken C (USA)

This paper describes experiments conducted at the Naval Postgraduate School that utilized the real-time strategy game ORTS (developed at the University of Alberta) to evaluate competitive approaches to find better rule sets and decision methods for intelligent agents. The approach was not to analyse code and solutions, but to base selection and composition of solutions on competitive advantage of potential solutions. Beside more detailed results enumerated in the paper, the use of the competitive approach has shown to have a more universal application and has potential to be applicable in non-military agent application domains as well.

The discussion focused on possible extensions of the proposed approach, such as genetic algorithms or calibration of rule sets.

MP-MSG-060-20 Effective Exploitation of MS&SE to Support Preparation for Operations by Jackson P, Pordham N (GBR)

The use of M&S for preparation of real world operations was unfortunately not supported by a paper at the time this technical report was written. The roadmap of the work presented is significantly influenced by the NATO MSMP Objective. The work on support preparation for operations is one of the categories under employ simulations. User requirements led to the priority list of conducting planning, visualizing the plan, and contributing to be aware of effects resulting from the execution of the plan. To evaluate the usability of M&S, a prototype for the tactical level was designed and implemented. The approach chosen for the development of the architecture was based on capability identified rather than being implementation-focused onto specific tools. Nonetheless, the resulting design was validated and verified to ensure that the solution is fit for purpose, logically derived from system requirements, and that the scenario is militarily credible. Again, the similarity of the resulting architecture with the C-BML architecture shows the potential for closer collaboration and reuse of SISO and MSG results for national research initiatives. After initial scepticism, the demonstration elicited a very positive response from the stakeholders. The recommendations can be directly mapped to current activities of NMSG, such as common scenario and terrain data as targeted by the MSG-053 Rapid Scenario Generation task group, and others.
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M&S in Support of Training - CAX

MP-MSG-060-21 Replicating the Complex Reality of 21st Century Crisis and Combat Operations
 by Herl B (USA)

While most contributions so far focus on the tactical level, this presentation addresses senior tactical and operational headquarter challenges. The identified 21st warfare trends comprise declining large sate-on-sate scales, competition for limited resources as the drivers behind conflicts, and fundamentalism and radicalism. These trends create an environment for brutal and violent warfare, which can be described as “intimate” warfare. For the supporting generic exercise design, this leads to the necessity to deal with four groups to be simulated: own forces (blue), hostile forces (red), population (green), and non-combatant actors (grey). The boundaries between these categories are fluent, as green can turn grey, grey can turn red, and there are all shades of grey and red. The scenario and support must also be able to deal with long-term turn-arounds, as effects are not limited to immediate action-effect chains, but in particular changes in the population may take several days or weeks. The scenario needs also to take physical and cultural geography and external influences into account. The methods and models must be the last choice in the design. This reflects the recommendations of the NATO Code of Best Practice for C2 Assessment as well, where the orchestrated set of tools is not defined before all other aspects of the analysis – scenario, human and organizational constraints and measures of merit to be applied – are identified and agreed to. Agent models, social networks, and better time-effect modelling are necessary technical clues needed. Current models evolve, but are not yet sufficient to satisfy these needs.

MP-MSG-060-22 Simulation In Support of Defence Structure Analysis by Martinussen S, Tansem I, Evensen P I, Rødal H, Bore I (NOR)

Norway developed its first Battle Lab facility recently and is applying this new facility to conduct system and platform specific simulation experiments. The toolset is not limited to traditional simulation applications but comprises also game based simulation. The scenario development starts with an excepted large scale scenario and then is broken down into vignettes to derive critical combat situations. The SE is based on de facto and international standards generating a common database used to initialize other components, such as visual databases. The simulation infrastructure is based on the HLA RTI, but comprises DIS gateways and gaming gateways as well. In addition, C2 systems can be integrated via virtual private networks and gateways. This infrastructure was also used in support of Norwegian C-BML evaluations for MSG-048 contributions. The paper gives examples of first applications, such as the evaluation of a battle management system and new ideas for air defence operations. The approach allows the synthetic representation of combat situations and their evaluation – including resulting new structures – in synthetic environments. Thus, operational concepts can be developed based on pre-defined scenarios and models of military technology that may be available in the future. Current research evaluates the application of artificial intelligence for further improvements.

MP-MSG-060-23 Inclusion of Human Behaviour Representation in Military M&S by Cain B (CAN), Belyavin A (GBR)

The need for Human Behaviour Representation has been recognized in many guidance papers, but the simulation of operators in support of these statements is often inadequate. Despite documentation of requirements and methods, exercises are still requiring large numbers of actors that could be replaced by agents implementing the human behaviour. The paper documents the state-of-the-art and the availability of methods and tools. When evaluating approaches, it is also valuable to clearly distinguish between behaviour (what is done) versus performance (how well is it done). There are three main approaches identified in the underlying work: cognitive architectures, task network models, and control engineering models. All three are defined in detail in the paper. While cognitive approaches try to build rational behaviour from the bottom up, the engineering models are more interested in applicable models that mimic the human behaviour without necessarily having to model it in detail. There are also hybrid approaches available. In summary, modelling all aspects of human performance is a complex undertaking that will involve a wide range of elements including cognition and physiology. Cognitive and engineering approaches have advantages and disadvantages, so that no general solution can be provided at this stage of current research, but hybrid models are developed and evaluated.

Other panels are coping with these questions as well. In particular the work of the Systems, Analysis, and Studies (SAS) and the Human Factors and Medicine (HFM) panels are of interest, such as SAS-074 on Integration of Psycho-Social Models and Methods in NATO’s Effects-Based Approach to Operations or HFM-169 on Human Dimensions in embedded virtual simulations.
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Training Capabilities - New Technologies

MP-MSG-060-25 Examining the Effectiveness of Air Support Operations Center (ASOC) Simulation Based Training and Implications for Future ASOC Simulation Requirements by Whitmore S, O’Flynn B, Hartzell T (USA)

The paper deals with training shortfalls based on observations of US Air Force members in operations in Afghanistan in 2004. They observed that their training before the operation was not optimal, as they did not train for what they were faced with in Afghanistan. The training curriculum did not address the multitudes of warfare they found. In addition, the C2 environment was different from what they trained with and for. After the deployment, these experts were used to search for simulations to support the development of an “experimental learning” training system that prepares USAF member better for future deployments. The result was the ASOC Battle Simulation that allows the USAF to replicate their operational environment on their home base for training of squadrons. The underlying core simulation is an entity-based SAF with integrated support for C2 systems (C2PC integration). Technical details are given in the paper. The ease of use of the system allows for very short set-up times.

As NATO’s C2 structure and training needs change as rapidly as described in the paper, the approach comprises valuable lessons learned. An interesting use case mentioned in the presentation is the use of this simulation to educate others on ASOCs role, mode of operation, etc. This option becomes increasingly valuable for CIMIC to bridge the understanding gap between civilian and military operations.

MP-MSG-060-26 Training with Embedded Simulation by Bartoldus K (DEU)

This presentation is the first one the deals with embedded simulation (ES). The simulation for an on-board virtual air combat scenario is embedded into the advanced avionics systems allowing the exchange of native data without the need for timely mediation. The promises of ES are increased adaptability, flexibility, and versatility, support of rehearsals, and providing of ad hoc and direct feed-back. The roots of ES for the proposed approach go back to 1986, starting with generation of virtual targets that developed via an attack and manoeuvre system to the current state call WaSiF that simulates air-to-air and ground-to-air threats. Recently, this system was net-enabled and demonstrated. For the training, the cockpit remains as it is, but the cockpit displays are stimulated by the ES and are also used as input for the ES. The system received full aircrew acceptance, as this system allowed to engage every enemy that can be simulated with every weapon suite that can be simulated. The linked version continued the trend to use the already available operationally used equipment. It was demonstrated in the international context with crews and aircrafts from Germany, Italy, Portugal, and Turkey.
MP-MSG-060-27 Qualification of Military Flight Simulators by Jansen H, Koolstra H (NLD)

The paper introduces the Dutch efforts to certify flight simulations. The idea is that it should be able to build simulators for extreme circumstances not found in the home country (such as desert constraints for Dutch helicopters). However, these systems should be certified to accredit their fidelity for such training. Standards, certifications, and inspections/audits are needed. The guiding two questions are “What is the level of simulation required for a task to train that particular task completely in an FSTD?” and “What is the minimum acceptable level (no negative training) and how much training can be done on that particular simulator?” The paper describes a task and sub-system oriented approach. This approach results in a matrix rating of tasks versus sub-system that guides the qualification and certification process. This solution is not yet applied, but is likely to be introduced as a first step to regulate military simulator training soon. The proposed rating system maximises the benefit out of existing training assets for operators and enables them to weigh upgrades of the simulator against the reduction in required flight hours, leading to better and cheaper simulation enriched training, similar as it was presented in the academic keynote for the Canadian Troop Warrant Officer training.
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Summary and Recommendations

This section shows the major trends as observed in the papers as well as in the discussions following the presentations and the sessions. Each paragraph summarizes a main trend and gives a recommendation on how NATO in general and the NMSG in particular should act regarding the results of the technical evaluation. In summary, the symposium provided attendees a forum to advance the effectiveness and role of M&S in the Alliance. The combination of M&S users and developers concentrated in this one forum did not only educate attendees, but also provided fresh ideas for the furtherance of NATO M&S in continuing to provide a key building block in support of NATO’s transformation process and national capabilities. 

· A new idea for M&S applications was mentioned in two papers: Use of simulation to educate other organizations participating in military civilian interagency C2 staff. This idea may allow to replace the common operational picture with a common operational model. While a picture says more than 1,000 words, an executable simulation showing the interactions of an operation may say more than 1,000 pictures. Similar ideas were discussed in the C2 community as well and are starting to get broader acceptance.

· The idea to increase interoperability by using the same methods and tools was articulated in several presentations and discussions. As intriguing as this idea is it should be pointed out that this cannot be transferred easily for the application of simulation models. A model is a purposeful abstraction of reality, designed based on specific constraints and simplifications with a special purpose in mind. The heterogeneity of models is therefore something positive, as this allows to observe a problem under many different viewpoints, such as using several national models representing different national doctrines and tactics. If NATO prescribed or even mandated the use of a particular common model, it would loose its diversity of solutions and approaches captured in national contributions. While standardization on the technical and implementation level makes lots of sense, standards on the conceptual level prescribing conceptual contents is contra-productive. What is needed is a standard family allowing the lossless mediation between viewpoints to allow the use of an orchestrated set of tools to solve the problem.

· The new NATO programme “Snow Leopard” will potentially have significant influence on the way M&S research, development, and application will be conducted. An overview brief with the most important requirements for new task – including key definitions of its functionality in comparison with Pathfinder – would be very valuable for the NATO M&S Community. A presentation comprising these key points is therefore highly recommended to allow NATO and the nations to contribute effectively and efficiently to these efforts.

· NATO’s MSG and the supporting M&S Coordination Office may want to consider playing a more active role in the tasking and monitoring of MSG activities. NATO’s resources in support of larger projects like “Pathfinder” or “Snow Leopard” are limited, so that such projects on the reuse of task group activities. Therefore, the tasks and results of MSG activities need to be orchestrated. While individual contributions and new research directions are generally favourable, it is also needed to “deliver expected contributions” in support of the overarching ideas. Such expected deliverables need to be formally captured when launching each task group. The chair of the group must be aware of requirements and constraints for the task of his group in the context of the overarching project idea. Without such an orchestrated approach by the NMSG, individual solutions are unlikely to contribute to “Pathfinder” or “Snow Leopard” in the desired way.

· The trend that task groups of the NATO MSG report their progress and findings continued. During the symposium, reports from MSG-019, MSG-048, MSG-052, MSG-062, and MSG-064 were presented or directly used in presentation. This trend is generally seen as a very positive one, as this allows the broader NATO M&S community to get updated on activities and potentially contribute new ideas. It also shows the relevance and applicability of these results. However, it would have been even more advantageous if the common framework of the Pathfinder programme were used. In the absence of such a common framework, the individual presentations could not be well connected into a bigger picture of the common vision of NATO’s MSG.

· Many papers are based on active collaboration with other M&S bodies and conferences, such as SISO, I/ITSEC, ITEC, WEU, etc. This trend is very valuable and fully supported by the author of this evaluation. It is also valuable for NMSG to have papers that have been presented in other organizations presented as information briefings for NATO’s M&S community as well. However, as the NMSG adopted the Code of Ethics
, authors’ should be reminded that republished papers should be identified as such. Several papers in the proceedings already took this approach, which is positively noted.

· Several conceptual contributions and papers showed the need of M&S to adapt vision and mission in support of new operational realities. Briefings on M&S support for operations as an emerging application domain starting to become equally important for warfighters as training and the use of embedded simulation being symbiotically integrated into operational systems are evidence for the ubiquity of M&S applications. Although the authors of the NATO M&S Master Plan
 included placeholders for such developments, it may be worthwhile to revisit this baseline document to ensure that vision, mission, and objectives reflect the new operational reality appropriately.

The great number of conceptual frameworks and models used in this conference shows the necessary to fill a void. Commonly developing a good reference model based on the new operational realities and capable to align and orchestrate NATO and national efforts to better support integration needs for operational support may become the next challenge.

In summary, the symposium gave an excellent overview on how much the NATO M&S Community evolved in the recent years. All presenting nations and organisations are clearly in a stage of mature M&S application and apply sound engineering principles including sharing of solutions based on open standards and open architectures. The technical aspects of simulation applications and the integration of networks are challenging, but well understood. The next step needs to aim at the conceptual level. After focusing on simulation for the last couple of years, it is now time to look at the conceptual side of modelling and standards to enable the sharing of conceptual ideas as well.

How is M&S meeting the defence challenges out to 2015? The papers and presentations demonstrated that NATO and the nations have a strong foundation and are applying M&S on a broad scale. The new operational realities with uncertain and highly dynamic and agile own, neutral, and hostile force structures involved in continuously changing environments and the increasing demand for more M&S support to operations with the focus steadily moving towards multinational military civilian interagency operations request conceptual and technical flexibility building a new and complex challenge for NMSG.
[image: image3.jpg]}
A NATO
\4% OTAN










�	NATO Code of Best Practice for C2 Assessment, Revised Edition (2002), CCRP Press, Washington, DC


� 	D.S. Alberts and R.E. Hayes (2007) Planning: Complex Endeavor, CCRP Press, Washington, DC


�	Roger Smith (2007) “Five Forces of Game Technology Adoption in Military Simulation”, Proceedings of SimTecT’07, Brisbane, Australia


�	http://www.dodccrp.org/events/13th_iccrts_2008/CD/html/plenary_presentations/golden_phoenix.pdf


�	Andreas Tolk (2005) “An Agent-based Decision Support System Architecture for the Military Domain" Chapter 8 in Gloria E. Phillips-Wren and Lakhmi C. Jain (Eds.): "Intelligent Decision Support Systems in Agent-Mediated Environments," Frontiers in Artificial Intelligence and Applications, 115:187-205, IOS Press


�	T. Ören et al. (2002) Code of Professional Ethics for Simulationists. Proceedings Summer Computer Simulation Conference.  pp. 434-435, Society of Modeling and Simulation (SCS), IEEE CS Press


�	NATO Modelling and Simulation Master Plan, Version 1.0, AC/323 (SGMS) D/2, Brussels, Belgium, August 1998





RTO-MP-MSG-060
6 - 1
6 - 4
RTO-MP-MSG-060
RTO-MP-MSG-060
6 - 3

