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AbstracT

Modeling & Simulation (M&S) informs how we fight, impacts how we train, how we conduct Command and Control (C2), how we analyze and evaluate our situation and how we select from various courses of action.  It is imperative that the data we use in M&S replicates that which we will use to conduct warfare to the highest degree of fidelity possible, to achieve interoperability in a challenging net-centric coalition environment.   This imperative comes with challenges, many related to the semantics of the data we share, the different domains and especially the context.  While common data semantics are desirable, a one-size fits all approach has yet to prove successful. Often, the same word or data has a different meaning in different contexts such as military services, warfighting functional areas (C2, Force Projection, Intel, Logistics), in different national and security domains, and in different warfighting domains (ground, maritime, aerospace).  As we will likely never fight another conflict absent a coalition of partner nations or without participation of other government and non-government organizations, the imperative for semantic commonality must be extended to address these partners as well.  Thus, a federated data model approach appears to be called for, that balances rigorous semantic definitions for the most common and most frequently used data, yet allows for other models that address the subtle differences in the meaning of data in different contexts or domains.  A major initiative being pursued at US Joint Forces Command is aimed squarely at providing semantic standards for C2 data, with the goal of unifying data used in both M&S and live battlefield systems.  As a partial solution, US Joint Forces Command is developing a “Core” data model for C2.  This model will serve as a solution to a number of these challenges, and will occupy a unique position as a bridge between the major data models of other important domains (inter-governmental agency and multinational).  C2 Core is partially a subset of the well-known Joint Consultation Command and Control Information Exchange Model (JC3IEDM) multinational C2 data model, combined with the Geography Markup Language (GML)-based representations of time and location from the soon to be released Universal Core v2.0 data model.  C2 Core is designed to extend from, and avoid logical conflict with Universal Core v2.0, while containing only those most frequently used, most “C2-related” entities from JC3IEDM, hence the term “Core.”  The data model was designed to encompass C2 concepts of a general or moderate level of specificity, resulting in what is described as a “break point.”  At this break point, the C2 Core ends, and extensions to provide vocabulary with the greatest degree of specificity begin.  Ready-made extensions can come from the full JC3IEDM data model, or from data models provided by Communities Of Interest (COI)s or users.  The C2 Core has been proposed for use by the Joint Rapid Scenario Generation (JRSG) project, as a multi-national information exchange standard, and as the information exchange standard for future systems in the US C2 Capability Portfolio. 

1.0 iNTRODUCTION

“Preparing for the future will require new ways of thinking, and the development of forces and capabilities that can adapt quickly to new challenges and unexpected circumstances. The ability to adapt will be critical in a world defined by surprise and uncertainty.”

(Donald H. Rumsfeld[1]

Secretary of Defense

The nature of our “Long War”, tripped by the events of 11 September, 2001 has changed with the frequency and character of a chameleon, sometimes predictably but more often in ways that have not been readily identifiable or sometimes understandable. While ongoing operations in both Iraq and Afghanistan have demonstrated our commitment to effective innovation against a complex, distributed and adaptive enemy, we continue to face an opponent intent on avoiding our strengths, exploiting our weaknesses and seeking out the unexpected.  In accepting and overcoming this prospect, long-term U.S. success lies in institutionalizing a culture that values adaptation, so that creative solutions will not be the exception but rather the rule.[2]  In the vernacular of C2, this change requires a paradigm shift from the recent and arguably scientifically based notion of Net Centric Warfare to one that is Commander Centric, Network Enabled; wherein, the human dimension, especially creativity, is supported by technology. The purpose of this paper is to demonstrate that in “making the shift” we must both move away from centuries of linear thought which has and continues to shape war fighting practices and move toward a more realistic, albeit less deterministic, approach that reflects the actual nature of war, namely nonlinearity. The implications of this notion suggest a new appreciation for the symbiotic triad of C2, models and simulations, and geospatial terrain. More importantly, as non-linear theory suggests, by focusing on the “interaction” rather than the parts or their sum, we have the possibility to achieve a technical flexibility that brings us closer to supporting the inexhaustible demands of human creativity.

2.0 c2 AND m&s: CONVERGING PARADIGMS?

A paradigm is a clear and indisputable example, or standard against which to judge other instances.[3] As Thomas Kuhn argued in his theory of scientific progress, scientific knowledge is more than purely objective; it rests upon “’dominant paradigms’, accepted theories that reflect and uphold a certain viewpoint.”[4] Indeed, paradigms, do not give way easily, especially when societal structure, sources of power, institutions of learning and professional careers rest upon the propagation of their precepts: enter what Kuhn coined, “the paradigm shift”. Once a dominant paradigm becomes so overloaded with exceptions, forced upon it by a growing number of observable anomalies, another replaces it. It is during the unstable transition period, when the old paradigm erodes against the onslaught of new thinking that “revolutionary science” appears.[5] Thus, the paradigm shift yields a new Weltanschauung and the ability to explore new possibilities with fresh thinking.[6] 
In much the same way as philosophers sought to understand the universe, military leaders have devoted a great deal of effort toward understanding their particular environment: war. Indeed, the models and simulation community have devoted countless hours and resources in attempting to account for and replicate war, replete with impact of chance and the human condition, all with the ultimate goal of providing an immersive virtual environment indiscernible form reality. As a result, simulations have evolved over the past generation, from a training support role that included replicated C2 systems, to stimulators of actual C2 systems in operational environments. Simulations now help planners analyze terrain, courses of action and conduct mission rehearsals. With the advent of increased processing power, data storage, miniaturization and networked, distributed environments we are experiencing the merger of C2, models and simulations and geospatial communities that mirror the same type of interdependence which is occurring in Joint, Inter-Agency and Multi-National operations. In fact, one could argue that an effective operational convergence is simply unachievable without a corresponding activity within the infrastructure.  Which leads to the question, “Are we approaching a paradigm shift? And if so, what is next?” Clearly, those who recognize the opportunity and get there “firstest with the mostest” will have the advantage over those who remain secure in the comfort of the familiar.

2.1
Linearity

Most of us remember from primary school days that the shortest distance between two points is a straight line. Accordingly, linear equations exhibit a character described by the conditions of proportionality and additivity. Proportionality means that changes in the system’s input are proportional to its output. Additivity refers to the idea that the whole is equal to the sum of its parts.[7]  Together these concepts suggest that if a line’s equation is known, one can determine the exact value of each variable, as well as their proportion to each other. More importantly, one can therefore accurately predict the path of the line into the future. All of this assumes the equation is free of external influence and that its elements are precise and remain in isolation. Much like the Ptolemaic Universe and Newtonian Physics, the linear paradigm proved, and in many ways continues to prove, valuable in both understanding and predicting phenomena.    

Linearity’s attraction and durability in military affairs owes a great deal to its quantifiable nature and the fact that it is reasonably both precise and predictive of capability and outcome. When and where anomalies occur, scientists usually attempt to find mathematical and or technological solutions. Typically, technology is focused on gaining more accurate information about the enemy and the operational environment. Mathematics is the tool used to better predict outcomes. For example, the integration of probability equations and sensitivity formulas has, to a degree, overcome the specter of the inexplicable outcome. Leaders, then, are able to determine results of automated war-games to within an acceptable margin of error. In their respective spheres, both mathematics and technology attempt to solve the “knowledge conundrum”: the idea that the failure of the linear approach (that war is not predictable) is attributed to the lack of some key element of information.[8] Without that information, the system acts sensitively and unpredictably to its input. For this reason, by the standards of linearity, the solution to overcoming friction in war is access to better information, thereby improving situational awareness. But unlike a simulated environment, where one potentially controls all the variables, warfare is fraught with the unexpected. “The trick,” therefore as Michael Howard observed, “is not to get it too wrong.”[9] Or, as cautioned by an ancient Sufi text, “You think because you understand one you must understand two, because one and one makes two. But you must also understand and.”[10]

2.2
Nonlinearity and the Role of Interaction

In war games, as in combat, seemingly insignificant events can have a considerable impact; thus, “for want of a nail” a wholly disproportional outcome can ensue. The theory of nonlinearity reflects this reality. It disregards the qualities of proportionality and additivity, in that resulting outcomes may be erratic.[11] Clausewitz observed that, “War is never an isolated act.”[12] As a phenomenon, it is the interaction of antagonists played out within the realm of temporal dynamism. Consequently, understanding war requires an understanding of the nature of interaction. On War captures the interactive nature of war by way of three increasingly sophisticated definitions: First, the duel...an act of force to compel our enemy to do our will. In this metaphor war is not just each opponent’s sequence of intentions and actions, but the pattern generated by their mutual interaction. Moreover, Clausewitz contends that actual war never occurs without context and that its results are never absolutely final. By context he means the unique political and cultural situation that surrounds a given war. As an example, he uses the nonlinear image of combustion to exemplify how a simple quarrel can have a disproportionate effect – a real explosion (such as the wars of the French Revolution).[13]  That wars are never final refers to the fact that at its conclusion (if not before), the war will have an effect. It will generate an outcome, perhaps even one that is unintended, and this will feed back into the political context. Wars, therefore, are inseparable from their context, one characterized by feedback.

Second, “war is merely the continuation of policy by other means”.[14]  Here Clausewitz attempts to capture the continuously changing aspect of war, describing it as a true chameleon that exhibits a different nature in every concrete instance. In other words the ends-means relationship does not always work in a linear fashion. The constant interplay is an interactive feedback process wherein war’s character changes continually and from that process, other outcomes will flow.[15]  

Finally, in his third definition Clausewitz introduces the famous model of the trinity (violence, hatred and chance manifested as people, government and army) explained through the use of a scientific metaphor: a magnetic pendulum suspended between three powerful magnets. Not readily apparent in reading On War is the physical result of the experiment and hence its true heuristic value. When the pendulum is released, it darts about in a seemingly random fashion, sometimes kicking out hard enough to continue swinging in a long and intricate pattern. One can never repeat the pattern, however, because man is physically unable to replicate the experiment with exact precision. In effect, Clausewitz uses this physical phenomenon to describe the modern concept of chaos theory, pointing to the difference between pure theory (with exact measurements) and the real world (filled with friction). The power of this example lies in the idea that the trinity is not made up of three passive points, but three interactive points that simultaneously pull war in different directions, forming a complex interaction each with the others. [16] It is not possible to isolate the points from either their context or chance; hence the movements of the actions are characterized by both complexity and probability.

Moving from a scientific to a philosophical example, the idea of interaction is rooted in the ideas of two British philosophers. George Berkeley and David Hume believed that man did not passively observe and absorb knowledge; rather, by the process of observation, man creates knowledge and molds the world through his own consciousness.[17] This idea has found an echo in the contemporary words of physicist John Archibald Wheeler, whose perspective is one of a participative universe “where the act of looking for certain information evokes the information we went looking for—and simultaneously eliminates our opportunity to observe other information… [This is] a participatory process, where we create not only the present with our observations, but the past as well.”[18] For example, the purpose of a command post (CP) is to acquire and transmit information. In particular, staff members within a CP are directed to look for certain elements of information: an enemy signature unit, an enemy action, status of unit and so on. Therefore, when engaged in finding out particular information they are, by omission, not looking for other indicators. In the process of acquiring and omitting information, the CP creates its own reality. To the degree that CP’s reality reflects truth, it will be less susceptible to the forces of friction. This phenomenon is an embedded aspect of Nonlinearity, in that dynamic interaction is itself the catalyst for change. How interaction occurs, or is prevented from occurring as foreseen (through friction or chance), is the understanding (feedback) needed for situational awareness.

2.3
Moving to a Joint Grammar

War is an open system and cannot be isolated from its environment. At the most basic level, armies recognize this fact. Commanders attempt to evaluate their capability against that of their enemy in an effort to ascertain if they are winning. Headquarters of all types are replete with status charts and environmental assessments, describing the status of friendly and enemy unit strengths and dispositions. Even as “Net-Centricity” brings to command posts the possibility of more accurate and timely information, the outcome is generally just the automation of a manual, linear process. This is important to recognize. For example, in determining combat power we can access the “authoritative data source” to understand the physical result of battlefield interaction. More critical, however, are the collective responses to combat and the questions they generate. How have the antagonists changed? How has the nature of the war changed? What are the implications? These questions are not easily (or often quickly) answered and are only exacerbated by the nature of high tempo operations, in which windows of opportunity open and shut rapidly, often with little warning.

A further complexity at the strategic level is the fact that, all the elements of national power are brought to bear in a conflict. How to recognize the effect of ongoing diplomacy during combat, for example, is germane to understanding both changes in the political climate, as well as military effectiveness. If the political nature of the conflict changes, chances are the military approach must change with it. However, war is not the sole domain of the ever changing chameleon. More apparent is the “shape shifting” nature endemic to Irregular Warfare, as operations move from combat, to stability, to support operations, a reversion to any previous state in the spectrum of conflict, or simultaneously executing all the above!. Moreover, the more and different type of players involved, the more complicated the environment. What is essential, regardless of the nature of the operation, is that as leaders attempt to understand the nature of their conflict, they cannot simply divide responsibilities into discrete, “manageable pieces”. The pieces still react to each other and as they do, the nature of the environment will be shaped by them. 

Therefore, if we are to succeed in contemporary operations, we must embrace interdependency, and acknowledge its implications.  Since Nonlinearity is the recognition of the holistic nature of war, a corresponding approach to Joint operations should focus on interaction, rather than simply cause and effect. Future war may be distributed, nodal and geographically isolated. It may just as well be asymmetrical, socially imbedded and motivated by abstract religious or political doctrine. It is just not possible from a nonlinear perspective to separate these variables from each other or from their context. The implication of embracing a holistic theory is that a top down understanding of interaction of inter and intra service relationships will ultimately yield a broader, more flexible approach to warfare, one that includes a unity of effort among all elements of national power. The Joint approach must apply a “common grammar”, yet remain creative in its dialogue.

Carrying this thought over to the relationship between C2 and models and simulations, we must focus on the interface. That means understanding the true nature of the content which must be shared. Internally, both communities face huge interoperability challenges between their various programs of record; a problem which is further exacerbated when trying to reconcile simulations with C2 systems.  While COIs have had some value in resolve interoperability issues, they have not proven sufficient to the task. The emergence of Capability Portfolio Management; however, offers a new opportunity. 

With managed oversight of C2 capability, we now have the chance to pursue a strategy that will enable decision making, by integrating models and simulations in a more holistic way. Most interoperability challenges are solved at the data level; having a “Joint Grammar” implemented by a comprehensive data strategy is essential to success. Joint Forces Command in partnership with ASD NII is approaching this challenge through the development of a C2 Core information exchange data model, an approach which addresses the need to share with Inter-Agency, Multinational and Joint  organizations and which leverages existing standards. By using proven work and implementing it in a flexible way: as a physical data model, eXtensible Markup Language (XML) schemas, message sets, mediation layer or reference vocabulary for metadata tagging. The C2 Portfolio is pursuing a strategy that enables developers to build the best products, but within an understood context. More importantly, JFCOM is normalizing the content to be shared for all the programs in the portfolio and potentially their simulation counterparts, which is a necessary step for activities like data fusion and service oriented architectures. In short, by focusing on the true nature of the interaction, JFCOM is embracing nonlinear thinking and setting the conditions for future operational interdependence.

3.0
COMMON SEMANTICS, HIERARCHICAL FEDERATION OF DATA STANDARDS AND A c2 cORE

Implementation of the DOD Net-Centric Data Strategy (NCDS) is critical to transforming the force to a net-centric environment where data is readily available to the war-fighter wherever and whenever needed.  Future C2 capabilities will be inherently net-centric, but implementation of the NCDS for current capabilities is equally important, in order to realize the benefits of net-centric concepts in the near term. The NCDS goals of making all data visible, accessible, understandable, trusted, and responsive to user needs is fundamental to both C2 capabilities and M&S capabilities, many of which go hand-in-glove with C2 capabilities.  Development of shared vocabularies are key to enabling a common understanding of data, and an underpinning for working with systems of record to implement web-services to make this data visible and accessible throughout the Global Information Grid (GIG).  

Today‘s battlefield, with more unconventional threats than ever, requires agility in seconds or minutes, not hours or days. The ability to quickly discover all applicable information, fuse it, analyze it, make a decision and share it, within seconds or minutes is not easily accommodated by our present C2 information systems.  Decision support as well as COA analysis M&S systems are critical in this scenario.    Obvious additional benefits exist from the ability to leverage the same data, and perform these functions in training as well as testing simulations.  Common data standards and Service Oriented Architectures are some of the solutions that the World Wide Web and the business community have provided us that potentially fit the operational response time and agility needed. 

A further development in the last two years in DOD is the shift from managing individual systems to managing a portfolio of capabilities.  This development provides for grouping systems, services and data into logical domains that then can be addressed consistently and in aggregate.  One of these Capability Portfolios is C2, and it is expected that this initiative will result in both capability portfolio cost savings, and more interoperable C2 capability.  The Deputy Secretary of Defense issued a memo establishing the C2 Capability Portfolio in September 2006.   Commander, JFCOM was named the C2 Capability Portfolio Manager (CPM), and later partnered with the ASD/NII C2 Policy Office.  By December of 2006, a management construct was established by JFCOM to address C2 capability data needs.  By February 2007, JFCOM had established a data strategy management team, which determined that a “Data Framework” was the first priority, and would endeavor to address net-centric data strategy for the capability portfolio.  

It was common knowledge that effective information exchange requires both common semantics and consistent data formatting among users.  The purpose of the Data Framework is to addresses both concepts and more, while provide a C2 context for the technical guidance. During initial development, it became apparent the framework would become an essential tool/methodology for capability development, and this methodology would inform a management and later a governance process, as it provided metrics for data structures and web services that were needed for actual capability portfolio management and interoperability. The Data Framework provides, at the data layer, process guidance and reusable components, which are expected to resulting in significant commonality of design for developers. It is also expected to increase the ability of the C2 Capability Portfolio Managers to discern areas of data and web services overlap or redundancy, as well as gaps.

3.1
The C2 Data Framework [19]
The C2 Data Framework is based upon a number of foundational concepts agreed upon by the Technical Working Group which was formed with a charter to develop the framework. These concepts or principles include the following: 

· Design for ease of developer implementation, testability, enforceability and configuration management (CM)

· Optimize the degree of mediation versus compliance with a limited number of data models or a single core model

· Support data compatibility across core C2 programs and Communities Of Interest (COIs)

· Support exposure of data to the widest possible C2 audience

· Support Semantic Interoperability, vital to Machine-to-Machine data exchanges and ultimately the true measure of Net-Centric capability to the warfighter

· Provide core building blocks which C2 developers would be encouraged to reuse, rather than having to invent

· Compliance with the framework would result in two or more different parties working on the same operational problem with a common context, arriving at consistent, interoperable solutions

· Leverage work done in the Intelligence Community

· Develop with an eye toward compatibility with the National Information Exchange Model (NIEM)

· Alignment or compliance with the Federal Enterprise Architecture Data Reference Model (FEA DRM)

· Complementary with emerging Federal Universal Core efforts

· Developed in close conjunction with NATO 

It is a fundamental belief that is should be the C2 implementer‘s responsibility to leverage as much pre-existing work within the C2 domain as possible before venturing into new development. This includes previously developed operational web services; C2 domain standards to include technical implementation and policy standards; and C2 data standards to include: data models, schemas, XML transformations, etc.  This list may also include pre-existing fielded capabilities that may not be net-centric but which are critical to providing C2 capabilities to the war-fighter. It is the C2 implementer‘s responsibility to survey the C2 domain for as much pre-existing functionality and guidance as there is before developing a new solution.  Implementation guidelines stipulate that one should: 

· First survey current capabilities to see if there is something that can be leveraged using available search tools. 

· If there is nothing and you want it then develop it 

· If something appears to be available but it appears insufficient or will inhibit the prospective solution, issue a finding of fact that it is not applicable and state the reason. 

· If something is available but is partially insufficient – attempt to address and correct the insufficiency if practical and cost effective, otherwise, adjudicate the insufficiency through the CPM

· If the CPM determines it is better to just develop a new solution, then development will commence 

· If the CPM determines it is better to go to the original source to rework issues, then the original capability provider will be notified and the deficiency will be addressed 

The emergence and development of a Universal Core (UCore), a single data model intended to be universal across the federal government (and hopefully state and local governments ultimately as well) was of particular interest to the C2 Data Framework and C2 portfolio.  It was foreseen that the structure, syntax and content of the UCore would inform and drive the future C2 Core which was planned for the portfolio. [20] A core vocabulary or data model is a collection of definitions that is adopted, extended, and reused in other vocabularies by sub-communities.  There is a large community with a small core vocabulary, and smaller sub-communities with larger domain vocabularies, each extending the core. The core vocabulary is generally defined by the intersection of the domains, but this is not always the case. Other definition subsets can be useful and appropriate; e.g. the union of the domain intersections might be a useful core. What is really required is that everyone in the overall community is expected to understand the core definitions, and to use them whenever appropriate. The universal core is then the vocabulary at the core of the whole enterprise and used (when appropriate) by everyone. The term domain core denotes vocabularies that are adopted across some but not all of the participating communities.  Once a community adopts a core vocabulary, it means they: 
· must use those definitions for data to be exchanged, when adequate 

· may extend the core definitions as needed whenever they are inadequate 

· may ignore core definitions that are irrelevant to their data exchange needs 

· must understand all of the definitions in the core

A community might also import some definitions from an external vocabulary. 

3.2
C2 Data Model Hierarchy and Re-Use Strategy  

From a data perspective, reusing elements of agreed vocabularies, standard data models, etc., poises data sharing solutions for broader reuse and ease of interoperation. As discussed earlier, the universal and domain cores provide many elements of reusable, extendable semantic metadata for exposing data sources for discovery. In particular, the cores are intended to maximize the value of data sharing at varying levels of granularity, while minimizing the cost of developing data products and translating among them. Currently the C2 Core is the only known domain core under construction. It is hoped the other domains will adopt this approach and begin to construct their own cores. There is definite value in the Universal and C2 Cores regardless of whether other domain cores are developed. C2 practitioners are expected to identify their data sharing problems and to define their vocabulary needs. They must examine what is suitable for reuse from the universal core, then the C2 Core, and then artifacts from the appropriate COI(s). New artifacts should be created only when reuse is not practicable. The new artifacts should themselves become candidates for reuse through registration in the MDR. This "reuse before reinvent" approach helps drive both a division of labor and an optimal partitioning of the semantic landscape within C2.  The COI/POR data models and schemas which they develop (as extensions to UCORE and C2 Core) should be viewed as authoritative for their mission specific areas. Given the emergence of a UCore and a C2 Core, and the efforts expected to be undertaken by COIs and PORs to generate metadata products for their areas of interest or expertise in the C2 Domain, a logical domain organizing construct which we will call the “Hierarchical Federation of Data Models” begins to emerge.  This construct is based on the suggested hierarchy of reuse for development of XML reference schemas, and is illustrated in Figure 1.     
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Figure 1: Hierarchical Federation of Data Models to Build the C2 Domain

3.3
The C2 Core [21]
The purpose of the C2 Core is to improve information sharing between known and unanticipated users and systems by defining an appropriate number of important, universally understood C2 concepts implemented in an information exchange schema and exchanging them across the stakeholder base within the C2 domain.  It will do this by extending the UCore with objects common to the C2 Domain.   The C2 Core vocabulary will explicitly define concepts which are commonly used across the entire Joint C2 domain, from the global/strategic to the tactical levels of operation.  The C2 Core will not seek to define concepts that are a function of a specific, singular C2 COI, but rather delegate the responsibility for that concept’s definition to the proper C2 CPM aligned COIs.

The initial spiral of the C2 Core provides a reusable framework with a substantial set of C2 Core objects, derived from entities drawn from JC3IEDM.  Stakeholders are able to extend the C2 Core to support their specific mission and business needs.  By facilitating modular design and reuse, C2 Core will reduce the time and cost to implement information sharing solutions among the commanders and subordinate data sharing user communities.  

As DOD transitioned to the Net-Centric Data Strategy, it recognized that semantic commonality is the basis upon which data and ultimately information interoperability must be built.  A federated approach to visible, interoperable, understandable data exchange is emerging as the approach most likely to result in successful implementation, as it supports a transition strategy.  In this case, the UCore model forms the basis for a data exchange taxonomy with subordinate domain cores providing more specific elements of data useful to the stakeholders within those domains.  C2 COIs would in turn develop yet more specific semantic standard products, and will ultimately address implementation of information exchange packages and messages.

As mentioned previously, there are a number of ways to define a semantic core.  Many of these revolve around an overlap of vocabularies from a number of constituent models, COIs, or standards.  The C2 Core definition is somewhat different, but related none-the-less. The Oxford Dictionary provides one definition of “core” as follows: “the central or most important part of something.”  Dictionary.com provides this definition:  “the central, innermost, or most essential part of anything.”  Merriam Webster gives this definition:  “a central or most important part.”  When we refer to a C2 Core, we consider it along these lines, and with respect to the description of C2 found in Joint Pub 1-0 and the C2 Joint Capability Areas (JCAs).  These place an emphasis on force structure and integration, operational functions and tasks, situational awareness, planning and analysis, and command decision-making and direction.  The actual selection criteria for C2 Core objects or entities is addressed further in a later section, as are potential concepts for bounding what is “C2 Core.”

The development and implementation of the C2 Core is expected to provide cost savings based on reuse of metadata standards in future product development, providing a positive contribution to the Return on Investment (ROI) obtained from adopting an enterprise data standard and ultimately Service Oriented Architecture (SOA) approach.  The C2 Core is expected to reduce full lifecycle costs of C2 Programs of Record (PORs) by providing a starting point for development and integration.  Savings can then be allocated towards improving the quality of data being exchanged rather than recreating exchange formats for these basic elements. 

C2 Core V1.0 will permit an increased level of information sharing between known and unanticipated users and systems.  Through modular design and reuse, C2 Core V1.0 will reduce the time and cost to implement information sharing among the commanders and subordinate data sharing communities.  It provides a reusable framework for a limited set of elements, which stakeholders can extend to support their specific mission and business needs.  While the C2 Core is currently targeted only at providing semantic interoperability-level conformance, there is little doubt that it is also capable of providing some limited runtime C2 capability.

3.4
Design Criteria for the C2 Core

While it is difficult to write guiding principles that fit every context in which the C2 Core might be applied, the following guiding principles were formulated to direct the efforts of the development team during the creation of the initial spiral:

· Employment of the C2 Core shall speed the delivery of capabilities to the warfighter.

· The C2 Core shall cover critical C2 data sharing needs and be extended to meet evolving and emergent data and information exchange requirements.

· The C2 Core shall facilitate interoperation with existing standards employed in multi-national data exchanges.

· The C2 Core shall support, through extension of the UCore, interagency interoperability by aligning with and augmenting the UCore.

· The C2 Core shall be targeted at the most fundamental, or semantic level of interoperability.

· The C2 Core shall provide foundational concepts that enable a certain level of understanding across any scope of data exchange and at any level of coordination.

· The C2 Core shall be designed as a data model to provide some degree of runtime interoperability, as opposed to uncoordinated foundational concepts.

· Concepts contained in the C2 Core will be based on doctrine and capabilities requirements.  

· It shall attempt to “Harmonize” across as many C2 COI data standards as practical, through their conformance and adoption.

· It will include the most common terms and concepts that constitute the most valuable information for the C2 domain, missions, and processes.  This concept is illustrated in Figure 2 below. 
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Figure 2: Linguistic Support for a Semantic Core of Most Frequently Used Concepts

C2 Core is an Extensible Markup Language (XML) vocabulary specification for the data elements common to C2 data producers and consumers.  It provides a simple starting point upon which to extend for more complex data sharing situations and representations.  C2 Core is standards-based following open, government, and industry standards.  It will initially be represented by a subset of the JC3IEDM, with future evolutionary changes, and will align with the UCore.  The concepts of “where” and “when” will be supplied by the UCore.  The C2 Core will not include elements that naturally belong in subordinate domains, such as detailed Signals Intelligence (SIGINT) or amphibious operations parameters and concepts.  C2 Core shall be designed to possess with the following qualities:

· Suitability – C2 Core will be composed of a right-sized set of foundational concepts, which will provide significant benefit to interoperability across a wide range of systems that span military services and agencies within the C2 domain.

· Simplicity – C2 Core will be relatively simple to explain, understand, implement, and test.

· Extensibility – C2 Core will provide the ability for COIs and systems to extend in order to meet their richer information interoperability needs.

· Standards-based – C2 Core will leverage existing open, commercial, and government standards and best practices.

· Supportability – C2 Core will follow standard software development and project management processes.  It will be well documented, will reduce risk through pilot implementations, and will employ sound configuration management practices.

· Modularity – Due to extensive design for optional elements and attributes, a single C2 Core concept can be used without requiring other C2 Core concepts to also be included in the data exchange.  C2 Core will support an emerging framework that, along with other emerging Common Cores and COI efforts, ensures engineering and governance modularity, i.e., reuse of existing modeling and data resources (possibly with extensions) and reuse of brokered agreements, processes, and procedures (possibly with extensions) that enable those engineering resources to provide greater interoperability and information sharing across the enterprise.

3.4.1
Started with a Mature Domain-Wide Model as a Guide

JC3IEDM provides a starting point for defining what should be in a C2 Core.  It is a mature model for Joint C2 that has been under development for a number of years, is already a NATO STANAG, and is registered in the DOD Information Technology Standards Registry (DISR).  This helped guide, at least conceptually, the content of the C2 Core.  If a standard or model is more definitive than JC3IEDM for a particular concept or entity (such as GML for geo-location information), it will be used to represent that entity in a physical implementation.  

3.4.2
Tear Line for Security Classification

The C2 Core seeks to support the “need–to-share” concept by intrinsically planning for “Tearlining” of tagged data.  The aim is to create tearline-delimited information products that will be automatically validated, extracted, and distributed without additional human review for cross security domain dissemination. The IC ISM and CAPCO standards prescribe markings and metadata elements to be used in a specific sequence.  Security classifications are allowed at the entity level through inclusion of an optional IC ISM attribute set.  Aggregated security classifications can also be employed through use of the “Context” and “ReportingData” entities or through the UCore Messaging Framework.  

3.4.3
Tagging for Data Quality 

Both the UCore and the C2 Data Framework illustrate the tagging of data to provide various measures of data quality, which can take a number of forms.  Some common themes include a time stamp, tags that indicate degree of accuracy or precision of data, and tags that indicate data sources and/or pedigree.  The “ReportingData” entity included in the C2 Core serves this function, providing accuracy, credibility, reliability, source, and timing attributes.  These attributes map quite well to those expected from the UCore.

3.4.4
GML Representation of Location and Time

GML, a product of the Open Geospatial Consortium and the preferred modeling language of the National Geospatial Intelligence Activity (NGA), expresses location and all things related to interchange formats for geographic transactions.  This ability to integrate all forms of geographic information is key to the utility of GML, and provides strong support to its selection as the entity for Location and related geometric and geographic representations in the C2 Core.  It has been tentatively decided to adopt the GML representation of Location and related geometric and geographic concepts from UCore, awaiting confirmation that a profile containing all necessary constructs to support C2 have been developed.  GML aligns with ISO Standards 19136 and 8601 for geographic information and time.  Further, an agreement in principle has been reached with NGA to work toward GML rendering of “Features” and “Facilities” in the near future.
3.4.5
Standards Based

C2 Core is based on a number of open and government standards.  Table 1 below depicts key applicable standards incorporated into C2 Core.

Table 1:  Open and Government Standards for Reference

	Standard
	Description
	Version

	DDMS
	DOD Discovery Metadata Specification.  DDMS defines discovery metadata elements to describe an information resource.
	1.4.1

	GML
ISO 19136
	GML specifies an XML schema syntax to describe geographic features.  (See ISO 19136). 
	3.2.1

	ICISM
	Intelligence Community Information Security Markings (IC ISM).  
	2.0

	ISO/IEC 11179
	ISO/IEC 11179 (formally known as the ISO/IEC 11179 Metadata Registry (MDR) standard) is the international standard for representing metadata for an organization in a Metadata Registry.
	ISO/IEC 11179

	ISO 8601
	Specifies numeric representations of date and time
	Most recent

	XML Schema

[Part1, Part2]
	XML Schema specifies a definition language, which offers facilities for describing the structure and constraining the content of XML documents.
	1.1


3.4.6
Limited to Exchange

The C2 Core is designed for data exchange, and for some instances, information exchange between two or more disparate systems.  There is no pre-planned intention that it be mandated for use internal to C2 systems.  However, system developers are free to do so, but will have to make their own decision based on the value proposition of reuse.  Program managers and system developers are advised to undertake their own ROI calculation, weighing the benefits of reuse and having a single internal and external data exchange schema against the degree of disruption that migration to such a configuration would create.  

3.4.7
Focused on Joint Capabilities and Requirements

The emphasis of the C2 Core is on Joint C2 capabilities and requirements.  While COIs are generally expected to address data standards from a Joint perspective, it is anticipated and permissible for COIs to also focus on Service-specific data issues.  Through COI-produced extensions to the C2 Core, Services can address their specific equities and requirements.  

3.4.8
Core Entity Selection Criteria 

The methodology used to select the components of the C2 core from the JC3IEDM can best be described as a balanced scorecard-like approach.  It uses multiple and often competing factors with which to evaluate and recommend inclusion of an entity/class.  Initially, this methodology was applied only to the highest level, or independent entities/classes of JC3IEDM.  After this first round was complete, subordinate, dependent entities or sub-classes were selected using a similar approach, but with a bias toward those that would be logically required in order to have a referentially complete and cogent model.

3.4.8.1
Map to Bedrock C2 Enumerating Products

The C2 Core concepts to be included must be obviously intrinsic to the C2 domain.  This can be effectively demonstrated by analysis that compares the JC3IEDM entity/class and associated definition to bedrock C2 enumerating products (such as C2 JCA descriptions), Joint Doctrine (such as the description of C2 found in Joint Pub 1-0), and C2 functions found in the Joint Common Systems Function List (JCSFL).  Supporting analysis does indeed validate what is “intrinsically C2 related”, and additionally helps bound what is “Core.”  Higher-level C2 concepts map more completely to Core concepts as represented by the C2 Core entities selected than do concepts at tier 3, which logically and intuitively would be more specialized and more the purview of COIs.  The success of this approach (starting with a broad, well established C2 Data Model) is best illustrated in the ability to develop the C2 Core in such a short period of time.  It is this same pattern of rapid development that is foreseen for those who use this C2 Core as the starting point for other development efforts, especially for COIs, resulting in a positive ROI from reuse and lower costs due to a need for fewer resources to undertake development.

3.4.8.2
Supports Existing Information Exchange Requirements (IERs)

As one of the objectives of this C2 Core is to support existing, specific capabilities in the form of IERs or message format specifications, the criteria for selection based on identification of entities which will support formulation of these IERs and message formats is indicated.  A non-rigorous effort was undertaken to identify entities that are known to support existing message format specifications, based on knowledge of specific IERs.  Seeing this as an area of weakness of this selection criteria, additional broad IER analysis has been identified for future work which, when completed, will serve to validate initial assumptions.

3.4.8.3
Overlap of C2 COI Vocabulary

The C2 concept included in the C2 Core should be identified in at least two C2 CPM-aligned COI or data model vocabularies.  Concepts that are applicable to and sufficiently defined by only a single C2 COI or model are too narrow and are not be included in the C2 Core.  Such concepts are more intrinsic to and efficiently managed by that COI or model directly.  While this type of supporting analysis was undertaken, only a limited number of such concepts were noteworthy.  This may be due to the fact that only first tier concepts within the schema products of the C2 COIs analyzed were taken into consideration, and not all such concepts are defined at a high level in COI data products and models.  Figure 3 below illustrates this concept.

[image: image3.png]C2 Core

Planning,

Force Structure,





Figure 3: Illustration of COI Overlap Approach to Selecting C2 Core Concepts

3.4.8.4
Alignment With or Non-Conflicting With UCore

The C2 Core represents a discrete set of semantics to be shared across COIs aligned under the C2 CPM.  As a foundation, the C2 Core will adopt and extend the UCore taxonomy and semantic products. C2 Core concepts must be logically defined in terms of the UCore, or at least not conflict with how the concept is defined and organized in the UCore.  

3.4.8.5
Supports Extensibility for COIs
COIs and underlying PORs will use the C2 Core as a starting point to define their own XML reference schemas and XML Specification Documents.  This reuse of an XML reference schema approach maximizes the inherent shared semantics among domain participants, while providing efficient and agile management for each vocabulary concept.  In order to optimize extensibility, dependent entities/sob-classes were selected for the C2 Core based on ability to provide real capability, but also with an eye toward selecting entities only down to what is best described as a “sweet spot” or breakpoint, where COIs would logically be the choice to provide extensions to address specific issues, and not to go down too far, to where conflict would be created between the C2 Core and COI areas of vested interest.  Figure 3 below offers a graphical illustration of this concept.
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Figure 4: Illustration of the Breakpoint Principle

3.4.9
Final Sanity Check

After each of the selection criteria had been evaluated for each JC3IEDM entity to determine whether it should be included in the C2 Core, an overall “sanity check” was performed that determined whether they, as a whole, supported inclusion.  This check was meant to rule out marginal cases, cases of undue influence of any single criteria, or abnormalities of any kind that may have crept into the selection process.  There had to be a “gut feel” that the entities selected really did represent C2 bedrock or Core concepts from a doctrine and capability perspective.  On completion, the C2 Core consisted of entities/classes that represented: battlefield objects, actions/tasks, plans & orders, ROE, associations/relationships/affiliations, effects, events, status, resources/materials, units, organization, facilities, features and control features, to name the most significant.  This list validates the selection criteria and model coverage of C2 from a doctrinal perspective. Goal achieved.

3.0 IMPLICATIONS FOR Modeling and SIMULATION

M&S capabilities are inextricably linked to C2 and now support such varying functions as training, course of action analysis, mission rehearsal, en route mission planning, crisis action and adaptive planning, ISR management, Intelligence preparation of the battlefield, and analysis of communication infrastructures.  Models and simulations consume data from C2 capabilities and produce data used by C2 capabilities.  Furthermore, models and simulations are often initialized using the same data sources used to initialize C2 capabilities.  Thus, it is imperative that U.S. models and simulations and C2 capabilities employ the common semantics embodied in the C2 Core, based on the NATO JC3IEDM standard and thus affording coalition interoperability as well.  In the U.S., there are significant efforts underway which seek to use the C2 Core to facilitate the integration of models and simulations with C2 at the semantic level.  Two of these efforts are the Common Ground Joint Concept Technology Demonstration (JCTD) and the JRSG project.  Additionally, the emerging Net-Enabled Command Capability (NECC) will play an important role in integrating M&S capabilities with C2 at the semantic level in a true Service Oriented Architecture implementation.  But before we examine these specific emerging activities, a review of the past and present states of interoperability for M&S and C2 seems in line, as well as a look at a couple of examples of what are clearly M&S functions and how they might be influenced by the revolutionary changes we are suggesting.  

4.1
A Non-Linear M&S and C2 Interoperability Future

What is Interoperability? APP-6 (V) NATO Glossary of Terms and Definitions, August 2000 defines it as “The ability of Alliance forces and, when appropriate, forces of Partner and other nations to train, exercise and operate effectively together in the execution of assigned missions and tasks.”  Interoperability is important as it underpins the “Train as you fight” philosophy.  It supports both effectiveness and efficiency.  Interoperability provides a clear example where “The whole is better than the sum of the parts,” supporting non-linear improvements.  Interoperability is vital to M&S for these general reasons.  Interoperability generates the capability to link simulations to real world C2 equipment to stimulate for testing, training, etc.  In the future, the ultimate in interoperability would be where the lines between M&S and C2 systems are blurred, i.e. there are no longer obvious distinctions between one and the other, as they use common composable web services and data to achieve each of their objectives.  The concept of web service and data reuse has matured over time and has brought with it, without a doubt, progress in interoperability.  In terms of finance, resources & consistency, the reuse of web services and data tagged to a common standard or standards, not surprisingly, should drive improved ROI as well as system agility.  It should become a prominent future theme in M&S. [22]  
4.2
Integration of M&S with C2 in the Future Information Environment

In the past, simulation-to-C2 interoperability was characterized by unique, often proprietary, and not reusable system-to-system interfaces, handling only a subset of the message and data traffic, and thus requiring significant human intervention to achieve the desired level of interaction.  The current state of simulation to C2 interoperability is characterized by recognition of the importance of simulation to C2 interoperability when documenting required capabilities, and by increased emphasis on common data models, common standards, and alignment of architectures.  The C2 Joint Capability Area will be a significant requirements driver for the future of simulation to C2 interoperability. These capabilities will be realized through the GIG in accordance with the DOD Net-Centric Strategies.  

Approaches to achieving interoperability have improved significantly in recent years.  This is due to many factors, including experience, progress in simulation-to-simulation interoperability, progress in C2-toC2 interoperability, the explosion of network-related technologies and standards driven by the Internet, and the increasing importance of M&S to C2 functions.  It is expected that the paradigm shift driven by Net-Centric Operations and Warfare, the DOD Net-Centric Strategies, and the GIG will improve simulation to C2 interoperability even further, perhaps in a revolutionary way.  

As stated previously, future Joint C2 will require M&S capabilities to support a multitude of functions which will necessitate the integration of M&S with JC2 on the Global Information Grid (GIG), the net-centric information environment of future warfighting. This future information environment is a net-centric environment within which all information-based systems will operate, communicate, store and share data.  The basic operational concept of the GIG is that warfighters and other authorized users in the DOD and Intelligence Community or beyond can “plug into” the GIG and satisfy their information requirements any time, anywhere. The goal is to facilitate interoperability among elements of the existing IT infrastructure, integrating disparate systems and networks into a global system of systems.  The GIG will likely employ a Service-Oriented Architecture (SOA).  A SOA is a collection of well-defined, self-contained, independent functions (web services) that can be discovered and invoked in various combinations to orchestrate a capability and achieve an objective.  This is a flexible approach that facilitates reuse of common capabilities and supports unanticipated uses and users.  

In order to achieve M&S to C2 interoperability in this new GIG SOA environment, system designers will need to leverage a concept of composability, based on SOA, M&S web services, and enterprise metadata standards, which have come to us from commercial/private sector initiatives such as those of the World Wide Web Consortium (W3C).  They will also need to address another core component of the net-centric information environment, the data that enables information superiority, and ultimately decision superiority. Metadata is the key to making this data visible, accessible, and understandable.  Information about what information is available, how to access it, and what it means must be “published” by data producers.  This will enable users and applications to become aware of and use existing data more readily by allowing them to “discover” and use data within their own applications.    Metadata registries, metadata catalogs, and metadata standards such as the C2 Core are all important elements for achieving truly enterprise data and hence net-centricity for both C2 and M&S. 

The M&S community has been successfully experimenting with implementation in a net-centric information environment, which will require the interoperation of simulations with C2 systems in a seamless fashion.  Shared web services and use of the very same enterprise data the warfighter is using in their C2 systems and capabilities will enable M&S to support C2 functions in many different contexts.  The M&S and C2 communities are at the threshold of a great opportunity to truly achieve a revolution in M&S to C2 interoperability.

M&S is prominent in the initial capability discussions for the NECC program, the premiere future program intended to provide C2 capabilities.  NECC requirements explicitly calling for M&S include:

· Training (to include embedded training, distributed training, and Live-Virtual-Constructive simulations)

· Course of Action Analysis

· Mission Rehearsal

· En-route Mission Planning and Rehearsal
· Crisis Action/Adaptive Campaign Planning (to include Readiness Oversight, Total Force Analysis, Historical Trend Analysis, and Time-Phased Force and Deployment Data analysis)

· ISR management

· Joint Intelligence Preparation of the Battlefield

· Analysis of communication infrastructures, systems, and nodes

The prevalence of M&S in the NECC Capabilities Development Document (CDD) is yet another indicator that the relationship of M&S to C2 is changing.  No longer is M&S “external” to C2.  M&S is now a recognized function of Joint C2 that will be integrated with other C2 capabilities to achieve Information Superiority, Decision Superiority, and Full Spectrum Dominance.    
Regardless of the M&S application, M&S of the future will have to change in some manner to evolve to meet the needs of the net-centric environment.  The degree of change will be determined by the willingness of the M&S community to embrace the concepts of net-centricity and rethink how distributed M&S is implemented.  A truly net-centric M&S approach to the GIG will require the following changes: 

· Maximum use of component-sized M&S web services that can be configured and re-configured into the required capabilities on the fly to create flexible, dynamic capabilities. 

· Publication of data according to recognized standards such as C2 Core for possible reuse by other web services and users.

· Rethinking HLA in terms of a Service Oriented Architecture.

If the M&S community fully embraces the net-centric concept, M&S and JC2 interoperability in the future information environment can truly be revolutionary.  To illustrate this, we will employ Course of Action Analysis (COAA) as our use case, a concept that many readers will be familiar with. [23] 
4.3
Course of Action Analysis

COAA is employed in the Military C2 Decision Making Process to evaluate one or more approaches to accomplishing a given mission.  COAA, also known as wargaming, is a collaborative process whereby a battle staff engages in detailed analysis of how well a given approach accomplishes a mission, what the resource requirements are, how various aspects of the battle plan must be synchronized, etc.  While COAA can be (and most often is) done manually using hard copy maps, acetate overlays, calculators, laptops, etc., the COAA process can be greatly enhanced by M&S.  Using M&S tools such as a terrain visualization capability or a constructive simulation, a battle staff can more readily visualize the battle space, determine required interactions, run through multiple variations of a given COA and replay particularly difficult aspects.  In addition, M&S software can assist with populating the synchronization matrix and staff estimates as elements of the plan are changed, a normally very tedious and time-consuming process.  Use of M&S tools allow the commander and staff to analyze a COA more quickly, more thoroughly, and more accurately, leading to a more adaptive, agile force.  Consider the additional degree of improvement if COAA were done in simulations using the very same data, tagged to the same metadata standards, and using the same web services used to provide the actual C2 capabilities that the warfighters use.  One practical example of how M&S can be integrated with C2 systems to support COAA is the work that has been done in Battle Management Language (BML).  While the current focus of work is on BML as a mechanism for creating and communicating plans and orders between C2 and simulation systems, the resulting configuration is one that could readily support COAA [24]
4.4
Implications for C2 Capability Experimentation, Test and Evaluation

Given the significant improvements that are possible in M&S representation of C2 systems, with common data and using the same web services, experimentation to define, model, analyze and test prototypes for new C2 systems or capabilities that meet emerging operational capability requirements, is not only possible, but greatly enhanced.  The result would show there is reason to believe that the new concepts could meet identified operational requirements.  Multiple C2 simulations, systems and displays could be made to interact through a Service Oriented Architecture using standard metadata and web services, in an environment that would feature seamless transition from C2 systems to M&S and back, as for the first time they truly would be one-in-the-same. The software products required to realize this vision are currently being developed.  The DMSO HLA construct for simulation and C2 system interoperability can provide an effective interface for   the SOA, linking systems, data and web services in a manner well suited to such experimentation.  

4.5
Specific Examples of Future C2 and M&S Cooperative Work

4.5.1
Common Ground JCTD
The “Common Ground” Joint Concept Technology Demonstration is a new start JCTD led by the U.S. Army Topographic Engineering Center (TEC) and the National Geospatial Intelligence Agency (NGA), with US Joint Forces Command as the Operational Manager.  Common Ground seeks to integrate M&S with C2 and geospatial terrain analysis capabilities to create an enhanced geospatial planning and analysis capability for Joint and Coalition use.  Anticipated to begin in OCT 2009, Common Ground will integrate the mature and widely available geospatial viewing and analysis capabilities embodied in the Common/Joint Mapping Toolkit (C/JMTK) with C2 and model and simulation data through the use of JC3IEDM and the Geographic Markup Language (GML).  In addition, the JCTD will make use of U.S. and Coalition BML technologies. The resulting product will allow Joint and Coalition operational planners to more effectively use geospatial analysis tools, model and simulation capabilities, and C2-related data  to perform complex and time consuming C2 analysis functions. These functions include route planning, airspace deconfliction, mobility analysis, and target selection.  In addition to the capability itself, the effort is anticipated to produce a “geospatially enhanced” JC3IEDM and C2 Core with extensions that account for several C2-specific geospatial concepts.  The Common Ground JCTD is anticipated to be a four year effort, with multiple spirals and frequent operational assessments in a coalition environment.   

4.5.2
JRSG

JRSG is a relatively new name for the Joint Rapid Database Development and Distribution capability (JRD3C), an emerging product of the U.S. Joint Forces Command J7.  The concept of JRSG is to greatly accelerate the process of producing scenario data to support Live, Virtual, and Constructive simulation events, a process that can sometimes take several months due to the multitude of data formats and the difficulty of locating, reusing, and fusing this data across multiple C2 and simulation applications.  Strongly rooted in the concepts of the U.S. DOD Net-Centric Data and Service Strategies, JRSG will produce and consume scenario data using web services, common data standards, and common authoritative data sources for both C2 and simulation systems. Thus, the C2 Core and the C2 Data Framework will play an important role in the development of the JRSG capability.        

4.5.3
NECC M&S Capabilities

The NECC program is the premiere emerging U.S. C2 capability, the U.S. equivalent of the NATO Network-Enabled Capability (NNEC).  Formerly referred to as Joint Command and Control (JC2), NECC will include a variety of model and simulation based functions to support training, mission rehearsal, and the core C2 capabilities of planning and decision making.  While C2 Core V1.0 has not yet been mandated for use by NECC and other C2 capabilities in the C2 Portfolio, it is anticipated that NECC will employ the U.S Universal Core, C2 Core, and COI vocabularies in a hierarchical fashion as these standards are approved for use and registered within the U.S. DOD Information Technology Standards Registry (DISR).  In the Service Oriented Architecture (SOA) implementation of NECC, it will be increasingly important that M&S services are able to interoperate with C2 functions at a semantic level, minimizing time consuming and potentially lossy translations.

5.0 CONCLUSION

The closer alignment of or even blurring of the lines between C2 and M&S, afforded by a common semantic underpinning such as the C2 Core, is a perfect example of non-linear effects that are possible in the net-centric, enterprise data and SOA enabled information environment of the future.  Although this concept of a future information environment defined by the GIG, the Net-Centric Data Strategy and the Net-Centric Service Strategy are very powerful, there are a number of challenges to actually implementing it successfully 

· Overcoming the current mindset which gravitates toward stove-piped capabilities and data that are not shared across the enterprise or even within the M&S community.  

· Creating the required metadata standards to support M&S services and data so that an unanticipated user can discover it, understand what it means, and use it successfully.  

· Redefining M&S capabilities as orchestrated services or groups of services forming a SOA-based business process.
· Identifying the correct core and specific M&S web services to be used as M&S building blocks.
Future warfighting concepts and the future information environment present a tremendous opportunity to revolutionize M&S to C2 interoperability and interoperability in general.  Net-Centric Operations and Warfare is all about interoperability, and the Net-Centric Data Strategy and the future information environment provide the means to achieve it on an enterprise-wide scale.  Because M&S has a crucial role in helping the future warfighter achieve information and decision superiority, it is critical that the M&S community embrace this opportunity.
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