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ABSTRACT
Recent developments in Command and Control (C2) to Modeling and Simulation (M&S) interoperability have shown excellent potential to enable a range of coalition C2 and M&S systems to interoperate for training and mission rehearsal. NATO MSG Technical Activity (TA) MSG-048 was chartered to determine the applicability of Battle Management Language (BML) in coalition C2-M&S interoperability. MSG-048 held a very successful demonstration of BML in 2007, showing an interoperable system of systems including three national C2 systems and three national simulation systems. The core technologies enabling this interoperation were the Command and Control Lexical Grammar (C2LG) and the Joint Battle Management (JBML) schema and Web services, developed by the organizations authoring this paper. This paper describes the theoretical and practical basis of the C2LG and how it has been used to define the XML schema used in JBML for C2-M&S interoperation. A Graphical User Interface developed for the Grammar (C2LG-GUI) proved highly effective as an aid to integration. In developing the demonstration, it was important to document the relationship of the BML with the underlying Joint Command, Control and Consultation Information Exchange Data Model (JC3IEDM). Finally, the advantages of performing system development based on an Internet Reference Implementation are described.
1.0
INTRODUCTION

Recent developments in Command and Control (C2) to Modeling and Simulation (M&S) interoperability have shown excellent potential to enable a range of coalition C2 and M&S systems to interoperate for training and mission rehearsal. Achieving these capabilities is one of the major coalition challenges for the next few years. The need to interface C2 systems with simulation systems has long been established. However, while the simulation community has established general simulation-to-simulation standards (e.g., High Level Architecture – HLA), work to establish standards for C2-simulation interoperability has been limited. As a result, almost every simulation has a unique C2 interface. A notable exception is the BML initiative, which uses the Multinational Interoperability Program (MIP) data standard JC3IEDM as a system-independent community vocabulary for passing plans orders, and reports between C2 systems and simulations. BML seeks to manage complex interactions among Service, Joint and Coalition C2-simulation interoperation by providing a common means of exchanging information that all C2 and simulation systems can implement. This paper describes the role of two key integrating technologies, the Command and Control Lexical Grammar (C2LG) and the Joint Battle Management Language (JBML) Schema and Web Services, in achieving interoperation of three national command and control (C2) systems and three national simulation systems. The demonstration of that capability was achieved as a significant first step in C2-M&S interoperability. 
1.1 The Battle Management Language (BML)
Our BML work had its roots in the US Army’s Simulation-to-C4I Interoperability Overarching Integrated Product Team (SIMCI OIPT). Carey et al. [1] describe the overall process used to show the feasibility of defining an unambiguous language, based on manuals capturing the doctrine of the US Army. This first BML project started by analyzing more than 70 doctrinal manuals related to tasking and reporting, beginning with general manuals, such as the Field Manual 3‑0 on Operations and the US Joint Staff’s Universal Joint Task List. The review included field manuals of Army elements such as Field Artillery, Air Defense Artillery, Engineers, Military Police, down to the platoon level. This work resulted in definition of an unambiguous Operational Order (OPORD) using the traditional “5Ws” (who-what-when-where-why) to describe military tasks [1], including a prototype for battalion operations orders, in 2003.

Under sponsorship of the US Defense Modeling and Simulation Office (DMSO) and the US Joint Forces Command (JFCOM), the Extensible BML (XBML) project was chartered to build on the US Army’s initial work, with two main objectives: (1) using Service Oriented Architecture (SOA) technology for information exchange among the systems’ interfaces and (2) using the MIP’s Command and Control Information Exchange Data Model (C2IEDM, an earlier version of the JC3IEDM) as a basis to represent the information to be exchanged between the systems. JFCOM was particularly interested in the XBML project’s potential to increase C2-simulation interoperability among the US military Services. The Air Operations BML (AOBML) supported by JFCOM J7 evaluated whether the concepts of BML are applicable to air forces as well as ground forces, using Theater Battle Management Control System (TBMCS) and Air Warfare Simulation (AWSIM) systems with positive results [2]. XBML also became the basis for an international experiment, driven by interest of the Exploratory Team formulating the proposal that led to MSG-048 [3].

The latest progression in US work in this area is JBML, expanding into the Joint arena including ground, air and maritime domains with urban warfare, as successfully demonstrated in May 2007. JBML achieved considerable technical progress by creating a revised Web service schema, based on the C2LG and designed to facilitate expansion into other military realms, which was implemented in the open source JBML Web Services as described below [4, 5]. In parallel with JBML, the US Army Topographic Engineering Center (TEC) has been developing a geospatial BML (geoBML) which will bring a wealth of geospatial data to the C2-M&S environment [6].

1.2  The MSG-048 Technical Activity

The need for C2-simulation interoperability in coalition operations is even greater than that in national Service and Joint operations. Coalitions must function despite their greater complexity, arising from significant differences among doctrine and human language barriers; thus the agility to train and rehearse rapidly before the actual operation is highly important. The NATO Modeling and Simulation Group (MSG), in recognition of this need, chartered Technical Activity MSG-048 to explore the promise of BML in coalitions combined with SOA technologies [7].

1.3 Paper Overview

The remainder of this paper is organized into four sections: a description of the formal language used to specify the C2LG; a description of the C2LG-derived schema and Web services developed under the JBML project; a brief overview of the demonstration itself; and conclusions. This work has been further reported in [8, 9, 10], which provide more details.

2.0
The C2 Lexical Grammar
In order to support automated processing, a language must be based on a formal grammar. In our case, this grammar is the Command and Control Lexical Grammar (C2LG). In this section we first will provide the rationale behind this grammar, i.e., the linguistic principles that have guided the development of the grammar (2.1). Next, we will describe the most fundamental grammar rules used in the C2LG (2.2), including examples of C2LG expressions. We will conclude this section with a description of a GUI that we implemented to allow the developer to formulate BML messages, orders as well as reports (section 2.3).

2.1 Rationale for C2LG

From a formal linguistic perspective, a language is the set of all expressions (sentences) that can be generated by its formal grammar. In principle, this means that a grammar consists of two finite sets: a set of words, defining the language’s lexicon, and a set of rules that determine how these words can be combined to generate valid expressions. However, generating a string of words is not the only task fulfilled by the rules of a grammar. The grammar also has to assign an appropriate structure to any expression of the language. In linguistics terms, this task is coined “constituency”. For example, consider the order “Advance to phase line Stollhofen via route Villars as soon as possible.” A BML grammar should structure this example order in a way that the words “to phase line Stollhofen” form a substructure as well as the words “via route Villars” and “as soon as possible.” These substructures or constituents, to use the linguistic term, correspond to the 5Ws proposed by the doctrines of military communication, cf. [11]. Therefore, one of the principles of the development of the C2LG has been constituency where the constituents have to represent the 5Ws. Constituency, together with the demand that a BML must support automated processing, means that the C2LG has to be a “context free grammar” according to Chomsky’s hierarchy of formal grammars [12]; cf. [13] for a detailed discussion of the type of grammar on which a BML should be based.

Constituency, especially if the constituents mirror doctrinal terms, facilitates the transformation of the expressions into a respective XML structure and thus eases their automatic interpretation, e.g. by simulation systems. Another step in this direction is the use of verb frames [14]. For BML, this means that a frame is assigned to every task that determines which kind of constituents must and which may be used in connection with the task. For example, a task such as “advance” has a mandatory element called “Route-Where” in its frame whereas a task such as “rest” has an “At-Where”. This enforces that the “Where” of an “advance” task will describe a route (or parts of it, like the destination) whereas a location will be assigned as “Where” to a “rest” task. The use of frames ensures that the linguistic principles of coherence and completeness [15] are applied and that therefore the addressee of a BML message will get all the information needed, e.g., a simulation system will get the information needed to let a simulated unit operate as ordered in a respective BML order.

The principles mentioned above can best be implemented by a lexical grammar. Therefore, we modeled the C2LG after the most prominent lexical grammar from the field of Computational Linguistics, the LFG [15, 16]. In the following subsection, we will describe what the rules of the C2LG look like and give examples of BML expressions based on that grammar.

2.2 Rules and Expressions in the C2LG

The construction of the C2LG’s rules is illustrated best by those rules in which a task is assigned to a unit. These rules are called “basic order rules” (OB). Although there is a unique rule for each task, all of these rules follow the rule form given in (1).

(1)
OB → 
Taskverb Tasker Taskee (Affected|Action) Where 

Start-When (End-When) Why Label (Mod)*

A basic order expression always starts with the verb denoting the assigned task. This is the “What” of the 5Ws. The task is followed by Tasker and Taskee. Each denotes a “Who”, namely the one who gives the order (Tasker) and the one who has to execute it (Taskee). For those tasks that would affect another “Who,” this third “Who” is added next under Affected. For example, an “attack” task affects the unit that has to be attacked, thus this enemy unit is denoted by Affected. Whether a task has an Affected is determined by the task verb’s frame. Some other tasks, for example an “assist” task, affect an action instead of a unit. Therefore, in some basic order rules, Action rather than Affected follows Taskee. Here again, the rule is determined by the respective frame, as is the fact that still other tasks, such as a “march” task, affect nothing and so their rules include neither an Affected nor an Action. 
The basic order expressions continue with the constituents for “Where” and “When.” More precisely a mandatory “When” called “Start-When” denotes the start of the task and an optional “When” called “End-When” denotes the end of the task. The Whens are followed by a constituent to denote the “Why”, a Label that can be used in other expressions to refer to the task and optional modifier constituents. In (2) to (4) the basic order rules for an “advance” task, an “ambush” task, and an “assist” task are given. These example orders illustrate that also the type of the “Where” – At-Where or Route-Where – is determined by the frame of the task verb.

(2)
OB → 
advance Tasker Taskee Route-Where 

Start-When (End-When) Why Label (Mod)*

(3)
OB → 
ambush Tasker Taskee Affected At-Where 

Start-When (End-When) Why Label (Mod)*

(4)
OB → 
assist Tasker Taskee Action At-Where 

Start-When (End-When) Why Label (Mod)*

In addition to basic order rules, there are also basic rules for reports (RB). These look quite similar to the basic order rules. (5) shows the rule for a position report.

(5)
RB → 
Hostility position Identification At-Where When Certainty Label (Mod)*

Here the keyword “position” has taken the role of the tasking verb, Hostility denotes whether the report is about oneself (own), a friend (friend), an enemy (hostile) or others (neutral, suspect, pending). Who or what is located at the reported position is denoted by Identification. At-Where, When, Label and Mod are as previously defined, and Certainty describes aspects pertaining to the quality of the report, e.g., information about the source of the report, as evaluated by the sender.

In order to illustrate what a BML message based on the C2LG looks like, (6) shows an order without header. In this order, the first three expressions explicate the situation. (6a) says that some hostile snipers – labelled “label-en-1” – ambushed a patrol (Patrol5) at control point 3. (6b) and (6c) add that 2 Vehicles of type Dingo have been immobilized, but all own soldiers are still unwounded. By the fourth line (6d), the leader of the battalion (BtlL), who also is the sender of this order, orders his third company (Company3) – the addressee of the order – to relieve the patrol immediately. 

(6a) ambush team hostile sniper label-en-1 Patrol5 at ControlPoint3 at now fact label-tr-1;

(6b) friend status-material 2 Dingo immobilized at ControlPoint3 at now fact label sr-1;

(6c) friend status-personnel 16 Enlisted fit at ControlPoint3 at now fact label-sr-2;

(6d) relieve BtlL Company3 Patrol5 at ControlPoint3 start at now in-order-to destroy label-en-1 label-o-1;

The rules and expressions shown in this paper are examples provided to explain C2LG expressions. More details are given in [17] and [18].

2.3 The C2LG Graphic User Interface

It cannot be expected that users learn and memorize the C2LG to formulate correct BML messages. Thus, it is necessary to provide a tool that helps developers generate C2LG messages during integration and testing. A first version of that tool is the C2LG GUI; Figure 1 shows a snapshot of this GUI. The GUI consists of three major parts. The left side allows the formulation of the basic BML statements, i.e. basic order statements such as the assignment of a single task to a specific unit or basic report statements like a single position report. The right side allows the concatenation of the basic statements to form the complete message. In the middle area of the GUI, a map is provided in order to facilitate message formulation, e.g., locations in the form of coordinates can be produced by simply clicking on the map.
In order to formulate a message, the user first completes the message’s header (right side, top). “Sender” is bound to the unit that owns the C2 system in which the GUI is integrated. “Addressee” can be chosen from a fixed list of units and any other organizations which are connected to the sender in that operational situation. “Send time” will be provided by the C2 system as soon as the message will be sent (by pressing the green button labeled “Send order” or “Send request” or “Send report”, respectively). “Message ID” likewise will be set automatically then. Sending the message transforms it into an XML representation that is in accordance with the JBML schema. The large field on the right side below the message’s header displays all the single basic statements the message consists of at this point in its completion.
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Figure 1: Snapshot of the C2LG GUI

In order to formulate a single basic statement, the left side of the GUI is used. For each statement, the first thing to do is to choose whether the basic statement to be formulated is an order, a request or a report statement. (Even if the whole message is an order, it nevertheless might include report statements, e.g., the first part of a operational order, SITUATION, consists of report statements.) In the case of a report, one then has to choose whether the report statement to be formulated is a task report, an event report or a status report. In the case of task assignment to a subordinate unit, one has to choose the task to be assigned. In both cases, the choice will result in additional fields being presented which may need to be filled out in order to complete the statement. 
The kinds of fields which appear are determined by the C2LG. In Figure 1, an order statement is shown for which “patrol” was chosen as task. The C2LG rule for assigning a patrol task to a unit demands the following constituents: Tasker, Taskee, Route-Where, Start-When, End-When, Why, Label, and Mod. For all these constituents, with the exception of the Mod (= Modifier), fields are opened on the left side of the GUI under the field that shows the selected task “patrol.” Instead of the Modifier field, three fields have been opened, called “Instrument,” “Formation,” and “In manner.” The labels for these fields are shown in parentheses, just as for “End-When,” because these constituents are optional whereas the other constituents are mandatory. In order to complete a BML statement on the left side and copy it to the right side, all fields for mandatory constituents must be filled in. If the user tries to copy an incomplete statement to the right side, fields that still require an entry are highlighted by a red frame. The optional fields “Instrument,” “Formation,” and “In manner” represent modifiers licensed by the “patrol” task. A vehicle type, e.g. “APC” for “armored personal carrier” can be chosen as the value for “Instrument.” “Formation” allows values for formations, and “In manner” can be set to values such as “cautiously” or “aggressively.”

In order to complete an At-Where or a Route-Where, the map in the middle of the GUI can be used. The map can be manipulated using the tool bar above it. The map also shows units as well as clickable locations (locations stored in the data base by name, each represented by a red dot). Units and location dots can also be chosen by mouse click, e.g. to fill out the Taskee field (in the case of a subordinate unit) or to define the route for a patrol. 

After a single BML statement is formulated completely, it can be copied to the right side of the GUI by clicking the orange button. After the whole message is completed on the right side, it will be sent through an output plug-in that constructs an XML representation of the message. The XML representation is in accordance with the JBML schema (section 3). As this schema was derived using the C2LG, the basic expression and the constituents are preserved, ensuring that the resulting XML representation can be interpreted readily by other systems, especially by simulation systems.

In summary, the GUI allows the formulation of C2LG messages without possessing knowledge of the grammar. However, the rules of the grammar are implanted in the GUI to ensure that the resulting message is in accordance with the grammar.  This GUI is only one implementation of the C2LG.  In the future, C2 systems and Simulations both may develop their own tools that implement the C2LG.  

3.0 The JBML Schema and Web Service

The JBML project set out to show the BML concept to be valid in the Joint context for US forces. Important related goals were (1) to produce a highly regular, internally consistent schema that could form a basis for expansion of BML into other domains for warfare and (2) to develop of open source Web services implementing that schema.

3.1 Deriving a schema from C2LG and 5Ws
The system plan for JBML Phase 1 sought to take advantage of the work of Hieb and Schade to create a schema that would allow orderly expansion as BML enters new domains. Knowing that the C2LG can represent any Ground Domain order that has been expressed in BML to date, JBML structured a schema based on the C2LG that has similar expressiveness. It is a measure of the effectiveness of this approach that the JBML project was able to add the Air and Maritime Domains without deviating from the pattern set for the Ground Domain. However, it is important to note that, in the work to date, the Web services implement the syntax of C2LG, not its semantics. For example, the JBML Web Service will accept an order that directs a Ground Domain unit to cross a deep body of water, even though the unit has within its organic transport capability neither aircraft nor maritime vessels. The full power of a grammar, as envisioned for future versions of BML, will be able to identify such anomalies and reject them as incorrect.

Figure 2 shows part of the JBML schema. A review of the contents of this figure will reveal that it is directly drawn from the C2LG as described above.
<xsd:complexType name="TaskType">

   <xsd:choice>
      <xsd:element name="GroundTask" 

                   type="GroundTaskType" minOccurs="0" 

                   maxOccurs="unbounded"/>


   <xsd:element name="AirTask" 

                   type="AirTaskType" minOccurs="0" 

                   maxOccurs="unbounded"/>


   <xsd:element name="MaritimeTask" 

                   type="MaritimeTaskType" minOccurs="0" 

                   maxOccurs="unbounded"/>

   </xsd:choice>

</xsd:complexType>

<xsd:complexType name="GroundTaskType">

   <xsd:sequence>

      <xsd:element name="TaskeeWho" type="WhoType"/>

      <xsd:element name="What" 

                   type="GroundBMLWhatType"/>

      <xsd:element name="Where" 

                   type="WhereType"/>

      <xsd:element name="StartWhen" 

                   type="WhenType"/>

      <xsd:element name="EndWhen" 

                   type="WhenType" minOccurs="0"/>

      <xsd:element name="AffectedWho" 

                   type="WhoType" minOccurs="0"/>

      <xsd:element name="Why" type="GroundWhyType" 

                   minOccurs="0"/>

      <xsd:element name="Label" type="LabelType"/>

   </xsd:sequence>

</xsd:complexType>

...

Figure 2. JBML mid-level schema showing role of C2LG

3.2 Role of the JC3IEDM in JBML
BML strives to create orders and reports that are coherent, semantically complete, and unambiguous. The JC3IEDM provides effective support for those goals in two ways:

· As pointed out in section 2, a language is critically dependent on its lexicon, which defines the possible words of the language. The MIP has invested a very large effort in establishing and refining an appropriate lexicon for C2; JBML therefore has a ready-made vocabulary in the JC3IEDM.

· The Web service repository for JBML stores the details of orders in a JC3IEDM format database. Coupled with the design of the BBS, this means that instances of the JBML Web Services can use replicated copies of the JC3IEDM database to reproduce orders as originally input, provided all of the business logic of the BBS layer is reproduced consistently in each instance of the service. (A corollary of this statement is that the JC3IEDM, with some minor extensions, is capable of representing all of the data contained in JBML; but it cannot represent all of the information in the JBML order without the business logic needed to reconstitute coherent, semantically complete orders.)
3.3 Implementing the JBML Schema in a Web service
The Web services were implemented as open source Java software by the JBML project. The intention was to provide a reference implementation serving both as basic infrastructure for the project, in support of the Simulation Interoperability Standards Organization (SISO) C-BML standards effort [7]. The implementation is based on Web service networking standards. Figure 3 provides an overview of the JBML Web service Architecture. The service layers are:
· The BML Domain Configured Service (DCS) represents the domain-specific language in form of a grammar-based schema that is utilized by implementing Web services.

· The schema defines the DCS in terms of the BML Base Services (BBS) which represent the information element groups that specify information objects of interest such as the 5Ws of military orders (who/what/when/where/why) and other constructs of interest. In Web services terminology, these implement “business rules.”

· The lowest layer represents the information exchange of information elements. This layer is normally hidden from the user. In JBML, this is the Common Data Access Service (CDAS) which provides for access to the database.

It would be possible to implement these three layers as cascading Web services, where the Web service at one layer invokes a Web service at a lower layer. While the layers are in fact configurable to be exposed as Web services, the design in Figure 3 avoids that because it would compound the already low performance of Web services. Since the three layers are present in the same computer, we access the lower layers through a software API rather than the Web service wrapper. The JBML Web Service deployment is described in [9].
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Figure 3. JBML Layered Service Architecture
The BBS services are not accessed by the client of JBML, which uses the DCS. However, in order to support continued research in expanded BML, the JBML software has an option to expose the BBS as a Web service. In either form of access, the BBS provides a way to deal with the fact that the various who/what/when/where/why transactions may require multiple database table updates under the JC3IEDM (in the case of what, up to 25 tables). As a result, it is important that any such transaction be treated atomically so that two of them do not have interleaved access when updating the database, as that could leave the database in an inconsistent state.
A key to the rapid integration achieved among the six national technical groups in the MSG-048 demonstration was the practice of distributed development. This was based on availability via the Internet of an instance of the JBML Web Services, serving as a reference implementation that was available as open source software to all participants.
4.0 The MSG-048 Demonstration 2007

In 2007, NATO RTO MSG-048 “Coalition Battle Management Language” gave an initial demonstration at the Interservice/Industry Training, Simulation and Education Conference (I/ITSEC 2007), Orlando, Florida. Out of the nine nations participating in MSG-048, six contributed software systems to this demonstration. Command and control systems were provided by Norway, the Netherlands, and the United States. Simulation systems were provided by France, Spain, and the United States. The C2LG GUI, provided by Germany, and the JBML Web Services, provided by the United States, served in an integrating role.
4.1 Demonstration Architecture

The demonstration featured a multi-national force that included task forces from the US, from Norway, and from the Netherlands. The forces were simulated on three different simulation systems: the US system JSAF, the French system SCIPIO, and the Spanish system SIMBAD. The Forces were commanded using the following C2 systems: C2PC CAPES for commanding the US task force, the Dutch ISIS to command the Dutch forces, and the Norwegian NORTaC C2IS to command the Norwegian forces. The C2LG GUI (cf. section 2.3) provided by Germany had been integrated with ISIS as well as with the NORTaC C2IS. Figure 4 shows the overall system architecture used in the demonstration.

4.2 Role of the C2LG GUI

Due to the variety of C2 systems used in the demonstration, the role played by the C2LG GUI was fundamental to success. Many different approaches are used in developing orders within modern C2 systems.  Because of the lack of a standard order specification, the national C2 systems used in the demonstration needed to be enhanced, to provide additional information required for correct behavior of the national simulations. The C2LG GUI enabled elements of BML that were not available in the national C2 systems to be completed as part of its interface function. In a typical C2 system, the graphics used in preparing an order are not computationally associated with the military unit used.  Rather, the human user makes the association and interprets the resulting plan. The operation of the C2 system was not changed, but an additional step was added to further process the order with the C2LG in order to develop BML orders,
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Figure 4. System-of-systems architecture of the MSG-048 I/ITSEC-07 demonstration

To formulate an order, the data flows as follows. The order is created within the C2 systems (ISIS or NORTaC, respectively). The order then is loaded into the GUI via the input plug-in. The GUI checks the  order and identifies any missing information pieces. As described in section 2.3 above, the GUI uses drop-down menus and a map. In the map, units, facilities, features and locations can be selected (by mouse click) to speed up formulation, especially formulation of the Where elements. When a BML order is completed, it is processed in two steps as described above. The processing is executed by the output plug-in. First the constituents (Tasker, Taskee, etc.) are calculated. Then these constituents are mapped into the JBML schema. Then the digital orders are transferred to the simulation systems via the JBML web services where they are interpreted and executed.
5.0
Conclusions

The MSG-048 November 2007 demonstration provides very strong evidence in favor of the techniques employed as a basis for interoperating simulations with C2 systems. First and foremost, the approach based in formal linguistics (using the C2LG-inspired schema) and associated Web services, with strong semantics (using the JC3IEDM-derived vocabulary), provided an extremely effective medium of expression for communication among the various systems. Perhaps equally important, the network-centric development methodology proved highly effective, especially when employed by national development teams with a highly cooperative spirit, including technical developers and military subject matter experts. Meanwhile, developments to expand the technical basis of BML continue. 

The project described in this paper is only the beginning of MSG-048’s development of a BML/SOA-based environment for evaluation of the potential of these techniques for coalition C2/simulation interoperation. The plan for 2008 calls for evaluation of multiple additional experimental coalition configurations and language extensions/improvements (in particular, implementing Reports). After that, if the technology and associated development methodology proves as successful as indicated by this first step, MSG-048 will seek its application in a NATO exercise or experiment. When SISO produces a C-BML standard supporting the MSG-048 process, MSG-048 expects to evaluate that standard experimentally, documenting its utility to NATO.
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