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ABSTRACT

The Distributed Networked Battle Labs (DNBL) framework provides an environment for federated Testing, Experimentation and Distributed Training. The scope of DNBL is to reduce time and effort for the preparation and execution of events and exercises through established and accepted legal, contractual, and procedural regulations, without perturbing existing partnerships or adding bureaucracy. DNBL is a service model with a wide spectrum of elements for Testing and Experimentation providing collaboration mechanisms, tools and methods for compensation of efforts.

The DNBL framework and service model is specifically attractive for service providers from the Modelling and Simulation (M&S) community as it facilitates the implementation of complex federations of simulations. In addition, the intrinsic DNBL services can provide the infrastructure for networking of sites and the support to prepare and execute events.

The paper will provide an overview of the DNBL framework; explain the service model and specifically address potential scenarios for M&S events, which allow for identifying the benefits of DNBL for M&S.

1.0 
Overview on the Distributed Network Battle Labs Framework

1.1 
Introduction into DNBL

In the current and future environment for NATO and the NATO/PfP nations no single nation or entity will be able to host the complete coalition spectrum of capabilities and reference systems required for testing, experimentation and distributed training in a coalition. 

This results in the need to “pool and share”, as expressed by NATO Secretary General and SACT
. The federation of existing capabilities and systems is an effective means of pooling and sharing.

The DNBL framework is based on three principles;

· Reuse: existing capabilities and facilities through DNBL services

· Reduce: time and cost to prepare and conduct testing and experimentation events

· Recycle: lessons learned and knowledge management from testing and experimentation services and events in the DNBL community

The Distributed Networked Battle Labs Framework (DNBL Framework) provides the operating model [2] to enable the federated use of capabilities and systems for a wide range of user groups and to exchange services for testing/experimentation/distributed training in a fast and effective way. This will allow the establishment of temporary and permanents networks of Test beds and Battle Laboratories and making use of Reference Systems through the use of elements from a variety of providers in a federated way.

The DNBL Framework is open to organisations from NATO, NATO and PfP nations and industry/
academia.

In order to achieve smooth and consistent cooperation between the DNBL members an effective and transparent service model has been created. The service model promotes solutions where providers and customers of services can engage through a web based platform and make use of its key elements:

· DNBL general rules and processes to exchange services [1] and data

· A governance organisation to manage the framework [3] and support the community

· A Service Catalogue to offer and select services

· A web site based portal to share information and collaborate with other members of the community

[image: image13.png]



Figure 1: DNBL Key Elements.
The DNBL framework and the environment have been in continuous operation since April 2010 and are being used by a number of important multilateral initiatives like the Afghan Mission Network Interoperability Testing working group CIAV and the MAJIIC 2 project as well as by a number of bilateral test events. DNBL has a proven record of success for such Testing & Experimentation events as JISR Step 1, MEDICS Experimentation or SWE REFNET.
The legal framework, which relaxes the need for a bilateral MOU or Technical Agreement has demonstrated its benefits in a number of cases between NC3A and national organisations and industry.
Currently the community has 26 member organisations and more than 230 registered users are supported in their daily work or during defined duration events. It is expected that by the end of 2012 the number of member organisations will raise above 60 with up to 400 supported users.

1.2 
DNBL Organisation
The DNBL players and their relations are essential for the success of the service model and the achievement of the DNBL goals. The DNBL service providers offer their capabilities and systems for Testing & Experimentation (T&E) under the DNBL General Terms and Conditions (GTC) in a service catalogue maintained by the DNBL Technical Authority. Based on the requirements of a customer (Service Subscriber in DNBL terms) a bilateral agreement can be arranged or a complex arrangement making use of a number of services can be composed and contracted with the customer.
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Figure 2: DNBL Players and their relations.

The DNBL Governance [3] is providing guidance as required and the supporting parties are instrumental e.g. for security aspects.

1.3 
DNBL Service Model
The DNBL aim is to provide support for growing number of Communities of Interest through a set of basic services and subject specific services dedicated to various Communities of Interest.

The DNBL Technical Authority [3] is developing the DNBL Service Catalogue and supporting the delivering of services to its members through:

· Standardised service descriptions addressing the required information in a structure in-line with the NATO Architecture Framework v3 

· Processes for registering and delivering services 

· Web based information portal and

· Web sites for DNBL Events

The DNBL Service Catalogue is a living compilation of elements that can be used to compose complex federations to support a test, experimentation and/or distributed training event, as well as serving bilateral events. The service catalogue is web based and identifies

· Purpose of the service

· Layer of the service – context to other services

· Provider of the service

· Track record of the application of the service in DNBL events
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Figure 3: DNBL Service Catalogue view on the DNBL Portal.
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Figure 4: DNBL Service Catalogue documents on the DNBL Portal.
All services are documented in the same structure to meet the requirements of the DNBL framework in standardisation of services.

Through this architecture DNBL is a layered service model with a basic networking layer built by the options of the Combined Federated Battle labs Network which allows to share information up to and including NATO SECRET or through VPN internet tunnels which are limited to the NATO UNCLASSIFIED level of information. On top of this layer we have the Infrastructure and Security Service layer which provides a set of core services and collaboration tools for each supported event. The highest layer is made of subject specific services which are specific for the community of Interest, but could also be used across several communities.
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Figure 5: Layered DNBL Service Model.
A rich set of services to support simulation documented in the same way will enable the fast and simple establishment of federations and their integration into hybrid architectures for T&E.

The DNBL service strategy is to support a growing number of Communities of Interest with

· Services for Interoperability and Functional Area Services testing (2010).

· A Concept for a Testbed based of federated services for Cyber defence and security enabled through fourteen specific services (early 2011). 

· The setups required to support the CIAV mission threads for Functional Area Systems T&E and

· A set of services for Modelling and Simulation (in progress). 

It is expected that these services will also enrich the repository and can be used across the communities. The services will be provided by organisations from NATO, NATO and PfP nations, Industry and Academia making use of their specific skills, capabilities and systems. 
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Figure 6: DNBL Service Catalogue and Service Strategy.
1.4 
DNBL Security Arrangements

The legal framework of DNBL is designed to simplify and speed up the arrangement of events. DNBL is implementing the NATO guidance on marking of information (AC/322-N(2011)0130) and the handling of classified information C-M(2002)49. This is the aim for events requiring an exchange at unclassified level applying VPN tunnels through internet as the networking option or for higher levels of classification use the Combined Federated Battle Labs network (CFBLNet) services. Note that the following description NC3A is addressed as an example of a DNBL service provider, but this example can be used for almost any other service provider from NATO too.

The structure of legal agreements to support the VPN tunnel option is shown in Figure 7. The General Terms and Conditions cover the basic requirements for exchanging data. The event specific definitions are specified in the Event Support Agreement. The Communication and Information Systems (CIS) of all partners in the event are subject to accreditation by the related accreditation authorities. For unclassified events only an agreement with the site security officer/manager may be required.
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Figure 7: DNBL Structure of Agreements for NU VPN Option.
The structure of the arrangement for the exchange of higher classified information is shown in Figure 8.
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Figure 8: DNBL Structure of Agreements for CFBLNet Option.
The accreditation of a multinational network for the exchange of classified information is a lengthy process requiring substantial effort. This was the reason to initiate the CFBLNet organisation and provide a permanent infrastructure across a wide range of nations and NATO. A DNBL event can be supported by a CFBLNet Initiative Information Package (CIIP) or piggy pack on an existing CIIP. Each facility will accredit the local CIS for the DNBL subject specific services with their accreditation authority with the condition that it will be connected with the other partners through CFBLNet. The CFBLNet infrastructure is accredited in a joint effort of national and NATO accreditation authorities by the Multinational Security Accreditation Board MSAB. The same way as for the VPN option the GTC cover the agreement between the DNBL members on the exchange of information. The ESA specifies the event specific definitions including the procurement of the CFBLNet service by the event partners for the duration of the event. The conditions for CFBLNet services can be seen on http://nc3a.info/cfblnet/index.php3 as well as related information on CFBLNet security management and templates can be downloaded from this webpage.

2.0 
M&S Requirements related to DNBL

Many of the DNBL services can serve across the different Communities of Interest, but each of them has specific requirements related to the three service layers. Those which are specific for the Modelling and Simulation community will be addressed in the following chapters.
2.1 
Requirements for the Network

Federating simulations is overcoming the challenges of single monolithic software projects and allowing different partners to focus on their specific skills and develop their tools accordingly. Federated simulations are in use for almost two decades now applying a range of standards for federation and exchange of data.

In 2011, the NATO Modelling and Simulation Group concluded task group MSG-068 with the publication of recommendations to the NATO Training and Education Network. With respect to the network, MSG-068 recommended to set up a persistent infrastructure, making use of CFBLNet for classified efforts, and either CFBLNet or VPNs for unclassified efforts.

CFBLNet has a point of presence already in many nations and NATO sites and thus forms a persistent infrastructure. Usually CFBLNet is connected to (persistent) national networks to expand the infrastructure beyond the Point of Presence. In case a nation does not have a permanent CFBLNet connection, an option is to connect to CFBLNet on a monthly basis.

Important requirements to the network in an M&S environment are bandwidth and latency. With respect to bandwidth, high demands come from the need to do collaborative planning, briefing and debriefing, preferably over VTC connections. The bandwidth needed for the actual execution of the event depends highly on the number of entities and interactions. In particular, simulated radio traffic and video exchange are high consumers. However, the bandwidth needs comparable to the needs of other communities and fit well within the CFBLNet and VPN specifications.

Latency is an important factor in particular for real-time simulation events. Both CFBLNet and VPNs have shown to be able to handle the M&S requirements for latency. As always however, latency depends on the actual routing and specific connections may need tailoring to meet latency demands.

Data transfer protocols specific to the M&S community are related to the standards DIS, HLA and TENA. These are supported by exchange mechanisms (RTI) that handle the Wide Area Network traffic over the Internet Protocol (IP). These mechanisms also offer the option to concatenate multiple simulation data packets into larger IP packets. This allows optimisation of network performance, in particular for connections protected by cryptography as used in DNBL.

These requirements need to be complemented by a capable hub and management infrastructure to connect the different partners and maintain the event setup.

2.2 
Security

Many operational training and exercise events are classified, requiring a protected network and a mechanism to accredit the connection of the facilities involved. Much effort is usually spent in implementing the cryptography and creating the security documentation. Within CFBLNet and the NC3A VPN technology, the cryptography is provided as part of the Point of Presence, and the security documentation and accreditation process are highly standardised and well-established. Therefore, CFBLNet and the NC3A VPN technology prove particularly useful for repeated classified events.

2.3 
Simulation Architecture

The architecture of the simulation federation and the related protocol for the data exchange has an impact on the performance and limitations of distributed and federated simulation events.

The following standards are currently in use

· Distributed Interactive Simulation Protocol (DIS) 

· High Level Architecture (HLA) 

· Test and Training Enabling Architecture (TENA)

The most common standards for virtual and constructive simulation are DIS and HLA [5]. TENA is specialised for live simulation architectures with real time hardware in the loop.
The wide area traffic is based on the High-Level Architecture (HLA). One of the reasons is that the VPNs and CFBLNet (as all wide areas networks) do not support the broadcast mechanism that comes with the usage of DIS, the wide area traffic is based on the High-Level Architecture (HLA). However, many sites have legacy DIS simulations. Commercial-off-the-shelf gateways can be used to allow these DIS sites to connect over the WAN [4]. This architecture is in-line with the MSG 068 recommendations. Gateways are also used to connect sites that use different HLA versions and TENA.

In order to foster simulation interoperability within NATO, it is assumed that the MSG-068 recommendations [4] for simulation interoperability (reference FOM, federation agreements) are used to develop federations.

2.4
Federation Development and Management
Development of multi-national and NATO federations is typically done through a collaborative effort involving multiple meetings. A permanent multi-national collaboration infrastructure can be used to progress the development in between the meetings, thus reducing the number of meetings needed.

3.0 
DNBL related M&S Scenarios

3.1 
The NATO M&S Endeavour
Federated M&S involving NATO and multiple nations is not much applied at present. Operational requirements have not been clearly stated by NATO and most nations. 

Due to this situation, and as the NATO and multi-national environment is very dynamic, a rigid, waterfall-type integration effort is not a feasible way to proceed for the short and medium term. The path to operational use of M&S federations with assets present at NATO and national sites consists of an iterative series of development, testing and experimentation efforts. Developing successful federations, for example for training or experimentation, requires a mechanism that facilitates the participation of multiple MoDs and industry partners. By becoming DNBL members, the partners in the development of a federation agree on a mechanism to exchange services in a flexible way while protecting the national and industry interests.

Two use cases stand out at present for collaborative development of federations within NATO:

· C4ISR interoperability testing and experimentation

· NATO/multinational air and joint fires training
3.2 
C4ISR Interoperability Testing and Experimentation

This scenario is representative for a number of initiatives where the Multi sensor Aerospace ground Joint ISR Interoperability Coalition (MAJIIC) project is a well-known one. The aim is to have a simulation driving the scenario along which mission threads are executed. 

A trend in C4ISR testing for the coming years is to do more scenario-based testing, as opposed to script-based testing. Simulations provide input to the C4ISR systems based on actual operations or exercises. The scenario based testing will closes the gap between the script-based mechanism and actual operations. Typically, as the testing gets more comprehensive, more time is needed to prepare for the tests. DNBL fits in here, as it provides permanent connectivity between the members and allows for extensive scripted testing and scenario-driven testing prior to the actual event. Examples of areas where C4ISR testing is conducted are the NATO Response Force (CWIX, Steadfast Cobalt) and the Afghan Mission Network.

As nations participate in NATO or multi-national tests, experiments, training and exercises, some of them bring their own simulation assets. Reasons for this may be that these simulations are closely integrated with the national C4ISR assets participating in the exercise, or that other simulations do not replicate the national assets to the extent needed for the exercise. In this case, there is a clear need to test whether the simulations participating in the exercise actually interoperate together.
The involved systems are real operational system or replicas of those. Through this the ISR applications and/or systems are stimulated and the exchange of data and information can be executed.

Auxiliary tools are required for scenario generation, data recording/analysis and test management. The role of the sensors can be represented by simulated or recorded data which are fed into the ISR systems at the right moment.
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Figure 9: Elements for C4I Interoperability Experimentation.
Apart from scenario-based, simulation driven C4ISR testing, a track in this area is simulation-C4ISR interoperability testing. As nations bring their national C4ISR assets to events, their compatibility with the simulations used to stimulate the C4ISR systems needs to be tested beforehand.  Additionally, if nations bring simulations as part of an event, for example a distributed exercise, the interoperability of this simulation with the other participating simulations and with the C4ISR systems needs to be tested. A well tested federation of interoperable simulations provides a rich ground truth environment that stimulates the C4ISR system in a complete and consistent manner.

The DNBL Technical Authority offers for this type of event the web site dedicated to the event party to share information, collaborate for the planning and execution of the event and during the conduct of the event and the test management functionality.

3.3 
NATO/Multinational Air and Joint Fires Training
The air operations community is well equipped for distributed training. Air operations are multinational in almost all cases, and NATO has been training for this for a long time.  Many nations have the assets to conduct distributed training and some are already doing this nationally. The NATO Research and Technology Organisation (RTO) has recommended taking Mission Training through Distributed Simulations (MTDS) further after a multinational demonstration (First WAVE), the NATO Air Force Armaments Group (NAFAG) has installed a working group on the subject (ACG-6 MTDS Working Group) to coordinate the activities of the nations, and the NATO Industrial Advisory Group (NIAG) is conducting a study to provide industry advice on implementation (NIAG SG.162).
An important milestone on the timeline of this use case is the delivery of the NATO AWACS Mission Training Centre (MTC), at the end of 2011. NATO AWACS is building this MTC to conduct combined training by connecting the MTC to national assets over Wide Area Networks. An imminent requirement is to conduct training of NATO AWACS weapons controllers with national fighter pilots as there is a structural lack of opportunities to do this during live missions. 

The proposed path for this use case is to create a multinational environment for virtual air operations training, initially driven by the NATO AWACS requirement for weapons control training. Nations connect their fighter simulators, NATO AWACS connects the MTC and training can start. At a later stage, assets such as national CRCs will be added to the environment and multi-national air operations will be trained. 

Technical coordination of the training events may be done by either Joint Forces Training Centre (JFTC), using their NATO Live-Virtual-Constructive (NLVC) installation, by NC3A, using their Federation Interoperability Test (FIT) facility (based on NLVC), or by any facility with the required capabilities offered by a nation. Operational coordination should be done by the command responsible for the training event.
The multi-national environment will also be the playground for distributed joint fires training, including Close Air Support (CAS). CAS is a common mission where ground troops are supported by aircraft. Personnel on the ground (Forward Air Controllers, Tactical Air Control Parties), be it Army, Air Force or Marines, call for aircraft to deploy weapons against specific targets. Supporting aircraft can be of any type from any nation that happens to be available in the airspace around the engagement site. 
The missions are highly effective, but also carry a risk of fratricide and civil casualties due to coordination errors. Many nations already have simulators for Forward Air controllers, for the aircraft types used in theatre and for the systems used for the coordination between the two. Connecting these over a wide area network facilitates combined CAS or joint fires training before people are deployed to theatre. 

As this use case includes many dissimilar simulation assets, it requires a phased build-up of the training simulation network. Elaborate testing will be needed before assets are actually allowed to participate in network. Experimentation will be needed to further develop the operational concept to conduct networked training missions. DNBL fits in here as it allows for a permanent community to conduct this type of testing and experimentation and to develop the federations that will be used for operational training. 
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Figure 10: Multi National Training Simulation Network.
4.0 
DNBL Benefits for the M&S world

This chapter summarises the benefits for the M&S and the DTE community through DNBL.
4.1 
Legal Elements of the DNBL Framework

The Legal Framework of DNBL is composed of two main elements, the General Terms and Conditions [1] and the Service Level Agreement. The aim of the GTC is to define the rules and regulations for the Members to interact and exchange information. This should serve as a Non-Disclosure Agreement (NDA). The DNBL Framework should also relax the need for bi/multi-lateral MOUs and Technical Agreements. As the GTCs are accepted with the application for membership by each Member, no further agreement is required other than the Service Level Agreement (SLA), which specifies the architecture of the event, the involved parties and the event execution plan.

If the members involved in the event identify the need for further definitions these can be specified and added to the SLA.

The service descriptions of each involved service and the SLA are the basic documents for the contracting of the involved parties for the event. The contracting is subject between the involved parties and not part of the DNBL Framework.

4.2 
Service Model 

The DNBL Service model is matching with the architecture of simulation federations where a number of providers connect their specific capabilities into a network. The benefits for the service subscribers are:

· Transparent specifications of the capabilities and systems in a standardised structure

· Defined delivery conditions including cost estimates

The benefits for the service providers are:

· Offers can be standardised and the time for negotiations is reduced

· Teams delivering the services mature and improve their delivering quality

· Capabilities and systems can be better utilised

4.3 
Service Catalogue and an M&S Set of Services
The elements from the DNBL Service Catalogue can be used to compose complex federations to support a test, experimentation and/or distributed training event, as well as serving bilateral events. 
A rich set of services to support simulation documented in the same way will enable the fast and simple establishment of federations and their integration into hybrid architectures for T&E. The structure of DNBL facilitates provision of common elements in federations as services, such as terrain databases, interaction services such as propagation, calculation, adjudication etc. Potential services to be present in a DNBL M&S environment are:

· Network management

· On-line collaboration

· Federation development and management

· Federate compliancy testing

· Provision of terrain databases or terrain streaming

· Propagation calculation and adjudication services

· Setting development, including ORBAT, mapping, country books etc.

· Scenario exchange and development 

· Provision of specific simulation capabilities

· C4ISR compliancy testing

· Event logging and analysis

4.5 
Security Arrangements

The DNBL Framework provides a layered approach to security.

The initial layer is the acceptance of the General Terms and Conditions which address the rules and regulations to exchange data and information at a Non-Disclosure Agreement level. Part of this layer is the platform for the collaboration of the members, the service catalogue and the event sites which is designed and operated in accordance with the NATO security guidelines and policies.

Another layer is provided by the Infrastructure and Security Service which provides the technical means to exchange data during an event designed to meet the requirements for a wide range of classifications. The CFBLNet arrangements clearly support the establishment of classified networks and the connection of classified CIS elements to them relaxing the need for specific bi/multilateral agreements (MOUs).

These arrangements can fully support the M&S and DTE community.

4.6 
Functional Support

The DNBL Framework provides functional support at two levels:

· Through the web based platform provided by the DNBL Technical Authority (TA) and

· Through the basic DNBL services (Infrastructure and Security and Test manager Service) currently offered by NC3A

The DNBL TA service is sponsored by ACT whereas the other DNBL services are sponsored by the customer of the event.

The DNBL TA functional support includes

· Collaboration between the members through the DNBL web portal 

· Service Catalogue and service documents

· Reference library with templates for the service description and the Event Support Agreement (ESA)

· Request for new Service functionality

· Contact data of all members and links to their web sites

· Announcements, Forum and discussions

· Calendar

· DNBL Wiki

· The web site created for each provides in addition to the above
· Event reference library

· Event contacts and users info

· Tasks and event planning functionality including calendar

· Issues tracking

· Event knowledge base

· Shared tools area

· Test management templates that can be developed and loaded with

· Event specific test plans

· On-line test execution 

· Online test recording

The DNBL collaborative workspace and functional support is a good basis for creating the required interoperability products and documentation. The available voice and video conferencing and chat are valuable tools to maintain continuous and direct communication lines during the testing and execution of the federation.
The Collaboration Environment provided through the NC3A Infrastructure and Security Service includes

· Domain Name Server (DNS)

· Network Time Protocol Server (NTP)

· Email

· Instant messaging

· White boarding

· Desktop sharing

· Audio/video conferencing

4.7 
Cost and Effort Compensation
Three main cost elements apply to DNBL:

· No cost for membership are requested to become DNBL member

· The cost to develop a service description has to be covered by the service provider

· The cost to consume DNBL services has to be borne by the customer/sponsor of the event

The compensation of efforts for the consumption of DNBL services can be achieved in many ways but the main aspect is that the customer who is raising the request for an event and receiving the results has the responsibility to compensate the effort of the involved service providers. The support provided by the DNBL TA is sponsored through an ACT project to NC3A.
The repeated and standardised delivery of the services results in cost efficiency where for example the setup and maintenance of a VPN by NC3A is priced at 3k Euro where experience from other events where this is done on an individual basis demonstrates much higher cost.
For awareness for the customer prior to the events preparation a clear indication of cost estimates is instrumental in the service description for each service. This should address the delivery conditions as well. This should contribute to a substantial cost reduction for DNBL events compared to the traditional way of doing business as this result in:

· Reduced number of meetings, 

· no specific MOU or Technical Agreement, 

· less investment in legal arrangements, 

· reduced investment in collaboration tools

5.0 
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[3] DNBL Terms of Reference – v 1.1 - available at https://dnbl.nc3a.nato.int

[4] RTO-TR-MSG-068 NATO education and Training Network

[5] ASMP-1 NATO Modelling and Simulation Standards Profile








































� 	Need for closer cooperation between NATO, Nations, Industry and Academia (Smart Defense concept) has been expressed by SecGen (“NATO after Libya-The Atlantic Alliance in austere times- Foreign Affairs July/August 2011).�
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