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Abstract
The last decade has seen explosive growth in use of military unmanned aircraft systems (UAS) and, in particular, unmanned aerial vehicles (UAVs), due to their effectiveness in asymmetric warfare. As is common with such breakthrough capabilities, integration with other supporting technologies is only now beginning to catch up. This paper addresses effective use of simulation combined with live activities in the UAS domain. Consistent with the net-centric operations paradigm, timely information-sharing and reaping of subsequent benefits from using information obtained through UAS constitutes the information superiority that translates into agility and other advantages and gains for the warfighter. Already the employment of unmanned systems has provided clearly vital capabilities that have been deployed in recent conflicts, but lessons learned from theater have highlighted some deficiencies and areas requiring improvement. Although unmanned these systems still depend very much on human operators who often are faced with challenges associated with the increasing use of UAS. Introducing technologies and products into existing systems can help to address these challenges and networked, simulation-based capabilities are well-adapted for concept development and experimentation (CD&E) as well as for the subsequent training of new or modified systems. This paper identifies opportunities and concerns for simulation-based experimentation and training in UAS development and deployment.

1.0
Introduction
In recent conflicts, there has been a significant increase in the employment of Unmanned Systems (US) by military forces. Over the last decade in particular, the use of Unmanned Aerial Systems (UAS) has expanded greatly. Success of UAS in achieving mission objectives combined with increased technology capability has led to new operational requirements and the need to increase UAS effectiveness. However, one of the key limitations to increasing future UAS effectiveness lies in the human factors challenges associated with the UAV operators’ workload [1][2][3][4][5]. 

Additionally, a recurring operational requirement across the military services is the need to increase the levels of autonomy of UAS in order to optimize workflows for tasking, monitoring and disseminating information from these highly valued C4ISR assets [5]
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[6]. For example, with increasing levels of UAS autonomy, UAV operators are less solicited to exercise lower-level control tasks and are therefore able to focus on higher-level tasks, called Human Supervisory Control (HSC), that are more closely related to mission goals. Similarly, freed from lower-level tasks, a single UAV operator may be able to operate multiple platforms.

This paper addresses emerging options for simulation-based training and experimentation in today’s rapidly-evolving UAS environment. Based on the authors’ involvement in experimentation, our experience is that system-level simulation can greatly enhance development of UAS, saving extensive time and cost to determine the effectiveness of system features and capabilities. In turn, the simulations used for experimentation can become a very effective basis for operator training, which is essential to effective deployment.
1.1
UAV Systems Framework
Figure 1 depicts a notional UAS in a net-centric environment. The UAS is generally comprised of the UV Control Station (UCS), the Vehicle Specific Module (VSM), the Ground Data Terminal (GDT), the Air Vehicle (AV) and the Launch and Recovery (L/R) element. Military personnel that are typically associated with the UAS are shown in yellow: the Mission Commander (MC), the Vehicle Operator (VO), the Payload Operator (PO) aka Mission Payload Operator (MPO) and the Imagery Analyst (IA). 


[image: image1]
The external stakeholders that interact with the UAS are shown in orange and include: the Air Component Commander (ACC), the Air Control Authority (ACA), the Intelligence Staff Officer (S2), the Operations Staff Officer (S3), the Forward Air Controller (FAC) and the Supported Unit; with the FAC present in the case of Close Air Support (CAS). 
1.2 
UAV Control Station (UCS)

The UCS may be ground-based (i.e. Ground Control Station), transported during operations in another air vehicle or in a ground vehicle or may be remotely located. The NATO STANdardization AGreement (STANAG) 4586 [6] defines requirements for a standard set of UCS interfaces. It has been developed over the last decade to promote interoperability among UAS manufacturers and coalition partners. Consistent with the STANAG 4586 functional UAS Architecture, figure 2 illustrates the four primary sets of UCS interfaces: (1) Data Link Interface (DLI); (2) Command and Control Interface (CCI); (3) Human-Computer Interface (HCI); and (4) a set of alternate/complementary communication interfaces providing capabilities such as radio communications and Internet Relay Chat (IRC). STANAG 4586 specifies that the CCI shall support a subset of standardized tactical messages formats used by participating nations: US Message Text Format (USMTF), NATO Allied Data Publication 3 (ADatP-3) and Over-The-Horizon-GOLD (OTH-GOLD).

[image: image2]
The HCI allows VO and MPO to exercise low-level and high-level control of the Air Vehicle (AV) and the payloads. This paper assumes that introducing intelligence into the operator interfaces will most likely involve the use of intelligent agents. Proper and efficient use of agent-based technologies requires well-defined protocols, i.e. standard machine interfaces and message structures. The present study discusses the benefits associated with the use of formal languages for the communication of military information to standardized automation elements based on intelligent agents so that they can be introduced in the HCI to improve operator effectiveness. In this regard, the following concluding statement from reference [5] provides one of the underlying assumptions of this paper:

“...The design of an autonomous UAS depends not only on the addition of “smart” technologies but equally on the HCI and the nature, timeliness and relevance of the information presented to the operator together with the level of control afforded over the capability.”

This statement also is supported by the mission-centric philosophy of current design efforts for UAS operator interfaces that increasingly require greater levels of UAV autonomy as perceived by the VO and MPO [8].

2.0
Technology gaps related to simulation interfaces

Effective deployment of system-level simulation for UAS will require the filling of some technology gaps, which are identified in this section.

2.1 
Formal Language in support of Intelligent Operator Interfaces

This paper proposes a technical approach to support the experimentation of new UAS concepts of employment in a simulation environment using the Coalition Battle Management Language (C-BML), a formal language, as an enabling technology for the interoperation of simulation systems, C2 systems and UVS. This approach describes an experimentation capability that could be used to explore concepts for research, design, and rapid prototyping of next-generation UAV operator interfaces and involves the development of a simulation environment where real world C2 systems can interoperate with some of the simulated UAS subsystems using C-BML. The intelligence is introduced into the operator interfaces by applying automation management strategies, combined with the use of a formal language for effectively supporting automated information exchange between the Unmanned Aerial Vehicle (UAV) operator and the UAS subsystems. 
In the remainder of this paper we discuss some of the identified gaps and requirements related to future UAS capabilities and then consider various automation strategies that could contribute to satisfying these requirements. A discussion follows on the employment of intelligent systems in order to increase UAS autonomy. Thereafter, an rapid overview of C-BML is provided with a discussion as to its relevance for UAS operations. Finally, we conclude this paper and discuss potential future work.  
2.2
Operator Workload Reduction

UAV information overload is a problem for many humans and machines in the UAS information loop [9]. In particular, UAV operator cognitive overload comes from several sources, including information from the AV (e.g. navigation, health system management) and sensors. Moreover, the required level of detail of the VO situational awareness increases with the operator requirement to execute lower levels tasks. Therefore, higher levels of AV autonomy translate into a decrease in operator workload through the introduction of automation that allows the operator to execute primarily higher level control (i.e. human supervisory control). 

Paramsuraman and Sheridan [10] have developed an automation model for Human Interaction based on decision-making functional areas: acquisition, analysis, decision-making and action implementation.  Each of these functional areas can be supported through automation and are used in the discussion below.

Increasing the level of control that operators exercise requires decision-making intelligence to be built into either: (1) the AV, (2) the UCS, or (3) both the UCS and the AV.  Advances in AV platform autonomy have sparked interest in extended message sets for communication between the UCS and the AV, which allows the AV to complete critical tasks in the context of unplanned mission-critical events, such as: critical fault management, collision avoidance and sudden changes in weather (e.g. adverse winds, temperatures beyond operating range, etc.). In the case that the UAV platform only executes low-level control messages, it still is possible to expose higher-level control functionality at the operator interface through the introduction of intelligence in this interface; that is a basis for our work. However, this greatly limits the operational capability during a communication disturbance between the AV and the GCS.

2.2.1
AV Status Monitoring 

UAV operator monitoring functions include monitoring: payload status, network communications, system health status, and sensor activity [11].  Effective monitoring requires mechanisms for prioritizing, notification and communication to the operator through aural and visual cueing.  

2.2.2
Communication with Stakeholders: the Role of Chat
Communication with the stakeholders described in section 1.1 can take place using formatted text messages (FTM), voice communications or chat. In addition to standard reporting using FTM (e.g. status reports, situation reports, intelligence reports and battle damage assessment (BDA), etc.), UAV operators also are required to use voice and chat to coordinate with stakeholders that are external to the UAS for activities such as: authorization of requests (e.g. fires support, airspace coordination), notification to ACA of airspace use (or non-use) and coordination with ground forces (e.g. Close Air Support (CAS)). Two areas of particular interest with respect to communication with stakeholders are: (1) the extensive use of chat in UAS operations and, (2) the benefits of automatic reporting.
The use of chat as a mission essential C2 tool to support real-time multi-user collaborative communication for military operations has been confirmed during recent conflicts in Iraq and Afghanistan [12].  Chat is equally used in both military and civil applications, and chat technologies have also played an important role in antiterrorism, homeland defence and disaster relief efforts. However, the extensive use of chat systems, such as multi-user Internet Relay Chat (mIRC) has unveiled chat-specific interoperability issues, such as the use of incompatible systems by partners who could not communicate in the context of coalition military operations or multinational disaster relief efforts [12].
The use of chat for UAS operations has provided for an invaluable, direct communication link between the supported unit (e.g. Close Air Support, Direct Support) and vehicle and payload operators. Targeting officers, Forward Air Controllers, Air Component Commanders can communicate in parallel with UAV operators for missions requiring real-time collaboration, such as close air support involving time-sensitive targeting (TST). Chat has also been utilized for CAS and Joint Fires Support (JFS) deconfliction, to task UAVs directly, to allow UAV operators to coordinate with the ACA, for monitoring purposes, during Medical Evacuation (MEDEVAC), and for communicating Meteorological and Oceanographic (METOC) forecasting support.

In turn, perhaps the most significant negative aspect of chat is that it is not integrated into current C2 infrastructures and therefore represents a “parallel” channel. This creates an interoperability gap, as witnessed by the presence of a separate interface for UAV operators.  This has led to situations where an over-reliance on chat interfaces resulted in: (1) operators heavily focused on chat had a tendency to miss important cues from their primary interface and (2) units not equipped with chat capabilities did not receive important tactical information that was communicated solely through chat.

In terms of autonomous UAS operations, if automation is to be leveraged as a means to achieve greater operations agility by streamlining military business processes and workflows associated with the command and control of unmanned assets, then information that is currently flowing through chat channels will need to be made available to machines, in addition to and, in some instances, in the place of humans. As suggested by Eovito [12], it is of primary importance to clearly identify and analyse the requirements that are currently being satisfied by chat in a top-down approach. Only afterwards will it be possible to determine, in the context of intelligent systems and future concepts of employment, how these requirements can best be met. 

2.2.3
Automatic Reporting

The ability for UAV operators and imagery analysts to generate and communicate reports effectively is obviously critical to mission success. The ability to partially or fully automate report generation and subsequent dissemination is consistent with the general vision for net-centric operations. The fully automated generation and dissemination of certain reports, such as task status reports, will undoubtedly be easier to achieve than those requiring more complex workflows such as enemy situation reports that require additional analysis. Nonetheless, virtually all reporting can benefit from the introduction of automated processes.

2.3
Multi-UAV, Single-Operator Control

Increasingly, UAV are replacing fixed or rotary wing piloted aircraft, and are being used simultaneously in various roles and mission types.  Human and machine resource limitations are driving the requirement for developing operator interfaces that would allow a single operator to control several AV. Reference [13] proposes an architecture to support human supervisory control of multiple UAV by a single operator.  A pre-requisite to multiple UAV single-operator control is, of course, the ability for the operator to exercise HSC without having to address lower-level tasks.    

2.4
The case for Intelligent UAV Operator Interfaces

While long-term requirements for future autonomous UAS may involve operations with limited or even no UAV operators in-the-loop [6], technical, legal, social and other considerations confirm that UAV operators will be required for quite some time to come. Furthermore, in light of the requirements and issues highlighted above, these operators will require enhanced interfaces with built-in information management and decision-making capabilities. 
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Intelligent operator interfaces are in a sense a disruptive technology and will impact not only the operator procedures, but will also impact procedures of external UAS stakeholders and possibly even the doctrine for autonomous UAS operations.  

The design of these interfaces will require collaboration and input from areas such as: human factors, behavioural psychology, control theory, military and civil law and others. As a consequence, the development of next-generation systems likely will be iterative and will benefit from experimentation platforms that leverage simulation technologies and that can assist in validating design approaches and verifying critical assumptions. 

The current study originates from preliminary work involving experimentation performed using actual C2IS and a simulated UAS [2][15][16]. This work leveraged the emerging C-BML standard in conjunction with the use of intelligent UAV operator software agents for the automated command and control of the UAV asset. Based on this work, this paper considers how similar experimentation capabilities can be useful in the design of intelligent operator interfaces. In addition to helping address challenges associated with the design process itself, experimentation capabilities also may prove useful in the development of future revisions of STANAG 4586. 

The remainder of this paper considers how simulation technology with machine intelligence, based on agent-based technologies in conjunction with the use of formal languages, can contribute to the development of future UAS design. In particular, the example of designing intelligent operator interfaces is considered. Before considering UAS interface design issues, the following sections provide a short description of terms in the area of automation, autonomy and intelligent systems.
2.5
Increasing Autonomy and the Use of Intelligent Systems

Increasing the levels of autonomy of complex systems such as UAS requires automation which must be introduced with great care. For example, automation management strategies must be developed and refined such that the advantages associated with the utilization of machine-based intelligent systems, systems capable of making decisions, are not outweighed by potential negative side effects, such as unintentional workload increase, reduced situational awareness, automation bias and skill degradation [10]. In other situations, such as in the case of operator intervention associated with a change in system automation mode, there is also a risk of mode confusion [5] that in the past has led to loss of aircraft.  
Intelligent system design generally involves the use of autonomous software components know as software agents. The use of Agent-Based Modeling (ABM) also known as Multi-Agent Systems (MAS) relies on the availability of information in a machine computable form and therefore these areas are closely tied to the field of knowledge representation, which is central to intelligent systems, as discussed below.

Intelligent Adaptive Systems (IAS) and Intelligent Adaptive Interfaces (IAI) are able to configure themselves automatically based on contextual information in the form of internal or external triggers allowing them to operate in an optimal manner as part of a system of systems or in conjunction with a human-in-the-loop [18]. Intelligent adaptive systems are able to modify their automation mechanisms based on context-dependent information, such as system health status, threat-levels and operator fatigue.

Another important aspect of intelligent systems is their ability to learn, store and re-use knowledge based on previous execution. Common to all agent-based design approaches (whether intelligent systems are adaptive or not) are the primary requirements for establishing the appropriate and necessary languages and protocols for representing domain knowledge in a form suitable for use by agents and provides the necessary support for communication among the agents. 
2.6
Formal Knowledge Representation of Military Information

Over the last decade, much progress has been made in the area of the formal knowledge representation in the military domain in support of such information exchange requirements to enable interoperability among system of system architectures, and more recently to support more efficient information sharing in the context of net-enabled and net-centric capabilities. Of primary importance becomes the ability to capture and share relevant, useful and current data and information in a standardized machine-consumable format so that it can be made readily available for use by other systems. 

It is possible to identify an evolution in the format of electronic formats for military information such as orders and reports over the past 30 years or so that is consistent with the parallel evolution of devices used by the armed forces to communicate this information. For instance, standards developed during the 1980s and 1990s employing military Message Text Formats (MTF), like the Allied Data Publication 3 (ADatP-3), often were developed with the teletypewriter as the intended terminal device [19]. Over the last decade, the transition to XML formats has become commonplace, either as a means to support Web Service Definition Language (WSDL) compliant payloads or as part of an overall standardization strategy [20]. More recently, many efforts have been working toward the development of ontology-based knowledge representations that will support requirements for military net-centric information sharing [21]
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[22] [23][24].    

The Joint Consultation Command and Control Information Exchange Data Model (JC3IEDM) that has been developed over the last decade by the Multilateral Interoperability Programme (MIP) is one of the most extensive and widely employed military IEDM. Due to its rigorous definition of an extensive vocabulary for military operations, it has influenced much of the recent work in military ontologies. As this category of work continues, we expect that C2IS likely will utilize tactical messages based on a formal knowledge representation and consequently, the UCS interface for the exchange of messages between the UAS and C2IS, the CCI, will need to evolve to support these message sets. 

2.7
Intelligent Agents and Net-Centricity Requirements for STANAG 4586

By many measures, the STANAG 4586 Standard for the interoperability of UCS interfaces can be considered a success in promoting re-use of system hardware and software components and fostering collaboration among coalition partners. Looking toward the future, the STANAG 4586 Custodial Support Team (CST) also has identified several focus areas to be addressed in future blocks, including: (1) the need for the UCS to be able to exercise higher-level control over AV exhibiting greater autonomy and (2) the capability to integrate the UCS as one system in a system of net-centric systems. 
Concerning the first goal, although the initial intent of STANAG 4586 was to provide both lower-level control and higher-level control (aka HSC) of UV platforms by operators, the focus thus far primarily has been on lower-level control.  However, initiatives are planned for defining extensions to the DLI to provide for the communication of additional information between the UCS and the VSM, as required to support higher-level control.
Toward this second goal, the STANAG 4586 CST has formed the STANAG 4586 NNEC/SOA Working Group to address how requirements for the use of Web technologies might best be integrated into future blocks of this standard.  This working group is currently addressing net-centricity requirements through the specification of a set of Web Services that would be exposed by the UCS CCI [25].  These services include: 

· Track (AV Status and Position);

· Asset Registration;

· Sensor Observation;

· Sensor Planning

· AV Route Planning;

· Motion Imagery;

· Still Imagery;

· GMTI Data; and

· ADatP-3 Messaging.

We suggest that although the information exchange requirements for many of the above services are satisfied by existing standards and have already been defined in sufficient detail, some of the services warrant further analysis to determine if a more formal representation is required. For example, the ADatP-3 message and AV Route planning services are excellent candidates for intelligent agent-based processing. This also has great implications on the C2 systems that are communicating ADatP-3 and similar messages to the UAS. This is not addressed in this paper. Also, the question arises as to whether Web Services technologies such as UDDI, WSDL and SOAP technologies for discovery, binding and messaging, respectively, provide sufficient expressiveness for describing services for subsequent processing by software agents [24]. 

Exposing services as Semantic Web Services is one means of addressing expressiveness gaps such that messages can be formulated using a representation that can be interpreted by machines.  This implies potentially developing more formal representations of existing standards. The validity of this approach may be confirmed by parallel efforts to generate ontologies for the JC3IEDM, (see for example [21]
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[22]).  

2.8 
Formal Languages and Intelligent Operator Interfaces
As established in reference [5], future UAV operator interfaces must incorporate increased intelligence to support operator needs. In addition, the authors of this study suggest that in order to support automation requirements, the UCS information exchange requirements may need to be extended to include the use of formal language to ensure that intelligent capabilities are, in fact, usable and useful. 

Currently there are several initiatives to create formal language based representations of military information such as orders, reports and requests by the operational C2 community. This study considers how the concepts and/or actual components of one such language developed by the Modelling and Simulation community, the Coalition Battle Management Language (C-BML), initiated nearly a decade ago [28], can be leveraged for the purposes of exploring how the use of formal languages will contribute to satisfying requirements for enhanced automation support associated with the development of intelligent operator interfaces.
3.0
USING COALITION BML TO SUPPORT UAS AUTOMATION
An interface specification between C2 systems and automated control interfaces, known as Coalition BML (C-BML) currently is being developed by the Simulation Interoperability Standards Organization (SISO) as an unambiguous, machine-computable language for the communication of tactical military information such as orders, reports and requests among C2, simulation and autonomous systems. Early experimentation using preliminary versions of C-BML has shown encouraging results concerning the use of C-BML for concept exploring involving the tasking of UAS by C2 systems and also for automatic reporting from the UAS to the C2 system [1][15]
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[16].

Introducing automation into the UCS can help to resolve many information management issues, including operator overload. However, while automation is certainly a part of the solution, there is still a need for operators in loop for some time to come. The key is to assist operators through the elaboration of intelligent operator interfaces. These augmented interfaces implement various automation management strategies that are required to automatically perform some of tasks for operators while simplifying other tasks. Decreasing the operator cognitive load and freeing up operators to perform high priority tasks while resulting in less human induced-errors.

As an ontology-based formal language, C-BML can link C2IS, simulation systems and autonomous systems and may prove useful in the development of future revisions of UAS interoperability standards, such as STANAG 4586. 

3.1
C-BML Overview

C-BML is an XML-based formal language for exchanging military orders, reports and requests among C2, simulation and autonomous systems. The NATO Modeling and Simulation Group Technical Activity 048 has conducted extensive experimentation with the purpose of confirming the utility and providing an operational proof of principle for C-BML. Their final report [29] presents C-BML in terms of characteristics which may be summarized as:
· Expressive and precise: unambiguous and valid expressions, based on formal grammar production rules
· Computable: military information that can be parsed, validated and processed in an unique manner based on a common reference model
· Understandable: expressions that can be interpreted by the consumer as intended by the producer
· Multi-doctrine: is not tied to any specific doctrine (i.e. doctrine-neutral), but supports NATO and national doctrines
· Multi-domain: BML should support air, maritime, land and joint operations
· Information Exchange Mechanism (IEM) independent: should not be tied to any one IEM and

· Standardized: should be an international standard to promote interoperability within and across national systems.
Many of these characteristics collectively can be found in message formats and protocols that were discussed in the previous sections. C-BML is being developed in three phases: (1) Data Model; (2) Grammar; and (3) Ontology. Currently phase 2 efforts are considering ontology representations to capture the grammar or production rules that allow for the construction of valid C-BML expressions.  The JC3IEDM is the underlying model upon which the phase 1 C-BML model has been developed, as shown in figure 4.

[image: image3] 

However, the JC3IEDM was not intended to be utilized as a formal language and it cannot be assumed that JC3IEDM information elements are adequate or sufficient for machine to machine communication. Thus, C-BML aims to leverage the richness of the JC3IEDM within the expressiveness and capacity for automation of a formal language.
While the C-BML data model essentially provides the vocabulary, the C-BML grammar is comprised of the production rules that constitute the set of valid C-BML expressions. Composites are logical groupings of basic information elements, based largely on the 5 Ws that form the basis for constructing expressions such as reports or orders.
3.2
BML-Enabled UAS Experimentation

Figure 5 depicts a BML-enabled UAS experimentation capability similar to the one described in [1][15]
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[16]. A BML interface acts as the common communication link between C2 and simulation systems and between C2IS and the UCS. The output of existing C2IS tasking (e.g. ADatP-3) readily can be translated into BML messages while maintaining the possibility to add additional information, such as rules of engagement and command intent, for potential use by intelligent agents within the UCS. Similarly, the enemy and friendly force situations and tasking can be communicated to the simulation for execution. Not shown in the diagram is the possibility to link sensor emulations within the UCS to the simulation such that the operator interacts with the virtual battlespace, thus closing the loop on the experimentation. In this manner, various algorithms for automation management strategies can be validated with the operator in the loop while maintaining the possibility to revert to traditional operations wherein the BML messages contain no additional information. 
The experimentation capability described above also can be adapted for operator training, as modified or new UCS are made available for use and also as new techniques and procedures are defined.

3.3
C-BML Example

The C-BML model is currently expressed as an XML Schema Description (XSD) document, and consequently, for simplicity the example below is based on schema screenshots. Figure 6 depicts a relatively simple C-BML expression: a task status report. Obviously a necessary element of a task status report is the task status shown in Figure 7. This example illustrates the basis structure of a C-BML expression. A task status report is comprised of three mandatory elements: a reporting who, a reported when, and reporting data; also, optionally, a task reference and a task status. The JC3IEM reporting data represents the pedigree of the information and can include information such as the accuracy, credibility and reliability of the information in the report. The task status is comprised of four mandatory information elements: an identifier, a category code, a completion ratio, and a planning indicator code. There are also four optional elements: a progress code, an amend timing code, an approval indicator code, and a feint indicator code. In addition to the readily evident mapping between the C-BML OID and a JC3IEDM OID, the task status category code also can be mapped to a JC3IEDM Action-Category-Code.
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4.0
CONCLUSIONS
Use of UAS is increasing in number and complexity. UAV operators are routinely faced with the situation of cognitive overload due to excessive workloads. Future UAS operations require new capabilities and in return make new demands on UAV operators, thus further increasing their workloads. Standards for specifying the interfaces for future UAV control stations are evolving to support the need for increased UAS autonomy, as demonstrated by recent STANAG 4586 activities. 

The high-pressure, time-constrained environment in which the UAV operators are immersed requires near real-time information sharing. The lack of an integrated, real-time net-centric communication mechanism between UAV operators and stakeholders such as the Air Control Authority, the tasking authority or the mission commander explains the extensive use of chat. Although clearly a useful and highly used means of communications, in some ways, chat introduces an interoperability gap and an associated obstacle to net-centricity - since chat-based information currently cannot be shared in a systematic, digitized manner consistent with net-centric information exchange requirements. Although for practical purposes eliminating chat may not be a desirable or viable option, the future use of chat represents an excellent example of the need to rethink UCS architectures and communications procedures if UAS are to be truly integrated as C4ISR assets of a net-centric architecture. 

In addition to communication with the UCS, the judicious use of decision-making aides, such as Geospatial Decision Support Products, within the UCS also clearly represents an area where gains can be made. Making additional information available to the UAV operators through a separate interface during planning and re-tasking activities may be a first step. Ultimately, further work probably should be performed to consider whether such products could be integrated within the UCS itself as native capabilities. The use of a dedicated UAS CD & E capability could play a critical role in this process. 

From a training perspective, critical operator functions, such as dynamic re-tasking of UAV missions requires realistic training scenarios that can be enhanced through the use of the future technologies and products cited above (e.g. intelligent chat, geospatial decision support products and other intelligent decision-making aides) geared at increasing UAS autonomy. These products and technologies will assist the UAV operator, for example, in assessing the impact of proposed changes to the mission route in order to reach the current or modified mission objectives while respecting vehicle and payload performance limitations and airspace coordination constraints while taking into account platform vulnerability to enemy threats as well as the impact of external factors such as terrain, weather, time-of-day etc. 

4.1
Future Work
4.1.1
Real-time collaboration 

For at least the short-term, chat undoubtedly will be utilized as the primary means for real-time collaboration among UAS stakeholders. However, it is necessary to study how chat might be integrated in a manner that would not present air gaps.
4.1.2
Notification 

The information exchange requirements to support the semi-automated UAS workflows require that the information associated with the event triggers be acquired and processed automatically. Notification mechanisms such as the smart-push have been advocated by efforts such as the Valued Information at the Right Time (VIRT) approach [30] wherein conditions of interest are expressed by interested systems. The ability to specify and verify conditions of interest also supports requirements for a formal language representation consistent with those used to satisfy Semantic Web Service requirements.  

4.1.3
Operator Overload
This study has highlighted a set of requirements for future autonomous UAS operations and proposes several areas of interest that illustrate how introducing automation into the UCS can help resolve some of the information management issues, including operator overload. However, while automation is certainly a part of the solution, there is still a need for operators-in-the-loop for some time to come, due to technical challenges but also in light of political, legal and ethical considerations. This study suggests that simulation-based experimentation capabilities can be useful for exploring the use of advanced decision-making aides and other tools to assist the UAV operators as well as defining new concepts of operation and finally, the next-generation net-centric UAS architectures of tomorrow. 

4.1.3
Battle Management Language
This study also has described how Battle Management Language technology is well-suited for use in the UAS experimentation capabilities and related development efforts. Furthermore, a simulation-based, BML-enabled experimentation capability involving C2IS, UCS and UAV operators that communicate with relevant stakeholders has already proven useful in the understanding and demonstration of these new concepts, and will undoubtedly be utilized as the simulation testbed for the development of future operational capabilities. This same experimentation capability also could very well support the development, verification and validation of requirements and approaches for future revisions of standards such as STANAG 4586.
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Figure 4: C-BML Layers





Figure 5: UAS Experimentation Capability





Figure 6: C-BML Task Status Report





Figure 7: C-BML Task Status
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