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ABSTRACT

The paper explores how Estonia’s small size, geopolitical position and historical experience constrain its security foresight, induce cognitive and institutional bias in its assessments about future and prompt to imitate many concerns common to its Allies. As a small state, Estonia has very limited foresight capabilities and therefore has to concentrate on a narrow set of issues as well as rely on its Allies for insights into security problems that lie outside its own focus. Russia remains at the heart of Estonia’s sense of insecurity and is central to its security analysis. This focus and an attendant confirmation bias, or a belief that Russia’s development will continue proceeding along the negative trajectory, means that much of security foresight essentially represents variations of the same theme. Even in the realm of new threats such as cyber attacks and energy supply disruption, Russia is often seen as a potential source of trouble, which could be seen as one form of heuristics manifesting itself in security foresight of Estonia – ‘adjustments from anchoring’. The paper concludes that, given a combination of objective and subjective factors shaping Estonia’s security culture, an overwhelming spotlight on one overarching theme in security foresight, a degree of bias and a measure of imitation of what other Allies think about the future might be unavoidable and sometimes even beneficial. This, however, makes the country vulnerable to strategic surprises and complicates balancing national concerns with the Alliance’s perspective. Better foresight sharing within the Alliance, cooperation with regional Allies in this field, greater methodological rigour and inclusion of non-governmental actors in national security foresight process would help in exploiting the advantages of Estonia as a small state while mitigating risks and weaknesses inherent to its security foresight.
1.0
INTRODUCTION
The subject of our article is the nature and character of security foresight conducted in Estonia – a small and rather new NATO member with only 20 years of learning how to manage its national security. Security foresight is defined by us as all activities directed at understanding future security environment and supporting long-term planning in security and defence domain. Our aim is to show how certain contextual factors make it difficult for Estonia to undertake a full-fledged long-range security foresight as well as determine a strong focus on one theme in its security analysis, with attendant risks of cognitive biases and the need to rely on other Allies. It is not our ambition to scrutinize the security foresight and analysis methods used in Estonia – these are still quite rudimentary. However, we argue that Estonia’s national security and defence planners need to expand their methodological toolkit and draw on more sources of input as a way to enrich the dominant theme of security foresight, avoid uncritical and superficial imitation of NATO-wide themes, manage cognitive biases and benefit more from security foresight produced by the Allies.

In drafting this paper, we built upon our own knowledge of Estonia’s security culture and policymaking, existing research on small state security as well as on heuristics and cognitive biases in decision-making. Several interviews which were carried out with security policymakers and defence planners for this and other ICDS projects also helped us to develop additional insights into the characteristics and constraints inherent to Estonian national security foresight. However, to encourage candid sharing of their experiences and views, we assured all the interviewees of non-attribution when presenting their thoughts.

2.0
SECURITY FORESIGHT CONTEXT

Security foresight activities undertaken in any nation are not devoid of the context. Nation‘s geopolitical position and historical experience, size and resources, interests and current obligations, institutional make-up and even cultural features define – directly and indirectly – the ambition, scope, character and impact of its security foresight. In this section, we explore what contextual factors shape Estonia’s approach to national security foresight.

2.1
Country’s Size
Given the size of its territory (45.2 thousand sq. km.), population (1.3 mil.) and economy (19.6 bn. Euro) [1], Estonia is a small state. By some arguments, it could even be assigned to the category of micro states. This is also reflected in a small size of the country’s administrative apparatus (approximately 28,000 people are employed in the entire public service [2]), although this also partly stems from the deliberate policy of maintaining low taxes and lean state administration and is not imposed solely by resource constraints. In the domain of national security and defence, the Estonian Defence Forces (peacetime structure) are comprised of just 3,800 personnel (including 1,500 conscripts), with paramilitary Estonian Voluntary Defence League adding another 8,000 members and the intended wartime structure comprising just 16,000 people [3]. The entire security sector of the nation, including defence organisation, intelligence services, police and border guard, and rescue services comprises around 10,000 people.
At the strategic level, the picture is replicated by an extremely small number of people involved in the matters of national security and defence policy and strategy. Strategic planning function is performed by a small group of officials, supported by subject matter experts from within the government as well as, occasionally, by non-governmental experts (whose numbers are also extremely limited). In the defence organisation, the core strategic analysis and planning capability is not larger than 100 people. Typically of a small state with a small administration, individuals in Estonia play a more important role and have more influence over decisions than it is common in large countries [4, 5]. But even this small group of strategic planners is constantly overwhelmed by the sheer scope of routine national and international security agenda and by pressures to respond to the events, so the amount of time they are able to dedicate to long-range security foresight – as active contributors or/and ‘smart’ users – is negligent.
As a result of these parameters, especially limited human resources, Estonia can continuously attend to, make a visible impact on or be deeply familiar with a fairly narrow range of security, foreign and defence policy issues as well as accept only very carefully considered international commitments. As one of our interviewees observed, ‘If someone in the Alliance reprimanded us that we had limited knowledge of some issues, I could only apologize for our smallness. But we are more than happy if the Allies develop understanding and take care of the many security problems that we are unable to cover’. This echoes three fundamental points related to a small state position in the international system, whereby they are expected to 1) have a narrow range of interests, 2) seek to adapt rather than influence the international environment, and 3) rely on international organisations in getting comments, insights and analysis on wider issues [6, 7, 8].

Estonia’s national security foresight thus is shaped by limited demand-pull and scarce human resources which can be allocated to the task, both of which are predetermined by the size of the country. It cannot possibly deal with a very broad range of security issues in great depth, as the pool of national expertise which can be mobilised and deployed for this purpose is just too thin. Security foresight that attempted including subjects where national expertise is lacking would inevitably be shallow and superficial. The size dictates the need to prioritise, focus, specialise and rely on the Allies in conducting foresight to support national security policymaking.

2.2
Geopolitical Position
Estonia’s geopolitical position makes it particularly sensitive to shifting balances in great power relations on the world stage as well as developments within those powers. Russia and the United States are watched particularly closely, but it has been acknowledged that new rising powers such as China and India as well as forces of globalisation infuse a completely different dynamics into the international system. The new National Security Concept (NSC) of 2010 states that ‘the United States of America remains the world’s leading political, military and economic power. However, in addition to developed industrial countries, other countries that enhanced their political, economic and military capabilities are increasingly involved in addressing global issues. The relative impact of Western countries in shaping global political and economic agenda is decreasing’ [9].

Its current geopolitical position could be characterised by the following main elements:
· NATO and EU membership. This dual membership is regarded as being pivotal to Estonia’s national security and embodiment of its trans-atlantic and European orientation. Deepening integration within these organisations and ensuring their future cohesion, vitality and cooperation are essential to Estonia’s security policy. Geographically, however, Estonia is a boundary state in both organisations.
· Russia’s neighbourhood. As an immediate neighbour of enormous size, Russia looms large in Estonia’s security thinking and its geopolitical calculations, most often as a potential source of threats to national security. Russia’s sheer size, resources, military power and diplomatic clout mean that it is a major player in global affairs whose impact on Estonia’s security can never be overestimated.
· Regional integration within the Baltic Sea Region (BSR). Estonia is often referred to as one of the three Baltic states, even though culturally and in many other respects it is closer to Finland. Close political, economic, cultural, military links tie it with the countries of the broader BSR, particularly the Nordic countries, Germany and the other two Baltic states.

In turn, each of these elements dictate where Estonia’s national interests are concentrated geographically. In our survey of the country’s national security experts, conducted for the project of the European Council on Foreign Relations
, majority of the surveyed experts ranked the four top regions and countries of interest to Estonia as Russia, North America, Eastern Europe and Northern Europe. The bottom four, invariably, is South Asia, Asia-Pacific, Africa and South America. As one interviewee for this paper put to us, ‘we have no interest what will happen in places such as Mexico in so far as it does not affect, for instance, the U.S. strategy in relation to Europe’.
At the same time, Estonia’s commitment to NATO and the EU also means that it feels obliged and is expected to contribute to their endeavours and, therefore, develop some understanding of more distant regions and issues such as Afghanistan or international terrorism. In doing so, Estonia needs to negotiate several limitations, obstacles and dilemmas traditionally ascribed to small members of military alliances. Firstly, as small states depend extensively on security guarantees provided by alliances they tend to have less intra-alliance bargaining power than larger and stronger allies [10]. Secondly, limited foresight, limited interests and capabilities endow small states with limited opportunities to play an important role in setting alliances’ agendas, but given they have a deeper insight or expertise in some specific required issue-area they could, nevertheless, influence the agendas [11]. Thirdly, alliance members face so-called alliance security dilemma in an increasingly multipolar world. It comprises balancing between the fear of abandonment in the critical situation and the fear of being dragged into a conflict that is not in one’s interests. The dilemma is most serious when the allies are threatened by different opponents, or when the allies confront the same enemy in different conflicts [12, 13]. Although intra-alliance norms of consultation and deep institutionalization moderate the security dilemma, the small states with their narrow range of interests and security concerns tend to face hard choices in their alliance policy-making. Finally, security concerns have been witnessed to induce small states to seek continuous support and attention of their large allies [14]. In order to secure their attention, small states have, for example, assumed active roles in promoting some issues that are considered to be of importance to their allies. The latter course action could require extensive reliance on the security foresight of the large ally rather than proceeding from one’s own understanding of the state of affairs.
Several of these aspects are visible in the adoption of so-called ‘new security issues’ by Estonia and other NATO aspirant countries during the late 1990s. It was part of the effort to demonstrate that Estonia’s security outlook was in line with the dominant post-Cold War security perspectives in these organisations, but this ‘imitation’ did not lead to establishing a wholly new agenda for security foresight. After gaining entry into NATO and the EU, the pressure to imitate receded, thus allowing traditional geopolitical concerns reassert themselves, but the undertaken commitments within NATO and the EU meant that new security issues had to be treated more seriously in the security foresight. This ‘new agenda’ now mingles uneasily with the traditional concerns, which will be addressed in the section on security foresight characteristics in Estonia.

2.3
National History and Culture
Estonia’s history of the 20th Century was defined by gaining, losing and regaining its independence. The Soviet occupation – the fact which is now quite strongly contested by Russia’s officialdom – was an extremely traumatic experience to Estonia. Its consequences still reverberate through the society (e.g. presence of a large non-Estonian minority) and Estonia’s security thinking. Any signs that Russia has not yet shed its imperial mindset and is bent on undermining again Estonia’s sovereignty immediately register in the security discourse, which operates on the premise that Russia’s intentions can never be fully trusted. Essentially, NATO and EU memberships have been sought as most reliable hedges against Russia’s dominance and assertiveness. For security foresight, this serves as a cognitive anchor as well as may induce confirmation bias (which we will elaborate upon in the last chapter of this paper).
National cultural characteristics should also be taken into account when considering contextual influences on the national security foresight. One of them is temporal orientation of the culture. Security foresight is all about trying to study and understand what future may hold in the domain of security. Long-term foresight extends beyond the horizon of 20-25 years. However, some nations are more oriented towards past or present activities, so thinking about the future, let alone in a long-term, may represent a difficulty. According to Trompenaars and Hampden-Turner [15], ‘different individuals and different cultures may be more or less attracted to past, present or future orientations…Some live entirely in the present, or try to…Some dream of a world that never was and seek to create it from their own imaginings and yearnings…Others live in a nostalgic past to which everything attempted in the present must appeal.’

Although research data on Estonian culture’s temporal orientation is lacking, the language might serve as an indicator. The Estonian language, for instance, does not have a future tense, which is indicative of a culture preferring living in the present or past. Combined with the limited capability to perform foresight and a general proclivity of a small state to be reactive rather than proactive [16], this trait would certainly make the habit of looking into the distant future a very difficult one to develop and practice. Estonian defence minister Jaak Aaviksoo even publicly acknowledged that the ability of the Estonian state to foresee developments was very limited and referred to the government’s failure to anticipate the financial crisis of 2008 [17]. This remark is also echoed by the observation of one interviewee that ‘in Estonia, we are good at analysing the past and present, but not so good at analysing the future’. Indeed, the three successive National Security Concepts (from 2001, 2004, and 2010) represent only snapshots of each period [18] and make little or no attempt to ponder the future.
In the Estonian context, the concept of ‘long-term future’ seems to border on the impossible or, at least, highly impractical. One interviewee remarked in the interview for this paper that looking beyond a 10-years horizon was not useful, because ‘too many things could happen’ which could not be predicted and included into the foresight. Some organisations, eager to maintain high levels of flexibility and adaptability in national security policies, even objected to committing to long-term planning altogether. Certainly, this does not imply that Estonian state organizations are not willing or able, in collaboration with academic and private sector, to develop long-term scenarios and strategies.
 However, some national security practitioners regard them as having limited utility, which reduces possible impact of security foresight products. In some cases, long-range security foresight can become just a rushed and formal bureaucratic exercise only to tick off a box that, following a formal planning methodology, such a step has been completed.
3.0
SECURITY FORESIGHT FRAMEWORK
National security foresight is usually conducted in a certain broader framework of planning activities and processes, employing a set of methods deemed most appropriate for the purpose of supporting national security decision-making and incorporating inputs from trusted institutional actors. In this brief section, we look into the framework existing in Estonia.
3.1
Supported Strategic Planning Activities
Security foresight usually is instrumental in crafting strategies and plans in security and defence domain. The hierarchy of the Estonian national security and defence planning documents has the following components:
· National Security Concept (NSC). Highest level strategic document, drafted by the Government and approved by the Parliament (Riigikogu) and reviewed every few years. The first NSC was adopted in 2001, and the current version dates to 2010.

· Sector strategies for distinct areas of security, drafted by the Government (with a particular ministry in the lead), approved by the Parliament and reviewed every few years. Examples: Cyber Security Strategy, Anti-Terrorism Strategy, National Defence Strategy (until 2010 – Military Defence Strategy), etc. 

· Long-term development plans, drafted by respective ministries and approved by the Government after hearings in the Parliament, reviewed periodically. E.g. Ten-Year Defence Development Plan (the current version dates from 2008).

· Mid- (4 years) and short-term (bi-annual, annual) plans, drafted by the ministries and approved by the Government.

National threat assessment – a classified document based on probability effects methodology – informs and shapes the outlook towards the security environment presented in the NSC as well as sector strategies. Long-term development plans, in particular the Ten-Year Defence Development Plan, are drawn on the basis of threat scenarios. Each scenario brings together a range of factors that may create a crisis situation requiring a military response. Due to their classified nature, the specifics of these tool will not be discussed in this paper, but we will be drawing upon the NSC as a proxy to underline various aspects of Estonia’s security foresight.
3.2
Process and Actors
Drafting the NSC and, to a certain extent, sector strategies in Estonia is an inter-agency process. For instance, the NSC process has the Ministry of Foreign Affairs (MFA) in the lead, with the Ministry of Defence (MOD), Ministry of the Interior (MOI), Ministry of Economic Affairs and Communications, Ministry of Finance, Ministry of Justice, Ministry of Social Affairs and Ministry of the Environment as main contributors. By extension, the supporting security foresight input – national threats assessments -- is produced by amalgamating contributions from the participating organisations and their subordinate agencies, such as Security Police (internal security agency under the MOI) and Information Department (foreign intelligence service under the MOD). The integrator’s role is played by Office of the National Security Coordinator of the Government’s Chancellery. The final product reaches the National Security Committee of the Government, comprised of the Prime Minister and ministers of foreign affairs, defence, interior, justice and finance for their review and approval.
On the defence planning side, drafting military defence strategy and long-term defence development plans has been the responsibility of the Ministry of Defence, in collaboration with the General Staff of the Estonian Defence Forces. Subsequently, support with foresight comes from the agencies and structures within the defence organisation. Their analysis is provided to the task force led by the MOD, which then works out threat scenarios. However, Estonia is currently in the process of reinventing the total defence concept, only under the guise of ‘integrated national defence’. In this paradigm, successful military strategy is part of and depends on the broader effort of state and society than just of its armed forces. More importantly, the nation has to be defended against non-military forms of aggression, too. This thinking led to renaming the military defence strategy as national defence strategy in 2010 and to considerably enlarging its scope. The revision of the current Ten-Year Defence Development Plan, including its scenarios part, starts in 2011 with an expanded stakeholder base by including actors from outside the defence organisation (ministries of the interior, economic affairs and communication, environment, social affairs) into the planning process.
Quite a noticeable shortcoming in the Estonian security foresight framework is a lack of inclusion of non-governmental stakeholders (academia, think-tanks, etc.), at least not in a systematic fashion. The process does not have any points identified at which such actors could get involved and thus enrich the government’s perspective on future security environment, help generate new insights and expand the pool of expertise brought to bear on the security foresight. The nature of their possible input and way to deliver it are also not defined. The speed of the planning process (e.g. threat scenarios for the defence development plan review are required within half a year from starting the review cycle) also means that the window of opportunity to draw in expertise from outside the government is very short. The bureaucratic pressure to complete the step overrides any good will of the governmental actors to make the process more inclusive. It remains to be seen if a more ‘comprehensive’ approach to national defence strategy and planning, with the expanded stakeholder base, will change this for the better.
4.0
SECURITY FORESIGHT CHARACTERISTICS
In this final section of the paper, we present the approach characteristic of Estonia’s national security analysis and foresight. Building upon the above discussion of the contextual factors and framework, we look into how Estonia focuses on Russia as a dominant theme while combining it with so-called ‘emergent’ (or new) security challenges. We also consider if the country should only de-bias its foresight while maintaining the existing focus or seek to cover a much broader ground (de-focus).
4.1
Focus and Biases
As it was pointed out by us earlier, the context determines the need for Estonia to focus its analytical effort on what most concerns the country. This is illustrated in the way that the NSC analyses security environment. It proceeds from a very general description of global trends down to regional (Euro-Atlantic and Baltic Sea) developments before finally zooming in on Estonia’s immediate (local and sub-regional) security environment. The latter is where most of the attention of Estonia’s national security analysis is focused. Broader global and regional (trans-atlantic, European) pictures are included by combining two elements:

1) Global and, to a certain degree, regional analysis does not rely on a vast amount of primary data. Instead, it builds upon widely available secondary sources, including foresight documents produced by other nations or international organisations. 

2) This information is then used to ponder possible implications for Estonia and its national security (asking a question ‘what’s in it for us?’).

Although allowing economizing the effort and focusing primarily on local / sub-regional security environment, this approach has some distinct disadvantages as well as imposes requirements yet to be fulfilled by the Estonian security foresight apparatus. First, as one our interviewee noted, essentially ‘outsourcing’ analysis of global issues entails a risk of superficial adoption of those issues without really ‘living them through in our minds’. As it was pointed out in the discussion on the geopolitical context of the security foresight, the country that sought to align its security outlook with NATO in the process of socialising itself into the Alliance might be particularly prone to such uncritical ‘strategic mimicry’. The result could be imitation for the sake of ‘fitting in’ as opposed to real understanding for the purpose of being able to contribute.
Second, perusing the secondary sources on future global or regional security environment, identifying most pertinent themes and extrapolating implications for Estonia need to be supported by appropriate methodology. Without it, any extrapolation is random rather than systematic and is not based on a clear map of linkages between global issues and local /sub-regional security environment. There is no need to invent the wheel in this regard as methodologies to dissect and analyse long-range security foresight products already exist.
 What is necessary is the understanding by policy planners that adopting them would make security foresight focus on local and sub-regional security more comprehensive (making sure no important global developments are overlooked), credible (ensuring that extrapolation is not driven by subjective preferences and choices) and better connected with broader (global and trans-atlantic) contexts. Over time, analytical rigour in extrapolation would also accrue benefits of traceability, or ability to trace back particular changes in Estonia’s security policy to the used analytical data and sources on global and trans-atlantic developments, which is an important consideration in building and maintaining ‘collective memory’ of Estonia’s security community as well as ensuring that security policy-making is evidence-based to the highest degree possible.

In Estonia’s immediate security environment, the focus of analysis is very much set on Russia. As we underlined earlier, the size, power and complexity of Russia are such that even global level analysis can hardly avoid it. At the local level, when examining Estonia’s national security, the influence of a ‘Russia factor’ – trajectory of its social, economic, political, military and technological development, foreign policy behaviour, etc. – is paramount. It manifests itself in the Estonian analysis of both external and internal dimensions of national security. Many of the points made by the new NSC 2010 – such as exploitation of open media environment to conduct hostile information campaigns, foreign espionage activities, cyber threats or energy security issues – seem to stem from the inherent misgivings about Russia, even though direct finger-pointing is strenuously avoided. Although the NSC states that the probability of military threat is low, attention afforded by the document to other ways that Estonia’s sovereignty could be eroded and undermined is significant. Even the economic crisis is seen as an opportunity for Russia to take over, at bargain prices, Estonia’s strategic economic assets and bits of vital infrastructure – the point raised by Estonia’s security services [19]. Several important implications of such a focus need to be considered:
· Estonia potentially could contribute to a niche in security foresight should specialisation gain traction in the Alliance in this field. This is contingent upon further deepening of expertise on Russia as well as shedding the image of subjectivity in the eyes of some Allies, some of whom may regard Estonia as still too much distrustful of Russia (particularly in the context of ‘reset’ of relations between NATO and Russia). However, there are NATO countries that have much greater resources devoted to monitoring and analysing Russia, so a specific ‘added value’ of Estonia’s focus would have to be determined. 
 In addition, feasibility of regional security foresight collaboration on Russia could be considered within the Baltic Sea Region.

· Estonian security foresight is constantly at risk of being locked into, and then perpetuating, a negative perspective on Russia. The side effect of this heuristics, or ‘rule of the thumb’, would be a confirmation bias in threat assessments, or ‘the tendency to seek out information that supports a position while ignoring or minimizing inconsistent information’ [20]. Certain events, such as Russia-Georgia war of 2008, only serve to reinforce such a perspective.
 Estonia’s Chief of Defence was recently quoted as saying that, from that war, ‘I learned that Russia can be a dangerous and unpredictable country <…> Russia has always become more aggressive and expansionist whenever it grows stronger during the past thousand years, regardless of its current name’ [21]. Thus, in a research interview, we asked one policy planner a question about what aspect of Estonian security thinking needed to be challenged most, to which he responded ‘Russia’. Obviously, the existing security foresight elements – threat assessments and threat scenarios -- are unable to do that, and it is necessary to introduce some other forms and methods of security foresight (e.g. use creative future groups for informal participatory scenario planning exercises before starting with the bureaucratic process) as a de-biasing technique.

· As long as Russia remains a dominant theme in Estonia’s security assessments and foresight, the institutional bias of the military to concentrate most of their planning on addressing what one interviewee called the ‘arch-scenario’ of military aggression will remain intact. On the one hand, this bias reflects predisposition of the military to think in worst-case scenarios and to assume that readiness to fight a full-scale conventional war underpins ability to do everything else (peacekeeping, counter-insurgency, assistance to civilian authorities, etc.). On the other hand, tying this readiness excessively with the focus on Russia makes development of deployable expeditionary capabilities for NATO’s ‘out-of-area’ operations a much harder undertaking.

· Focus on Russia is beginning to interfere with satisfying the growing need for security foresight to support Estonia’s current and potential commitments to the Alliance’s operations. The case in point is NATO-led campaign in Afghanistan, where Estonia participates with a contingent in the country’s south. Increasingly, military and civilian planners working with Afghanistan issues feel the need to understand how the conflict may evolve, how the Alliance may respond and what should be Estonia’s policy. Partly, this gap could be filled with foresight from the Allies, but some indigenous analytical capability has to be directed away from Russia and more towards other areas. In such a case, as one of the interviewees maintained in an interview for this paper, nurturing at least basic expertise about more distant regions will be crucial.

In the light of the above, the impact of so-called new, or emergent, security issues on Estonian security thinking and foresight could be presented from two perspectives. One perspective would claim that Estonia has already moved well beyond traditional narrow (hard security) understanding and embraced a comprehensive notion of security. The evolution of thought in the successive NSCs (from 2000 to 2010) would serve as evidence of that [22], as would its new national defence strategy. Furthermore, over the last few years, Estonia emerged as an ardent promoter of cyber security, positioning itself in a niche of growing significance to the Alliance. In this line of argument, Estonia has been gradually moving away from strong focus on military threat originating from Russia and becoming more in synch with the Alliance’s perspective on security challenges, which will inevitably become reflected in the character of its national security foresight.
The second perspective would be to argue that attention devoted to new security issues represents if not continued imitation then just another way of framing the same old problem of Russia as a source of insecurity to Estonia. This time, instead of (or, rather, in addition to) it being a (less likely) potential military aggressor, Russia is seen as using many other tools which may erode and undermine Estonian sovereignty, independence and values. (We have already mentioned that the new NSC and publicly available reports refer to such a development). In this line of argumentation, some events of the recent past acted as strong drivers of a shift towards seeing ‘Russia factor’ even behind a plethora of new security issues as well as further strengthened the risk of confirmation bias, because ‘exposure to salient experiences in the past generates stereotypes that are difficult to consciously break’ [23]. The following episodes of the recent past stand out in this regard:
· Riots of 2007 in Tallinn and the accompanying two waves of cyber (Distributed Denial of Service, DDoS) attacks against Estonian critical information infrastructure. In the Estonian analysis and public discourse, this episode is widely viewed as having been inspired and orchestrated by Russia.

· ‘Simm affair’ of 2008, when a senior national security official Herman Simm was arrested and later convicted for high treason on the charges of spying for Russia and compromising security of Estonia and the Alliance.

· European gas crisis of 2009, when Russia cut off gas supplies to Ukraine in the midst of political and financial disputes, thus affecting energy supply to parts of Europe.

It is difficult to ascertain, without a much more thorough research, which of the two lines of argument is more accurate (or, perhaps, both have to be combined). However, in the case of the second perspective (reframing the problem of Russia), expanding of security analysis and foresight to cover new security issues in Estonia would partly reflect so-called ‘adjustments from anchoring’. This is heuristics which involves selecting some starting point (anchor) and then adjusting it as new information becomes available [24]. Thus, the point of view that Russia’s development and behaviour are often adverse to Estonian national security acts as a cognitive anchor shaped by geopolitical and historical contexts, which is then adjusted by adding such dimensions as energy or cyber security as events take place. In other words, new dimensions of security represent just different realms in which the theme of Russia as a threat is played out.
4.2
Future of Security Foresight: De-Biasing or De-Focusing?
The question for the future of Estonian security analysis is whether to develop it by maintaining the dominant focus only with a measure of de-biasing, or by de-focusing it to some extent. In the former case, it means building a more robust security foresight programme with a ‘Russia-factor’ (which is complex enough in itself, calling for a multi-disciplinary approach) still at its heart, but applying techniques necessary to avoid confirmation and institutional biases:
· Confirmation bias would be best addressed by introducing a greater variety of foresight techniques, particularly those that provide for ‘out of the box’ thinking within scenario planning process (brainstormings, creative future groups, paradoxes, future history, imaging etc.) that would challenge the prevailing mindset. Closer collaboration with regional partners in conducting Russia-related foresight would also be helpful in this regard.

· Institutional bias could be better managed by including actors from outside the government into the security foresight process and improving metacognition skills [25] of the governmental participants.

This would have to be supplemented with a methodologically rigorous analysis of secondary sources on global security environment and ‘imported’ foresight of specific issues from other Allies to allow meaningful participation in the Alliance’s strategy-making. However, this will still keep Estonian security and defence sector exposed to possible ‘strategic surprises’, or events that do not relate to its predominant focus on Russia. ‘Adjustments from anchoring’ and ‘foresight imports’ might become insufficient to prepare Estonia for security shocks that have little or nothing to do with Russia (such as global financial meltdown and its consequences).
The country might also systematically pursue some degree of de-focusing and broadening its security foresight’s thematic horizons, in order to support a broader range of national security interests (especially those arising from involvement in NATO and EU policies and operations). This would entail developing expertise on the regions well beyond what Estonia currently deems most important to its national security (e.g. Middle East, parts of Africa, South-East Asia) as well as on security issues that currently are covered by a very few experts (e.g. terrorism, WMD proliferation). Resource and other constraints inherent to a small state would be a major stumbling block in pursuing this approach.
5.0
SUMMARY AND CONCLUSIONS

Findings of our inquiry into Estonian national security foresight could be summarised as follows:
· A number of contextual factors – small size of the country, its geopolitical position, history as well as cultural traits – determine that Estonia’s security foresight is limited in its scope, time horizon and impact.

· Elements of security foresight in the national security and defence policymaking are rather disparate and not woven into a coherent whole in order to support planning at different levels in an effective manner.

· While the number of stakeholders involved in security foresight is increasing, particularly in support of defence planning, the process does not systematically include actors from outside the government.

· Estonia has to rely on its Allies and partners in the analysis and foresight of many global security issues, while it focuses its attention on the dominant influence in its immediate security environment – Russia. However, methodological rigour to capture and absorb knowledge, generated by security foresight produced outside Estonia, is lacking.

· Continued focus on Russia in Estonian national security foresight, although offering the benefits of specialisation in the Alliance, carries the risks of confirmation and institutional biases that need to be properly appreciated and managed.

· Inclusion of new threats into Estonian security assessments and foresight might indeed represent a genuine shift in thinking, whereby Russia’s threat is gradually losing its central position. However, there is also a possibility that this is anchoring heuristics at play, as the events of the past few years highlighted to the Estonians both the salience of new dimensions of security and their connection with Russia when it comes to the immediate security environment.

· As the security foresight contexts and framework evolve, Estonia reached a juncture where it can either continue focusing most strongly on Russia in its security foresight or spread its attention more broadly to cover areas and issues which are not directly pertinent to its immediate security environment:
· In the former case, applying de-biasing techniques and becoming better at utilising foresight generated by the Allies in its policymaking will be of importance. 

· In the latter case, significantly broadening national expertise and becoming better at mobilizing it for security foresight purposes would be essential, but very difficult to achieve for a small country.

Many of the small state constraints shaping security foresight are certainly not unique to Estonia. Limited human resources, narrow interests, need for flexibility and adaptability, reactivity and short-termism in decision-making are contextual factors that determine the character of security foresight in many small nations. At the same time, security foresight can be instrumental in mitigating those factors if the right choices in methodology are made. After all, collaborative scenario development exercises are known to induce, not impede, the flexibility and adaptability in decision-making which small-state security policymakers so much covet. Having played out various scenarios through their minds, policymakers become more prepared to manage security risks and adequately react to new situations. Even the dominant theme can be much enriched with new perspectives and confirmation biases avoided if security foresight methods challenging the predominant frame of mind are properly employed. It is only a matter of will to modify the framework in which national security foresight is undertaken so that enough time is provided for informal forums and interaction with non-governmental providers.
Geopolitics, history and culture usually leave a more unique footprint on the security culture of a nation, and Estonia’s focus on (some would say ‘obsession with’) Russia is the case in point. But even here Estonia’s focus on a theme of paramount importance to its national security is not an isolated case. Indeed, even much larger countries can be so affected by the defining historical moments that their security foresight and national security discourses become heavily tilted towards a single theme (the United States during the Cold War and post-911 springs into mind). However, the Alliance as diverse as NATO may well benefit from it if such a focus is accepted as legitimate and then is effectively utilised in regional or Alliance-wide foresight activities. For example, small Allies located in the same region and facing the same source of security challenges (a large or unstable country) could serve as ‘alarm bells’ for the whole Alliance. The problems related to their limited foresight capabilities could be mitigated by pooling resources and testing each other’s threat perceptions for biases and misgivings. Presenting joint regional security foresight would render smaller Allies a stronger voice and more bargaining power within the Alliance. Simultaneously, sharing of security foresight among the Allies has to become more intensive, as countries such as Estonia depend on it so much in understanding issues lying outside their focus of attention. But, in this regard, Estonia also has to become much more methodologically rigorous in dissecting this ‘imported’ knowledge, in order to make implications analysis of global and trans-atlantic security challenges more reliable.
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� 	Results of the project were used in Krastev I, Leonard M (2010). ‘The Spectre of a Multipolar Europe’, ECFR Policy Paper. Available from: � HYPERLINK "http://ecfr.eu/page/-/documents/FINAL%20VERSION%20ECFR25_SECURITY_UPDATE_AW_SINGLE.pdf" ��http://ecfr.eu/page/-/documents/FINAL%20VERSION%20ECFR25_SECURITY_UPDATE_AW_SINGLE.�pdf�.


� A good example of this is the Estonian Environmental Strategy 2030, adopted in 2010, which builds upon 4 distinct scenarios, developed through a highly collaborative exercise involving main stakeholders (see at � HYPERLINK "http://www.envir.ee/orb.aw/class=file/action=preview/id=1103816/inglisekeelneStrateegia.pdf" ��http://www.envir.ee/orb.aw/class=file/�action=preview/id=1103816/inglisekeelneStrateegia.pdf�). 


However, this appears to be a rare exception rather than a regular practice across the government in Estonia.


� 	The project of The Hague Centre for Strategic Studies (HCSS) ‘State of the Future’ provides a good example of how the results of future explorations / security foresight exercises are harnessed and analysed. See at � HYPERLINK "http://www.hcss.nl/en/project_product/674/State-of-the-Future.html" ��http://www.hcss.nl/en/project_�product/674/State-of-the-Future.html�.


� 	One policy planner mused that Estonia knows a lot about the impact of Russia’s policies and internal developments on the neighbours, which could be utilized in Russia-related security foresight projects within the Alliance.


� 	In defence planning, early warning capability became a priority after Russia-Georgia war of 2008. It is unlikely that it will be deployed to monitor anything else but Russia’s military moves.
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