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Executive Summary 

Task Group IST-030/RTG-012 on ‘Information Management over Disadvantaged Grids’ was formed in 
January 2001 under the Information Systems Technology Panel of the NATO Research and Technology 
Organisation. Member countries were: Canada, Germany, Poland and United States. The Task Group limited its 
scope to a national Land Force operating in the wireless tactical domain. Its objective was to investigate how 
adaptive information management schemes, implemented in mobile tactical command and control nodes,  
can mitigate the effects of low bandwidth, variable throughput, unreliable connectivity and energy constraints 
imposed by the wireless communications grid that links the nodes. The Task Group organized three informal 
workshops. The subject of the third workshop was ‘Cross-Layer Issues in the Design of Tactical Mobile  
Ad Hoc Wireless Networks: Integration of Communication and Networking Functions to Support Optimal 
Information Management’. The objective of this workshop was to address the challenge of “top-to-bottom” 
information management in disadvantaged (unreliable, low bandwidth or energy-constrained) mobile wireless 
military communication networks. This report provides a technical evaluation of that workshop. 

The overwhelming consensus among the expert panel members and participants in the workshop was that,  
to fully exploit the nature of the wireless channel, some use of cross-layer techniques would be necessary in 
future wireless network applications, both in commercial and military environments. Appropriate use of cross-
layer techniques would not involve the abandonment of the layered protocol structure; rather, cross layering 
would be used to augment the network’s capability by sharing information among the layers and by jointly 
optimizing their performance. There appears to be considerable potential for performance improvement. 
Nevertheless, this field is still in its early stages of development, and the research community does not yet have 
sufficient insight to understand the big picture. One fundamental question, which has not yet been answered,  
is that of which layer interactions provide the best opportunities for performance improvement. The research 
community is just starting to ask the right questions, and there is now a basis for fruitful research and 
development.  

Energy concerns are extremely important in ad hoc networks, and especially in sensor networks (which may be 
viewed as a special case of ad hoc networks). The fact that a finite quantity of energy must be shared among all 
of a node’s functions (e.g., transmission, reception, and signal processing) strongly links virtually all layers of 
the protocol stack.  

Despite the overall positive assessment of the value of cross-layer approaches, a cautionary message was also 
delivered at the workshop. An obstacle to the use of cross-layer approaches is the need to accommodate legacy 
systems, which may not have the capabilities to implement such control functions. Additionally, excessive 
coordination among the layers may result in the design of special purpose systems, thereby eliminating some of 
the advantages of layered design. However, it should be emphasized that this cautionary message was intended 
not to discourage the use of cross-layer techniques, but rather to warn of the unintended consequences of 
protocol interactions that are not yet well understood. 
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