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Executive Summary

Task Group IST-030/RTG-012 on ‘Information Management over Disadvantaged Grids’ was formed in
January 2001 under the Information Systems Technology Panel of the NATO Research and Technology
Organisation. Member countries were: Canada, Germany, Poland and United States. The Task Group limited its
scope to a national Land Force operating in the wireless tactical domain. Its objective was to investigate how
adaptive information management schemes, implemented in mobile tactical command and control nodes,
can mitigate the effects of low bandwidth, variable throughput, unreliable connectivity and energy constraints
imposed by the wireless communications grid that links the nodes. The Task Group organized three informal
workshops. The subject of the third workshop was ‘Cross-Layer Issues in the Design of Tactical Mobile
Ad Hoc Wireless Networks: Integration of Communication and Networking Functions to Support Optimal
Information Management’. The objective of this workshop was to address the challenge of “top-to-bottom”
information management in disadvantaged (unreliable, low bandwidth or energy-constrained) mobile wireless
military communication networks. This report provides a technical evaluation of that workshop.

The overwhelming consensus among the expert panel members and participants in the workshop was that,
to fully exploit the nature of the wireless channel, some use of cross-layer techniques would be necessary in
future wireless network applications, both in commercial and military environments. Appropriate use of cross-
layer techniques would not involve the abandonment of the layered protocol structure; rather, cross layering
would be used to augment the network’s capability by sharing information among the layers and by jointly
optimizing their performance. There appears to be considerable potential for performance improvement.
Nevertheless, this field is still in its early stages of development, and the research community does not yet have
sufficient insight to understand the big picture. One fundamental question, which has not yet been answered,
is that of which layer interactions provide the best opportunities for performance improvement. The research
community is just starting to ask the right questions, and there is now a basis for fruitful research and
development.

Energy concerns are extremely important in ad hoc networks, and especially in sensor networks (which may be
viewed as a special case of ad hoc networks). The fact that a finite quantity of energy must be shared among all
of a node’s functions (e.g., transmission, reception, and signal processing) strongly links virtually all layers of
the protocol stack.

Despite the overall positive assessment of the value of cross-layer approaches, a cautionary message was also
delivered at the workshop. An obstacle to the use of cross-layer approaches is the need to accommodate legacy
systems, which may not have the capabilities to implement such control functions. Additionally, excessive
coordination among the layers may result in the design of special purpose systems, thereby eliminating some of
the advantages of layered design. However, it should be emphasized that this cautionary message was intended
not to discourage the use of cross-layer techniques, but rather to warn of the unintended consequences of
protocol interactions that are not yet well understood.

i RTO-TR-IST-030-W3



z?

ORGANIZATION

Table of Contents

Page
Executive Summary ii
List of Figures/Tables iv
List of Acronyms v
Acknowledgements vii
IST-030/RTG-012 Task Group Membership List viii
Chapter 1 — Introduction 1
1.1 Background 2
Chapter 2 — Army Tactical Command, Control and Communications Environment 3
2.1 Military Command and Control System Structure 3
2.2 Command and Control Communications Infrastructure 4
2.3 Combat Net Radio Communications Environment 4
Chapter 3 — Fundamental Issues in Cross-Layer Network Design and Control 7

for Wireless Networks

3.1 Layered Network Design

3.2 Characteristics of Ad Hoc Networks 8
3.3 Examples of Potential Cross-Layer Relationships in Tactical Ad Hoc Networks

Chapter 4 — Cross-Layer Issues in Tactical Military Networks 12
4.1  Special Considerations Introduced by the Military Environment 12
4.2 The Impact of Energy-Related Considerations 13
4.3  Cross-Layering vs the Conventional Layered Model 14
4.4  Similarities and Differences between Mobile Ad Hoc Networks and Sensor Networks 15
Chapter 5 — The Role of Middleware in Cross-Layer Architectures 17
Chapter 6 — The Application Perspective 18
Chapter 7 — Summary and Conclusions 20
7.1  Future Research Agenda 20
Chapter 8 — References 22
Annex A — Cross-Layer Workshop Technical Programme A-1

RTO-TR-IST-030-W3 iii



z?

ORGANIZATION

List of Figures/Tables

Figures Page
Figure 1 A Typical Hierarchy of Command Headquarters 4
Figure 2 The Conventional Layered Protocol Stack

Figure 3 Some Protocol Interactions in Wireless Networks 10
Figure 4 Examples of Ad Hoc and Sensor Networks 15
Table

Table 1 Typical Characteristics of Ad Hoc Networks and Sensor Networks 16
iv RTO-TR-IST-030-W3



z?

ORGANIZATION

ACK
API

BER
BIP

C2IS

DC
DRDC

FEC
FGAN
FhG
FKIE
FOKUS
FTP

GPS
http
IEEE
1P
IST
JTRS

Kbps

LAN
LOS

MAC
MANET
Mbps
MTIR

NATO
NSA

OFDM
OSI
OWG

PSK

List of Acronyms

Acknowledgement
Application Programme Interface

Bit Error Rate
Broadcast Incremental Power

Command and Control Information System

District of Columbia
Defence Research and Development Canada

Forward error correction

Forschungsgesellschaft fiir Angewandte Naturwissenschaften
Fraunhofer-Gesellschaft

Forschungsinstitut fiir Kommunikation, Informationsverarbeitung und Ergonomie
Fraunhofer Institut Offene Kommunikationssysteme

File Transfer Protocol

Global Positioning System

Hypertext Transfer Protocol

Institute of Electrical and Electronics Engineers
Internet Protocol

Information Systems Technology

Joint Tactical Radio System

Kilobits per second

Local Area Network
Line of sight

Media Access Control

Mobile Ad Hoc Network

Megabits per second

MIP Tactical C2IS Interoperability Requirement

North Atlantic Treaty Organisation
National Security Agency

Orthogonal Frequency Division Multiplexing
Open Systems Interconnection

Operational Working Group

Phase-shift keying

RTO-TR-IST-030-W3 v



z?

ORGANIZATION

QAM Quadrature amplitude modulation

QoS Quality of Service

RF Radio Frequency

RS Reed-Solomon

RTG Research Task Group

SINCGARS Single Channel Ground and Airborne Radio System
SIP Session Initiation Protocol

TCP Transport Control Protocol

UDP User Datagram Protocol

UHF Ultra High Frequency

USA United States of America

VHF Very High Frequency

Vi RTO-TR-IST-030-W3



ORGANIZATION

Acknowledgements

The members of Task Group IST-030/RTG-012 on Information Management over Disadvantaged Grids are
grateful to the NATO Research and Technology Organisation’s Information Systems Technology Panel for
sponsoring the Task Group activity. They also acknowledge the support of their home establishments or
national R&D projects for funding their participation in the present workshop and other Task Group activities.

The Task Group members who organized the workshop would like to thank the US Naval Research Laboratory,
Washington, DC for agreeing to host the workshop. Special thanks are due to the staff of the Networks and
Communication Systems Branch of the Information Technology Division, and in particular to its Branch Head
Mr. Ray Cole and to Ms. BarbaraJo Cox, for their administrative and logistic support before and during the
workshop.

Thanks are also due to the workshop participants for their enthusiastic participation and excellent presentations.
A special word of thanks is due to the Keynote Speaker, Prof. Michael Pursley of Clemson University, whose
presentation provided an excellent introduction to the issues and challenges associated with the cross-layer
design of mobile wireless tactical communications networks.

RTO-TR-IST-030-W3 vii



ORGANIZATION

IST-030/RTG-012 Task Group
Membership List

CANADA

Dr. Allan Gibb (Chairman)

c/o Jean-Claude St-Jacques

System of Systems Section

DRDC — Valcartier

2459 Pie X1 Blvd North

Val-Bélair, Québec G3J 1X5

Tel.: +1-418-844-4000 (ext. 4376)

Fax.: +1-418-844-4538

e-mail: jean-claude.st-jacques@drdc-rddc.gc.ca

GERMANY

(until December 2002)
Dr. Heinz Fal3bender
FGAN / FKIE'

"Present address:

FH Aachen

FB 05

Eupener Str. 70

D-52066 Aachen

Tel.: +49-241-6009-1913
e-mail: fassbender@th-aachen.de

(since August 2003)

Mr. Michael Schmeing

FGAN / FKIE

Neuenahrer Strasse 20

D-53343 Wachtberg-Werthhoven
Tel.: +49-228-9435-593

Fax.: +49-228-9435-685

e-mail: schmeing@fgan.de

POLAND

Dr. Jaroslaw Michalak

Military University of Technology
Institute of Communications Systems
Kaligiesko 2

00-908 Warsaw 49

Tel: 48-22-683-7733

Fax: 48 22 683 9038

e-mail: jmichalak@wel.wat.waw.pl

UNITED STATES

Dr. Jeffrey E. Wieselthier
Information Technology Division
Code 5521

Naval Research Laboratory
Washington, DC 20375

USA

Tel: +1-202-767-3043

Fax : +1-202-767-1191

email: wieselthier@itd.nrl.navy.mil

viii

RTO-TR-IST-030-W3


mailto:jean-claude.st-jacques@drdc-rddc.gc.ca
mailto:wieselthier@itd.nrl.navy.mil
mailto:fassbender@fh-aachen.de
mailto:schmeing@fgan.de

NORTH ATLANTIC TREATY ORGANISATION

BP 25
F-92201 NEUILLY-SUR-SEINE CEDEX « FRANCE
Télécopie 0(1)55.61.22.99 ¢ E-mail mailbox@rta.nato.int

RESEARCH AND TECHNOLOGY ORGANISATION

1

DIFFUSION DES PUBLICATIONS

RTO NON CLASSIFIEES

Les publications de ’AGARD et de la RTO peuvent parfois étre obtenues aupres des centres nationaux de distribution indiqués ci-dessous. Si vous
souhaitez recevoir toutes les publications de la RTO, ou simplement celles qui concernent certains Panels, vous pouvez demander d’étre inclus soit a
titre personnel, soit au nom de votre organisation, sur la liste d’envoi.
Les publications de la RTO et de I’AGARD sont également en vente aupres des agences de vente indiquées ci-dessous.

Les demandes de documents RTO ou AGARD doivent comporter la dénomination « RTO » ou « AGARD » selon le cas, suivi du numéro de série.
Des informations analogues, telles que le titre est la date de publication sont souhaitables.

Si vous souhaitez recevoir une notification électronique de la disponibilité des rapports de la RTO au fur et & mesure de leur publication, vous pouvez
consulter notre site Web (www.rto.nato.int) et vous abonner a ce service.

CENTRES DE DIFFUSION NATIONAUX

ALLEMAGNE
Streitkrafteamt / Abteilung II1
Fachinformationszentrum der Bundeswehr (FIZBw)
Gorch-Fock-Strafie 7, D-53229 Bonn

BELGIQUE
Royal High Institute for Defence — KHID/IRSD/RHID
Management of Scientific & Technological Research
for Defence, National RTO Coordinator
Royal Military Academy — Campus Renaissance
Renaissancelaan 30, 1000 Bruxelles

CANADA
DSIGRD2 — Bibliothécaire des ressources du savoir
R et D pour la défense Canada
Ministére de la Défense nationale
305, rue Rideau, 9° étage
Ottawa, Ontario K1A 0K2

DANEMARK
Danish Acquisition and Logistics Organization (DALO)
Lautrupbjerg 1-5, 2750 Ballerup

ESPAGNE
SDG TECEN / DGAM
C/ Arturo Soria 289
Madrid 28033

ETATS-UNIS
NASA Center for AeroSpace Information (CASI)
7115 Standard Drive
Hanover, MD 21076-1320

FRANCE
O.N.E.R.A. (ISP)
29, Avenue de la Division Leclerc
BP 72, 92322 Chétillon Cedex

GRECE (Correspondant)
Defence Industry & Research General
Directorate, Research Directorate
Fakinos Base Camp, S.T.G. 1020
Holargos, Athens

HONGRIE
Department for Scientific Analysis
Institute of Military Technology
Ministry of Defence
P O Box 26
H-1525 Budapest

ISLANDE
Director of Aviation
c/o Flugrad
Reykjavik

ITALIE
General Secretariat of Defence and
National Armaments Directorate
5" Department — Technological
Research
Via XX Settembre 123
00187 Roma

LUXEMBOURG
Voir Belgique

NORVEGE
Norwegian Defence Research
Establishment
Attn: Biblioteket
P.O. Box 25
NO-2007 Kjeller

PAYS-BAS
Royal Netherlands Military
Academy Library
P.O. Box 90.002
4800 PA Breda

POLOGNE
Centralny O$rodek Naukowej
Informacji Wojskowe;j
Al. Jerozolimskie 97
00-909 Warszawa

AGENCES DE VENTE
NASA Center for AeroSpace The British Library Document
Information (CASI) Supply Centre

7115 Standard Drive
Hanover, MD 21076-1320
ETATS-UNIS

Boston Spa, Wetherby
West Yorkshire LS23 7BQ
ROYAUME-UNI

PORTUGAL
Estado Maior da Forga Aérea
SDFA — Centro de Documentagdo
Alfragide
P-2720 Amadora

REPUBLIQUE TCHEQUE
LOM PRAHA s. p.
0.z VTULaPVO
Mladoboleslavska 944
PO Box 18
197 21 Praha 9

ROUMANIE
Romanian National Distribution
Centre
Armaments Department
9-11, Drumul Taberei Street
Sector 6
061353, Bucharest

ROYAUME-UNI
Dstl Knowledge Services
Information Centre
Building 247
Dstl Porton Down
Salisbury
Wiltshire SP4 0JQ

SLOVENIE
Ministry of Defence
Central Registry for EU and
NATO
Vojkova 55
1000 Ljubljana

TURQUIE
Milli Savunma Bakanligi (MSB)
ARGE ve Teknoloji Dairesi
Baskanlig
06650 Bakanliklar
Ankara

Canada Institute for Scientific and
Technical Information (CISTI)

National Research Council Acquisitions

Montreal Road, Building M-55

Ottawa K1A 0S2, CANADA

Les demandes de documents RTO ou AGARD doivent comporter la dénomination « RTO » ou « AGARD » selon le cas, suivie du numéro de série
(par exemple AGARD-AG-315). Des informations analogues, telles que le titre et la date de publication sont souhaitables. Des références
bibliographiques complétes ainsi que des résumés des publications RTO et AGARD figurent dans les journaux suivants :

Scientific and Technical Aerospace Reports (STAR)

STAR peut étre consulté en ligne au localisateur de ressources
uniformes (URL) suivant: http://www.sti.nasa.gov/Pubs/star/Star.html

STAR est édité par CASI dans le cadre du programme
NASA d’information scientifique et technique (STI)

STI Program Office, MS 157A

NASA Langley Research Center

Hampton, Virginia 23681-0001

ETATS-UNIS

Government Reports Announcements & Index (GRA&I)

Springfield
Virginia 2216
ETATS-UNIS

publié par le National Technical Information Service

(accessible également en mode interactif dans la base de
données bibliographiques en ligne du NTIS, et sur CD-ROM)


mailto:mailbox@rta.nato.int
http://www.rto.nato.int/
http://www.sti.nasa.gov/Pubs/star/Star.html

RESEARCH AND TECHNOLOGY ORGANISATION

1

NORTH ATLANTIC TREATY ORGANISATION

5 1

BP 25 DISTRIBUTION OF UNCLASSIFIED
F-92201 NEUILLY-SUR-SEINE CEDEX « FRANCE RTO PUBLICATIONS
Télécopie 0(1)55.61.22.99 ¢ E-mail mailbox@rta.nato.int

AGARD & RTO publications are sometimes available from the National Distribution Centres listed below. If you wish to receive all RTO reports,
or just those relating to one or more specific RTO Panels, they may be willing to include you (or your Organisation) in their distribution.

RTO and AGARD reports may also be purchased from the Sales Agencies listed below.

Requests for RTO or AGARD documents should include the word ‘RTO’ or ‘AGARD?’, as appropriate, followed by the serial number. Collateral
information such as title and publication date is desirable.

If you wish to receive electronic notification of RTO reports as they are published, please visit our website (www.rto.nato.int) from where you can
register for this service.
NATIONAL DISTRIBUTION CENTRES

HUNGARY
Department for Scientific Analysis

BELGIUM
Royal High Institute for Defence — KHID/IRSD/RHID

PORTUGAL
Estado Maior da Forga Aérea

Management of Scientific & Technological Research
for Defence, National RTO Coordinator

Royal Military Academy — Campus Renaissance

Renaissancelaan 30

1000 Brussels

CANADA
DRDKIM?2 — Knowledge Resources Librarian
Defence R&D Canada
Department of National Defence
305 Rideau Street, 9 Floor
Ottawa, Ontario K1A 0K2

CZECH REPUBLIC
LOM PRAHA s. p.
0. z. VTULaPVO
Mladoboleslavska 944
PO Box 18
197 21 Praha 9

DENMARK

Danish Acquisition and Logistics Organization (DALO)

Lautrupbjerg 1-5
2750 Ballerup

FRANCE
O.N.E.R.A. (ISP)
29, Avenue de la Division Leclerc
BP 72, 92322 Chétillon Cedex

GERMANY
Streitkrafteamt / Abteilung I11
Fachinformationszentrum der Bundeswehr (FIZBw)
Gorch-Fock-Strafie 7
D-53229 Bonn

GREECE (Point of Contact)
Defence Industry & Research General Directorate
Research Directorate, Fakinos Base Camp
S.T.G. 1020

Institute of Military Technology
Ministry of Defence

P O Box 26

H-1525 Budapest

ICELAND
Director of Aviation
c/o Flugrad, Reykjavik

ITALY
General Secretariat of Defence and
National Armaments Directorate
5" Department — Technological
Research
Via XX Settembre 123
00187 Roma

LUXEMBOURG
See Belgium

NETHERLANDS
Royal Netherlands Military
Academy Library
P.O. Box 90.002
4800 PA Breda

NORWAY
Norwegian Defence Research
Establishment
Attn: Biblioteket
P.O. Box 25
NO-2007 Kjeller

POLAND
Centralny O$rodek Naukowej
Informacji Wojskowej
Al. Jerozolimskie 97
00-909 Warszawa

SDFA — Centro de Documentagio
Alfragide
P-2720 Amadora

ROMANIA
Romanian National Distribution
Centre
Armaments Department
9-11, Drumul Taberei Street
Sector 6, 061353, Bucharest

SLOVENIA
Ministry of Defence
Central Registry for EU and
NATO
Vojkova 55
1000 Ljubljana

SPAIN
SDG TECEN / DGAM
C/ Arturo Soria 289
Madrid 28033

TURKEY
Milli Savunma Bakanligi (MSB)
ARGE ve Teknoloji Dairesi
Baskanlig
06650 Bakanliklar — Ankara

UNITED KINGDOM
Dstl Knowledge Services
Information Centre
Building 247
Dstl Porton Down
Salisbury, Wiltshire SP4 0JQ

UNITED STATES
NASA Center for AeroSpace
Information (CASI)
7115 Standard Drive

Holargos, Athens Hanover, MD 21076-1320

SALES AGENCIES
NASA Center for AeroSpace The British Library Document Canada Institute for Scientific and
Information (CASI) Supply Centre Technical Information (CISTI)

7115 Standard Drive
Hanover, MD 21076-1320
UNITED STATES

Boston Spa, Wetherby
West Yorkshire LS23 7BQ
UNITED KINGDOM

National Research Council Acquisitions
Montreal Road, Building M-55
Ottawa K1A 0S2, CANADA

Requests for RTO or AGARD documents should include the word ‘RTO’ or ‘“AGARD?”, as appropriate, followed by the serial number (for example
AGARD-AG-315). Collateral information such as title and publication date is desirable. Full bibliographical references and abstracts of RTO and
AGARD publications are given in the following journals:

Scientific and Technical Aerospace Reports (STAR)

STAR is available on-line at the following uniform resource

locator: http://www.sti.nasa.gov/Pubs/star/Star.html

STAR is published by CASI for the NASA Scientific

and Technical Information (STI) Program

STI Program Office, MS 157A

NASA Langley Research Center

Hampton, Virginia 23681-0001

UNITED STATES

Government Reports Announcements & Index (GRA&I)
published by the National Technical Information Service
Springfield

Virginia 2216

UNITED STATES

(also available online in the NTIS Bibliographic Database
or on CD-ROM)


mailto:mailbox@rta.nato.int
http://www.rto.nato.int/
http://www.sti.nasa.gov/Pubs/star/Star.html

	Cover
	Executive Summary
	Table of Contents
	List of Figures/Tables
	List of Acronyms
	Acknowledgements
	IST-030/RTG-012 Task Group Membership List



