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Annex B – EXAMPLES OF ATTACK METHODS (FROM EBIOS) 

 A C I 

1 – Physical Damage     

01 – FIRE  x  x 

02 – WATER DAMAGE  x  x 

03 – POLLUTION  x  x 

04 – MAJOR ACCIDENT  x  x 

05 – DESTRUCTION OF EQUIPMENT OR MEDIA  x  x 

2 – Natural Events     

06 – CLIMATIC PHENOMENON  x  x 

07 – SEISMIC PHENOMENON  x  x 

08 – VOLCANIC PHENOMENON  x  x 

09 – METEOROLOGICAL PHENOMENON  x  x 

10 – FLOOD  x  x 

3 – Loss of Essential Services     

11 – FAILURE OF AIR-CONDITIONING  x   

12 – LOSS OF POWER SUPPLY  x   

13 – FAILURE OF TELECOMMUNICATION EQUIPMENT  x   

4 – Disturbance Due to Radiation     

14 – ELECTROMAGNETIC RADIATION  x  x 

15 – THERMAL RADIATION  x  x 

16 – ELECTROMAGNETIC PULSES  x  x 

5 – Compromise of Information     

17 – INTERCEPTION OF COMPROMISING INTERFERENCE 
SIGNALS  

 x  

18 – REMOTE SPYING  x x x 

19 – EAVESDROPPING   x  

20 – THEFT OF MEDIA OR DOCUMENTS   x  

21 – THEFT OF EQUIPMENT  x x  

22 – RETRIEVAL OF RECYCLED OR DISCARDED MEDIA   x  

23 – DISCLOSURE   x  

24 – DATA FROM UNTRUSTWORTHY SOURCES  x  x 

25 – TAMPERING WITH HARDWARE   x  
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 A C I 

26 – TAMPERING WITH SOFTWARE  x x x 

27 – POSITION DETECTION   x  

6 – Technical Failures     

28 – EQUIPMENT FAILURE  x   

29 – EQUIPMENT MALFUNCTION  x   

30 – SATURATION OF THE INFORMATION SYSTEM  x   

31 – SOFTWARE MALFUNCTION  x  x 

32 – BREACH OF INFORMATION SYSTEM 
MAINTAINABILITY  

x   

7 – Unauthorised Actions     

33 – UNAUTHORISED USE OF EQUIPMENT  x x x 

34 – FRAUDULENT COPYING OF SOFTWARE   x  

35 – USE OF COUNTERFEIT OR COPIED SOFTWARE  x   

36 – CORRUPTION OF DATA   x x 

37 – ILLEGAL PROCESSING OF DATA   x  

8 – Compromise of Functions     

38 – ERROR IN USE  x x x 

39 – ABUSE OF RIGHTS  x x x 

40 – FORGING OF RIGHTS  x x x 

41 – DENIAL OF ACTIONS    x 

42 – BREACH OF PERSONNEL AVAILABILITY  x   
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