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Introduction

This report addresses the IST -101/RSY-024 symposium and the associated workshop IST-097/RWS-016 on Semantic and Domain-Based Interoperability held in Oslo Norway on the 7th , 8th and 9th November 2011. 

The topics has been considered by the IST community for some time with the second of two explicit task groups sponsored by IST giving a span of some six years. Further to this there is a close coupling with the MIP community who have a longer history and an interface with other exploratory tasks. To this end few novel procedures were exposed but the symposium did identify some useful evolutionary increments in techniques. Information superiority is a key element within NATO Network Enabled Capability (NNEC) and Semantic Interoperability a critical aspect. The symposium and workshop provided a forum in which interested parties could discuss the benefits and mechanism to achieve a unified information space to achieve a common understanding. 
Issues

For military operations information superiority is paramount and within a coalition semantic interoperability in a timely fashion plays a major role. Automatic means to transfer knowledge have been researched over a number of years with varying degrees of success. The main issue is for the recipient to understand information derived from different, often multinational, sources, interoperability can be achieved by connecting C2IS by means of a mediator. These systems are in their infancy and difficult to implement. It involves the derivation of inference from raw or processed data which is highly context sensitive. It is recognised that it is difficult for the automatic process to hold sufficient information to be aware of the environment and hence apply the appropriate logic. Not all mediation is possible and the users must be informed of the caveats associated with the output together with a measure of confidence. 

The concept of an all encompassing ontology creates an extremely large structure which is difficult to process and manage. The alternative of nested local ontologies under an overall umbrella could become unstable, more systems work is required in this area.

Security and detection of rouge input remains critical as does the architecture when encrypted links are employed.

Symposium

General Impression

Semantic Interoperability as the topic for the events was appropriate and provided a platform for the task group members of IST-094 to discuss their work and benefit from the interface with like-minded scientists. The topic attracted 100 participants, a large percentage of which contributed to the discussions, with 25 countries represented; 60 were active in the workshop.

The approach to semantic interoperability falls into a multiplicity of schools of which three were expounded during the symposium:

a) The monolithic concept of a single all encompassing ontology as practiced by the early 
 MIP work.
b) The distributed ontologies with an overarching common ontology.

c) Linguistic analysis with an associated data mining function.
One view is that the monolith has become sufficiently large that it is difficult to track small perturbations and it is approaching a moribund state. The counter argument is that the single repository of truth would be ideal and is theoretically preferable; an overhead is associated with the distributed ontologies of some 50%. The use of local ontologies permits the management of entities in realistic time; however the inherent structure of nested feedback loops is of concern for stability. Under certain conditions the system could exhibit rapid fluctuations or even show chaotic behaviour. It was recognised during the symposium that timely reaction to emergent behaviour will be necessary. The third option was to analyse the syntax of the information and display the derived statistics and inference. An interesting demonstration was staged during the symposium utilising a database compiled over several years from open sources. This gave an indication of the work to date, which is considerable, but further work is necessary.

The IST-094 task group provided a valuable contribution to the symposium and workshop with discussion of the SILF. The lack of formal description of the mediator proposed in the SILF raised some concern particularly if used in a domain where safety of life is involved. The semantic interoperability problem is mathematically hard but the expansion/scaling is linear if a common ontology is invoked compared to the n2 expansion with ad hoc mediation. 

The general quality of the papers was good and consistent with the structure of the symposium, some lacked focus and exposure to novel methods and others needed clarification with the authors during the breaks. The clarification could have been eased by allowing longer time for discussion; potentially prompted by prepared questions and comments from the Session Chair. The allocation of 25minutes could have been expanded to 30minutes and the programme adjusted accordingly. In retrospect the authors could have been explicitly asked to align their subject matter with those topics identified in the call for papers. The technical committee are however constrained by the date papers are submitted. In some instances the audience were left to draw their own inference about the potential impact. The proceedings would have also benefited from a brief synopsis of the contents and the aims of the session at the start of the respective session. The Technical Committee posed twelve questions to the inclined readers prior to the symposium with the answers provided to all albeit rudimentary in some areas.

The aims expressed in the call for papers are laudable and, timely. I understand that the response to the call for papers permitted a degree of filtering which was reflected in the overall quality. A stronger reaction to the presentations could have been generated if the papers or the abstracts were available before the event, regrettably in this instance the papers were not lodged on the web. The structure of the symposium mirrored the content with a logical progression through the four declared sessions. The quality was further enhanced by the inclusion of the three keynote speakers within the symposium with a further keynote speaker introduced within the workshop. They provided a good background to their respective disciplines and provoked discussion during the breaks. 

The quality of the papers was good with the emphasis on development rather than research. This topic is subject to incremental advances but novel techniques would be welcomed. Most papers were aligned to the topic with a spread across industry and academia. It was pleasing to see contribution from other IST working groups who assisted in the discussions.

The room was well appointed and gave good views of the podium and the screen. Provision for the participants to access the internet was appreciated as was the appropriate bandwidth to allow the on-line demonstrations. The space allocated for the breaks was appropriate with provision to place posters to enhance the presentation and areas for private conversations. 

Analysis of Questionnaires

The total number of quality questionnaires analysed represents about 50% of the attendance, it is assumed that those wishing to comment are normally on the extremes with those not responding offering a mean position. The responses are thus regarded as a representative sample. The on-line demonstration received the most votes for the most interesting paper but was not selected as the best paper since the written aspects did not match the interest generated during the demonstration. The other votes were clustered and consistent with those selected by the ad hoc committee during the adjudication. The responses showed the theme to be very appealing and significant, with 80% stating that the papers met the objectives and were relevant to the symposium. The overall value returned a mean figure of 87 which was reflected in the overall assessment as very good. 

Summary of the Papers

The welcome speech by General Diesen, a former Chief of Defence Norway was well received, he has the appropriate background and interest to provide the operational context with the ability to engage an audience with a scientific bent. He outlined the significance of the transfer of semantic information and justified the requirement with specific examples and related the impact of the development on tactical deployments. The demand for unity of command, particularly in a multinational structure, was highlighted but with a concern that senior players may introduce political obstructions. The importance of accuracy was emphasised with the need to present timely images to the decision makers. A coherent approach is essential with the migration to smaller dispersed units providing the intelligence. He commented that NEC to NEC conflicts had not been fought as yet, which when seen would drive the time scale to reduce time in the OODA loop to retain superiority.

Keynote 1 given by Dennis WISNOSKY. An innovation, in this forum by providing a presentation over the internet with the presenter having control over the slides. A compromise reached at the last minute following the withdrawal of the original presenter. One or two teething problems were encountered but the arrangement worthwhile; far better than no presentation. A pseudo commercial video was run which placed the presentation in context and emphasised the relevance of common data. Since the presented was not local we lost the adaptable element and any coupling to previous comments. Significantly the examples given for an HR application highlights the bounds of an agreed ontology which are very restrictive, even to an ad hoc system. The need to provide an output to enable understanding by a war fighter demands a specific vocabulary. In a coalition this will only increase the difficulty with two degrees of freedom: usage and language. The concept of local ontologies with mapping to peers was shown to be effective with a claim to be infinitely extensible with a tool defined as a federator. Posing questions was problematic, but not insurmountable, clearly seeking clarification during the breaks was lost. 

Keynote 2 Trends in the Application of Semantic Technologies by Prof. A GOMEZ_PEREZ. The author was present for this lecture and provided a background of semantic interoperability. Again the lecturer addressed an HR issue with a federated network. A flag was raised to alert potential users regarding the provenance of the data and the context. The inference drawn is highly context sensitive. Data integration remains a large challenge, where possible the objects are coupled with a URL tag, for use where clarification is desirable.

Paper 15 Introduction to Semantic Interoperability Framework (SILF) by M.WUNDER on behalf of IST-094/RTG-044. The accompanying paper was distributed in good time prior to the symposium and reflects the work of IST-075 and the current extension to IST-094. I would encourage such activity with the paper offered as a position paper prior to the symposium, this presentation then acted as an aid memoir. The inclined reader is directed to the reports of the task groups which provide much greater detail of the task group findings. It was stated that the semantic interoperability is only applicable within defined boundaries and that detail is essential. The inference remains domain specific and is highly context sensitive. A warning was offered regarding the financial cost of achieving semantic interoperability.

Paper 2 Semantic Interoperability C4I Systems for Maritime Surveillance: The RECONSURVE Approach by F. TUNCER, C. ERBAS, B. YILMAZ, Y. KABAK and A. DOGAC

 HYPERLINK ""
. An exposé

 HYPERLINK ""
 of project RECONSURE with an approach based on ontological engineering. The data is generated from a wide variety of sources, including multinational, to provide a monitoring service for wide area boarder surveillance. An integrated maritime picture is created using informal models complemented by logical rules and axioms. The structure appears similar to that already presented in the SILF with an aim to achieve on-line transformations. The complexity is significant because of the contribution from civilian authorities.
Paper 3 Experiences from Knowledge Gathering and Formalisation During Development of Air Defence Systems by A. WALCZAK and S. TRYTEK. This paper concentrates on information transformations and will accept some degradation. It was stated that the model itself is platform independent but that the implementation is platform specific endorsing that the inference is context 

 HYPERLINK ""
sensitive. Services have been developed for a large number of operating systems and programming languages.
Paper 4 Ontology-Driven Information Extraction by L. SIKORSKI, B. HAARMANN and R. COOTE.

 HYPERLINK ""
 Silorski expanded on the project undertaken within FKIE which synthesises text to harvest information. The aim is to reduce the burden on the analysts by the automated process to identify enemy/terrorist intent from message traffic. The basis is to apply syntactic, lexicon and semantic labelling using a verb ontology. Claims to be superior to a keyword search.
Paper 5 Semantic Modernisation: Layering, Harvesting and Interoperability by C.PARTRIDGE, M. LAMBERT and M. LONERAGAN. In this paper the harvesting system retains as much of the knowledge within the legacy system as possible by saving the syntactic layer. An example was provided for procurement of a new IT system for the RN in the United Kingdom but the principles could be readily adopted to a wider set of disciplines. The presenter concentrated on existing projects and their development where changes to reflect specification creep are proving costly, particularly in the area of maintenance. It was declared that semantic modernisation was relatively stable but is currently embedded in other layers. The need to provide a common understanding for the human and a formal structure for the machines was emphasised.
Paper 6 Semantic Model for Context-Aware Service Provision in Disadvantaged Network Environments by J. SLIWA and M. AMANOWICZ. The information presented was derived from a PhD thesis and received the best paper award. In a disadvantaged network the parameters of any particular link may be degraded with a consequential increase in error rates observed. This forces the data transfer to be adapted to retain an efficient information transfer. The change is triggered by context sensing and the action taken conditioned by the parameters of the target system e.g. CPU size. Simulation models have been written using OWL and SWRL where the efficiency has been verified. Further work has been proposed in the area of protocol adaptation to complement the work.
Paper 7 Domain-Based approach for Coalition-Wide Information Exchange by G. SLETTEN. The presentation and associated paper is a summary of the work of IST-084 with the aim to standardise exchange information. Their work was sponsored by the Panel and it was good to see the conclusions aired with active discussion. The theatre of operations and the political elements demand an increase in cooperation over a large number of functional areas. The ideal solution is to have one NATO exchange language but it is recognised that this is impractical. An initial split into Army, Navy and Air force has historical benefit but a secondary or even tertiary level may be required. The task group selected a set of IEDMs with one core and seven satellites and tested the 

 HYPERLINK ""
domain partitioning against a monolith. It concluded that the domain based approach required 50% 

 HYPERLINK ""
more effort but was offset by benefits obtained by parallel processing and asynchronous development.
Paper 8 An Enterprise Architecture for the Delivery of a Modular Interoperability Solution by B.LANG, M.GERZ, O. MEYER and D. SIM. The work is based on the 

 HYPERLINK ""
Multilateral Interoperability Programme (MIP) which is currently using IPT-3 but is to be updated to IPT-F with a service oriented approach. Traceability is demanded hence the use of UML and NAF. The project exploits individual skill sets but maintains an overall view. Inevitable conflicts are claimed to be resolved on demand. The system is mature with a tool set available and a raft of published papers. The final report is due mid 2012.
Paper 9 Parallel Development of Services and Information Exchange Models in a Multiple Domain Environment by T. POLA. The paper concentrated on Air Traffic Management in Europe which has an inherent diversity of systems through constituent members having independent development. In practice the differences reduce the efficiency and have a negative impact on the environment when aircraft are asked to change flight pattern to adhere to the change of control. The structure has a common core and is loosely coupled to that of the MIP. A consideration for safety of life was not discussed but could force a formal analysis.
Paper 10 A Framework for Maritime Domain Interoperability with Formal Concept Analysis by M.E. CIFTCIBASI, Y.E. BASKARAAGAC, S. INCI and Y. ERDOGAN. A second paper from Turkey with a maritime theme, in this instance with a time critical knowledge base. The extant methods of detecting events elevated for enhanced investigation are based on anomaly detection and has shown to be too time consuming. The new schema alerts the wider system when common attributes are identified. It is hoped to export the information exchange to other nations.
Keynote 3 Semantic Web and Interoperability by Prof H. ZEDAN. Given the reputation of the speaker I was a little disappointed with the lecture, but after some consideration the content holds a lot of interesting information and advice. The system approach is strongly recommended and alerts the user to potential challenges with emergent behaviour. The structures identified in earlier papers could readily exhibit chaotic behaviour if the coupling within the nested feedback loops is not controlled. A formal structure was presented but the temporal parameters were not identified in detail. Verification remains an issue as does the policy underpinning the design of the mediators. We need to take cognisance of primary behaviour.
Paper 11 The Austrian Armed Forces Knowledge Performance System – An Enabler for Interoperability. The author described an holistic approach in which he treated knowledge as a product. A structure was presented with Resources, Skill and Policy mapped across the primary pillars. Confidence in the approach was established by implementing a system model within the Austrian NBC School.
Paper 12 Semantic Technology as a Key Enabler for Semantic Interoperability by M. MENCARINI and A. MELEGARI. This presentation outlined the findings of COGITO with an impressive on-line demonstration. A text was selected by the audience [from the BBC web sight] and the main syntax coupled with the statistics of the key words returned within one minute. Further data mining was possible with links to previously analysed data.
Paper 13 Integrating Military Systems using Mobile Reasoning Agents by S. J. HALVORSEN and B. J. HANSEN. 

 HYPERLINK ""
 The presenter addressed the two classical classes of agent a) deliberative and b) reactive within the restraining aspects of a Military Environment. He concluded that a hybrid approach using semantic web technologies would solve some of the issues. Tests have been conducted with a small number of agents and it is hoped that scalability can be established with further work.
Paper 14 A Semi-Automatic Transformation Approach for Semantic Interoperability in MDE. 
A discussion of the REMICS project with a common ontology reducing the complexity of semantic 

 HYPERLINK ""
transfer from n

 HYPERLINK ""
2 

 HYPERLINK ""
to 2n. The project uses preprocessing to establish ontologies for the source and 

 HYPERLINK ""
target in isolation. The aim is to create a generic platform independent approach applying MDA and MDI techniques. Test results show reasonably good accuracy.
Paper 16 Visual Analytics Enabling Semantic Transparency on Linked Spatio-Temporal Data by M. DONOVANG-KUHLISCH and G. de WILDE. A succinct means of displaying spatio-temporal data was presented. Several examples were provided of various parameters. I saw little signs of research and development beyond that presented to IST from IBM some years ago.
Paper 17 Semantic Mediation of NATO C2 Systems Based On JC3IEDM and NFFI Ontologies by D. NOGALSKI, and A. NAJGEBAUER. The JC3IEDM is closely coupled to MIP with the NFFI a simplified form to allow transfer of data about friendly forces. The paper describes the semantic mediation mechanism (broker) between two NATO C2 systems- JC3IEDM and NFFI based. Semantic alignments utilise OWL and SWRL axioms to translate data instances from one system to the other. Results appear encouraging.
Conclusions

The symposium achieved its objectives with exposure of some incremental/evolutionary developments. It also provided an appropriate forum to query keynote speakers and network with peers to discuss aspects raised on the floor or clarification of topics not raised but with a connection to their discipline. The move away from the all encompassing ontology was evident; replaced by the nesting of local ontologies. Some elemental experiments were presented and enhanced using on-line access to libraries. The architecture appears to be mature but would benefit by further consideration of the security aspects and the structure when encrypted links are involved. Progress on the synthesis of message is progressing and involves other languages, this greatly eases the work of analysts who are now prompted to look in detail at messages which are identified by automatic processes. Not all transformation in a mediation system will be accurate but it is important to annotate those with a caveat. It is important to appreciate that the inference draw from the data is context sensitive

I am pleased to report that the symposium was timely and worthwhile and thank the chair and his technical committee for a successful outcome. 

Workshop

The workshop was a logical extension to the symposium and opened with the fourth Keynote speaker who provided a general background and thought provoking concepts. Truth from artificial languages was questioned and the relationship of entities and their consequential treatment. A number of assumptions in the models developed from mathematics will be violated if the premise of independence is false. The availability of open source libraries give an opportunity as a rich source of data but could lead to inappropriate inference. The source and the data should be verified to avoid inappropriate inference. A figure that 80% of the information in the US is derived from open/internet sources compared with CIA sources which take time to propagate to the decision makers. The lecturer concluded that semantic interoperability encompassed the three elements:

· Integratability of infrastructure.
· Interoperability of systems.
· Compatibility of models.
The second presentation within the workshop was given by a member of the task group and provided a view of matching entities populating similar data bases with no a priori information. The method is to create a Bayesian network with discreet attributes by searching for correlations within the data. The approach has been proven with the continuing aim to improve the confidence.

A third presentation was offered to detect cyber attacks on essential features when transferring semantic information since without detection all the raw data would be taken as fact and presented to the mediator. By injecting erroneous data or skewing the detail of the context a third party could dramatically influence the inference. The detection schema is based on Petri nets but little performance data was provided. 
A question as to the treatment with encrypted links was left open but clearly needs resolution. 

A mark II presentation of the SILF from a different perspective provided further expansion of the position paper. This prepared the participants for detailed discussion in the three break-out groups identified by the task group:

A) Going Operational with a Mediation Solution.
B) Common Resources for Mediation.
C) Architectures for Mediation Solutions.

On the following morning a demonstration was offered together with a presentation of the proof of concept scheduled for demonstration in December 2012 using the RDF exchange format. The focus was on the translation engine. The demonstration was another impressive on-line example of translating messages using data stored in a remote location. The example given was the superficially simple aspect of position translation with different projections. Anyone who has attempted this will appreciate the degree of difficulty to ensure that the appropriate geoid or ellipsoid is applied, in some instances an iterative process is demanded. The translations are not perfect but provide the users with an answer with the appropriate caveats. 

The detailed discussion within the three groups worked well. I attended the Architecture section and a good exchange was maintained which could potentially influence the design. The return to the plenary was a little more problematic with comments made in detail which were time consuming. Feedback from the task group was positive even though they were subject to criticism, inevitable when it was the group who provide the model for comment.

The Workshop was worthwhile and provided ideas for consideration. It would have benefited from a longer time for the detailed discussion within the expert groups.
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