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Abstract

Availability and easy access to a wide range of situational awareness data on the sea is the basis for strategic decision-making and effective collaboration. In this abstract, we aim to present our initial design idea on developing a semantic interoperability platform for a C4IS system for maritime surveillance, which will enable easy access to a wide range of situational awareness and tactical communication data. In initial design we exploited NATO IST 075 final results and our expertise sourced from developing semantic interoperability platform for other domains. This study presents the NATO IST-075 result of Semantic Interoperability Logical Framework which is adapted according to RECONSURVE project requirements and enhanced with the best practices and lessons learnt during our previous studies. This interoperability platform will be a part of a research and development project supported by the European Community's ITEA2 Programme, EUREKA Cluster.

1.0 Introduction 

Naval forces are often need to collaborate with other governmental or non-governmental organizations and take place in multi-national collaborations in order to handle complex situations ranging from search and rescue activities, environment protection, to preventing illegal immigration at sea. 

Within NATO, interoperability is defined as: “The ability of Alliance Forces and when appropriate operate effectively together in the execution of assigned missions and tasks” [1]. According to European Maritime Policy “Blue Paper” [2], the European Commission declares their willingness to take steps towards a more interoperable surveillance system to bring together existing monitoring and tracking systems used for maritime safety and security, protection of the marine environment, fisheries control, control of external borders and other law enforcement activities. However, currently most of the organizations have their own information management systems which are unaware of other operational systems and have limited data sharing capability because there is no information sharing standards, agreements, policies, or processes currently accepted as a common denominator data standard and processes among these naval C4IS systems [3]. Interoperability is a major issue to tackle in the maritime security domain in order to achieve the objective of “Blue Paper”. There are several disparate systems deployed across borders and sometimes in a single country that cannot communicate with another system efficiently or at all.

One means of addressing the objective is to establish both common understanding and operational picture among collaborative parties and develop an interoperability platform on top of this common understanding. The interoperability platform proposed should mediate communication among cooperating parties via aligning them with respect to common understanding by assuring that any the information content will be accessed, understood, and utilized and the meaning of the information and the purpose of the information exchange are understood identically everywhere and at all times. This is achievable through a semantically enhanced interoperability platform. 

This abstract will report an ongoing study aiming at developing and evaluating an open interoperable maritime surveillance platform forming a coherent network via semantically enhanced interoperability interfaces. This system will not to be yet another surveillance system, but rather will create interfaces between existing systems across domains and borders. Thanks to the proposed semantic interoperability platform a mixture of maritime surveillance frameworks will be able to marshal available resources and coordinate effectively through a common ground in order to achieve an effective outcome. Similarly, agencies with relevant, related, or complementary information will be able to aggregate their data to achieve greater levels of situational awareness.  The intention is to improve maritime security, particularly reducing the number of illegal immigrants crossing sea borders in small boats, with a cost-effective approach to wide-area sea-border surveillance. This research is a part of a European project supported by ITEA2, Eureka Cluster Programme (RECONSURVE Project, no: ITEA2 09036) and the approach will be implemented by an interdisciplinary research team with ten members, including naval officers with operational experience, experts in C4IS, sensors, sensor systems, information and communications technologies, and Service Oriented Architecture.

2.0 Methodology 

One of the goals of RECONSURVE project is creating an interoperability platform in order to enable the exchange of situational awareness and tactical data between C4ISs and especially across other (non-)governmental (multi)national organizations. In order to promote interoperability across the community the system needs to adopt a more productive and sensitive approach that is affordable and reasonably non-intrusive. RECONSURVE will provide interoperable and reusable services to glue together different surveillance systems already in place or under development in EU and associated countries. As declared earlier, this approach does not aim to develop yet another surveillance system, but aims to create interfaces between existing systems across domains and borders through a semantic interoperability framework.

Currently, the interoperability in maritime security domain is handled through manual operations. In other words, the domain experts knowledgeable on different systems perform the integration with manually developed proprietary solutions. In this work, integration will be achieved through semantic interoperability solutions using ontologies and description logic reasoning to extent possible, where the implicit relationships between the concepts of different systems will be discovered automatically. 

The interoperability platform will be designed in a way that which will cover different layers of the interoperability stack. For technical layer message transport details will be given; for syntactic and semantic layer message contents will be semantically explicated and for the organizational layer business processes will be formally defined. The solution will be based the maximum extent possible on available existing civil or military standards in order to let the use of existing technology, and on commercial of the shelf (COTS) equipment in the design of the collaborating systems. With this capability, each nation should then evolve their existing and soon-to-be-implemented systems towards the common standards, thus progressively enhancing interoperability of C4ISa of coalition systems.

· Technical Layer Interoperability

In order to address the needs of complex and variable interoperability scenarios of a maritime surveillance system, the system will be extendable; any party will be able to join into collaboration in ad-hoc manner. At the bottom layer of the interoperability stack, this will be achieved through the adoption of a centralized approach by leveraging on Service Oriented Architecture (SOA). SOA model is assumed to cope with the requirements of complex and distributed environments characterized by a significant technological and managerial heterogeneity, as the one characterized by the maritime surveillance domain [4]. The system will address interoperability at the message transport layer through a common set of Web-service interfaces.  In the architecture, web services are used for the communication between the C4ISs for information exchange. Achieving the communication via web services facilitates platform independence for the collaborating parties. Furthermore, when the web service interfaces are described semantically, they become discoverable by any other system and ad-hoc communication can be established [5].

· Syntactic and Semantic Layer Interoperability

Lack of an agreed-upon common language is one of the main reasons for the fragmented state of the current surveillance systems and inadequate cooperation between parties. It will be possible to generate a harmonized information model to which different systems adhere to. Semantic Information Models provide a formal description of concepts, terms and relationships for specific knowledge domains, are the optimal enablers for systems to understand, acquire and integrate information more efficiently and intelligently [6]. Semantic web components such as Ontologies and Web Services are keys to realize the benefits that autonomous parties can bring towards achieving interoperability at the semantic level in a net-centric environment [7]. For this purpose, situational awareness ontology will be developed and situational awareness ontology and upper ontologies will be harmonized to form a common language to enable interoperability of maritime applications. In this way, the surveillance systems (or Command and Control (C2) Systems) can map their data model to Situational Awareness Ontology and the RECONSURVE interoperability framework can achieve the mediation among these Situational Awareness Ontology mapped data models automatically (or semi automatically).The RECONSURVE Interoperability Framework will perform semantic mediation of exchanged situational awareness and tactical data between C4ISs through this harmonized common denominator.

· Business Process Layer Interoperability 

Operational structural differences in process models of collaborating parties can cause inefficiencies and gaps during operations. For highly structured defence organizations that work with less structured organizations, this can represent a significant challenge [3]. Therefore, in order to organize communication among parties, the commonly used processes identified in the requirements analysis phase will be defined as machine processable processes by using the Web Services Choreography Description Language (WSCDL) [8] from the World Wide Web Consortium.

2.1 
Architecture

The research team focused its efforts on the development of architecture of a service-oriented C4I system with a situational awareness component by exploiting available standards and best practices. Initial design of the system architecture will be based on results of research initiative of the NATO RTO IST-075 research & technology group, which includes methodologies and guidelines for the conceptual construction of the Semantic Interoperability Logical Framework (SILF) [9].

The compliance to SILF guidelines will help to ensure implementation by all nations, and provide multinational joint and combined operations, the capability necessary to interoperate and communicate without the interoperability problems they are faced with today.

As an implementation of SILF, the RECONSURVE Semantic Interoperability Platform will be a middleware that performs interoperability in the communication medium although it is not a part of the communicating systems. It will be decoupled from any communicating systems. It will apply knowledge-based operations for mediation purposes via intercepting any communication.

2.1.1
Application of SILF Operational Workflow

In the RECONSURVE project, a national C4I system will be designed based on VATOZ®. VATOZ® is a Naval Command and Control System Software Product line developed by ASELSAN A.Ş.  It is a real-time, distributed and data-driven Naval Command and Control System Software Product line which can be deployed to Ship Combat Management Systems and Harbour Control Locations. However, currently it is a standalone system which has no external interfaces to cooperate with other organizations’ C4I systems. In order to enhance VATOZ® capabilities to let it inter-operate with other C4I or maritime surveillance systems, we will follow SILF main guideline steps [9]: 

I. Describe

The basic idea of SILF is to explicate any information that is to be exchanged via ontologies, and exploit the knowledge-based operations to improve interoperability. In order to semantically describe interfaces first of all, we need to identify information that are expected to be exposed and consumed by VATOZ®.  On the highest level we have envisioned six main message models that will be exchanged among collaborating parties. These are Track Sharing Messages, Track Coordination Management Messages, Mission Assignment Messages, Mission Plan Messages, Acknowledgement Messages, Operation Situation Messages and Operation Result Messages. The semantics of all of these message contents will be formally described via ontologies in a machine processable way.  The Web Ontology Language (OWL) is used for this purpose as the OWL is the most widely used knowledge representation language for authoring ontologies. It allows the description of a domain in terms of classes, their properties and the relations among the classes. Furthermore, the consortium has sound expertise on this language and OWL ontology tools [10], [11], [12]. 
However, OWL ontologies alone are sometimes not enough to properly capture the model of a domain [13]. Ontologies mostly handle terminological and hierarchical knowledge and need to be complemented by logical rules which states logical axioms, constraints and conditional assertions in a declarative way. The RECONSURVE will utilize capabilities of each semantic description model as its effectiveness has been shown in different applications [12], [14], [15]. Furthermore, as RECONSURVE will adopt profiling approach, we will also define actors, transactions, coded terms, business rules for functional interoperability. 

This step is an off-line step and will be realized for any independent system once when they decide to connect interoperability platform.

II. Refer

Common Ground (CG) acts as common references for the semantic descriptions of collaborating systems which are explicated at the “Describe” step.  Any concept found in semantic description of the independent system interface needs to be linked to the Common Ground in order to create the correct ontology mappings. These relationships are later used to find the similarities among the exchanged information models from different C4ISs.  In the RECONSURVE project we plan to utilize explicated version of JC3IEDM [16] as a domain ontology. JC3IEDM is a data model, which specifies the minimum set of data that needs to be exchanged in coalition or multinational operations. This is a widely utilized data model in the NATO community as it is, i.e. without semantic annotations. Another component of the CG will be the situational awareness ontology. The Situational Awareness Ontology will be accepted as a common language to enable interoperability of maritime applications within the scope of the RECONSURVE Project. As the Situational  Awareness Ontology will be used as the common language among the C2 Systems, the ontology needs to cover all of the information elements in the surveillance and command and control domain. Therefore, the well-accepted standards will constitute the base for the Situational Awareness Ontology. The standards included into the ontology are Joint Consultation, Command and Control Information Exchange Data Model (JC3IEDM), Open Geospatial Consortium’s Sensor Web Enablement (OGC-SWE), Automatic Identification System (AIS), OASIS Common Alerting Protocol (CAP). Furthermore, upper ontologies such as The Suggested Upper Merged Ontology [17], Open Cyc[18], or COSMO  are planned to be linked to the CG in order to cover the concepts that are not available in military domain models. These linkages will create a set of ontologies with an extended coverage. Thus, the interoperability platform will support civil or military applications and will let semantically define non-military theory, concepts, and relations. As a result, the concept gaps created by using a military standard (JC3IEDM) will be eliminated. 
As the data format, OWL is used. With supported tools it becomes possible to realize advance processing on the ontology thanks to OWL. For example, the above-mentioned standards have some overlapping concepts having similar structure. With Description Logics (DL) Reasoners – one of the tools to process the ontology – it is possible to identify these overlapping concepts automatically. This allows the elimination of the redundancy. This process is also called as ontology harmonization or ontology merging/alignment. One precondition to feed an ontology to Description Logics Reasoners is that the ontology should be in description logics level (i.e. it should be rich enough). Therefore, the Situational Awareness Ontology is designed to be at the OWL-DL level.

Furthermore, usually the standards define the common denominator data model in a domain at the international level and expect local extensions at the national level. Therefore, in this “Refer Phase” there will be gap between the ontologies defined for national C4IS system and CG. For this purpose, in addition to standards, CG can be extended via local data models. From Turkey side, some national forms and data models used by Turkish Coast Guards are also harmonized into the CG ontology.

The development process of the Situational Awareness Ontology is as follows and this iterative process is followed for each of the standard (or local data model) to be included:

· The OWL-DL model of the standard/local data model is created. This can be automatic if there is a machine processable data model such as XSD or ERWin (Entity Relationship for Windows) data model. Otherwise, manual authoring is necessary. 

· After that this ontology, together with the Situational Awareness Ontology, is fed into the description logics reasoner to identify possible inconsistencies or overlapping concepts. 

· If there is any inconsistency or overlapped concepts, they are handled automatically or semi-automatically.

· Re-run the above process until there is no inconsistency or new overlapping concepts. 

The current version of the ontology is available at http://www.srdc.com.tr/RECONSURVE/SAO/SituationalAwarenessOntology.owl
All of the standards, except JC3IEDM that provides its data model in ERWin format, provide their data model through XML Schema Definitions. In addition to that there is existing work on generating OWL ontologies from JC3IEDM and OGC-SWE standards. However, the CAP and AIS ontologies are developed from scratch. After that they are harmonized with Racer Pro Description Logics reasoner into single Situational Awareness Ontology. 
This second step will be an off-line step and this will also be realized for any independent system once when they decide to connect interoperability platform like “Describe” step.

III. Align

Align step discovers the similarities among semantic description of system interfaces according to both the semantic properties they share and the semantic equivalences established through reasoning. In this step, predefined rules that are available either defined during “Describe” phase or perhaps available within the CG are utilized, which will create a harmonized ontology. This harmonized ontology will provide a basis to relate and translate between the concepts.

The RECONSURVE will fuse both ontological and logical rules by controlling them in a procedural flow by first Description Logic reasoning then feed into Logical Program reasoning. This will create hybrid semantics.  The process is similar to the one described at “Refer Phase”, in which the concepts are aligned to create harmonized CG.
In one of our previous work in which semantic interoperability concept is applied to Collaborative Supply Chain Planning [12] ,we utilized Racer Pro 1.9.2 Beta the DL reasoner, and then the JESS Rule Engine in order to execute the heuristics to find additional relations. There is a converter among these engines which converts the OWL definitions to facts definitions which can be asserted to the rule engine, and then newly obtained fact definitions back to OWL class equivalences to be inserted to the Harmonized Ontology after rule engine execution. This methodology will also be adopted in the RECONSURVE approach. Both the output which is the form of an ontology, provided by ontological operations and harmonized ontology will be kept in the triple store as a reference repository.

This step will be realized off-line but it needs to be executed once for any partner with whom a communication will be realized.

IV. Transform

Finally, the equivalences discovered among communication interfaces of collaborating partners are used for generation of transformation files, which will realize the translation of information exchange instances. This step will utilize the reference repository as a base and convert ontological findings to transformation rules. Currently, we aim to define common information model with an XSD file and form transformation file from ontological findings with XSLT rules. 

This step will be on-line and the formation of transformation file will be realized once for any type of communication with any collaborating pair. However, the transformation will be executed any time if there is any information sharing.

3.0 Current Status and Future Approach

As a first step of building a support system to replace current fragmented maritime surveillance framework systems across the European Union (EU) we need to build an interoperable national system. For this purpose, we collaborate with Turkish Coast Guard Command in order to examine the concept of interoperability as it applies to cooperation amongst a mixture of national organizations and agencies, and possible multi-national cooperation. Through this examination we aimed to identify key issues that need to be understood and addressed.

The team analyzed the concept of their objectives, tasks and responsibilities at the maritime environment, as well as the definitions of their spatial organization and respective players. We studied their current operational environment. Analyzing statistics and tendencies of threats, risks, and illegal acts, we have identified critical operational cases. According to analysis we have decide to address interoperability requirements for search and rescue activities, environment protection, fisheries control, illegal smuggling, strategically important area protection and illegal immigration at sea use cases. These case studies are used to identify issues that need to be addressed and suggest ways in which these improvements might be realized. Thanks to this case study analysis we have identified interoperability requirements that will be exchanged among cooperating parties. 

For interoperability studies we will follow the approach as presented in Figure 1.
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Figure 1: RECONSURVE Interoperability Workflow.
Currently we are on the phase of identifying interoperability requirements. Later, we will define interoperability specifications by taking VATOZ® constraints and other assumptions related with the system into consideration. Then system design and implementation will be completed. After the system verification and validation phase, finally RECONSURVE Semantic Interoperability Platform will be ready.

4.0 CONCLUSION

Availability and easy access to a wide range of situational awareness data on the sea is the basis for strategic decision-making and effective collaboration. Within this regards, the RECONSURVE project aims to develop an interoperability platform in order to enable the exchange of situational awareness and tactical data between C4ISs and especially across other (non-)governmental (multi)national organizations.

This study presents an initial design of this semantic interoperability platform following the NATO IST-075 result of Semantic Interoperability Logical Framework guidelines. The SILF is adapted according to RECONSURVE project requirements and enhanced with the best practices and lessons learnt during our previous studies within this study.
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