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Abstract

The aim of the article is to demonstrate a solution for semi-automatic C2 system mediation using semantic brokerage mechanisms. The idea is based on development of semantic formal annotations for each system using knowledge representation languages such as OWL-S [14], OWL-DL [1]

 REF _Ref302323251 \r \h 
[13] and SWRL [20]. Such annotations are then used by semantic broker to support communication flow between systems. The article presents ideas how to solve a problem of data mediation using theory proving mechanisms, description logic and rule languages. These mechanisms allow to discover hidden similarities and detect data inconsistencies when we aggregate information which comes from distributed sources. Formal specification of available information sources allows broker to automatically execute some tasks which are normally done by humans.

1.0
INTRODUCTION

JC3IEDM is a data model specification developed by MIP [11] to support interoperability between NATO C2 systems. The model constitutes a set of concepts (e.g. Equipment, Aircraft, Location etc.), their attributes and relations as well as business rules to check data consistency. The JC3IEDM is the most complete NATO specification that identifies vocabularies capable of describing the battlefield situation. It’s main purpose is to allow information exchange about recognized objects. MIP systems can exchange information about friendly, neutral and enemy forces.

NFFI is an alternative NATO specification for information exchange about friendly forces. It was built to serve only one particular purpose: information exchange about friendly forces of all levels of command. It is not as complete as JC3IEDM but much more simple and easy to use.

Let’s assume the situation where we have two national systems (Figure 1): Nation A and Nation B Land C2 Systems. Nation A in order to communicate with other systems developed MIP gateway. System of Nation B communicates with the rest of the world via NFFI gateway. In such a setting both systems even using NATO interoperability standards are not capable to exchange information between each other. One of them would need to implement the other protocol. But what if change management process of both of the systems doesn’t allow for any updates to the existing software. They need some kind of intermediary that will help them to achieve information exchange.
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Figure 1: Incompatibility problem.
Incompatibility may happen on various levels:

· Communication protocol physical level (different communication protocols types e.g. HTTP or pure TCP/IP sockets transfer) 
· Information syntax level (the same communication protocol e.g. HTTP but different information payload specification e.g. pure XML or RDF)

· Information semantics (terminological) level. Even if we use the same transport protocol and the same syntax we can still use different data structures and terminologies and still fail to communicate. 
MIP and NFFI gateways use different communication protocols, information syntax and semantics. To reduce the problem complexity within the article we limit the problem scope to semantics and we just mention the other two levels. We assume that translation process (defined later) allows us to lift the problem to semantics only level.

The aim of the article is to demonstrate a solution for semi-automatic system mediation using semantic brokerage mechanisms (Figure 2). The idea is based on development of semantic formal annotations for each system using knowledge representation languages such as OWL-DL [13]
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[1], RDF[17] , SWRL[20]. The annotations are then used by semantic broker to support communication between A and B. The annotations help to lift the integration problem to semantics only level.
The OWL-S [14] annotations contain the recipe on how to translate data from native format to ontology format (e.g. SQL to OWL-DL for MIP and XML to OWL-DL for NFFI) but more importantly they allow knowledge to be more explicit (less vague). The annotations have the following characteristics:

· Allow systems data to be elevated to more explicit knowledge expressed using logical formalism

· Enable more accurate data consistency checking

· Allow referring systems data to general terminological knowledge (common knowledge)

· Describe systems knowledge in a declarative way as opposed to hard-coded and hidden knowledge in software applications

· Can be automatically interrogated by logical agents to match data and terminology (consumer request and provider response)

· Human and machine readable

One of the main ideas the solution is based on is the notion that although MIP and NFFI use different ways of expressing concept semantics they still describe the same military domain and refer to common terminologies (e.g. WGS 84 for expressing locations or APP6A for expressing NATO military symbols).
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Figure 2: Semantic broker.
2.0
MEDIATION GOAL

The mediation goal (Figure 3) is to allow bi-directional flow of information from system A to B (and B to A). The flow of information is supported by semantic broker via linking of system local ontologies to common knowledge ontologies. The recipe how to relate local system ontologies to common knowledge ontologies is located in the semantic annotations. The broker examines the annotations and facilitates information flow.
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Figure 3: Mediation goal.
3.0
MEDIATION PROCESS

The main feature of the semantic broker is to support mediation between heterogeneous systems. The system differences as mentioned above may lay in various layers but we limit solution to semantic mediation.

The broker mediation process (Figure 4) is a composite process that consists of several steps:

· ontology translation (step 1)

· semantic enrichment via bridging to common knowledge (step 2)

· ontology merging (step 3)

· ontology filtering (step 4)

· instance data ontology translation back to native system format (step 5)

Ontology translation (step 1) is the process of transforming ontology from one syntactic representation to another. The process is mainly manual effort although may be supported by appropriate tools (e.g. XML to OWL semi-automatic translators). The translation of JC3IEDM ontology from SQL to OWL is proposed in [6]. The similar (but reverse) activity is done in step 5.

Ontology enrichment process (step 2) helps to make the knowledge more explicit by referring its elements to common knowledge elements e.g. SITREP, WGS-84 and APP6A ontologies.

During the enrichment process correspondences between ontology entities of two different ontologies 
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 are stated. Entities may be different ontology elements e.g. classes, relations, attributes or instances.

Correspondence between two ontology elements is defined as tuple:


[image: image6.wmf]>

<

k

r

k

o

j

o

i

c

r

e

e

,

,

,

'


where 
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 relation between ontology elements and 
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 measure of confidence that the relation holds – value from [0,1].

The end product of ontology bridging process (step 2) is the matching (term alignment may be used as well) ontology (figure 3). Alignment ontology between [image: image11.wmf]o
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is defined as set of correspondences between ontology elements. For the purpose of the article it’s assumed that correspondence confidence value is set to 1.

Ontology merging process (step 3) is mainly putting all ontologies into one common knowledge space and treating it as single composite ontology available for the reasoner.

Ontology filtering process (step 4) is mainly solving the retrieval problem. Given ABox and concept C find all instances a of concept C such that:
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Figure 4: Mediation process.
4.0 
BRIDGING LOCAL System ontologies to upper and domain ONtologies

The OWL-S semantic annotations of system A (and B) contain recipes how to translate system A (and B) instance data to local ontology instances but also how to relate local ontology terminological knowledge to common terminological knowledge.

After ontology translation process (step 1) local system and common knowledge ontologies are represented in the same ontological syntax OWL-DL [1]. That allows to define correspondences and reason on merged resources in the consecutive steps.

As mentioned all ontologies (Figure 5) JC3IEDM, NFFI and Common Knowledge were defined in OWL-DL dialect. The following Common Knowledge ontologies were selected for the mediation process:

· SITREP ontology to express unit and unit location concepts

· NATO App6a ontology to express unit concept

· WGS-84 ontology to express latitude, longitude and spatial reference system concepts

· Altitude ontology to express altitude concept (ontology has been developed based on information taken from NATO AAP6 dictionary)

The selection of Common Knowledge domain and upper ontologies was done manually but in the future it’s foreseen existence of ontology registries (in the same way as DNS (Domain Name Server) directories) that will facilitate discovering of relevant domain and common ontologies. The similar work is being conducted in NATO under NMRR project (NATO Metadata Registry and Repository).

There are two types of correspondences developed for the purpose of the mediation:

· Alignments that utilize the expressive power of OWL-DL TBox axioms

· Rule alignments based on SWRL Horn logic [20]
OWL DL ontologies consist of two parts, terminological TBox and assertional ABox knowledge. Terminological knowledge describes concept and role axioms, which allow to represent data structures. Assertional knowledge describes assertions about individuals, which represent data itself. In order to fill the gaps of OWL DL or simplify building of ontology correspondences SWRL rule language is used additionally. There are cases where SWRL can express certain statements more concisely than OWL (and vice versa) [1]
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[2]
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[3].

SWRL rules extend OWL language with unary/binary Datalog rules. The rule is of the form
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where antecedent and consequent form a conjunction of atoms 
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. SWRL predicates are extended with builtins mechanism that allow e.g. arithmetic operations [20]
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[10]
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[22].

The example alignment between NFFI and Common Knowledge composes of several correspondences:

Correspondence 1: Concept equivalence
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Correspondence 2: Concept equivalence
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Correspondence 3: Rule based correspondence
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Figure 5: Bridging to Common Knowledge.
6.0
CONCLUSION

The work demonstrated that semantic mediation in the area of C2 systems based on JC3IEDM and NFFI is possible. The example use-case is related to reporting of military units locations only but it could be extended to take under consideration unit operational status, affiliation and other attributes relevant for real battlefield situation.

The mediator requires development of semantic annotation for each system. The annotation allows to describe system knowledge in a declarative way as opposed to hard coded specific purpose mediation program. Moreover the annotation doesn't require change to the system itself. The annotations allow system knowledge to be more explicit through exposing it via ontology logical formalism.

The described mediation process assumes existence of relevant common knowledge ontologies. Common knowledge may be defined as ontology tree (or more appropriately a graph) [7] where at the bottom applications and domain ontologies exist and above more universal concepts are defined such as location, temperature, units of measure etc. The appropriate common ontologies could be exposed in an organisation ontology registry, that would cover domain knowledge and relevant upper knowledge. Such registry would allow easier reuse of information structures and would facilitate configuration and runtime operations of semantic broker.

Interoperability that is based on common knowledge should facilitate info exchange by reduction the problem of many-to-many system mappings to one-to-many. It does not imply that common ontologies will cover definitions of every possible information elements but it will facilitate finding similarities through reuse of common definitions.

Using OWL and SWRL logical formalisms found itself useful for the purpose of inter-system mediation. However careful consideration need to be put with regard to using some language constructs that may lead theory proving mechanisms to undecidability of finding logical consequence [1].
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